
VMware.2V0-81.20.v2022-02-25.q25

Exam Code: 2V0-81.20

Exam Name: Professional VMware Security

Certification Provider: VMware

Free Question Number: 25

Version: v2022-02-25

# of views: 106

# of Questions views: 252

https://www.freecram.net/torrent/VMware.2V0-81.20.v2022-02-25.q25.html

NEW QUESTION: 1
In what order are NSX-T Distributed Firewall rules processed?
A. Left-to-right, top-to-bottom, finding a rule match the packet is processed per the rule and stops.
B. Top-to-bottom, left-to-right, finding a rule match the packet is processed per the rule and
continues to next rule.
C. Left-to-right, top-to-bottom, finding a rule match the packet is processed per the rule and
continues to next rule.
D. Top-to-bottom, left-to-right, finding a rule match the packet is processed per the rule and stops.
Answer: (SHOW ANSWER)

NEW QUESTION: 2
Which three statements are correct for Active Directory integration with Identity Firewalls (IDFW)
in an NSX-T Data Center deployment? (Choose three.)
A. The IDFW can be used on both physical and virtual servers as long as supported operating
system is installed.
B. Identity-based groups can be used as the source or destination in DFW rules.
C. User identity information is provided by the NSX Guest Introspection Thin Agent.
D. The IDFW can be used for Virtual Desktops (VDI) or Remote desktop sessions (RDSH
support).
E. The Thin Agent must be enabled in VMWare tools as it is not enabled by default.
Answer: (SHOW ANSWER)

NEW QUESTION: 3
Which two are features of a hybrid cloud model for networking and security when using NSX-T
Data Center and VMware NSX Cloud? (Choose two.)
A. NSX Data Center supports Layer 2 VPN between an NSX Edge and a Direct Connect
Gateway.
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B. NSX Data Center supports secure, encrypted user access to private corporate applications
(SSL VPN).
C. NSX Data Center and VMware NSX Cloud stretch Layer 2 domains between public clouds
using the Geneve overlay.
D. NSX Data Center supports remote sites (IPsec VPN) with optional VPN gateways or hardware
routers from other vendors.
E. NSX Data Center provides consistent logical networking and security across protected and
recovery sites.
Answer: (SHOW ANSWER)

NEW QUESTION: 4
A security administrator receives an error with code 1001 while configuring a time-based firewall
rule on an ESXi host.
Which two actions can resolve the problem? (Choose two.)
A. configuring the ESXi host with a remote NTP server
B. restarting the NSX firewall kernel module on the ESXi host
C. restarting the NTP service on the ESXi host
D. reinstalling the NSX modules on the ESXi host
E. configuring the ESXi host with a local NTP server
Answer: (SHOW ANSWER)

NEW QUESTION: 5
What are the three types of NSX-T Data Center installation workflows? (Choose three. )
A. NSX-T for Hyper-V
B. NSX-T for VxRail
C. NSX-T for OpenBox
D. NSX-T for Bare Metal
E. NSX-T for vSphere
F. NSX-T for KVM
Answer: (SHOW ANSWER)

NEW QUESTION: 6
Which Carbon Black Cloud feature allows an administrator to audit at scale and identify gaps in
least privilege configuration controls?
A. Live Query
B. CB Baseline Tool
C.Watchlist
D. Investigate
Answer: (SHOW ANSWER)

NEW QUESTION: 7
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As an IT administrator, you want to prevent users from launching a protected SaaS web
application when they are not connected to the internal LAN. The application is federated with
Workspace ONE Access.
What can be configured to prevent the application from launching?
A. IdP Response
B. Authentication Method
C. SAML Attribute
D. Access Policy
Answer: (SHOW ANSWER)

NEW QUESTION: 8
In a Workspace ONE environment, what is the maximum number of days a Windows Feature
Update (Windows 10 1703 and above) can be deferred?
A. 365
B. 30
C. 90
D. 7
Answer: (SHOW ANSWER)

NEW QUESTION: 9
In the NSX Manager UI, which tab is selected to manage firewall rules?
A. Security tab
B. Networking tab
C. Inventory tab
D. Plan & Troubleshoot tab
Answer: (SHOW ANSWER)

NEW QUESTION: 10

A. simple download mode
B. use peers on the same local network domain
C. use peers on same NAT only
D. use internet peers
Answer: (SHOW ANSWER)

NEW QUESTION: 11
What is the purpose of Flow Statistics in an NSX-T Data Center firewall rule?
A. It is a toggle for disabling display of the byte, packet count, and sessions.
B. It is a read-only field that displays any NETFLOW traffic analysis.
C. It is a read-only field that displays the byte, packet count, and sessions.
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D. It is a toggle for turning on NETFLOW monitoring for a particular firewall rule.
Answer: (SHOW ANSWER)

NEW QUESTION: 12
When designing NSX-T for high availability with Layer 2 adjacency, what is the recommended
number of NSX Managers that should be deployed?
A. 2 NSX Managers using a VIP address for Management
B. 2 NSX Managers deployed using a load balancer
C. 1 NSX Manager using vSphere for high availability
D. 3 NSX Managers using a VIP address for Management
Answer: (SHOW ANSWER)

NEW QUESTION: 13
An administrator has created a security policy from the NSX UI, but the firewall rules are not
being applied to the traffic in the datapath.
Which two actions could be carried out by the administrator to resolve the problem? (Choose
two.)
A. Restart the workloads running on the impacted hosts.
B. Modify the Direction of the rules in the security policy.
C. Modify the Applied To field of the security policy.
D. Restart the nsx-proxy agent on the impacted hosts.
E. Modify the Action of the rules in the security policy.
Answer: (SHOW ANSWER)

NEW QUESTION: 14
When creating a firewall rule in NSX-T Data Center, what are the three valid options in the action
column? (Choose three.)
A. Log
B. Reject
C. Allow
D. Drop
E. Isolate
Answer: (SHOW ANSWER)

NEW QUESTION: 15
An administrator has been asked to install Guest Introspection Thin Agent using VMware Tools
on a Windows 10 VDI solution.
Which statement is correct for enabling the Identity Firewall feature?
A. Guest Introspection drivers are included with VMware Tools for Windows and a reboot of the
VM is required to initialize the drivers
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B. To install Guest Introspection on a Windows VM, you must perform a custom install and select
the drivers.
C. Guest Introspection drivers are available from third-party providers and can be initialized
without a VM reboot.
D. Select Guest Introspection Drivers to install File Introspection (vsepfit) and Network
Introspection (vnetfit) drivers.
Answer: (SHOW ANSWER)

NEW QUESTION: 16
When creating a sensor group in VMware Carbon Black Cloud, which three are valid criteria?
(Choose three.)
A. Organizational Username
B. Subnet
C. Active Directory Organizational Unit
D. Device Name
E. Location Name
Answer: (SHOW ANSWER)
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NEW QUESTION: 17
A company has deployed a new application. Users are complaining they cannot connect. The
administrator suspects there is an issue with the Distributed Firewall (DFW).
What three steps can be taken to troubleshoot the DFW? (Choose three.)
A. The administrator should verify firewall rules exist to permit traffic and verify the hit counters
are increasing.
B. The administrator should configure vRealize Log Insight using syslog as the type and review
the DFW rule logs in vRealize Log Insight.
C. The administrator should configure vRealize Log Insight using the Insight agent as the type
and review the DFW rule logs in vRealize Log Insight.
D. The administrator should confirm that SLOT 2, which is used by the DFW, is configured under
the vNICs of the VMs.
E. The administrator should confirm if the DFW rule is set to log, and then look on the hypervisor
where the VMs reside and look at logs at /var/log/dfwpktlogs.log.
Answer: (SHOW ANSWER)
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NEW QUESTION: 18
An administrator has added a new ESXi host to a vCenter Server Cluster with NSX-T Data Center
already working. The administrator installed NSX-T Data Center components in the new ESXi.
When the administrator deploys a new VM in the host, connectivity tests good with ping, but SSH
session traffic is erratic. The VDS and NSX-T Data Center configuration is the same as each
ESXI in the Cluster, but only VMs in the new ESXI are having problems.
What should the administrator do to address the problem?
A. Change VDS MTU to 2000 in each physical uplink.
B. Verify MTU configuration in each physical uplink.
C. Change VDS MTU to 1500 in each physical uplink.
D. Verify VLAN connection in each physical uplink.
Answer: (SHOW ANSWER)

NEW QUESTION: 19
An administrator works for a company that supplies iOS devices to its employees. The
administrator is notified there is a security vulnerability with the latest version of iOS. The
administrator must prevent users from updating devices immediately. The administrator
implements a device profile to configure the updates payload and prevent the devices from
detecting the update.
How long can devices be prevented from accessing the update from Apple?
A. 90 Days
B. 180 Days
C. 30 Days
D. 60 Days
Answer: A (LEAVE A REPLY)

NEW QUESTION: 20

A. The firewall action would be rejected.
B. The source and destination are the same.
C. The port will be 443.
D. The logging would be on.
Answer: (SHOW ANSWER)

NEW QUESTION: 21
Which would be a cause for a device being flagged as compromised in the Workspace ONE UEM
dashboard?
A. Device was lost.
B. Device was damaged.
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C. Device was jailbroken.
D. Device was stolen.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 22
Which two options are needed to configure NSX-T Data Center to access the Active Directory?
(Choose two.)
A. Port
B. Distinguished Name
C. Domain Controller Name
D. netBIOS name
E. username
Answer: (SHOW ANSWER)

NEW QUESTION: 23
Where in the NSX UI does an administrator add an Active Directory Domain?
A. Go to Home > Configuration > Identity Firewall AD > ADD ACTIVE DIRECTORY
B. Go to Inventory > Configuration > Identity Firewall AD > ADD ACTIVE DIRECTORY
C. Go to System > Configuration > Identity Firewall AD > ADD ACTIVE DIRECTORY
D. Go to Security > Configuration > Identity Firewall AD > ADD ACTIVE DIRECTORY
Answer: (SHOW ANSWER)

NEW QUESTION: 24
What is used to establish trust with an identity provider in Workspace ONE Access?
A. SAML Metadata
B. SAML Request
C. SAML Context
D. SAML Attribute
Answer: (SHOW ANSWER)

NEW QUESTION: 25
Which is the built-in two factor authentication method in Workspace ONE Access?
A. VMware Push
B. VMware Verify
C. VMware SMS
D. VMware Auth
Answer: (SHOW ANSWER)
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