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NEW QUESTION: 1

Which Unified Access Gateway component can use an AirWatch generated certificate for inbound
SSL traffic?

A. VMware Tunnel

B. VMware AirWatch Content Gateway

C. VMware AirWatch Secure Email Gateway

D. AirWatch Cloud Connector

Answer: (SHOW ANSWER)

NEW QUESTION: 2

What are three types of console customizations that can be performed? (Choose three.)
A. Color themes

B. Cascading Style Sheets

C. HTML settings

D. Export settings

E. Fonts

F. Logos

Answer: A,B,F (LEAVE A REPLY)

Explanation/Reference:

Reference: https://docs.vmware.com/en/VMware-AirWatch/9.2/aw-mdm-
guide-92/GUID-014MDM- ConsoleBranding.html

NEW QUESTION: 3

Which policy should an administrator modify to grant user access to the company's federated
Web app in Workspace ONE?

A. Default authentication user

B. Default access policy set
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C. Default compliance policy
D. Default profile policy
Answer: B (LEAVE A REPLY)

NEW QUESTION: 4

How many access policy sets can an administrator associate to a web app?
A.3

B. 2

C.1

D.4

Answer: (SHOW ANSWER)

NEW QUESTION: 5

What Android device requirement must be met to push an application from the Google Play Store
and have it silently install on a device?

A. Google Developer access

B. Register with Android Enterprise

C. G-Suite compatible

D. Supervised

Answer: (SHOW ANSWER)

NEW QUESTION: 6

A device on the Internet is not able to connect to the VMware Tunnel.

Which three are the VMware recommended troubleshooting steps an administrator could take to
resolve this issue? (Choose three.)

A. Telnet from the Tunnel front-end server to the Console server.

B. Ping from the Internet to the Tunnel back-end server.

C. Telnet from the Tunnel front-end server to the Tunnel back-end server.

D. Telnet from the Internet to the Tunnel front-end server.

E. Check the configuration on the console.

Answer: (SHOW ANSWER)

NEW QUESTION: 7

How does an administrator re-evaluate compliance for email policies after making changes to an
email compliance policy rule?

A. Click Re-evaluate compliance for this device.

B. Reactivate the device endpoint.

C. Deactivate and then reactivate the changed email compliance policy rule.

D. Click Run Compliance.

Answer: (SHOW ANSWER)
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NEW QUESTION: 8

Which three functions does Workspace ONE Integration with a Microsoft Certification Authority
(CA) allow administrators to execute? (Choose three.)

A. Renew an issued certificate.

B. Host a copy of the Certificate Revocation List.

C. Request certificates with custom attributes.

D. Manage CA security permissions from the console.

E. Revoke an issued certificate.

Answer: (SHOW ANSWER)

NEW QUESTION: 9

What is the standard conditional access policy for Workspace ONE to ensure only managed and
compliant iOS devices can access assigned applications?

A. 1) Mobile SSO (for iOS) AND Device Compliance

If the preceding authentication method fails, then fallback to...
2) None

B. 1) Mobile SSO (for iOS) AND Device Compliance

If the preceding authentication method fails, then fallback to...
2) Password

C. 1) Mobile SSO (for iOS)

If the preceding authentication method fails, then fallback to...
2) VMware Verify Multifactor Authentication

D. 1) Mobile SSO (for iOS) Device Compliance

If the preceding authentication method fails, then fallback to...
2) None

Answer: (SHOW ANSWER)

NEW QUESTION: 10

Which scenario requires a company to leverage g?}éﬁfm&, mﬁﬁ};hﬂanager connector in addition to
the AirWatch Cloud Connector? = f@é '

A. Deploy VMware productivity apps.

B. Integrate with Horizon, Citrix and ThinApp.

C. Sync user accounts from LDAP to VMware Identity Manager console.
D. Configure mobile SSO on iOS devices.

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference: https://techzone.vmware.com/resource/vmware-workspace-one-reference-
architecture-saas- deployments

NEW QUESTION: 11
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What does an administrator need to do to require an end user to accept the Terms of Use (TOU)
prior to completing the installation of a Workspace Services Profile?

A. Enrollment Terms of Use Acceptance

B. Enroliment End User License Agreement

C. Require an optional prompt

D. Register with Apple DEP

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference: https://docs.vmware.com/en/VVMware-AirWatch/9.3/VMware%20AirWatch%20Mobile
%

20Device%20Management%20Guide%20v9_3.pdf

NEW QUESTION: 12

Which component is needed on-premises to sync Active Directory to Workspace ONE?
A. Unified Access Gateway

B. Secure Email Gateway

C. Email Notification Service

D. VMware identity manager Connector

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference: https://techzone.vmware.com/resource/vmware-workspace-one-reference-
architecture-saas- deployments#sec7-sub2

NEW QUESTION: 13

Which three types of data can be collected from a MacOS device and displayed in the console?
(Choose three.)

A. IMSI number

B. OS version

C. Device serial number

D. Firmware version

E. IMEI number

Answer: B,C,D (LEAVE A REPLY)

Explanation/Reference:

NEW QUESTION: 14

Which two can be combined, using VMware approved guidelines, rather than creating a separate
profile for each payload?

A. Restrictions and Passcode

B. Wi-Fi and Credentials

C. Restrictions and Launcher

D. Exchange ActiveSync and Wi-Fi
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Answer: (SHOW ANSWER)

NEW QUESTION: 15

A company has an organization group which is used only to register devices for executives. The
administrator has noticed that employees are using that Group ID to register their own devices
without authorization.

How can the administrator prevent future registrations into this organization group?

A. Make the Group ID blank for the organization group.

B. Publish a Restriction Profile to devices in the organization group.

C. Create an enroliment restriction for the organization group.

D. Create a Terms of Use and for registration into the organization group.

Answer: (SHOW ANSWER)

NEW QUESTION: 16

Which service requires connectivity to a RADIUS server for authentication when using Workspace
ONE?

A. Workspace ONE UEM API service

B. AirWatch Cloud Messaging Service

C. VMware Enterprise Systems Connector

D. VMware Unified Access Gateway

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference:
https://docs.vmware.com/en/Unified-Access-Gateway/3.0/uag-30-deploy-config-guide.pdf (page
61)
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NEW QUESTION: 17

What two ways can an administrator use to safeguard sensitive email content? (Choose two.)
A. Implement SEG Proxy.

B. Implement the Unified Access Gateway.

C. Deploy email compliance policies.

D. Configure the Device Enrollment Program.
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E. Deploy device token authentication.
Answer: (SHOW ANSWER)

NEW QUESTION: 18

What additional permissions may be required to successfully run a telnet command across
domains?

A. Domain User membership group, or equivalent.

B. Domain Computer Membership or equivalent.

C. Membership in the local system account group, or equivalent.

D. Membership in the local Administrators group, or equivalent.

Answer: (SHOW ANSWER)

NEW QUESTION: 19

What can an administrator subscribe to for advanced notice of pending releases and updates?
A. Support Announcement emails

B. Product Announcement emails

C. Forum Announcement emails

D. Knowledge Base Announcement emails

Answer: (SHOW ANSWER)

NEW QUESTION: 20
What are two ways of launching Horizen VR @Q@%%ﬁrﬁhﬁﬁ%crkspace ONE? (Choose two.)
A. AirWatch Agent

B. HTML5 Web browser

C. VMware Content Locker

D. Workspace ONE application
E. Horizon client

Answer: (SHOW ANSWER)

NEW QUESTION: 21

Which PowerShell cmdlet is used to retrieve a user's mailbox information?
A. Get-User -ResultSize unlimited

B. Set-CASMailbox -mailbox $mailbox -ActiveSyncEnabled $True

C. Get-CASMailbox -mailbox $mailbox | fl

D. Get-ActiveSyncDevice -mailbox $mailbox | fl

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference: https://docs.vmware.com/en/VMware-AirWatch/9.2/\VMware%20AirWatch
%20PowerShell%

20Integration%20Guide%20v9_2.pdf
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NEW QUESTION: 22

What does an administrator create to assign a custom user attribute as a file share?
A. Admin Repository

B. User Repository

C. Manual Template

D. Automatic Template

Answer: (SHOW ANSWER)

NEW QUESTION: 23

Which three parameters can be used to create authentication policies in Workspace ONE?
(Choose three.)

A. Device compliance status

B. Device geolocation

C. Device form factor

D. Platform

E. Network Range

Answer: (SHOW ANSWER)

NEW QUESTION: 24

A company wants to micro-segment their network to provide applications access to a segmented
network while using the VMware Tunnel.

Which VMware solution can be used to implement micro-segmentation?

A. NSX

B. vSphere

C. vROps

D. vSAN

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference:
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/datasheet/vmware- micro-
segmentation-and-security-deploy-service-datasheet.pdf

NEW QUESTION: 25

Which two requirements must be satisfied to push an internally developed application to an
Android Enterprise managed device? (Choose two.)

A. Upload as an internal application to the console

B. Leverage a Google Developer Account

C. Publish in the Google Play Store

D. Supervise the device

E. Integrate with Google Apps for Business

Answer: (SHOW ANSWER)
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NEW QUESTION: 26

What domain attribute must be included to meet the SAML assertion requirement for Just-In-Time
provisioning in Workspace ONE?

A. email

B. userName

C. firstName

D. lastName

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference:
http://pubs.vmware.com/identity-manager-27/index.jsp?topic=%2Fcom.vmware.wsp-
administrator 27%

2FGUID-C9070D4C-07EB-4970-8DC5-F657D0F47C90.html
http://pubs.vmware.com/identity-manager-27/index.jsp?topic=%2F com.vmware.wsp-
administrator 27%

2FGUID-C9070D4C-07EB-4970-8DC5-F657D0F47C90.html

NEW QUESTION: 27

What are two methods by which compliance is measured? (Choose two.)
A. Engine Compliance

B. Root Compliance

C. Enterprise Compliance

D. Real Time Compliance

E. Cloud Compliance

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference: https://docs.vmware.com/en/VMware-AirWatch/9.2/aw-mdm-
guide-92/GUID-014MDM- CompliancePoliciesOverview.html

NEW QUESTION: 28

On which device operating system does the Email Notification Service (ENS) provide near real-
time push notifications for new emails?

A.iOS

B. Windows

C. Android

D. MacOS

Answer: (SHOW ANSWER)

NEW QUESTION: 29
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Which Linux command grants the current user account temporary root privileges for a short
period of time?

A. chmod u+x

B. ./

C. chmod 777

D. sudo

Answer: D (LEAVE A REPLY)

Explanation/Reference:

Reference: http://www.linuxhomenetworking.com/wiki/index.php/
Quick_ HOWTO_: Ch09 : Linux_Users_and_Sudo#Temporarily_Gaining_root_Privileges

NEW QUESTION: 30
A company is currently using PowerShell integration wit%%glcﬁeis an email solution.
isto

Which PowerShell command can b } devices in your organization that have
23
‘%%S f hips

active Microsoft Exchange ActiveS
A. Get-ActiveSyncDeviceClass

B. Get-Mailbox -ldentity $identity

C. Get-MobileDevice -Mailbox $mailbox
D. Set-ActiveSyncMailBoxPolicy
Answer: (SHOW ANSWER)
Explanation/Reference:

Reference: https://ulvbjornsson.com/2017/08/03/vmware-airwatch-powershell-integration-for-
mobile-email- management-and-more/

NEW QUESTION: 31

Which email policies can be enforced on a device not registered with Workspace Services, but is
still trying to access email through the Secure Email Gateway?

A. Device must be using an approved mail client.

B. Device must be password protected.

C. Device must be in a specific geo-location.

D. Device must not be compromised.

Answer: (SHOW ANSWER)
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NEW QUESTION: 32

Which two configurations can prevent unauthorized email access on non Workspace ONE
registered devices? (Choose two.)

A. Mobile Application Management

B. Conditional Access

C. VMware Enterprise Connector

D. Mobile Access Gateway

E. Powershell

Answer: (SHOW ANSWER)

NEW QUESTION: 33

Which two registration modes are available for Android Enterprise (commonly referred to as
Android for Work) endpoints? (Choose two.)

A. Work Managed

B. Work Company

C. Work profile

D. Work Supervised

E. Work Corporate

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference: https://kb.vmtestdrive.com/hc/en-us/articles/3600013064 14-Android-Endpoint-
Management

NEW QUESTION: 34

What configuration must an administrator setup to allow users to add their own network shares to
VMware Content Locker through the Self Service Portal?

A. Admin Repository

B. Manual Template

C. Personal Content

D. Automatic Template

Answer: (SHOW ANSWER)

Explanation/Reference:

Reference:
https://docs.vmware.com/en/VMware-AirWatch/9.2/Mobile%20Device%20Management%20Guide
%

20v9 2.pdf
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