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NEW QUESTION: 1

Which elements should be considered when creating web access policies in Edge SWG?
(Select two)

A. Website categorization and threat reputation

B. File system configuration on user devices

C. Cloud storage usage per user

D. User identity and group membership

Answer: (SHOW ANSWER)

NEW QUESTION: 2

How does Edge SWG improve web performance using caching?

A. By storing previously accessed web content and serving it to users without re-
downloading it from the internet

B. By blocking access to websites that take too long to load

C. By forcing all users to browse in incognito mode

D. By reducing encryption levels for faster data transmission

Answer: (SHOW ANSWER)

NEW QUESTION: 3

How does Symantec Edge SWG intercept and inspect web traffic in an explicit proxy
deployment?

A. Traffic is automatically redirected using network address translation (NAT)

B. Users manually configure a proxy or use a PAC file to direct traffic through Edge SWG
C. The firewall forces all outgoing traffic through the Edge SWG appliance
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D. Users connect via a secure VPN tunnel that routes all traffic through Edge SWG
Answer: (SHOW ANSWER)

NEW QUESTION: 4

Which diagnostic tool in Edge SWG is used to capture and analyze network traffic for
troubleshooting?

A. Policy Rule Optimizer

B. Threat Intelligence Feed

C. Event Log Monitor

D. Packet Capture Utility

Answer: (SHOW ANSWER)

NEW QUESTION: 5

How can administrators enforce acceptable internet use policies in Edge SWG?
A. By granting unrestricted access to high-bandwidth websites

B. By allowing users to manually override all security policies

C. By disabling all authentication requirements

D. By configuring access policies based on website categorization

Answer: (SHOW ANSWER)

NEW QUESTION: 6

Which feature in Reporter allows administrators to customize reports based on business
requirements?

A. SSL/TLS Decryption Engine

B. Report Processing and Aggregation Component (RPAC)

C. Bandwidth Allocation Policy Editor

D. Device Health Monitor

Answer: (SHOW ANSWER)

NEW QUESTION: 7

Which log should be checked when troubleshooting policy enforcement issues in Edge
SWG?

A. Event Log

B. Bandwidth Utilization Log

C. Firewall Traffic Log

D. SSL Certificate Log

Answer: (SHOW ANSWER)

NEW QUESTION: 8
Which built-in tool in Edge SWG helps administrators analyze how security policies are
applied?
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A. Policy Tracing Tool

B. Bandwidth Optimization Analyzer
C. Threat Intelligence Dashboard

D. SSL Decryption Debugger
Answer: A (LEAVE A REPLY)

NEW QUESTION: 9

Which tasks can be performed using Management Center's device management
capabilities? (Select two)

A. Providing cloud-based remote access to unauthorized users

B. Monitoring health status and performance metrics of Edge SWG appliances
C. Automatically disabling SSL/TLS encryption for internal traffic

D. Deploying and rolling back policy changes across managed devices

Answer: B,D (LEAVE A REPLY)

NEW QUESTION: 10

A. Check connectivity between the Edge SWG appliance and the BCAAA agent
B. Reduce password complexity requirements for users

C. Disable BCAAA authentication and allow anonymous access

D. Restart the firewall to refresh security rules

Answer: (SHOW ANSWER)

NEW QUESTION: 11

Which monitoring feature in Edge SWG helps administrators set up automatic alerts for
critical security events?

A. Allowing unrestricted access to security logs

B. Manually reviewing logs every 24 hours

C. Disabling all logging functions

D. Configuring Device Alerts in Management Center

Answer: (SHOW ANSWER)

NEW QUESTION: 12

Which Symantec technology powers Edge SWG's ability to analyze and block malicious
web traffic in real time?

A. WebPulse Threat Intelligence

B. Universal Policy Enforcement (UPE)

C. Management Center Logging System

D. SSL Bypass Engine

Answer: (SHOW ANSWER)

NEW QUESTION: 13
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Which best practices should be followed when configuring Edge SWG role-based policies?
(Select two)

A. Remove all authentication requirements for internal users

B. Regularly update authentication settings to reflect organizational changes

C. Allow users to define their own security settings

D. Test policy changes in a controlled environment before deploying

Answer: (SHOW ANSWER)

NEW QUESTION: 14

How does Edge SWG determine whether a website should be isolated using HRI?
A. By requiring the user to manually report suspicious websites

B. By analyzing the website's risk level using threat intelligence feeds

C. By monitoring the user's browsing history

D. By automatically blocking all HTTPS websites

Answer: (SHOW ANSWER)

NEW QUESTION: 15

Which method is used by Edge SWG to prevent phishing attacks?
A. Real-time URL filtering and domain reputation analysis

B. Blocking all HTTP traffic

C. Requiring multi-factor authentication for every web request

D. Forcing all users to browse in Incognito mode

Answer: (SHOW ANSWER)

NEW QUESTION: 16

Which troubleshooting steps should be taken if an Edge SWG policy is unexpectedly
blocking user access to websites? (Select two)

A. Review the Web Filtering logs to check for incorrect categorization

B. Allow users to override policy restrictions at their discretion

C. Disable all web filtering rules to allow access

D. Use the Policy Tracing Tool to analyze how the request is processed

Answer: (SHOW ANSWER)
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NEW QUESTION: 17

Which feature in Edge SWG allows administrators to check how a request matches filtering
rules and policies?

A. Policy Coverage Tool

B. SSL Certificate Verifier

C. Firewall Packet Inspector

D. Access Control List (ACL) Manager

Answer: (SHOW ANSWER)

NEW QUESTION: 18

What is the primary challenge of managing HTTPS traffic on Symantec Edge SWG?
A. Edge SWG does not support SSL decryption

B. Encrypted traffic prevents traditional content inspection

C. TLS certificates are not required for HTTPS filtering

D. HTTPS websites cannot be blocked or filtered

Answer: (SHOW ANSWER)

NEW QUESTION: 19

What is the most common cause of high CPU usage on an Edge SWG appliance?
A. Excessive SSL/TLS decryption and inspection

B. Incorrectly configured DNS settings

C. Inadequate cooling of the hardware

D. Running outdated firmware versions

Answer: (SHOW ANSWER)

NEW QUESTION: 20

A. Use diagnostic logs to gather information before making changes
B. Disable all security policies to quickly identify the issue

C. Allow end-users to modify security settings for self-troubleshooting
D. Test and validate policy changes in a controlled environment
Answer: (SHOW ANSWER)

NEW QUESTION: 21

What is a best practice when configuring acceptable internet usage policies in Edge SWG?
A. Disable logging to reduce storage usage

B. Allow all categories of websites to ensure user freedom

C. Allow social media access without any restrictions

D. Regularly update web filtering rules based on evolving security threats
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Answer: (SHOW ANSWER)

NEW QUESTION: 22

Which benefits does Universal Policy Enforcement (UPE) provide when integrating Edge
SWG with cloud security solutions? (Select two)

A. Reduces logging for cloud-based traffic

B. Automatically allows all traffic from cloud services

C. Ensures consistent security policies across on-premise and cloud environments

D. Extends web filtering and data protection policies to cloud applications

Answer: (SHOW ANSWER)

NEW QUESTION: 23

How can administrators offload HTTPS traffic to an SSL Visibility Appliance to enhance
performance?

A. By forwarding decrypted traffic from Edge SWG to the SSL Visibility Appliance

B. By configuring Edge SWG to route all HTTPS traffic directly to the internet

C. By using DNS filtering instead of SSL decryption

D. By disabling SSL interception in Edge SWG

Answer: (SHOW ANSWER)

NEW QUESTION: 24

How does Reporter integrate with Edge SWG for monitoring?

A. By collecting and analyzing access logs for web activity and security incidents
B. By bypassing web security policies for administrators

C. By increasing internet bandwidth for high-priority users

D. By allowing direct modification of user authentication settings

Answer: A (LEAVE A REPLY)

NEW QUESTION: 25

Which best practices should administrators follow when configuring High-Risk Isolation
(HRI) policies? (Select two)

A. Disable all other security controls to rely solely on HRI

B. Allow users to bypass isolation for unknown websites

C. Regularly update threat intelligence feeds to classify new risky domains

D. Ensure users are informed when accessing an isolated website

Answer: (SHOW ANSWER)

NEW QUESTION: 26

Which factors can cause authentication failures in Edge SWG? (Select two)

A. Incorrectly configured authentication policies

B. Network connectivity issues between Edge SWG and the authentication server
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C. Allowing users to log in from multiple devices
D. Using an SSL certificate with a longer expiration date
Answer: (SHOW ANSWER)

NEW QUESTION: 27

Which action should an administrator take if Edge SWG policies are not being enforced as
expected?

A. Disable SSL decryption to avoid interference with policies

B. Use the Policy Tracing Tool to verify rule processing order

C. Allow users to modify security policies manually

D. Increase bandwidth allocation for all users

Answer: (SHOW ANSWER)

NEW QUESTION: 28

Which best practices should administrators follow when configuring malware analysis
policies in Edge SWG? (Select two)

A. Enable automatic updates for malware detection algorithms

B. Allow users to bypass malware scanning if needed

C. Disable malware scanning for performance improvement

D. Log all detected threats for future analysis and compliance

Answer: (SHOW ANSWER)

NEW QUESTION: 29

Which actions should an administrator take when troubleshooting Edge SWG
authentication failures? (Select two)

A. Check event logs for authentication error messages

B. Disable authentication and allow unrestricted access

C. Verify that the authentication server (e.g., Active Directory) is reachable
D. Manually enter user credentials for all authentication attempts

Answer: (SHOW ANSWER)

NEW QUESTION: 30

A. Authentication policies do not apply to any traffic

B. User credentials may not be passed correctly to authentication servers
C. Users must manually enter their credentials for every request

D. All authentication attempts are automatically approved

Answer: (SHOW ANSWER)

NEW QUESTION: 31
Which logs should be regularly reviewed to ensure proper security monitoring in Edge
SWG? (Select two)
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A. User email logs for spam detection

B. Printer queue logs for network troubleshooting

C. Access Logs for monitoring user web activity

D. Event Logs for tracking security incidents and policy changes
Answer: (SHOW ANSWER)
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NEW QUESTION: 32

Which elements should be considered when defining role-based access policies in Edge
SWG? (Select two)

A. Printer and hardware configuration settings

B. Total number of files stored on the user's laptop

C. User's department and job role

D. Website categorization and risk level

Answer: (SHOW ANSWER)

NEW QUESTION: 33

Which log should an administrator check when troubleshooting SSL decryption issues in
Edge SWG?

A. SSL Debug Logs

B. Threat Intelligence Logs

C. Event Logs

D. Web Content Filtering Logs

Answer: (SHOW ANSWER)

NEW QUESTION: 34

What is the most common cause of DNS resolution failures in Edge SWG?
A. Incorrectly configured DNS server settings

B. Too many active user sessions

C. Insufficient bandwidth for DNS queries

D. Expired SSL certificates

Answer: (SHOW ANSWER)



https://www.freecram.net/q/62649-5682222/
https://www.examdiscuss.com/VMware/exam/250-589/premium/
https://www.freecram.net/q/62649-5682223/
https://www.freecram.net/q/62649-5682224/
https://www.freecram.net/q/62649-5682225/

NEW QUESTION: 35

Which actions can be taken to optimize security and enforce acceptable use policies in
Edge SWG? (Select two)

A. Use real-time monitoring to track user browsing behavior

B. Disable SSL inspection for secure websites to enhance performance

C. Implement category-based filtering to block high-risk websites

D. Allow full administrative control for all employees

Answer: (SHOW ANSWER)

NEW QUESTION: 36

What is the first step in troubleshooting policy issues in Edge SWG?
A. Enable unrestricted access for all users

B. Check the Policy Tracing Tool to verify how policies are applied
C. Restart the Edge SWG appliance

D. Disable all policies and test web access

Answer: (SHOW ANSWER)

NEW QUESTION: 37

Which troubleshooting steps should be taken if SSL interception is causing websites to
break? (Select two)

A. Allow users to bypass SSL decryption manually

B. Disable web security policies for HTTPS traffic

C. Verify that the Edge SWG root certificate is installed on client devices

D. Exclude business-critical applications from SSL decryption

Answer: (SHOW ANSWER)

NEW QUESTION: 38

Which steps can administrators take to troubleshoot high latency in web browsing through
Edge SWG? (Select two)

A. Check for network congestion and optimize bandwidth allocation

B. Reduce security policy enforcement to improve performance

C. Analyze logs to identify slow-performing web requests

D. Allow users to bypass Edge SWG filtering for faster browsing

Answer: (SHOW ANSWER)

NEW QUESTION: 39

What is the primary purpose of monitoring features in Symantec Edge SWG?
A. To provide users with the ability to modify security policies

B. To disable web filtering policies for improved browsing speed

C. To allow unrestricted web browsing without security checks

D. To track system performance, security events, and user activity in real-time
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Answer: (SHOW ANSWER)

NEW QUESTION: 40

A. Open network access with no authentication
B. LDAP-based authentication

C. Unauthenticated guest access

D. Integrated Windows Authentication (IWA)
Answer: (SHOW ANSWER)

NEW QUESTION: 41

Which best practices should administrators follow to optimize DNS resolution on Edge
SWG? (Select two)

A. Use a mix of internal and external DNS servers for better redundancy

B. Manually enter static IP addresses for all websites

C. Enable DNS caching to reduce frequent queries

D. Disable logging to speed up DNS queries

Answer: (SHOW ANSWER)

NEW QUESTION: 42

Which Edge SWG feature helps optimize bandwidth by compressing HTTP responses
before sending them to users?

A. HTTP Compression

B. Proxy Auto-Configuration (PAC) Files

C. SSL Bypass

D. Access Control Policy

Answer: (SHOW ANSWER)

NEW QUESTION: 43

Which feature in Edge SWG helps identify SSL decryption issues by analyzing certificate
validation failures?

A. SSL Debug Mode

B. Universal Policy Enforcement (UPE) Dashboard

C. Threat Intelligence Console

D. Packet Capture Utility

Answer: (SHOW ANSWER)

NEW QUESTION: 44

What action does Edge SWG take when a user attempts to access a website flagged as
malicious by WebPulse?

A. Forwards the request to the organization's firewall

B. Allows access but limits download speed
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C. Automatically redirects the user to an alternative website
D. Blocks access and displays a warning page
Answer: (SHOW ANSWER)

NEW QUESTION: 45

What is a potential security risk of improperly configured SSL decryption settings in Edge
SWG?

A. The Edge SWG appliance may disable content filtering

B. Users may be able to access encrypted malicious content without detection

C. Web pages may load faster than expected

D. Users will experience intermittent network disconnections

Answer: (SHOW ANSWER)

NEW QUESTION: 46

Which component in Edge SWG is used to categorize and enforce acceptable web usage
policies?

A. SSL Inspection Policy

B. Web Categorization Database

C. Firewall Content Filtering Module

D. Threat Intelligence Gateway

Answer: (SHOW ANSWER)
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NEW QUESTION: 47

Which policy setting allows administrators to bypass filtering for certain users or groups?
A. Authentication Timeout Policy

B. Threat Intelligence Feed Manager

C. Access Control Policy with User Exceptions

D. SSL Certificate Bypass Rule

Answer: (SHOW ANSWER)

NEW QUESTION: 48
What is the primary purpose of reporting features in Symantec Edge SWG?
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A. To replace real-time monitoring with offline reports

B. To provide administrators with insights into web activity, security incidents, and policy
enforcement

C. To automatically block all web traffic based on predefined policies

D. To allow users to modify their own security policies

Answer: (SHOW ANSWER)

NEW QUESTION: 49

Which security benefits does Symantec Edge SWG provide? (Select two)
A. SSL/TLS decryption to inspect encrypted web traffic

B. Automatic assignment of IP addresses to endpoint devices

C. Prevention of zero-day malware threats using intelligence feeds

D. Full replacement for all endpoint antivirus solutions

Answer: (SHOW ANSWER)

NEW QUESTION: 50

A. Internal company websites that require authentication

B. Email attachments downloaded from corporate mail servers

C. Government and financial institution portals

D. Web pages that contain unverified scripts or unknown domains
Answer: (SHOW ANSWER)

NEW QUESTION: 51

Which is a common cause of SSL interception failures in Edge SWG?
A. Excessive bandwidth utilization

B. Untrusted root certificates on client devices

C. Incorrectly configured firewall rules

D. Expired user authentication sessions

Answer: (SHOW ANSWER)

NEW QUESTION: 52

Which setting should be checked if users experience slow DNS resolution through Edge
SWG?

A. User browser history settings

B. Authentication timeout policies

C. Response time of configured DNS servers

D. Edge SWG firmware version

Answer: (SHOW ANSWER)

NEW QUESTION: 53
Which Edge SWG feature can help identify memory usage issues?
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A. Universal Policy Enforcement (UPE) Dashboard
B. Threat Intelligence Feeds

C. Authentication Request Logs

D. System Health Monitoring in Management Center
Answer: (SHOW ANSWER)

NEW QUESTION: 54

How does Edge SWG use group membership to apply security policies?
A. Users are required to manually select their access level

B. Security policies only apply to administrator accounts

C. All users receive the same security policy

D. Policies are assigned based on users' Active Directory groups
Answer: (SHOW ANSWER)

NEW QUESTION: 55

What should be done if users experience SSL certificate warnings when accessing HTTPS
websites through Edge SWG?

A. Allow users to manually bypass security warnings

B. Replace all HTTPS websites with HTTP alternatives

C. Ensure that the Edge SWG root certificate is installed and trusted on all client devices
D. Disable SSL decryption entirely

Answer: (SHOW ANSWER)

NEW QUESTION: 56

Which actions should administrators take to optimize reporting configurations in Edge
SWG? (Select two)

A. Configure data retention policies based on business needs

B. Reduce the frequency of security reports to once per year

C. Disable logging to increase system performance

D. Enable scheduled reports for compliance audits

Answer: (SHOW ANSWER)

NEW QUESTION: 57

Which feature allows administrators to differentiate web access policies based on users'
departments or job roles?

A. Bypassing all authentication requirements

B. Anonymous authentication

C. Global policy enforcement

D. Role-based access control (RBAC)

Answer: (SHOW ANSWER)
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NEW QUESTION: 58

Which Symantec technology is responsible for analyzing files for malicious behavior in
real-time?

A. Malware Analysis Engine

B. Universal Policy Enforcement (UPE)

C. SSL Bypass Module

D. Firewall Packet Inspection System

Answer: (SHOW ANSWER)

NEW QUESTION: 59

What is the first step in Symantec's troubleshooting methodology for Edge SWG?
A. Disable all security policies and test again

B. Identify the problem and gather relevant details

C. Restart the Edge SWG appliance

D. Immediately escalate the issue to Symantec Support

Answer: (SHOW ANSWER)

NEW QUESTION: 60

A. Configure separate databases for financial and HR records

B. Assign dedicated Edge SWGs for each assigned role in the company

C. Ensure that HR log sources are not uploaded to financial databases

D. Restrict access by financial personnel to HR-related fields in the database
Answer: (SHOW ANSWER)

NEW QUESTION: 61

What should an administrator do if a legitimate website is mistakenly blocked by an Edge
SWG policy?

A. Add the site to the allowlist in the web filtering policy

B. Allow users to bypass security controls manually

C. Restart the Edge SWG appliance to refresh settings

D. Disable all security policies

Answer: (SHOW ANSWER)
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NEW QUESTION: 62

Which methods does Edge SWG use to intercept and analyze HTTPS traffic? (Select two)
A. Rewriting HTTPS URLs to HTTP

B. Blocking all encrypted traffic by default

C. Forward proxy inspection

D. SSL/TLS decryption

Answer: (SHOW ANSWER)

NEW QUESTION: 63

Which threat risk level would likely be assigned to an unproven URL without an established
history of normal behavior?

A. Low

B. Medium

C. High

D. Medium-Low

Answer: (SHOW ANSWER)

NEW QUESTION: 64

Which benefits does integrating Edge SWG with malware scanning solutions provide?
(Select two)

A. Allows users to download and scan files manually on their devices

B. Detects and blocks advanced persistent threats (APTs) in real time

C. Prevents the download of malicious files before they reach endpoints

D. Increases user access to high-risk file-sharing websites

Answer: (SHOW ANSWER)

NEW QUESTION: 65

Which of the following is the primary function of Symantec Edge SWG?
A. Providing web security and content filtering for organizations

B. Replacing traditional firewall appliances

C. Encrypting all internal network traffic

D. Optimizing network bandwidth for cloud applications

Answer: A (LEAVE A REPLY)

NEW QUESTION: 66

What is the primary function of High-Risk Isolation (HRI) in Edge SWG?
A. Blocking all internet access for non-administrator users

B. Redirecting users to a VPN for secure access
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C. Isolating risky and unknown websites to prevent endpoint compromise
D. Automatically encrypting all network traffic
Answer: (SHOW ANSWER)

NEW QUESTION: 67

Which Edge SWG log should an administrator check when troubleshooting DNS resolution
issues?

A. Authentication Event Logs

B. Policy Enforcement Logs

C. DNS Resolver Logs

D. Threat Intelligence Logs

Answer: (SHOW ANSWER)

NEW QUESTION: 68

Which is the primary advantage of an inline Edge SWG deployment?
A. Decreases the amount of traffic to Edge SWG

B. Ease of deployment

C. Eliminates single point of failure

D. More easily implemented redundancy

Answer: (SHOW ANSWER)

NEW QUESTION: 69

Which log type is most useful when troubleshooting authentication failures in Edge SWG?
A. DNS Cache Logs

B. Event Logs

C. SSL Cipher Strength Logs

D. Threat Intelligence Logs

Answer: (SHOW ANSWER)

NEW QUESTION: 70

A. Manual authentication

B. Transparent authentication

C. Biometric authentication

D. Password-based authentication
Answer: (SHOW ANSWER)

NEW QUESTION: 71

Which authentication method should be used in explicit proxy mode for Edge SWG?
A. Proxy-based authentication (IWA or LDAP authentication)

B. Open access without authentication

C. Direct IP authentication
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D. Biometric authentication via endpoint devices
Answer: A (LEAVE A REPLY)

NEW QUESTION: 72

Which reporting best practices should be followed to ensure accurate web usage
monitoring? (Select two)

A. Regularly review and validate report accuracy

B. Allow all users to modify reporting settings

C. Set up automated report generation for policy compliance audits

D. Disable logging to save disk space

Answer: A,C (LEAVE A REPLY)

NEW QUESTION: 73

Which malware scanning option provides real-time threat detection for files downloaded via
Edge SWG?

A. Allowlisting all known websites

B. Content Analysis System (CAS) integration

C. Web traffic bypass

D. SSL decryption exclusion

Answer: (SHOW ANSWER)

NEW QUESTION: 74

Which step should be taken if a custom policy rule is not working as intended?
A. Disable all preconfigured rules and only use custom rules

B. Allow manual rule overrides by end-users

C. Restart all network devices in the organization

D. Ensure the rule is placed correctly in the policy order hierarchy

Answer: (SHOW ANSWER)

NEW QUESTION: 75

Which tool should an administrator use to diagnose security policy issues in Edge SWG?
A. SSL Certificate Expiry Monitor

B. VPN Connection Analyzer

C. Policy Tracing Tool

D. Bandwidth Optimization Tool

Answer: (SHOW ANSWER)

NEW QUESTION: 76

Which type of threat protection policy can be applied in Edge SWG to prevent malware-
infected file downloads?

A. Firewall Access Policy
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B. Bandwidth Optimization Policy

C. VPN Access Policy

D. Content & Malware Analysis Policy
Answer: (SHOW ANSWER)
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NEW QUESTION: 77

Which best practices should be followed when configuring virus scanning policies in Edge
SWG? (Select two)

A. Enable automatic updates for malware signature databases

B. Disable scanning for encrypted traffic to improve speed

C. Log all malware scan results for future analysis

D. Allow users to override virus scanning for personal files

Answer: (SHOW ANSWER)
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