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NEW QUESTION: 1

Which component in the CA API Gateway architecture handles message traffic?
Response:

A. Gateway Node

B. Logging Server

C. Database Server

D. Policy Manager

Answer: (SHOW ANSWER)

NEW QUESTION: 2

Which statements about policy revision history are TRUE?

(Choose three)

Response:

A. Policies with a comment do not count toward the stored revisions maximum.

B. The policyVersioning.maxRevisions cluster-wide property can be used to set the maximum
number of stored revisions.

C. Policies with a comment are never overwritten.

D. Each policy will always have one version that is marked active.

Answer: (SHOW ANSWER)

NEW QUESTION: 3

What is a critical prerequisite for installing the CA Mobile APl Gateway?
Response:

A. Configuring SSL/TLS certificates for secure communication

B. Configuring API rate-limiting policies

C. Setting up PostgreSQL as the database engine

D. Installing the Policy Manager on the client system
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Answer: (SHOW ANSWER)

NEW QUESTION: 4

How does the Mobile SDK handle authorization in CA Mobile APl Gateway?
Response:

A. By storing authorization logs locally

B. By validating token expiration times

C. By caching API responses for quicker delivery

D. By granting access based on API versioning

Answer: (SHOW ANSWER)

NEW QUESTION: 5

When applying the "Validate XML Schema" assertion, what is its primary role?
Response:

A. Facilitate dynamic routing decisions

B. Ensure XML data conformity to a specified schema

C. Simplify firewall configuration

D. Optimize load balancing

Answer: (SHOW ANSWER)

NEW QUESTION: 6

Which advanced logging and auditing techniques can be employed to monitor REST APls in CA
API Gateway?

(Select three)

Response:

A. Implement event-based auditing triggers

B. Log incoming and outgoing requests and responses

C. Enable detailed error reporting

D. Automate policy updates

Answer: (SHOW ANSWER)

NEW QUESTION: 7

What are some key benefits of integrating external identity providers, such as LDAP or Active
Directory, with CA API Gateway?

(Select three)

Response:

A. Enhanced scalability of API services

B. Improved API payload compression

C. Single Sign-On (SSO) capabilities

D. Centralized authentication and authorization

Answer: (SHOW ANSWER)
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NEW QUESTION: 8

Which tool is commonly used in CA APl Gateway for tracking API usage and auditing?
Response:

A. Traffic Monitor

B. Node Manager

C. Policy Manager

D. Audit Logs

Answer: (SHOW ANSWER)

NEW QUESTION: 9

During the installation of the CA OAuth Toolkit, what configuration aspects are typically
addressed?

Response:

A. SSL certificate deployment settings

B. OAuth token expiration policies

C. Internal services documentation

D. Load balancing algorithms

Answer: (SHOW ANSWER)

NEW QUESTION: 10

What is a common post-installation task for CA %n?w&&%%
Response: =ree

A. Optimizing firewall rules

B. Configuring OAuth token validation
C. Enabling automatic API provisioning
D. Managing internal services
Answer: (SHOW ANSWER)

NEW QUESTION: 11

What is the recommended hypervisor for installing the Open Virtual Appliance?
Response:

A. Hyper-V

B. VMware

C. VirtualBox

D. KVM

Answer: (SHOW ANSWER)

NEW QUESTION: 12
What is the primary purpose of the CA APl Gateway Virtual Appliance Architecture?
Response:
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A. Physically installing the Gateway on existing infrastructure
B. Managing SSL certificates for secure communication

C. Ensuring scalability and performance of API operations

D. Handling logical configurations for API policies

Answer: (SHOW ANSWER)

NEW QUESTION: 13

To ensure message traffic is properly handled, the in the CA API Gateway architecture
is responsible for processing and routing API requests.

Response:

A. Policy Manager

B. Logging Server

C. Database Server

D. Gateway Node

Answer: (SHOW ANSWER)

NEW QUESTION: 14

Which features are critical to ensure a successful installation of the CA API Gateway Virtual
Appliance?

(Select three)

Response:

A. Setting up appropriate network configurations

B. Implementing database replication

C. Allocating sufficient memory and CPU resources

D. Installing SSL certificates for secure communications

Answer: (SHOW ANSWER)

NEW QUESTION: 15

A healthcare organization is using CA API Gateway to manage its patient data APIs. Due to
regulatory requirements, they need to protect their APls from common threats such as SQL
injection and ensure all communications are encrypted.

What combination of assertions should they use to meet these requirements?

Response:

A. SSL/TLS Transport Assertion and Threat Protection Assertion

B. JSON Transformation Assertion and Rate Limiting Assertion

C. Limit Throughput Assertion and Validate XML Schema Assertion

D. Routing Assertion and Validate JSON Schema Assertion

Answer: A (LEAVE A REPLY)

NEW QUESTION: 16
What are the benefits of using policy fragments in CA API Gateway?
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(Select three)

Response:

A. Reducing the effort needed to apply identical policies across multiple APls
B. Improving API response times

C. Reusability of common policies across multiple APls

D. Automatically routing API requests

E. Simplifying the management of frequently used assertions

Answer: (SHOW ANSWER)
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NEW QUESTION: 17

What is the primary benefit of integrating CA AP| Gateway with external identity providers like
LDAP or Active Directory?

Response:

A. To enable dynamic API routing based on geographical location

B. To provide centralized authentication and authorization management

C. To reduce API response times

D. To generate reports on API usage

Answer: (SHOW ANSWER)

NEW QUESTION: 18

Which database component is commonly used for CA APl Gateway setups?
Response:

A. MongoDB

B. SQLite

C. Oracle Database

D. MySQL

Answer: (SHOW ANSWER)

NEW QUESTION: 19

Examples of CA API Gateway form factors include:
(Choose three)

Response:
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A. a Windows OS packaged physical appliance.

B. a virtual appliance running under the Azure cloud platform.

C. a physical appliance.

D. a 32-bit Linux OS packaged VM.

E. a 64-bit virtual appliance in open virtual appliance (OVA) format.
Answer: (SHOW ANSWER)

NEW QUESTION: 20

To prevent service overload from mobile applications, admi isﬁ%%hnuld configure a policy
to limit the number of APl requests \?’H{L @@@ﬁﬁlﬁ% e

Response:

A. Routing

B. Rate Limiting

C. JSON Transformation

D. Threat Protection
Answer: (SHOW ANSWER)

NEW QUESTION: 21

What is the primary role of the Primary Gateway Node in a CA API Gateway setup?
Response:

A. To manage configuration and synchronization with secondary nodes

B. To store logs and archives of all API traffic

C. To generate encryption keys for secure communications

D. To handle API requests from external clients

Answer: (SHOW ANSWER)

NEW QUESTION: 22

Which features of CA API Gateway contribute to API security when integrated with an API
Management solution?

(Select three)

Response:

A. Threat protection against malicious API requests

B. Token-based authentication (OAuth 2.0)

C. Centralized monitoring and logging of API traffic

D. API request and response caching

Answer: (SHOW ANSWER)

NEW QUESTION: 23

What are the essential steps in setting up the Primary Gateway Node in a CA API Gateway
environment?

(Select three)
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Response:

A. Licensing the Gateway

B. Configuring database replication

C. Setting up API rate limits

D. Installing the Policy Manager

E. Defining authentication protocols for users
Answer: (SHOW ANSWER)

NEW QUESTION: 24

In CA API Gateway, the assertion is responsible for blocking SQL injection and cross-
site scripting attacks.

Response:

A. Threat Protection

B. Limit Throughput

C. SSL/TLS Transport

D. Validate XML Schema

Answer: (SHOW ANSWER)

NEW QUESTION: 25

When configuring a Secondary Gateway Node, which component is synchronized with the
Primary Gateway Node?

Response:

A. Logging configurations

B. Policy management configurations

C. APl documentation templates

D. Database settings

Answer: (SHOW ANSWER)

NEW QUESTION: 26

What is the primary function of the CA OAuth Toolkit in the context of CA Mobile API Gateway?
Response:

A. Manage OAuth token generation and validation

B. Optimize SSL certificate deployment

C. Simplify load balancing

D. Facilitate automatic API provisioning

Answer: (SHOW ANSWER)

NEW QUESTION: 27

Which functionalities are supported by the Mobile SDK in CA Mobile APl Gateway?
(Select three)

Response:
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A. Logging API request and response data

B. Integration with OAuth 2.0 authentication

C. Enabling token management for mobile apps
D. Providing access to API rate limiting
Answer: (SHOW ANSWER)

NEW QUESTION: 28

How does Dynamic Routing enhance APl management?
Response:

A. Allows for flexible, rule-based routing decisions

B. Facilitates automatic API provisioning

C. Simplifies SSL certificate deployment

D. Optimizes firewall rules

Answer: (SHOW ANSWER)

NEW QUESTION: 29

Which of the following is a key advantage of using cluster-wide properties in a multi-node CA API
Gateway setup?

Response:

A. Increased API response times

B. Simplified APl documentation generation

C. Improved network throughput

D. Consistent configurations across all nodes

Answer: D (LEAVE A REPLY)

NEW QUESTION: 30
. ]
What is the primary purpose of the Validate XM f gg&%n In the CA AP Gateway?
crane

Response: =reeé

A. To compress XML messages for faster delivery

B. To encrypt XML data for secure transmission

C. To verify that incoming XML messages conform to a predefined schema
D. To validate JSON payloads for RESTful APIs

Answer: (SHOW ANSWER)

NEW QUESTION: 31

Why is configuring database replication important in a CA API Gateway setup?
Response:

A. Ensure data consistency and fault tolerance

B. Facilitate automatic API provisioning

C. Improve API performance

D. Simplify policy management
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Answer: (SHOW ANSWER)
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NEW QUESTION: 32

What policies can be configured to secure mobile APIs in CA Mobile APl Gateway?
(Select three)

Response:

A. Threat Protection Policy to block malicious requests

B. Routing Policy to direct requests to specific services

C. Rate Limiting Policy to manage API traffic

D. Payload Compression Policy to reduce data transmission size

Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 33

Which post-installation task is necessary to enable CA Mobile API Gateway functionality?
Response:

A. Setting up load balancers for API routing

B. Configuring the OAuth Manager and access tokens

C. Enabling mobile-specific assertions in the Policy Manager

D. Installing additional SSL/TLS certificates

Answer: (SHOW ANSWER)

NEW QUESTION: 34

Mobile applications using CA Mobile API Gateway ensure secure communication by encrypting
before transmission.

Response:

A. responses

B. payloads

C. APl headers

D. tokens

Answer: (SHOW ANSWER)

NEW QUESTION: 35
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What is the significance of understanding and documenting internal services in APl Gateway

management?

Response:

A. Optimize firewall rules

B. Facilitate troubleshooting and analysis
C. Simplify policy management

D. Enhance security with encrypted logs
Answer: (SHOW ANSWER)

NEW QUESTION: 36

During the installation of the CA API Gateway, configuring is critical to ensure proper

communication between nodes and external services.

Response:

A. policy assertions

B. network routing

C. dynamic scaling

D. load balancing

Answer: (SHOW ANSWER)

NEW QUESTION: 37

To ensure the security of REST API endpoints,
to encrypt communication.

Response:

A. JSON transformation

B. logging templates

C. SSL/TLS

D. rate-limiting policies

Answer: (SHOW ANSWER)

NEW QUESTION: 38

must be configured in CA AP| Gateway

A retail company is setting up a CA API Gateway with a Primary and Secondary Node for high

availability. After the initial installation, they notice that API requests are not being processed by
the Secondary Node. What should they do to resolve this issue?

Response:

A. Install a separate Policy Manager on the Secondary Node
B. Configure load balancing between the Primary and Secondary Nodes
C. Increase the rate limit for API requests on the Primary Node

D. Configure SSL certificates for both nodes
Answer: (SHOW ANSWER)

NEW QUESTION: 39
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What is a key consideration when listing CA Mobile APl Gateway prerequisites?
Response:

A. Load balancing configurations

B. API key management

C. OAuth token validation settings

D. System and hardware requirements

Answer: (SHOW ANSWER)

NEW QUESTION: 40

A banking app uses CA Mobile APl Gateway to handle sensitive financial dat a. The security team
wants to ensure that mobile users are properly authemicﬁﬁl, ﬁ@l expired tokens are refreshed

automatically to avoid unauthorized cgés %[" a
Yot

What configuration should they impl e Mobile SDK?
Response:

A. Use Basic Authentication for faster user login and disable token expiration

B. Cache API responses locally to reduce token usage and ensure faster app performance
C. Implement rate limiting for API requests to avoid overloads and enable error logging

D. Set up OAuth 2.0 token management with automatic token refresh and encrypt all tokens
Answer: (SHOW ANSWER)

NEW QUESTION: 41

What is a benefit of routing via HTTPS compared to HTTP?
Response:

A. Improved performance

B. Optimized firewall rules

C. Enhanced security with encryption

D. Simplified authentication

Answer: (SHOW ANSWER)

NEW QUESTION: 42

Which component of CA Mobile API Gateway is responsible for managing the security tokens
used in mobile applications?

Response:

A. Mobile SDK

B. Node Manager

C. Policy Manager

D. OAuth Manager

Answer: (SHOW ANSWER)

NEW QUESTION: 43
How does the Mobile SDK provided by CA Mobile APl Gateway enhance mobile API security?
Response:


https://www.freecram.net/q/68441-6371606/
https://www.freecram.net/q/68441-6371607/
https://www.freecram.net/q/68441-6371608/
https://www.freecram.net/q/68441-6371609/

A. By generating custom API endpoints for mobile apps

B. By providing developers with tools to integrate OAuth 2.0 authentication
C. By improving the speed of API requests

D. By enabling the encryption of payloads

Answer: (SHOW ANSWER)

NEW QUESTION: 44

What is the significance of analyzing Mobile SDK authentication and authorization in CA Mobile
API Gateway?

Response:

A. Simplify APl documentation

B. Enhance SSL/TLS encryption

C. Improve mobile app security and user access control

D. Optimize load balancing configurations

Answer: (SHOW ANSWER)

NEW QUESTION: 45

In the Virtual Appliance Architecture, what role does the Policy Manager play?
Response:

A. Monitors system resources

B. Manages user authentication

C. Defines API traffic policies

D. Manages SSL certificates

Answer: (SHOW ANSWER)

NEW QUESTION: 46

What is a key consideration when publishing REST APIs, specifically the Voonair Airlines Toronto
Destination API?

Response:

A. Enabling automatic API provisioning

B. Ensuring compatibility with SOAP protocols

C. Implementing custom authentication mechanisms

D. Optimizing load balancing efficiency

Answer: (SHOW ANSWER)
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NEW QUESTION: 47

In REST API publishing, what role does API versioning play?
Response:

A. Simplifies load balancing

B. Optimizes SSL certificate deployment

C. Enhances security features

D. Facilitates backward compatibility

Answer: (SHOW ANSWER)

NEW QUESTION: 48

When is it appropriate to bypass auditing in APl Gateway?
Response:

A. During regular administrative tasks

B. When the database is full

C. When optimizing load balancing

D. For routine SSL certificate deployment

Answer: B (LEAVE A REPLY)

NEW QUESTION: 49

What is the primary focus when summarizing advanced solutions and integrations in CA Mobile
API Gateway?

Response:

A. Enhancing SSL/TLS encryption

B. Addressing complex mobile app use cases

C. Streamlining load balancing efficiency

D. Simplifying APl documentation

Answer: B (LEAVE A REPLY)

NEW QUESTION: 50

Which hypervisor is recommended for installing Eﬁ%m@gﬁeﬁ}ﬁpen Virtual Appliance?
Response: T: r@ﬁ

A. KVM

B. VirtualBox

C. Hyper-V

D. VMware

Answer: (SHOW ANSWER)

NEW QUESTION: 51
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In CA API Gateway, API orchestration is the process of combining multiple into a single
response to simplify client interactions.

Response:

A. API calls

B. tokens

C. security layers

D. payloads

Answer: (SHOW ANSWER)

NEW QUESTION: 52

What is the primary purpose of configuring the Primary Gateway Node?
Response:

A. Implement SSL certificates

B. Manage API policies

C. Enable multi-node clustering

D. Facilitate database replication

Answer: (SHOW ANSWER)

NEW QUESTION: 53

Which assertion is applied to protect APls from common web-based threats such as SQL
injection and cross-site scripting (XSS)?

Response:

A. SSL/TLS Transport Assertion

B. Validate JSON Schema Assertion

C. Routing Assertion

D. Threat Protection Assertion

Answer: (SHOW ANSWER)

NEW QUESTION: 54

Which statements about audit sink properties are TRUE?

(Choose two)

Response:

A. Disabling the audit sink policy will prevent audit messages from being stored.

B. An audit sink policy can be deleted only when first disabled in the Audit Sink Properties.
C. You must create a separate audit sink policy for each audit sink.

D. Every audit event is run through an audit sink policy.

Answer: (SHOW ANSWER)

NEW QUESTION: 55
What is the purpose of Policy Assertions in APl Gateway management?
Response:
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A. Define routing rules

B. Optimize SSL encryption
C. Enforce security policies
D. Simplify load balancing
Answer: (SHOW ANSWER)

NEW QUESTION: 56

What mechanisms does the Mobile SDK use to maintain secure authorization in mobile
applications?

(Select three)

Response:

A. Refreshing expired tokens automatically

B. Storing tokens in encrypted format on the device

C. Managing token expiration times

D. Caching API payloads

Answer: (SHOW ANSWER)

NEW QUESTION: 57

Which statements about the measurement of assertion latency are TRUE?

(Choose two)

Response:

A. Capturing assertion latency can affect the outcome of the At Least One Assertion Must
Evaluate to True assertion.

B. Latency measurement is automatically enabled when you run the Service Debugger.

C. The Gateway is always recording latency for internal performance optimization purposes, so
there is little additional overhead in adding the measurement of assertion latency into a policy.
D. You must indicate that the latency is "required" by referencing either the
${assertion.latency.ms} or ${assertion.latency.s} variables in the next assertion.

Answer: (SHOW ANSWER)

NEW QUESTION: 58

Before you install the CA Mobile API Gateway (MAG), it is important to understand the network
zones you will use. Your implementation will use an Internal zone and a DMZ zone.

The zones appear in the Policy Manager. The DMZ zone contains external-facing endpoints and
handles user requests coming from the SDK.

What is this zone responsible for?

(Choose three)

Response:

A. Touchless login using quick response (QR) codes

B. OAuth test clients

C. Mobile Single Sign-On (Mobile SSO) protocols
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D. MAG Manager
Answer: (SHOW ANSWER)

NEW QUESTION: 59

How does a Routing Policy in CA Mobile APl Gateway help manage mobile app service
requests?

Response:

A. By enhancing mobile app user interfaces

B. By automatically routing traffic based on geographical region

C. By transforming JSON payloads for different API versions

D. By directing API requests to the appropriate backend service

Answer: (SHOW ANSWER)

NEW QUESTION: 60
When you create an external audit store for the Gatewagﬁiﬂg%s should you consider?

(Choose three) F r%%@f:ﬁ

Response:
A. When creating a custom audit sink, you are free to configure the lookup policy as necessary.

B. You generally need to modify the system-generated policy for JDBC audit sinks.

C. The Gateway cannot simultaneously record to the internal database and to an external source.
D. You can configure a special audit lookup policy to look up audit records in an external audit
store.

E. The Configure External Audit Store Wizard can be used to create an external JDBC audit
store.

Answer: (SHOW ANSWER)

NEW QUESTION: 61

Which assertions would you typically use to secure API requests in CA API Gateway?
(Select three)

Response:

A. SSL/TLS Transport Assertion

B. Validate JSON Schema Assertion

C. HTTP Basic Authentication Assertion

D. WS-Security Assertion

E. SQL Query Assertion

Answer: (SHOW ANSWER)
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NEW QUESTION: 62

Which of the following is a benefit of publishing APIs using SOAP?
Response:

A. Improved performance

B. Enhanced load balancing

C. Language-agnostic communication

D. Simplified authentication

Answer: (SHOW ANSWER)

NEW QUESTION: 63

What is a benefit of having a Secondary Gateway Node in a clustered environment?
Response:

A. Simplified APl documentation

B. Enhanced security features

C. Increased processing speed

D. Fault tolerance and high availability

Answer: (SHOW ANSWER)

NEW QUESTION: 64

What is the primary role of the Mobile API Gateway's logging and monitoring tools?
Response:

A. To create test environments for mobile APIs

B. To improve mobile app performance by reducing API response time

C. To automate API documentation creation

D. To provide real-time insights into API traffic and potential security threats
Answer: (SHOW ANSWER)

NEW QUESTION: 65

What is the role of API orchestration in CA API Gateway?
Response:

A. To manage API versioning for mobile applications

B. To compress API payloads for faster delivery

C. To encrypt APl communication using TLS/SSL

D. To combine multiple API responses into a single response
Answer: (SHOW ANSWER)
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NEW QUESTION: 66

Which features should be configured when setting up service policies for mobile applications in
CA Mobile API Gateway?

(Select three)

Response:

A. API rate-limiting to prevent service overload

B. SSL/TLS encryption for secure APl communication

C. API request and response logging for auditing

D. JSON transformation for consistent APl responses

Answer: A,B,C (LEAVE A REPLY)

NEW QUESTION: 67

Which security threats can be addressed by Threat Protection Assertions?
Response:

A. Cross-Site Scripting (XSS)

B. OAuth Token Expiration

C. SQL Injection

D. API Key Authentication

Answer: (SHOW ANSWER)

NEW QUESTION: 68

The component of CA Mobile APl Gateway manages OAuth-based authentication,
including token generation and validation.

Response:

A. API Gateway Node

B. Mobile SDK

C. OAuth Manager

D. Load Balancer

Answer: (SHOW ANSWER)

NEW QUESTION: 69

What is a common administrative task in APl Gateway management?
Response:

A. Policy enforcement

B. Automatic API provisioning

C. Load balancing configuration

D. SSL certificate deployment

Answer: (SHOW ANSWER)

NEW QUESTION: 70
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A logistics company is using CA Mobile APl Gateway to secure their mobile app for fleet tracking. They
want to ensure that only authenticated users can accesg“.ﬁ t ata and they need to monitor the
a

AP traffic for potential misuse. = qf a
What steps should the IT team Eakegs%ﬁﬁdo ile AP| Gateway tools to achieve these goals?
Response:

A. Disable API logging to increase system performance

B. Increase the API rate limits to handle additional mobile requests

C. Implement OAuth token-based authentication and use the Traffic Monitor for real-time API
monitoring

D. Install additional network security protocols to protect the database

Answer: (SHOW ANSWER)

NEW QUESTION: 71

A financial services company is integrating CA API Gateway with their Active Directory to
streamline user authentication. They also want to enhance API security and enable Single Sign-
On (SSO) for their employees.

What steps should the IT team take to configure the Gateway for this integration?

Response:

A. Implement APl documentation tools and disable token expiration

B. Implement SAML 2.0 for SSO and integrate Active Directory for centralized authentication and
authorization

C. Configure API orchestration and compress all API payloads for quicker delivery

D. Use HTTP Basic Authentication and implement token caching

Answer: (SHOW ANSWER)

NEW QUESTION: 72

What step is crucial during the installation of the Policy Manager in CA API Gateway?
Response:

A. Configure load balancing

B. Enable auto-provisioning

C. Implement database replication

D. Apply the appropriate license

Answer: (SHOW ANSWER)

NEW QUESTION: 73

What is the purpose of installing Solution Kits in the APl Gateway?
Response:

A. Simplify policy management

B. Enhance Gateway functionality with pre-packaged configurations
C. Implement custom authentication mechanisms

D. Facilitate automatic API provisioning

Answer: B (LEAVE A REPLY)
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NEW QUESTION: 74

What is the significance of auto-provisioning in the context of CA AP| Gateway?
Response:

A. Automate the installation process

B. Enhance SSL certificate security

C. Manage database replication

D. Ensure high availability

Answer: (SHOW ANSWER)

NEW QUESTION: 75

Which advanced security assertions would help protect APIs from common threats such as
unauthorized access and malicious payloads?

(Select three)

Response:

A. SSL/TLS Transport Assertion

B. Threat Protection Assertion

C. WS-Security Assertion

D. Limit Throughput Assertion

Answer: (SHOW ANSWER)

NEW QUESTION: 76

What is the primary purpose of WS-Security in APl management?
Response:

A. Facilitate automatic API provisioning

B. Optimize load balancing

C. Ensure secure communication over web services

D. Streamline firewall configuration

Answer: (SHOW ANSWER)
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NEW QUESTION: 77
What are the main purposes of configuring a Secondary Gateway Node in a multi-node setup?
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(Choose two)

Response:

A. Enhanced processing power for API requests
B. Managing APl documentation

C. Fault tolerance and high availability

D. Redundant policy enforcement across nodes
Answer: (SHOW ANSWER)

NEW QUESTION: 78

The in CA Mobile API Gateway is responsible for generating and validating OAuth
tokens for secure mobile API access.

Response:

A. Policy Manager

B. Traffic Monitor

C. OAuth Manager

D. Mobile SDK

Answer: (SHOW ANSWER)

NEW QUESTION: 79

The assertion in CA API Gateway is used to encrypt and secure APl communication
over HTTPS.

Response:

A. JSON Transformation

B. Route via HTTP

C. SSL/TLS Transport

D. WS-Security

Answer: (SHOW ANSWER)

NEW QUESTION: 80 _
What is the primary purpose of understanding th&%ﬁ'@q@w %pfementation Architecture?

Response: =ree

A. To design effective API policies
B. To enhance API security

C. To optimize API performance
D. To troubleshoot Gateway errors
Answer: (SHOW ANSWER)

NEW QUESTION: 81

What is a primary goal when configuring CA Mobile App Service Policies?
Response:

A. Streamline SSL certificate deployment
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B. Customize policies for mobile app functionality
C. Enhance security with encrypted logs

D. Optimize load balancing configurations
Answer: B (LEAVE A REPLY)

NEW QUESTION: 82

What advanced integrations are possible with CA AP| Gateway to enhance API functionality?
(Select three)

Response:

A. Automatically generating APl documentation

B. Implementing advanced rate-limiting based on user roles

C. Orchestrating multiple APIs into a single endpoint

D. Integration with external identity providers like LDAP or Active Directory

Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 83

The assertion is used to convert incoming XML responses into JSON format, making
them compatible with frontend applications that require JSON.

Response:

A. Threat Protection

B. Routing

C. JSON Transformation

D. Rate Limiting

Answer: (SHOW ANSWER)
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