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NEW QUESTION: 1

After installation of RSA Authentication Manager software or RSA SecurlD Appliance, it is
important to ensure

A. that DHCP is enabled to assign a valid IP address to the Server host or Appliance.

B. the correct sdconf.rec file is moved from any installed Agent to the Server or Appliance.
C. the correct UTC time is set in the Server host or Appliance.

D. that Agents and the Server host or Appliance are on the same network subnet.
Answer: (SHOW ANSWER)

NEW QUESTION: 2

For what installation situations is creating a 'package’ file necessary before installation can begin?
(Choose two)

A. for a RADIUS server installation

B. for an Authentication Agent installation

C. for a Replica database server installation

D. for RADIUS client installation

E. for a Primary database server installation

Answer: (SHOW ANSWER)

NEW QUESTION: 3

Results output from report queries in RSA Authentication Manager version 7.1 are customized
A. through use of the Report Manager utility in the Operations Console.

B. by modifying report templates in the administrative console.

C. through creating SQL statements using the SQL Wizard.

D. by editing the Events database files and digitally re-signing them.

Answer: (SHOW ANSWER)
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NEW QUESTION: 4

The Offline Authentication feature is intended to allow

A. the capability for a user to temporarily disable the Agent software while the user is working
offline.

B. a user to complete an RSA SecurlD authentication through the local Agent if the local Agent
computer is offline.

C. an RSA SecurlD authentication to be processed by a Replica server when the Primary server
is off line.

D. several users to use a single RSA SecurlD token so that they can share another user's
computer if their own computer is off line.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 5

What are three minimal administrative steps that must be taken before a user can authenticate to
a new RSA Authentication Manager installation? (Choose three)
A. Create a new ldentity Source

B. Create a user account

C. Create a Super Admin administrator role

D. Create a new Security Domain

E. Create a user group

F. Create an Authentication Agent record

G. Import token records

Answer: (SHOW ANSWER)

NEW QUESTION: 6

Planning the installation of RSA Authentication Manager software or an RSA SecurlD Appliance
should

A. take place after Agent devices and software have been installed and configured.

B. determine how to add the logout time of any authenticated users to the Agent audit log.

C. include planning what Agents are required at network access points.

D. include how to generate and securely distribute Node Secret values for Agents in the system.
Answer: (SHOW ANSWER)

NEW QUESTION: 7

An RSA Authentication Manager server instance can contain multiple
A. RADIUS Servers

B. Identity Sources

C. Primary servers

D. Replica servers

Answer: (SHOW ANSWER)
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NEW QUESTION: 8

In an RSA Authentication Manager version 7.1 environment, data replication to provide failover
capability can take place between (Choose two)

A. RADIUS servers

B. Authentication Agents

C. Database servers D.

Offline data stores

D. Security Domains

Answer: (SHOW ANSWER)

NEW QUESTION: 9

When planning an RSA SecurlD system deployment, the Agents that will be required are
dependent on

A. the type of authenticator assigned to users in the system.

B. the communication (port) configurations of any firewalls separating Agent devices and
authentication servers.

C. the total number of users that exist in all Authentication Manager Security Domains.
D. the variety and type of entry points to a given network or protected resource.

Answer: (SHOW ANSWER)

NEW QUESTION: 10
Which of the following is NOT a n::n::m@mgrp,mﬁfﬁ%i)&? Lised within an RSA SecurlD token?
A. seed record

B. time source

C. algorithm

D. private key

Answer: (SHOW ANSWER)

NEW QUESTION: 11

If an RSA Authentication Manager deployment has two Replica servers ?Replica A and Replica

B ?how does an authentication transaction performed on Replica A move to the audit database of
Replica B?

A. Transactions are first sent to the Primary instance and are then sent out to Replica instances.
B. Transactions performed on one server are broadcast to all servers in the deployment.

C. A Transaction Job that is scheduled to run on an hourly basis sends transaction data from one
server to other servers in the deployment.

D. The Adjudicator service reconciles transactions from one Replica to another.

Answer: (SHOW ANSWER)

NEW QUESTION: 12
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If manual load balancing has just been set up for an Authentication Agent and it appears that the
Agent is not contacting the desired servers, it might be helpful to verify the contents of the

A. sdstatus.12 file.

B. sdagent.rec file.

C. sdconf.rec file.

D. sdopts.rec file.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 13

Which of the following statements is true regarding restriction of user access by time of day?
A. Restricted times can only be set by using an Access Time template.

B. Time restrictions are enforced for both restricted and unrestricted Agents.

C. Time restrictions are established according to user group membership.

D. Fractional times zones can be selected for setting allowed access times.

Answer: (SHOW ANSWER)

NEW QUESTION: 14

If an RSA SecurID user is linked from an LDAP directory source and becomes locked out in that
directory, their account can be unlocked

A. only after the user has entered two valid, consecutive tokencodes from their assigned RSA
SecurlD token.

B. only if the Authentication Manager Lockout Policy allows automatic unlock upon authentication.
C. in Authentication Manager only by an administrator with a 'Super Admin' role.

D. in the LDAP directory only by an LDAP administrator with account unlocking privileges.
Answer: (SHOW ANSWER)

NEW QUESTION: 15

Designating an " Alternate IP Address " value in an Agent record in the Authentication Manager
Security Console allows

A. an Authentication Agent to communicate with multiple servers simultaneously.

B. an Authentication Agent to seek the fastest responding server.

C. an Authentication Agent to use multiple node secret files.

D. Authentication Manager to recognize IP addresses for Agent authentication requests.
Answer: (SHOW ANSWER)

NEW QUESTION: 16

To create a new administrative role, you need the which of the following conditions?
A. Any permission set within your Security Domain and any scope that is delegatable
B. Any administrative role and permission to create administrative roles

C. A scope that encompasses the scope of the new role and any administrative role
D. A 'Super Admin' role and permission to create administrative roles
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Answer: (SHOW ANSWER)
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NEW QUESTION: 17

RSA Authentication Manager installation on a UNIX platform is similar to installation on a Linux
platform because both platforms require

A. an Enterprise license

B. internet access to download security patch files

C. the installer to run as 'root'

D. the use of a command line console during installation

Answer: (SHOW ANSWER)

NEW QUESTION: 18

What default ports need to be opened if a company wants to implement and/or administer RSA
SecurlD behind a firewall? (Choose two)

A. 5510 TCP

B. 5500 TCP

C. 5500 UDP

D. 1024 -65535 UDP

E. 5520 UDP

Answer: (SHOW ANSWER)

NEW QUESTION: 19

The value of an on-demand tokencode is

A. its ability to be re-used for login up to 5 times before expiration.

B. that it can be supplied to users who have no assigned authenticator.

C. that multiple users can share the same tokencode in an emergency.

D. the added security of a token that only displays a tokencode when activated.
Answer: (SHOW ANSWER)

NEW QUESTION: 20
Resynchronizing an RSA SecurlD token_ ~ & 1 & .
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A. requires the user to establish a new PIN.

B. adjusts the Server's token record offset value to match the current tokencode.
C. resets the token to its original factory setting.

D. adjusts the token's internal clock to match the Server's UTC time.

Answer: (SHOW ANSWER)

NEW QUESTION: 21

If the ACME Company has a disaster recovery facility for their information systems, which
statement best describes the installation strategy for Primary and Replica RSA Authentication
Manager instances?

A. The Primary Instance should be located at the headquarters facility and configured only for
Online Authentication; a Replica Instance should be installed at the disaster recovery facility and
configured only for Offline Authentication

B. The Primary Instance should be located in the headquarters facility for easy access by
Administrators; a Replica Instance should be installed at the disaster recovery facility.

C. A Primary and Replica Instance should both be located in the headquarters facility; a RADIUS
server should be instal ed at the disaster recovery facility for alternative authentication.

D. The Primary Instance should be located at the disaster recovery facility; a Replica instance
should be installed in the headquarters facility for easy access by Administrators.

Answer: (SHOW ANSWER)

NEW QUESTION: 22

The ACME Company has a Primary server instance located in New York and a Replica server
instance located in Los Angeles. How is a new user in the Los Angeles office added to the RSA
Authentication Manager database?

A. The Administrator adds the user to the New York instance, which replicates the data to the Los
Angeles instance.

B. The Administrator adds the user locally to the Los Angeles instance, which replicates the data
to the New York instance.

C. The user is automatically added to both the Los Angeles and New York instances when they
first authenticate with a token.

D. The user must be manually added to both the Los Angeles and the New York instances.
Answer: (SHOW ANSWER)

NEW QUESTION: 23

When using an RSA Authentication Agent for PAM, which of the following statements is true?
A. A user's account must specify 'sdshell' to allow RSA SecurlD authentication.

B. Service, rule and module information to support RSA SecurlD authentication are contained in
the pam.conf file.

C. When installing the Agent for PAM, the services file must be edited to add

"securid_pam" as a TCP service.
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D. Users designated for RSA SecurlD authentication must have root privileges.
Answer: (SHOW ANSWER)

NEW QUESTION: 24

RSA Authentication Manager time synchronous calculation

A. depends on an accurate time setting of the RSA Authentication Agent host computer.
B. is based on the offset between the user's local time zone and UTC (GMT) time.

C. uses UTC (GMT) time to calculate an RSA SecurlD tokencode.

D. uses the NTP (Network Time Protocol) to calculate an RSA SecurlD tokencode.
Answer: (SHOW ANSWER)
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