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NEW QUESTION: 1

(You have a Microsoft 365 E5 subscription.

You are implementing Microsoft Defender for Cloud Apps.

You need to ensure that you can create OAuth app policies.

Solution: You configure Conditional Access app control.

Does this meet the goal?)

A. Yes

B. No

Answer: (SHOW ANSWER)

Comprehensive and Detailed Explanation From Exact Extract of Microsoft 365 Admin documents guides:
Explanation:

OAuth app policies are a feature of Microsoft Defender for Cloud Apps (MDCA) that allow you to:

* Monitor OAuth-connected apps

* Control app permissions

* Detect risky or overprivileged OAuth applications

Microsoft documentation clearly states that OAuth app policies are created and managed directly within Microsoft Defender for Cloud Apps, under Control # Policies # OAuth app policies.
Why Conditional Access app control does NOT meet the goal

Conditional Access app control is a different capability that:

* Integrates Microsoft Defender for Cloud Apps with Microsoft Entra Conditional Access

* Provides real-time session control for cloud apps

* Is used to control user actions (download, upload, copy, etc.) during app sessions Microsoft documentation explicitly distinguishes these features:
* Conditional Access app control is for session-based access control

* OAuth app policies are for app governance and permission monitoring
Configuring Conditional Access app control does not enable or affect the ability to create OAuth app policies.

NEW QUESTION: 2
You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune.
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Data Transfer

Backup org data to Android backup
senaces (1)

Send org data to other apps (@
Select apps to exempt
Save copies of org data @

Allow user 1o save copes to selected

You create an Android app protection policy named Policy! that is targeted to all Microsoft apps and assigned to all users.
Policy! has the Data protection settings shown in the following exhibit.

—

I Policy managed apps

] SharePoint

wﬂ.cﬁ |_'|-|.
Transfer telecommunication data to Any chaler app

Dialer App Package ID

Cialer App Name

Receive data from othéfapaad® B~

=

Open data into Oiﬁmt’ﬁmn“ ()

Allow users to open data from selected
ie.nncﬁ (il

Restrict cut copy, and paste between | Policy managed apps with paste in

other apps (O

creen capture and Google Assistant

Approved keyboards ©

Select keyboards 10 approve

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.



A user can copy files from Microsoft OneDrive 10 [answer choice] c‘ Microsoft SharePoint Online 6]

e OneDrve
local storage

Microsoft SharePoint Online and OneDnive

L IVF
. M I C ro S Oft aw ® Microsoft SharePoint Online

A user can copy and paste text from to a8 Microsoft Word document stored
in Microsoft OneDrive., Tt '

‘( only managed apps
only unmanaged apps

Answer:
Answer Area
A user can copy files from Microsoft OneDrive to [answer choie®honly, | Microsoft SharePoint Online 6]
- OneDive
local storage

Microsoft SharePaint Online
~ Microsoft SharePoint Online and OneDrive

A user can copy and paste text from [m-«:_hqipe] to'a Microsoft Word document stored | any app

in Microsoft OneDrive ™ s

=¢-i Microsoft s

Explanation:
[ Answer Area

A user can copy files from Microsoft OneDrive to [afgwer, hoice] only. Microsoft SharePoint Online v

A user can copy and paste text from [answer choice] to u@m document stored  any app fat

in Microsoft OneDrive.
QVI icrosoft
NEW QUESTION: 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might

have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.



Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.
Does this meet the goal?

A. No

B. Yes

Answer: A (LEAVE A REPLY)

NEW QUESTION: 4
You have a Microsoft 365 ES subscription that contains a user named User1 and the administrators shown in the following table.
User1 reports that after sending 1,000 email messages in the morning, the user is blocked from sending additional emails. You need to identify the following:

* Which administrators can unblock User1
* What to configure to allow User1 to send at least 2,000 emails per day without being blocked What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Administrators: [Admmz only "l
Admin1 only
Admindand-AdminZ only
sAdming and Admin3 only
| Admin1, Admin2, and Admin3

Settings: | Anti-spam
Anh-spaim

Microsott —_—

Anti-malware
Advanced delivery
| Enhanced filtening

Answer:
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Administrators I AdminZ only ¥ ]
Admin1 oy

} AdminZ ooly

Admind and Admind only
Admin2 and Admin3 only
Admin1, Admin2, and Admin3

Settings: | Anti-spam v |
1 Anti-spam

Anti-phishing
Anti-malware

Advanced delivery

IVIICTOOSUIL Enhanced filtering
Explanation:
Answer Area
Administrators: M"‘Iln,? ﬂrﬂ}' & )
Settings: | Anti-spam .

NEW QUESTION: 5

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.

What should you do on the computer?

A. install the latest feature update and all the quality updates released since version 2004.

B. install the West feature update and the latest quality update only.

C. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
D. install all the feature updates released since version 2004 and the latest quality update only.

Answer: (SHOW ANSWER)

NEW QUESTION: 6

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.

Which two Defender for Endpoint features are available to the subscription? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. advanced hunting
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B. security reports

C. digital certificate assessment

D. device discovery

E. attack surface reduction (ASR)

Answer: (SHOW ANSWER)

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting

The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.

The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across devices.
The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action center on the History tab.
The Reports section includes reports that show threats detected and their status.

E: What can you expect from Microsoft Defender for Endpoint P17?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.

(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.

Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.
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o
—
)
N

—apabilities _
Jnified security tools and centralized n-mnagiement
Jext-generation antimalware

\ttack surface reduction rules

Jevice control (e.g.: USB)

:ndpoint firewall

Jetwork protection

Neb control / category-based URL backing
Jevice-based conditional access

-ontrolled folder access

\Pls, SIEM connector, custom Tl

SN ISNISISIW NS | SNS

\pplication control

:ndpoint detection and response
\utomated investigation and remediation
"hreat and vulnerability management
"hreat intelligence (Threat Analytics)

vandbox (deep analysis)

| S| RN | S |S | S% NS | S5 | R | NS S %

vicrosoft Threat Experts**

*Includes Targeted Attack Notifications (TAN) and Experts On Demand (EQD).
-ustomers must apply for TAN, EOD is available for purchase as an add-on,

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and threat and vulnerability
management (TVM), and hunting capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender-endpoint-plan-1
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft-defender-for-endpoint-plan-1-now-included-in-m365-e3/ba-p/30606 39

NEW QUESTION: 7

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains a user named User1. You need to ensure that User1 can perform the following tasks in Microsoft
Store for Business:

* Assign licenses to users.

* Procure apps from Microsoft Store.

* Manage private store availability for all items.

The solution must use the principle of least privilege.



Which Microsoft Store for Business role should you assign to User1?

A. Basic Purchaser

B. Device Guard signer

C. Admin

D. Purchaser

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-store/microsoft-store-for-business-overview

NEW QUESTION: 8

You have a Microsoft 365 E5 subscription that contains two security groups named Group1 and Group?2.

You need to enable multi-factor authentication (MFA) for the members of Group1 and Group2. The solution must meet the following requirements:
* The Group1 members must be prompted for MFA only when authenticating to Microsoft Entra ID from Android devices.

* The Group2 members must be prompted for MFA only when accessing Microsoft Exchange Online from outside the corporate network.

* Administrative effort must be minimized.

What should you configure for each group? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Groupl: Conditional Access
Microsoft Entra |ID Protection

Microsoft Entra Privileged Identity Management
Conditional Access

Per-user MFA

Migrosoft Entra Security defaults

Group2: Conditional Access i

Microsoft Entra ID Protection
Microsoft Entra Privileged Identity Management
Conditional Access

Answer:
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e Micresoft

v
Microsoft Entra ID Protection
Microsoft Entra Privileged Identity Management
N Conditional Access
“ PefruserMFA~™ 7" T
 Migrosoft Entra Security defaults
—

Group2: Conditional Access
Microsoft Entra ID Protection

Per-user MFA

Microsoft Entra Security defaults
Explanation:
m Microsoft

Groupl:  Conditiohal Access

Group2s.’ Conditional Access

NEW QUESTION: 9
You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Site1. Site1 has he files in the following table.

N Humber of IF
addreases (v the e
Fietoloe | |
T b 3 |
S Lih 2 |
I llhimp i 1
FiRL008 3 |

The Site1 users are assigned the roles shown in the following table.

Userd | Cwner
Wi ‘Wi i

You create a data less prevention (DLP) policy names Policy1 as shown in the following exhibit.




icrosoft
Review vour settings

e S L T

How many files will be visible to user1 and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Armveyy Arva

Microsoft :

Answer:

Explanation:

NEW QUESTION: 10
Your company has a Microsoft 365 tenant
You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM) The device type restriction are configured as shown in the

following table.



Priority Name Allowed platform Assigned to
i0s i05 Marketing
2 Androsd Androed Enginesring
Default Al users All platforms Al users

The device limit restriction are configured as shown in the following table.

Priority Name Device limit Assigned to
| Engineenng =] | Engineering
2 | West Hegion 5 | Engineering
Default | All users 10 | All users
Angwer Arca
Dewice limit
Allowed platform
Mitrocaft o
IVIICFOSOT1 o
All platforths
Answer:
Answer Area = .
| | -
4 ICYOISOYTT
h 4 ']"1- A B Device limit
Allowed platform
Andrond gnly
05 runlﬁ
All platformig
Explanation:
Answer Area

Device imit. 15 v

Allowed platform  Androsd only v

WDt

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment- restriction-priority

NEW QUESTION: 11

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices.

You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device

Device Security
Firewall

Trusted Platform Module (TPM)

|Antivirus

Defender
Microsoft Defender Antimalware

Microsoft Defender Antimalware minimum Not configured
version

Microsoft Defender Antimalware security Not configured
intelligence up-do-date

Real-time protection Mot configured

Answer:
Answer Area

Windows 10 compliance policy
Windows 10 and later

Device Security
Firewall

— N NN W W

(Antivirus =~ 5 - ol — Not configured
_ = 7 : RARASI R I LT
A{I_EISP}I'WEE - = \ol conhigured
Microsoft Defender Antimalware LCTICEMM®  Notconfigured |
Microsoft Defender Antimalware minimum Not configured |
version - |
Microsoft Defender Antimalware security Equire Mot configured |
intelligence up-do-date ;
Real-time protection Not configured |

Explanation:



Windows 10 compliance '” ' M iC I"OSOft

Windows 10 and later

Encryption

lmﬂmﬁﬂﬂmgnm o C Require _I

_ Device Security Y _ u -
Firewall _ Reguire | ' ST |
Trusted Platform Module (TPM) =

@
| Antispyware Require |

Defender R WEN=S
Mlcmsnﬁ Defender Anllmahvare “Not conﬁgur&d

MI':I‘I}ED& Defendel‘ ﬁ.l'lt!l‘l'lﬂh’\f‘ﬂl‘& I"I‘Ilnll'!'ll..lm Nut Ennﬁgured
\'efsmﬂ

Microsoft Defender Antlmahva:e security Require Not configured
intelligence up-do-date

?Real-time protection ——Require > Not configured

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

NEW QUESTION: 12
You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
User1 £xchange Administrator
User2 User Administrator
User2 Global Adrmmstrato;r
Userd None VICrosoft

You add another user named User5 to the User Administrator role.

You need to identify which two management tasks User5 can perform.

Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.

D. Delete User1, User2, and User4 only.

E. Reset the password of User2 and User4 only.



F. Delete any user in Azure AD.

Answer: A,E (LEAVE A REPLY)

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).
Only on users who are non-admins or in any of the following limited admin roles:

* Directory Readers

* Guest Inviter

* Helpdesk Administrator

* Message Center Reader

* Reports Reader

* User Administrator

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin- roles#available-roles

NEW QUESTION: 13
You have a Microsoft 365 ES tenant that contains the devices shown in the following table.

Mame Windows 10 edition Azure Active Mobile device

Directory (Azure management
AD) (MDM) enrollment

Devicel Windows 10 Pro Registered Microsoft Intune

Device2 Windows 10 Enterprise Joined Microsoft Intune
Device3 Windows 10 Pro Joined Not enrolled
Deviced_ | Windows 10 Entefpfise | Registered
Device5 Windows 18 Enterprise | Joined

You add custom apps to the private store in Microsoft Store Business.

You plan to create a policy to show only the private store in Microsoft Store for Business.
To which devices can the policy be applied?

A. Device2, Device3, and Device5 only

B. Device2 and Device4 only

C. Device1, Device2, Device3, Device4, and Device5

D. Device1 and Device3 only

E. Device2 only

Answer: (SHOW ANSWER)

NEW QUESTION: 14

You need to ensure that the Microsoft 365 incidents and advisories are reviewed monthly.

Which users can review the incidents and advisories, and which blade should the users use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Adminl and Admln3 ﬂ

and Adimin3 only

B Microsoft

Admlnz Admin3, and Admind

%ﬁ %%e '_Serwce Health ¥

| Reports

| Mes sage center
Answer:

Answer Area
sers: IAdmunl and Admj v
Admin1 only
Admind, and Admin3 only
: , Admin2, Admin3, and Admind
K ‘e& Service Health v ]

Explanation:

“@@:?
Users: Ad @gmna ly I ES
: {,@&P . =.M|crosoft
%@@ Service Health v

NEW QUESTION: 15
You have a Microsoft 365 E5 tenant.
You create a retention label named Retention1 as shown in the following exhibit.



Review your settings

Name Edit
Retention

Description for admins Edit
Description for users

File plan descriptors Edit
Reference Id:1

Business function/denartment Legal
Category; Corripliance

Authority type: Legal

Retention Edit
7 years

Retain only

Based on when it was created

Back m ! Creale this label i

When users attempt to apply Retentionl1, the label is unavailable.

You need to ensure that Retention1 is available to all the users.

What should you do?

A. Create a new label policy

B. Modify the Authority type setting for Retention!

C. Modify the Business function/department setting for Retention 1.

D. Use a file plan CSV template to import Retention1.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwide

NEW QUESTION: 16

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goats. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdmin1 can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint. and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdmin1 the SharePoint Administrator role.

Does this meet the goal?

A. No

B. Yes
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Answer: (SHOW ANSWER)

Valid MS-102 Dumps shared by EduDump.com for Helping Passing MS-102 Exam! EduDump.com now offer the newest MS-102 exam dumps, the EduDump.com MS-102 exam questions
have been updated and answers have been corrected get the newest EduDump.com MS-102 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/MS-102/premium/

(572 Q&As Dumps, 35%OFF Special Discount Code: freecram)

NEW QUESTION: 17
You have a Microsoft 365 tenant that contains the groups shown in the following table.

Type
Microgg)ﬂﬁ Microsof
Distnbution

Mail-enabled security
Secunty

You plan to create a compliance policy named Compliance1.

You need to identify the groups that meet the following requirements:

Can be added to Compliance1 as recipients of noncompliance notifications Can be assigned to Compliance1 To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can be added to Compliance1 as recipients

of noncompliance notifications: Group1 and Group4 only

Group3 and Group4 only

Group1 .Group2.and Group3 only
Group1, Grolip3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to ComplianceT: | v
Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, g.upl and Group4 only
Grodpd )Group2, Group3, and Group4

Answer:
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Can be added to Compliance1 as recipients
of noncompliance notifications: qup‘; and Group4 only

Groum Group2 and Group3 only
Group1, GromS and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to ComplidnceT: v
Group1 and Group4 only

Group3 and Group4 only

roup1 unly |
il
Explanation:

Can be added to Comp CMEL@ MM v

of noncompliance pot’ Grgup‘l and Group4 only
Group3 and only
Group1, Grm[p and Group3 only

Groupt’@rwp and Group4 only
oy _m 'Group2, Group3, and Group4

Can be assigned to Comp"%m& 15 [ =
(™ Group1 and Group4 only

w.r

Group3 and Group4 only
Group1, Group2 and Group3 only

1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Reference:
https://www.itpromentor.com/devices-or-users-when-to-target-which-policy-type-in-microsoft-endpoint- manager-intune/

NEW QUESTION: 18

You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.
What should you do?

A. From the Microsoft 365 security center, view the Threat tracker.

B. From the Microsoft 365 admin center, view the Security & compliance report.

C. From the Azure Active Directory admin center, view the Risky sign-ins report.

D. From the Cloud App Security admin center, select Users and accounts.

Answer: (SHOW ANSWER)
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NEW QUESTION: 19
You have a Microsoft 365 subscription.
From the Microsoft 365 admin center, you open the Microsoft 365 Apps usage report as shown in the following exhibit.

Username © =. M I€¥@5@ﬁt} Last activity date (UTC) I3 Choose columns

43188DOD1DO5SDB77FDC4416

2F2747649D4150B686307382

659213COE1D99EATA4ADS6D Wednesday, August 3, 2022

FE185622F642B0381DB633EC

988D39ED225FCBOFF2A5684

You need ensure that the report meets the following requirements:

* The Username column must display the actual name of each user.

* Usage of the Microsoft Teams mobile app must be displayed.

What should you modify for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

yiprofile in Org settings

¢ports i Org settings

Usage of the Teams m b |
i F resa;}’“ =
X<\ \ ¥

The columns in the report
The Teams license assignment

Answer:



\NSWer Arca

The Usermname column must display the actual name of each user. % &Bmts in Org settings v
"'Prwacy profile in Org settings

Reports in Org settings
The membership of the Reports Reader role

Microsoft Teams in Org settings e
Microsoft Teams in Org settings
(he &a)dmhq irf the report
| The Teams license assignment

Usage of the Teams mobile app miist be displayed:

grl\/lic

Explanation:

Answer Area

The Username column must display the actual name of each user Fh-portsm Qig settings

Usage of the Teamsamiabile app must be displayed: vicrosoft Teams in Org settings
m Microsoft

—

NEW QUESTION: 20

You have a Microsoft 365 subscription.

From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the
eDiscovery Manager role group.

You need to ensure that the users in the new rc&‘iamwn&tm content searches of mailbox
content for users in the United StaFyee
hell, you

Solution: From Windows PowerS run the New-complianceSecurityFilter cmdlet with the
appropriate parameters.
Does this meet the goal?

A. No
B. Yes
Answer: (SHOW ANSWER)

NEW QUESTION: 21
You have a Microsoft 365 ES tenant that contains the users shown in the following table.

Name | Azure Active Directory Wﬂg‘rﬁﬁr Member
(Azure AD) role " Businessro of
User1 | Application administrator- || Basic Purchaser Group1
{\ Purchaser Group2

User2 | None 18
User3 | None Basic Purchaser Group3
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You perform the following actions:

Provision the private store in Microsoft Store for Business.

Add an app named App1 to the private store.

Set Private store availability for App1 to Specific groups, and then select Group3.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can install App1 from the private store. O O

User2 can install App1 from the private store. O Q

User3 can insta [fﬂpwmqjg@iﬁte store.

Answer:
Statemenits Microsoft Yes No
User1 can install App1 from the private store. O 10O :

User2 can install App1 from the private store. O

User3 can install App1 from the private store. 1O! O

Explanation:

Bl osoft
User1 can install App1 from the private store. O

User2 can install App1 from the private store. O

User3 can install App1 from the private store. |©

Reference:
https://docs.microsoft.com/en-us/microsoft-store/app-inventory-management-microsoft-store-for- business#private-store-availability

NEW QUESTION: 22

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to be notified when a single user downloads more than 50 files during any 60-second period.
What should you configure?

A. a session policy

B. a file policy

C. an activity policy



D. an anomaly detection policy
Answer: (SHOW ANSWER)

NEW QUESTION: 23

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 subscription.
You implement a directory synchronization solution that uses pass-through authentication.

You configure Microsoft Entra Password protection as shown in the following exhibit.

Authentication methods | Password protection

You discover that Active Directory users can use the passwords in the custom banned passwords list.
You need to ensure that banned passwords are banned for all users.

Which three actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. From a domain controller, install the Microsoft Entra Password Protection Proxy.

B. From Custom banned passwords, modify the Enforce custom list setting.

C. From Password protection for Windows Server Active Directory, modify the Mode setting.
D. From a domain controller, install the Microsoft Entra Application Proxy connector.

E. From all the domain controllers, install the Microsoft Entra Password Protection DC Agent.
F. From Active Directory, modify the Default Domain Policy.

Answer: (SHOW ANSWER)

NEW QUESTION: 24

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard. ASR2 will be used to configure
Microsoft Defender SmartScreen.

Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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ASR1: v

Device control

Exploit protection

Application control

App and browser is_ﬁoja_ti_nn
Attack surface reduction rules

ASR2icresoft "
Device control
Exploit protection
Application control
App and browser isolation
Attack surface reduction rules

Answer:

Jr—

ASR1: == Microsoft

Device control
Exploit protection
Application control __ _ _

\App and browser isolation 1,
Attack surface reduction rules

ASRZ2:
Device control

App and browser isolation
Attack surface reduction rules

Explanation:



Device control

Exploit protection

Application control
App and browser isolation
Attack surface reduction rules

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

NEW QUESTION: 25

Your company has a Microsoft 365 E5 tenant that contains a user named User1.

You review the company's compliance score.

You need to assign the following improvement action to User1:Enable self-service password reset.
What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add User1 to the Compliance administrator role.
Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?
view=0365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure- portal

NEW QUESTION: 26
You have a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.
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Name Platform

Device1 | MiacCrs
Dievace Windows 10 Pro for Workstations
Devace 3 | 'Windows 10 Enterprise

| Deviced =

| Dewvices l Ardrted

You plan to enable VPN access for the devices.

What is the minimum number of configuration policies required?
A. 4

B.3

C.1

D.5

Answer: (SHOW ANSWER)

NEW QUESTION: 27
Your network contains an on-premises Active Directory Domain Services (AD DS) domain.
You have a Microsoft Entra tenant that syncs with the domain and has password hash synchronization enabled. The tenant contains the users shown in the following table.

Name Source lacahor. Authentication method
User1 On-premises Password hash
User?2 On-premises Password hash
User3 On-premises Password hash
User4 On-premises Password hash

User5 Cloud Cloud-only
Userb Cloud Cloud-only

You need to ensure that all the users can change their password by using a Microsoft 365 portal. The solution must minimize costs.
What is the minimum number of Microsoft Entra ID Free and Microsoft Entra ID P1 licenses required? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Microsoft Entra D Free: E]

'-;.{h W s e B =

w©

Microsalt Entra 1D P1: v

L=

O =4 O W I Wi B ==

Answer:

Wil d s L
1 1 -

Microsoft Entra ID Free:

Microsoft Entra ID P1:

Explanation:
From the table in the question:




* User1-User4 are On-premises (synced) with Password hash authentication.

* User5-User6 are Cloud users (cloud-only).

Microsoft's licensing guidance for Self-Service Password Reset (SSPR) scenarios (which includes password change) states:

* Cloud-only user password change (user knows their password and wants to change it) is available in Microsoft Entra ID Free.

* Exact extract: "Cloud-only user password change ... Microsoft Entra ID Free"

* Hybrid user password change or reset with on-prem writeback (synced from on-prem using Entra Connect and writing the password back) requires Microsoft Entra ID P1 or P2 (or Microsoft 365
Business Premium).

* Exact extract: "Hybrid user password change or reset with on-prem writeback ... Microsoft Entra ID P1 or P2" Because User1-User4 are synced (hybrid) users and must change passwords using a
Microsoft 365 portal and keep passwords consistent with on-premises AD DS, they require password writeback, which requires P1 for those users.

Because User5-User6 are cloud-only users, they can change passwords with Entra ID Free.

Minimum licenses (cost-optimized)

* Microsoft Entra ID P1 licenses: 4 (User1-User4)

* Microsoft Entra ID Free licenses: 2 (User5-User6)

NEW QUESTION: 28

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365 and contains a user named User1.

User1 emails a product catalog in the PDF format to 300 vendors. Only 200 vendors receive the email message, and User1 is blocked from sending email until the next day.
You need to prevent this issue from reoccurring.

What should you configure?

A. anti-spam policies

B. anti-malware policies

C. Safe Attachments policies

D. anti-phishing policies

Answer: (SHOW ANSWER)

NEW QUESTION: 29
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name | Type Security enabled | Role assignments
' : allowed
Group1 | Microsoft 365 | No No
Groupd | Microsoft 365 | No NO
Group3 | Security Yes Yes
Group4 | Security Yes jO
Group5 | Security Yes No
Group6 | Distribution No No

Which groups can be members of Group1 and Group4? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Group1: None of the groups

g up4, Group5, and Groupb only
roup?, Group3, Groupd, Group5, and Group6

e cr Group4: | Group5 only -
( None of the groups |
Group3 and Group5 only

[ ]
.. M l c ro S oft Group1, Group2, Group3, and Group5 only
. Group1, GroupZ, Group3, Group5, and Group6

Answer:

Answer Area

Group1:

1 IVF
M I c ro S o ft . Group2, Group4, Group5, and Group6 only
. a Group2, Group3, Group4, Group5, and Group6
G( Group4: | Group5 only "
G None of the groups
‘( a Group3 and Group5 only
Group1, Group2, Group3, and Group5 only

Group1, Group2, Group3, Group$, and Groupé

Explanation:
Answer Area A Y
.. IVI ICr t\
None of the groups

Group4 Group5 only



NEW QUESTION: 30
You implement Microsoft Azure Advanced Threat Protection (Azure ATP).
You have an Azure ATP sensor configured as shown in the following exhibit.

Microsoft
How long after the Azure ATP cloud service is updated will the sensor update?
A. 48 hours
B. 20 hours
C. 7 hours
D. 12 hours

Answer: (SHOW ANSWER)

NEW QUESTION: 31
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
User1 Group1, Group?2
User2 Group2, Group3
User3 Groupt,, Group3

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.

The policies use the settings shown in the following table.

| 'Cursor movement _ Clear cache on close
Logical Disabled
Mot configured Enabled
Visual Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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: g L
stafinebi CrOSOTt o> v,

User1 has their cache cleared of close. O

User2 has Cursor movemeént setto Visual. ©O

User3 has Cursor mavement setto Visual. O

Answer:
Siateinanite Micrksoft  no
User1 has their cache cleared on close. O :_{_?J_ 1
User2 has Cursor movement set to Visual. O O
User3 has Cursor movement setto Visual. O :_Q]
Explanation:

Statements Yes

User1 has their cache cleared on close. O

User2 has Cursor movement setto Visual. O

User3 has Cursar ﬁﬁﬁlriedlt LH_sta',g Béldg'sual_ O

Reference:

https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

Valid MS-102 Dumps shared by EduDump.com for Helping Passing MS-102 Exam! EduDump.com now offer the newest MS-102 exam dumps, the EduDump.com MS-102 exam questions
have been updated and answers have been corrected get the newest EduDump.com MS-102 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/MS-102/premium/

(572 Q&As Dumps, 35%OFF Special Discount Code: freecram)

NEW QUESTION: 32

Your company has offices in five cities.

The company has a Microsoft 365 tenant.

Each office is managed by a local administrator.

You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:
Local administrators must be able to manage only the resources in their respective office.


https://www.edudump.com/exams/Microsoft/MS-102/premium/

Local administrators must be prevented from managing resources in other offices.
Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION: 33
You have a Microsoft 365 subscription.

You have an Azure AD tenant that contains the users shown in the following table.

Role

Security Administrator

Global Administratdor \1i-rq<of
Service Support Administrator

You configure Tenant properties as shown in the following exhibit.

Technical contact

| User1@contoso.com v |

Global privacy contact

| /]

Privacy statement URL

‘ http://contoso.com/privacy Microcoft v

i B D B Vel D el X el L G

Which users will be contacted by Microsoft if the tenant experiences a data breach?

A. Used only

B. User2 only

C. User3 only

D. Used and User2 only

E. User2 and User3 only

Answer: (SHOW ANSWER)

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration. The customer's tenant administrator will be notified.
Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office 365
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NEW QUESTION: 34

You have a Microsoft 365 E5 subscription that contains users in the United States, Europe, and Asia.

You use Microsoft Entra ID Protection.

You have a virtual desktop infrastructure (VDI). All VDI servers are located in the United States.

Users connect to Microsoft 365 from laptops and the VDI.

Some VDI users report that they are blocked from signing in to Microsoft 365 due to a high sign-in risk.
You need to reduce the likelihood that the VDI users will be erroneously blocked from signing in to Microsoft
365. The solution must ensure that sign-ins from the VDI environment are protected by using ID Protection.
A. ExpressRoute for Microsoft 365

B. A Satellite Geography location

C. A Conditional Access policy

D. A trusted location

Answer: (SHOW ANSWER)

NEW QUESTION: 35

You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune.

You need to use Microsoft Endpoint Manager to deploy a managed Google Play app to the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create an app configuration policy

Link the account to Intune

Create a Microsoft account @

Configure a mobile device management
(MDM) push certificate

Add the app

Create a Google account

Assign the app

Answer:
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Actions Answer Area

! Create an app configuration policy

L T T T e e e

r e e e e e e e e e, e O S . T . O,

!! Link the account to Intune
| |

L — — T — —_ — i —_ —_ —_—_ —_ —_—_—_ —__ -3l

Link the account to Intune

. i - —— == = e o : e ——a— A 1

|
| Create a Microsoft account

| Configure a mobile device management_i

| (MDM) push certificate e iy
*:(—:—:LF-J""—*-'~—J-—-—--~—--~---—-L-:—_--~~._~-L..-L._...__k.:1 r Add the app @
B

i
| Add the app :‘ .

e e e e e e e e e e e e . e O ... B,

I
: Create a Google account : ‘ Assign the app

e — — o — . o T mEm mm— m— m———

i
| Assign the app

T T i — e —

Explanation:

Create a Google account |

~ - ﬁ-''1’*.;"Frcrntj‘qc:-4E

T B o ot bt |
Link the account to Intune

o

Add the app -

Assign the app

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work#assign-a-managed-google- play-app-to-android-enterprise-fully-managed-devices

NEW QUESTION: 36
You have a Microsoft 365 subscription that contains the users shown in the following table.



Name | Microsoft 365 admin, -| Microsoft Exchange Online
role VIS5 Sdiin role
User1 | Global Administrator Nopé
User2 | Exchange Administrator | Nase
User3 | Service Support None
Administrator
Userd | None Organization Management

You plan to use Exchange Online to manage email for a DNS domain.

An administrator adds the DNS domain to the subscription.

The DNS domain has a status of Incomplete setup.

You need to identify which user can complete the setup of the DNS domain. The solution must use the principle of least privilege.
Which user should you identify?

A. User2

B. User1

C. User3

D. User4

Answer: (SHOW ANSWER)

NEW QUESTION: 37

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or Windows 11. All the devices are
managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).

You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and macOS only

B. Windows 11 and Windows 10 only

C. Windows 11 only

D. Windows 11. Windows 10, and Windows8.1 only

E. Windows 11, Windows 10-Windows8.1.andmacOS

Answer: A (LEAVE A REPLY)

NEW QUESTION: 38
You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Name Platform Intune
Devicel | 108 Enrolled
Device2 | macOS Not enrolled

You need to onboard Device1 and Device2 to Microsoft Defender for Endpoint.
What should you use to onboard each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Devicel: | Microsoft Emm%nmer i
A local scnpt
Group Polig

Microsoft Endpoint Manager
¢An'app from the Google Play store
Integration with Microsoft Defender for Cloud

Device2:™ A local script v

A local script
Group Policy
Microsoft Endpoint Manager

.- . An app from the Google Play store
B I with Microsoft Defender for Cloud
m Microsett:

Answer:

Answer Area

=. M i c ro S Ofetcet Microsoft Endpoint Manager -

A local script
Group Policy

= T

Integration with Microsoft Defender for Cloud

Device2: A local script u
Group Policy
Microsoft Endpoint Manager

An app from the Google Play store
Integration with Microsoft Defender for Cloud

Explanation:



Devicel: | Mietosoft Endpoint Manager 5

Device2: ' A local script | x

Microsoft

NEW QUESTION: 39

You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and two users shown in the following table.

Name Member of
User1 All users, Sales team
User2 All users, Office users

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit.

homf / Pch!m*qmti OSOft {1 Notifications
Policy contigurations

=+ Create !> Copy Tl Reorder priority & Remgve Total policy configurations: 3
Name Prniosity T Recommendation status
Office Users Policy 0
Sales Team Policy 1
All users 2

The policies use the settings shown in the following table.
"~ Policy Default Shared Folder Location Default
Office
Theme
Allusers | https/isharepoint.contoso.com/addins_all_users Colorful
Office hitps //sharepoint contoso com/adding _office_users White
Users
_F'n‘::tla‘n‘::‘r
Sales hitps://sharepaint contoso.com/addins_sales_team_users_ Dark
Team 7 » " L Gray
Policy m Microsoft

What is the default share folder location for User1 and the default Office theme for User2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



The default Office theme for User 2 is

Answer:

The default shared folder location for User1 is:

The default Office theme for User 2 is:r.

Explanation:

The default shared folder location for User1 is- I v |

1050.com/addins_all_users
0so.com/addins_office_users

The default Office theme for User eo

N\l

White

Reference:
https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

NEW QUESTION: 40
You have several devices enrolled in Microsoft Endpoint Manager
You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.



Mame Role Member of

User1 Cloud device administratorn | GroupA

Liser? Infune administrator GroupB

Userl MNone MNone

The device limit restrictions in Endpoint manager are configured as shown in the following table.

Priority | Name Device limit | Assigned to
1 Policyl | 15 GroupB
2 Pohcy2 | 10 GroupA
Default | All users | 5 All users

You add user as a device enrollment manager in Endpoint manager
For each of the following statements, select Yes if the statement is true. Otherwise, select No

Statements

Userd can eneoll § mdaamum of 10 devices in Endpoint Manager

Userd can encoll a maormum of 10 devices in Endpoint Manager

. M ‘,c ro S O ftlw? can eneoll an unlimated number of devices in Endpoint Manager

Microsoft Senills Ye N

User] canemilla maximum of40 devices in Endpoint Manager Jo PP

User? can enioll & massmum ol 10 devices in Endpoint Manager | |

Liger 3 can enrodl an unlimited number of devices in Endpoint Manager ;_!- _|
Explanation:
Microsoft
IMIcroso o
User! canenroll &madimum of 10 devices' in Endpoint Manager, .
Dsand canensoll & masmium of 10 devices in Endpoint Manager. .
User3 can enroll an unlimited number of devices in Endpoint Manager L

NEW QUESTION: 41

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

All users are in France and are registered for multi-factor authentication (MFA).

Users in the media department will travel to various countries during the next month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator intervention.
What should you configure?

A. an exclusion group

B. the MFA registration policy



C. named locations
D. self-service password reset (SSPR)
Answer: (SHOW ANSWER)

Self-remediation with self-service password reset
If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.

Reference:
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock

NEW QUESTION: 42
You have a Microsoft 365 E5 subscription.

You need to configure a group naming policy.
Which portal should you use, and to which types of groups will the policy apply? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Portal:

65 Defender portal
o?t Entra admin center
osoft Purview compliance portal

Group types:

*Curity only

Mlcrosoft 365 oh_ly‘

Secunty and mail-enabled security only

K‘e Microsoft 365 and distribution only

= Microsoft w@

Microsoft 365, mail-enabled secunty, and distnibution only
Security, Microsoft 365, mail-enabled security, and distribution _

Answer:
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Answer Area

Portal: e
The MicrosofdbSadhint Center

d The Microscit 365 admin cengg

Group types: | The Migtosqft 365 Defengdépportal
ThefMlicrasoft Entra admin center

|FheéMicrosoft Purview compliance portal

Group types: rSec_un_w only Bt
Microsoft 365 only
[
Security and mail-enabled security only
Microsoft 365 and distribution only
| Microsoft 365, mail-enabled security, and distribution only
Security, Microsoft 365, mail-enabled security, and distribution

Explanation:
A = Microsoft
Portal: The MicrosOft 365 admineenter b
Group.types:” Security only hd

NEW QUESTION: 43

(You have a Microsoft 365 ES subscription that contains 1,000 Windows devices.

You need to review the exposure score of the devices.

Which portal should you use?)

A. the Microsoft Intune admin center

B. the Microsoft Purview portal

C. the Microsoft Defender portal

D. the Microsoft 365 admin center

Answer: (SHOW ANSWER)

Comprehensive and Detailed Explanation From Exact Extract of Microsoft 365 Admin documents guides:

The correct answer is the Microsoft Defender portal.

Explanation:

* Exposure Score is a security metric provided by Microsoft Defender for Endpoint. It measures an organization's overall security posture by evaluating device configuration, vulnerabilities, and
security controls across endpoints.

* Microsoft documentation defines Exposure Score as part of the Microsoft Defender Vulnerability Management experience, which is accessed through the Microsoft Defender portal.
* The Exposure Score helps administrators:
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* Understand how vulnerable devices are across the organization

* Track improvements to security posture over time

* Prioritize remediation actions based on risk

* Microsoft explicitly states that Exposure Score is viewed and managed within the Microsoft Defender portal, which serves as the central dashboard for Defender for Endpoint, Defender for Office
365, and related security services.

Why the other options are incorrect

A). the Microsoft Intune admin center

Intune focuses on device management, compliance, and configuration profiles. While it provides device health and compliance reporting, it does not display the Defender Exposure Score.
B). the Microsoft Purview portal

Microsoft Purview is used for data governance, compliance, insider risk, and information protection. It has no functionality related to endpoint exposure scoring.

D). the Microsoft 365 admin center

The Microsoft 365 admin center is designed for tenant-wide administration such as users, licenses, and services. It does not provide detailed endpoint security metrics like Exposure Score.

NEW QUESTION: 44
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Tyoa\ViiC]
Mailbox1 Microsoft Exchange Online mailbox
Accounti Microsoft OneDnive account
Site1 Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?
A. Mailbox1 and Site1 only

B. Mailbox1, Account1, and Site1 only

C. Account1 and Site1 only

D. Mailbox1, Account1, Site1, and Channel1

E. Account1, Site1, and Channel1 only

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION: 45

You have a Microsoft 365 subscription that contains a user named User1.
User1 requires admin access to perform the following tasks:

Manage Microsoft Exchange Online settings.

Create Microsoft 365 groups.

You need to ensure that User1 only has admin access for eight hours and requires approval before the role assignment takes place.
What should you use?

A. zure AD Identity Protection

B. Microsoft Entra Verified ID

C. Conditional Access

D. Azure AD Privileged ldentity Management (PJM)


https://www.freecram.net/q/65552-6043449/

Answer: (SHOW ANSWER)

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access permissions on resources that you care
about. Here are some of the key features of Privileged Identity Management:

Provide just-in-time privileged access to Azure AD and Azure resources

Assign time-bound access to resources using start and end dates

Require approval to activate privileged roles

Enforce multi-factor authentication to activate any role

Use justification to understand why users activate

Get notifications when privileged roles are activated

Conduct access reviews to ensure users still need roles

Download audit history for internal or external audit

Prevents removal of the last active Global Administrator and Privileged Role Administrator role assignments.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION: 46
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type
Group1 | Microsoft 365

Group2 | Distribtition
Group3 |} 'Mail-enabled security
Group4 | Seecunty

You plan to publish a sensitivity label named Label1.
To which groups can you publish Label1?

A. Group1 only

B. Group1 and Group2 only

C. Group1 and Group4 only

D. Group1, Group2, and Group3 only

E. Group1 Group2, Group3, and Group4

Answer: (SHOW ANSWER)

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft Teams sites, Microsoft 365 groups
(formerly Office 365 groups), and SharePoint sites.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams-groups-sites
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NEW QUESTION: 47

You have a Microsoft 365 ES tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV

B. XLSX

C. JSON

D. XML

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldwide#export-a-template

NEW QUESTION: 48

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune.
Which platform can you manage by using the profiles?

A. macOS

B. Windows 8.1

C. Android Enterprise

D. Ubuntu Linux

Answer: (SHOW ANSWER)

NEW QUESTION: 49

You need to meet the technical requirement for log analysis.

What is the minimum number of data sources and log collectors you should create from Microsoft Cloud App Security? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Mininfumanniber of data sources: [

Minimuin iamber of log collectors: [~ ¥,

Answer:

Minimum number of data sources:

Minimum number of log collectérs”

Explanation:
Minimum number of data sources:

Minimum number of log collectors:

3 PR §P
- I -

B8\ icrosoft
References:
https://docs.microsoft.com/en-us/cloud-app-security/discovery-docker

NEW QUESTION: 50
You have a Microsoft 365 ES subscription that contains erg Userl.
mg and

Userl exceeds the default daily Iimig jgg eﬁa is on the Restricted entities list.
t

You need to remove User1 from the entities list. What should you use?



A. the Exchange admin center

B. the Microsoft 365 admin center
C. the Microsoft Purview portal

D. the Microsoft Entra admin center
E. the Microsoft Defender portal
Answer: (SHOW ANSWER)

NEW QUESTION: 51

You need to meet the Intune requirements for the Windows 10 devices.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Settings to configure in Azure AD: v
Device settings
Mobility (MDM and MAM)
Organizationdl'relationships
Usersettings

Settings to configure in Intune: ¥

Device compliance
Device configuration
Device enrollment
Mobile Device Management Authority

Answer:
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Settings to configure in Azure AD:

Organizational relationships
User, settings ‘

Settings to configure in Infuné:

Device compliance

[Device enrollment |

Mohi eDevicedManagement Authority

Explanation:

Settings to configure in ABWre ADxt _ . ¥
. S En Visieseils

Mobility (MDM and MAM)

Organizational relationships

Usersettings

Settings to configure in Intune: ¥

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

References:

https://docs.microsoft.com/en-us/intune/windows-enroll

Topic 3, Litware Inc.Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections
on this exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a
new section, you cannot return to this section.

To start the case study



To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

General Overviews

Litware, Inc. is a technology research company. The company has a main office in Montreal and a branch office in Seattle.

Environment

Existing Environment

The network contains an on-premises Active Directory domain named litware.com. The domain contains the users shown in the following table.

Montreal
Montreal
Seattle
Seattle

Microsoft Cloud Environment
Litware has a Microsoft 365 subscription that contains a verified domain named litware.com. The subscription syncs to the on-premises domain.
Litware uses Microsoft Intune for device management and has the enrolled devices shown in the following table.

Name Platform
Device1 Windows 10
Device2 Windows 8.1
Device3 MacOS
Device4 10S
Devieed, ;: ... | AAndroid

Litware.com contains the security groups shown in the following table.

Members

UserGroup1

All the users intheMontreal office

UserGroup?2

Allthe users inthe Seattle office

DeviceGroup1

All'the devices in the Montreal office

DeviceGroup2, /

|~ ot Allthe devices in the Seattle office

Litware uses Microsoft SharePoint Online and Microsoft Teams for collaboration.
The verified domain is linked to an Azure Active Directory (Azure AD) tenant named litware.com. Audit log search is turned on for the litware.com tenant.

Problem Statements

Litware identifies the following issues:
Users open email attachments that contain malicious content.

Devices without an assigned compliance policy show a status of Compliant.




User1 reports that the Sensitivity option in Microsoft Office for the web fails to appear.

Internal product codes and confidential supplier ID numbers are often shared during Microsoft Teams meetings and chat sessions that include guest users and external users.
Requirements

Planned Changes

Litware plans to implement the following changes:

Implement device configuration profiles that will configure the endpoint protection template settings for supported devices.

Configure information governance for Microsoft OneDrive, SharePoint Online, and Microsoft Teams.

Implement data loss prevention (DLP) policies to protect confidential information.

Grant User2 permissions to review the audit logs of he litware.com tenant.

Deploy new devices to the Seattle office as shown in the following table.

Name “'Platform
Device6 Windows 10
Device7 Windows 10
Device8 10S
Device$ Android
Device10 Android

Implement a notification system for when DLP policies are triggered.

Configure a Safe Attachments policy for the litware.com tenant.

Technical Requirements

Litware identifies the following technical requirements:

Retention settings must be applied automatically to all the data stored in SharePoint Online sites, OneDrive accounts, and Microsoft Teams channel messages, and the data must be retained for five
years.

Emails messages that contain attachments must be delivered immediately, and placeholder must be provided for the attachments until scanning is complete.
All the Windows 10 devices in the Seattle office must be enrolled in Intune automatically when the devices are joined to or registered with Azure AD.

Devices without an assigned compliance policy must show a status of Not Compliant in the Microsoft Endpoint Manager admin center.

A notification must appear in the Microsoft 365 compliance center when a DLP policy is triggered.

User2 must be granted the permissions to review audit logs for the following activities:

- Admin activities in Microsoft Exchange Online

- Admin activities in SharePoint Online

- Admin activities in Azure AD

Users must be able to apply sensitivity labels to documents by using Office for the web.

Windows Autopilot must be used for device provisioning, whenever possible.

A DLP policy must be created to meet the following requirements:

- Confidential information must not be shared in Microsoft Teams chat sessions, meetings, or channel messages.

- Messages that contain internal product codes or supplier ID numbers must be blocked and deleted.

The principle of least privilege must be used.

NEW QUESTION: 52



Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the forest and the domain is Windows
Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Server1 that runs Windows Server 2012 R2.

You plan to use Server1 to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Server1.

You need to configure the Windows Update for Business Group Policy settings on Server1.

Solution: You copy the Group Policy Administrative Templates from a Windows 10 computer to Server1.

Does this meet the goal?

A. yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 53

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From Device Manager, you view the computer properties.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-
628bec99-476a-2¢13-5296-9dd081cdd808

NEW QUESTION: 54
You configure an anti-phishing policy as shown in the following exhibit.
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Polcy setting Pohcy name Managers

Descnphion
Applied to If the email is sent 1o
IninS@M365x289755.0nMicrosoft.com Edin
MinamG@M365x289755. QaMicrosoft.com g
Except if the emad i sent to of:
test lww@M365x2897 com
.‘ #
Safety tips > User impersonation Off tdrt
Safety tips > Domain impersonation
Safety tips > Unusual characters
. ntell
Spool Enable On
Action Quarantine the message Edn

Mt MR MBS OF

Use the drop-down menus to select the answer choke that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

e L JVF
Iif a message is identified ma iMrI:G v

| the message is detwund't&hn Inbox folder

¢ Ith+ar message is moved to the Deleted Items folder
@ | the messages is moved to the Junk Email folder

| the message is NOT delivered

—

To reduce the likelihood or the impersonat generating false C el

positives ure [answer choice]. | Domain impersonation
B& Enable antispoofing protection

( Mailbox intelligence

L 4

Answer:



If a message 5 identified as a domain impersonation, [answer choice) I_
11‘!1& piessage is de'wmed‘lﬁhe Inbox Tolder

h-e r11¢5$agﬁnﬂmud to the Junk Emanl folder

! i r'lw;:.agl'nﬁﬂ'f'dil" Wi T - <= 'S _f
To reduce the hkehihood of tne |I'r1p¢rs.|:|n.'l'{: A i:dn':, qenarating falga l

poities gonfigure fanswer choice] | Domain :mpermmhan

Explanation:

If a message is identified as a domain impersonation: the message is moved to the Junk Email folder According to the anti-phishing policy settings shown in the exhibit, messages identified as
domain impersonation should be moved to the Junk Email folder to reduce the risk of phishing attacks.

To reduce the likelihood of the impersonation policy generating false positives, configure: Mailbox intelligence Mailbox intelligence helps in reducing false positives by using machine learning and
historical email patterns to make better decisions about which emails are legitimate and which are not.

NEW QUESTION: 55
Your company has a Azure AD tenant named comoso.onmicrosoft.com that contains the users shown in the following table.

Role "
Password Administrétor
Security Administrator
cUserAdministrator
S@None

You need to identify which users can perform the following administrative tasks:

* Reset the password of User4.

* Modify the value for the manager attribute of User4.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Answer:

User1 and User3 only

Reset the password of User4:

User1 only
User2 only
User1 and User2 only

User1 and User3 only

User1, User2, and User3

Modlfy the value for the manager attribute of User4: h.}seﬁ only

User2 only

.. . U nd User3 only
- M I c rO S (?Eﬁ‘ld User3 only

ser2, and User3

Answer Area

Reset the password of Userd:  User1 and User3 only

User1 only
. |User2 only

B User1 and User3 only
User1, Userd, and User3

g M@:@ thevalue for the manager attribute of User4: | User3 only

=" Microsoft

User2 only

Users only

User1 and User3 only
User2 and User3 only
User1, User2, and User3

Explanation:



Reset the passWord of“Uqulsteﬁ and User3 only

Meodify the MEﬁ:rthammf attribute of Userd: | User3 only

Microsp§te ™

NEW QUESTION: 56
Your company has a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role Office 365 role group
User1 None Compliance Data [ .
Administrator | licrosoft
User2 Global Administiator | None

You create a retention label named Label 1 that has the following configurations:

* Retains content for five years

* Automatically deletes all content that is older than five years

You turn on Auto labeling for Label1 by using a policy named Policy1. Policy1 has the following configurations:
* Applies to content that contains the word Merger

* Specifies the OneDrive accounts and SharePoint sites locations

You run the following command.

Set-RetentionConpliancePolicy Policy1 -RestrictiveRetention Strue -Force For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

mﬂl Microsoft

User1 can add Exchange email asa loatiorrto Policy1.

Statements Yes No

Useg2 canremoveSharePoint sites from Policy1.

User2 can add the word Acquisition to Policyl.

Answer:



i Microsoft
Statements T:t“ No

User1 can add Exchange email.asa location to Policy 1.

-
User2 can remove SharePoint sites from Policy1.
User2iCan aod the word Acquisition to Policy1.
Explanation:

Microsoft

Statements

User1 can add Exchange email@$'@ location to Policy1.

User2 can regnaye SharePoint sites from Policy1.

User2 Can add the word Acquisition to Policy1.

NEW QUESTION: 57

You need to create the DLP policy to meet the technical requirements.

What should you configure first?

A. sensitive info types

B. the Insider risk management settings

C. the event types

D. the sensitivity labels

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dlp-policy ?view=0365-worldwide

NEW QUESTION: 58
You have a Microsoft 365 E5 subscription that contains two Microsoft SharePoint Online sites named Site1 and Site2.
You have the documents shown in the following table.
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Number of credit card MNumber of SWIFT codes Stored
numbers in the document in the document on

3 Sitel

Mame

Document1
Document? 7 2 2 ?

Document3 15

You create a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rule as shown in the exhibit.

QIFFYTICE LLF RIFCTI @L @ g

Sensitive info types

Credit Card Number | Low confidence ‘ C

SWIFT Code ‘ Low confidence ‘ i
Add

[or~]

Group name *

Group2

Sensitive info types

Credit Card Mumber I Low confidence

Add

A, Create group

.
Instance count | 1 to | § -
-
Instance count | 1 to| 2 |
Group operator
| ‘ Any of these
I -
nstance count | 10 to | Any l J




Create rule

2 = -
- Content contains !
Group name " Group operator
';_:!'-.‘: up 1 i Al of these
i ou specify “All of these™ for the “Content contains™ condition, you can't add more than one retention label and one
sensitnerty label to a group. This is because emails and documents can have only one retention label and one sensitrvity label
assigned to them at a time
Sensitive info types
E (|
edit Card Numbe IL: confidence ' ance goun [to|5
|
| | =
SWIFT Code ["Lowganfidente ANCE Cou | | |t
1
dd
| OR
Group name * Group operator

| Group2 | [ Anyof these
|

Sensitive info types

.‘.;; |‘.:‘_-‘4r.:,

Credit Card Number ! Low confidence | nstance count

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

DLP1 applies to Documenti.

DLP1 applies to Documeat®:

DLP1 applies to Document3.

Answer:




Statements

DLP1 applies to Document1.

DLP1 applies to Document2,

DL applies to Document3.

Explanation:

NO

No

Yes

In the Content contains condition, Microsoft Purview DLP lets you combine conditions using logical operators:
*"Any of these" = logical OR

* "All of these" = logical AND

From the exhibit, the rule is effectively:

* Group1 (All of these / AND)

* Credit Card Number: 1 to 5 instances

* SWIFT Code: 1 to 2 instances

*OR

* Group2 (Any of these)

* Credit Card Number: 10 to Any instances

So the rule matches if:

(Credit Card is 1-5 AND SWIFT is 1-2) OR (Credit Card is #10).

Evaluate each document against the rule

Document1: Credit Card = 3, SWIFT =3

* Group1 requires SWIFT 1-2, but Document1 has 3 # Group1 = false

* Group2 requires Credit Card #10, but Document1 has 3 # Group2 = false Result: DLP1 does NOT apply # No Document2: Credit Card = 7, SWIFT = 2
* Group1 requires Credit Card 1-5, but Document2 has 7 # Group1 = false

* Group2 requires Credit Card #10, but Document2 has 7 # Group2 = false Result: DLP1 does NOT apply # No Document3: Credit Card = 15, SWIFT =0
* Group2 requires Credit Card #10, and Document3 has 15 # Group2 = true Result: DLP1 DOES apply

# Yes

NEW QUESTION: 59
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

ntiguration
Global security group
Enabled user account
I Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD.



Which objects will sync to Azure AD?
A. Group1 only

B. User1 and User2 only

C. Group1 and User1 only

D. Group1, User1, and User2
Answer: (SHOW ANSWER)
Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The exception is users with a linked
mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the userPrincipalName and sourceAnchor
found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor will be used.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and-contacts

NEW QUESTION: 60

You need to configure a conditional access policy to meet the compliance requirements.

You add Exchange Online as a cloud app.

Which two additional settings should you configure in Policy1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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O s

* Name

: Policy1

Assignments

Mot configured

Jsers and groups @

0 users and groups selected

:.-:',-- el = .' .‘:"'.'--"-"" ﬂ
Mot configured

Cloud apps @
app included

=k

Locations @
Mot configured

O nfo

Configure O

l’ No- &

Include | Exclude \

Select the device state condition used to exclude
devices from palicy.

|| Devig@ybrid Azure AD joined @

Conditions @

0 condtions selected

Client apps (preview) @

Not configured

,rj DiVice Marked as compliant @

Access controls

B cestat@iprgkiew i)
hEt configured

Grant @

Block access

session @
0 controls selected

Enable policy

Answer:



Conditions Device state (preview)

O \ el | it ? N\ ' O nfo

Configure @

Policy1 Mot configured M
Devica latforms O > Include | Exclude

ignmen :
Assignments % Not configured
i o . =
sers and groups @ Select the device state condition used to exclude
[} =S > - devices fram policy.
| 0 users and groups selected | e ﬂ >
E Mot configured : D Deyic@Hybrid Azure AD joined @
Cloud apps © 5 '
1 app included Client apps (preview) @ N |_] Device marked as compliant @
i e S o S Not configured
| Ceonditions @ y [ :
| O conditions selected | OB B st atedpelicw )@ 3
h——ﬁ-——ﬁ-———ﬁ——ﬂ""F J ! Nm CﬂnﬁgUrEd

Access controls

(yrarmt
Jiakl

Elock access

aession @ >
D controls selected

Enable policy

]

Explanation:
Suggested answer:



0 [ | RS |
—— vl vk i Cownbigurn O
L T
[ [petert 1 Net configured S - B
Fom i o X inclode Emclude |
Asdignments Mot configured ,
1 the & WLt i rid b datiade
Usari ool gronpn @ 3 P wwnmmm el
@ wiers and grougs sebced R 5 = T VO _,l
wol configu B | S i Arure AD joird @ |
cud BpE o KTom B - 2
1 o included ¥ app (preen) E :I.'lr\-'\-c'r-‘u.":ﬂ o comphaca 0 ]
— h{-‘!'f‘:l'l"\}\.rl-ﬂ , e
0 comditions ebected 4 Pl g B y
- g Do CoGured
Access controls
et .
Bloak aLoess
Lessoe 3
0 controls sebected
Enable policy N! .
—— Icrosoft

References: https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

NEW QUESTION: 61
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Req device to be at or under the
«\* machine risk score
Poli Required High
Poiicy2 Not configured Medium
Policy3 Required .| Low

The tenant contains the devices shown in the following table.

BitLocker Drive

Encryption
(BitLocker)

Microsoft Defendeyfc

Policies applied

Device1

Configured

Policy1, Policy3

Device2

Device3

Endpoint Kk itat

Policy2, Policy3

Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.




Statements Yes No

Device1 is marked ascompliant. O QO

Device?2 is marked as compliant. O O

Device3 is mifked ¢ ignt. O

Answer:
r'u' C

gta? tﬁénts Yes No

Device1 is marked as compliant. | O

Device2 is marked as compliant. 1O . |o

Device3 is marked as compliant. O 'O

Explanation:

Statements Yes No

Device1 is marked.as cmhphant. f\@c: osgf

Device2 is tarked as compliant. |© O

Device3 is marked as compliant. O O
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NEW QUESTION: 62

You have a Microsoft J65 E5 subscription.

You integrate Microsoft Defender for Endpoint with Microsoft Intune.

You need to ensure that devices automatically onboard to Defender for Endpoint when they are enrolled in Intune.
Solution: You configure a device configuration profile.

Does this meet the goal?

A. Yes


https://www.edudump.com/exams/Microsoft/MS-102/premium/

B. No
Answer: (SHOW ANSWER)

NEW QUESTION: 63

You have a Microsoft 365 subscription.

You need to identify which administrative users performed eDiscovery searches during the past week.
What should you do from the Security & Compliance admin center?

A. Perform a content search

B. Create a supervision policy

C. Perform an audit log search

D. Create an eDiscovery case

Answer: (SHOW ANSWER)

NEW QUESTION: 64

HOTSPOT

You have a Microsoft 365 subscription.

A user named user1@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to User1. Microsoft Bookings must NOT be enabled.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

| | -Scopes User.ReadWrite.All, Organization.Read.All

Connect-AzureAD H
" Connect-MgGraph
Connect-MS0L5ervice

$E3 = ;"fl Where SkuPartNumber -eq 'EnterprisePack’
Get-AzureADUser

Get-MgSubscribedSku
Get-MSOLACcountSKU

$disabledPlans = $E3.5erviceflans | Where SepvicePlanMame -in
("MICROSOFTBOOKINGS™) | select -Exclud®Property ServicePlanID

SLicenseOptions= @(

e
S5kuld = 3E3.5kuld

DisabledPlans = fdisabledPlans

[ 5,'_ -UserId Userli@contoso.com -AddlLicenses flicense0ptions -Removelicenses @()
| [ %]

Set-AzureADUser
Set-MgUserLicense

Set-MSOLUser

Answer:
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T% -Scopes User.ReadWrite.All, Organization.Read.All

Connect-AzureAD
' Connect-MgGraph
Connect-MSOLService

$E3 = | Where SkuPartNumber -eq 'EnterprisePack’
Get-AzureADUser

Get-MSOLAccountSKU
$disabledPlans = $E3.ServicePlans | Where ServicePlanName -in .|

-
("MICROSOFTBOOKINGS™) | select -ExcludeProperty ServicePlanID - M 1C rOSOf i

SLicenselptions= @(
e{

Skuld = $E3.S5kuld
DisabledPlans = %disabledPlans

l'J -Userld Userl@contoso.com -AddLicenses $LicenseOptions -Removelicenses @()

Set-AzureADUser
Set-MgUserLicense
Set-MSOLUser

Explanation:



Answer Area

!' v -5copes User.ReadWrite.All, Organization.Read.All

Connect-AzureAD
Connect-MgGraph
Connect-MSOLService

$E3 = [ i'T | Where SkuPartNumber -eq 'EnterprisePack’
Get-AzureADUser

Get-MgSubscribedSku
Get-MSOLAccountSKU

$disabledPlans = $E3.ServicePlans | Where ServicePlanName -in
("MICROSOFTBOOKINGS™) | select -ExcludeProperty ServicePlanID

fLicense0ptions= @(
@{
Skuld = $E3.5kuld
DisabledPlans = fdisabledPlans

l' -UserId Userl@contoso.com -Addlicenses $LicenseOptions -Removelicenses @()

Set-AzureADUser
Set-MgUserLicense
Set-MSOLUser

Box 1: Connect-MgGraph

Assign Microsoft 365 licenses to user accounts with PowerShell

Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.

Assigning and removing licenses for a user requires the User.ReadWrite.All permission scope or one of the other permissions listed in the 'Assign license' Microsoft Graph API reference page.
The Organization.Read.All permission scope is required to read the licenses available in the tenant.

Connect-MgGraph -Scopes User.ReadWrite.All, Organization.Read.All

Box 2: Get-MgSubscribedSku

Run the Get-MgSubscribedSku command to view the available licensing plans and the number of available licenses in each plan in your organization. The number of available licenses in each plan
is ActiveUnits - WarningUnits - ConsumedUnits.

Box 3: Set-MgUserLicense

Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @{Skuld = "<Skuld>"} -RemoveLicenses @() This example assigns a license from the SPE_ES5 (Microsoft 365 E5) licensing plan to the
unlicensed user belindan@litwareinc.com:

$e5Sku = Get-MgSubscribedSku -All | Where SkuPartNumber -eq 'SPE_E5'

Set-MgUserLicense -Userld "belindan@litwareinc.com" -AddLicenses @{Skuld = $e5Sku.Skuld} - RemoveLicenses @() Reference:
https://learn.microsoft.com/en-us/microsoft-365/enterprise/assign-licenses-to-user-accounts-with-microsoft-

365-powershell



NEW QUESTION: 65
You have a Microsoft 365 E5 subscription that uses Microsoft Intune.
You have devices enrolled in Intune as shown in the following table.

Name Platform Member of Scope (Tags)
Devicel | Windows 10 | Group1, Group3 | Tag1
Devics2l | cAndroid Group?2 Tag?2
You create the device configuration profiles shown in the following table.
Name Platform Assignments: ignments: | Scope tags
Included groups | Excls groups
Profile1 | Windows 10 | Group1 {Group3 Tag1, Tag2
and later A\ "
Profile2 | Android All devices ;-:,;:fj:,,_‘-*- Group2 Tag1, Tag2
Enterprise
Profile3 | Android Group_g,:ﬁi‘nuﬂ Group3 Tag1l
Enterprise O
Profile4 | Windows 10 }Group3 | Default
N MT¢Yosoft

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Device1:

No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

Device?2:

No profiles
Profile1 only
Profile2 only
Profile3 enly
Profile1 and Profile2 only

Profile2 an@i‘ﬁﬁﬁegx% soft

Answer:



Device1: "

No profiles

Profile1 only
Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ2: v

No profiles
Profile1 only
Profile2 onl

e - -

iProfile3 only !

Profile1 and Profile2 only

Profile2 and Profile3 only
Explanation:

Device1: - e~ e b v
No profiles
Profile1 only
Profiled4 only

Profile1 and Profile4 only
Profile1, Profile1, and Profile4 only

DeviceZ2: .

No profiles

Profile1 only

Profile2 only
Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

NEW QUESTION: 66

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?
A. Microsoft Cloud App Security

B. Azure Sentinel

C. Azure Web Application Firewall

D. Azure Defender

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts?view=0365-worldwide
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NEW QUESTION: 67

You have a Microsoft 365 E5 tenant.

You need to ensure that administrators are notified when a user receives an email message that contains malware. The solution must use the principle of least privilege.

Which type of policy should you create and which Microsoft 365 compliance center role is required to create the pokey? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

mem e romrwe

Theeat

L oamphand e

N W

Chsad sril e

Securtty Admaristraton
Corganization Configuration
Commumicaton _omphande Adman

Answer:
Answer Area

Policy type
o
Theeat

L osmiplhance

MEeceey Admenistratar 1

= = = = e

i_" - f Cronr Comi Lite
= IVIICrOSOTE SR S—_

Explanation:

Polecy typee  Adert -

Rode:  Securmy Adomeneytrator

NEW QUESTION: 68
You have a Microsoft 365 tenant that contains a Windows 10 device named Device1 and the Microsoft Endpoint Manager policies shown in the following table.

e V[ICTOSQTT St i Sion of pesibAY
— obfu: | scripts (Js/vbs/ps)
Attack surface UL

reduction (ASR) - {'ﬂ?‘imﬂﬂ

Microsoft Defend®r | =

ATP, -
Devige 'conhiguration
profile

Disable

Not configured

A. no settings

B. only the settings of Policy!

C. only the settings of Policy2
D. only the settings of Policy3
Answer: (SHOW ANSWER)
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NEW QUESTION: 69

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure AD by using the Azure AD Connect Express Settings. Password write back is disabled.
You create a user named User1 and enter Pass in the Password field as shown in the following exhibit.

Mew Obect - User .

a Crante . Adstum com,
F e yveoed ssse
Cordem pas yweoed anme

| User must change pattword ot mind lopon
[ ] User camnol chisngs patiword
|| Passwoid rirver eupures

| . Aecount i drabled

Bach Mot Carcel

The Azure AD password policy is configured as shown in the following exhibit.

Password policy

Set the password policy for all users in your organization.

Days before passwords expire 90

Days before a user is notified about 14

expiration

You confirm that User1 is synced to Azure AD.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes No

User1 can sign in to Azure AD.

User1 can change the password immeéediately by using the My Apps portal.

From Azure AD, User} must cl;ange the pa ..E;'MCIBE ro S Oft

Answer:
—— 1 IVF
msMicrosoft e
User1 can sign in to Azure AD. : ) :
User1 can change the password immediately by using the My Apps portal, | :
From Azure AD, User1 must change the password every 90 days. ’_ e _'
Explanation:

m Microsoft

User1 can sign in to Azure AD.

From Azure AD, User1 must change the password every 90 days.

NEW QUESTION: 70

You have a Microsoft 365 subscription that uses Microsoft de; Office 365.

You need to ensure that users are prevented &Fﬁm; ing malicious files from
Microsoft Teams, OneDrive, or ShaF"lﬁa

What should you do?

A. Create a newAnti-malware policy

B. Configure the Safe Links global settings.



C. Create a new Anti-phishing policy

D. Configure the Safe Attachments global settings.

Answer: (SHOW ANSWER)

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams

In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint, OneDrive, and Microsoft Teams provides an additional layer of protection against malware. After files are
asynchronously scanned by the common virus detection engine in Microsoft 365, Safe Attachments opens files in a virtual environment to see what happens (a process known as detonation). Safe
Attachments for SharePoint, OneDrive, and Microsoft Teams also helps detect and block existing files that are identified as malicious in team sites and document libraries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-teams-about

NEW QUESTION: 71
You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint.
You have devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device?2 Windows 8.1
Device3 10S
Deviced4 = 4 - | Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant.

Noncompliant devices must be blocked from accessing corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Devices that can onboarded to

Microsoft Defender for Endpoint: [Device T only

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Dewvice 4 only

Device 1, Device 2, and Device 4 only
Device 1, Device 2, Device 3, and Device 4

Endpoint security policies
that must be configured: A conditional access policy only

A device comphance policy only

A device configurahenprofile only

A device configurabion pri Ig’&ﬁ:ﬁﬂj.quqdlq:{m!ﬁ;ﬁ;s?pohw only

Device configuialian a:'-aﬁlE;-'cﬁaﬁderrhplam&pblcy;.and conditional access policy

Answer:
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Jevices that can onboardedto I I R A
ficrosoft Defender for Endpoint: |

Device 1 and Device 2 only
Device 1 and Device 3 only
Device 1and Device 4 ﬂnhf

St ey = — T e —jw—

TDevice 1. Device 2. Device 3, and Device 4

—

ndpoint security policies %) v
1at must be configured: A conditional access policy only

A device compliance policy only _

A demce_conﬁ_guratmn 1 profile only !

A device configuration profile and a conditional access policy only

Nevice canficuiration nrofile device camnliance naolicy and conditional access naliey

Explanation:

Devices that can onboarded to v
Microsoft Defender for Endpoint. [Device T only

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Device 4 only _
Dewvice 1, Device 2, and Device 4 only

Device 1, | Device 4
Endpoint security policies | - v
that must be configured: A conditional access policy only
A device compliance policy only
I= o A device conf n profile only
L M 1C r(g 3@ guration profile and a conditional access policy only
I ration profile, device compliance policy, and conditional access policy

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-machines-onboarding?

view=0365-worldwide

NEW QUESTION: 72
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

e
A rts Reades, 1\ e

User2 | Exghapg@ Administrator
User3 User Experience Success Manager

Which users can review the Adoption Score in the Microsoft 365 admin center?
A. User! and User3 only
B. User1 and User2 only



C. User! only

D. User2onry

E. User1, User2. and User3
Answer: (SHOW ANSWER)

NEW QUESTION: 73

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft Defender XDR. Which Microsoft service source will appear on the Incidents page of the Microsoft Defender portal?
A. Microsoft Defender for Cloud Apps

B. Microsoft Defender for Cloud

C. Azure Arc

D. Azure Information Protection

Answer: (SHOW ANSWER)

NEW QUESTION: 74

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office.
What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION: 75

You need to ensure that Admin4 can use SSPR.

Which tool should you use. and which action should you perform? To answer, select the appropriate options m the answer area.
NOTE: Each correct selection is worth one point.
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Action: Fnahle password writehack d
Enable app registrations.
Enable password winclack

Enablepassword hash synchronization.
lD_i_sal:le_Eqssword hash synchronization. J

Jool Azure AD Connect .o
Arure AD Connect

Synchro

. o

Answer:

Answer Area

ACtion:  Enahle passworg Wiehack. \v
— Enable app redgifations. _ _ _
Enable = s0id wiriebock —
| Enable,password hash synchronization.
L E}.ﬂb‘? password hash synchronization.

X
o -
-

=5

'-!-Synehre ation Rules-Editbr
I’EﬁSl@? tra admin center

To

SEMic

Explanation:

Answer Area

Action: Enabie_pqssm& writeback. b

=mM¢trmwﬁtCmﬂeﬂ x

NEW QUESTION: 76

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the Company Portal app. What should you
do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.

B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.



D. From the Microsoft 365 admin center, modify Help desk information.
Answer: (SHOW ANSWER)

Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

Valid MS-102 Dumps shared by EduDump.com for Helping Passing MS-102 Exam! EduDump.com now offer the newest MS-102 exam dumps, the EduDump.com MS-102 exam questions
have been updated and answers have been corrected get the newest EduDump.com MS-102 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/MS-102/premium/

(572 Q&As Dumps, 35%OFF Special Discount Code: freecram)

NEW QUESTION: 77

You have a Microsoft 365 E5 subscription.

Several users have iOS devices.

You plan to enroll the iOS devices in Microsoft Endpoint Manager.

You need to ensure that you can create an iOS/iPadOS enrollment profile in Microsoft Endpoint Manager.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

From the Microsoft Endpoint Manager admin center, A
add a device enroliment manager

From the Microsoft Endpoint Manager admin center,
download a certificate signing request. @

Upload an Apple MDM push certificate to Microsoft

Endpoint Manager @
Create a certificate from the Apple Push Centificates @

Portal

From the Microsoft Endpoint Manager admin
center, configure device enroliment restrictions.

Answer:
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Actions

_— o . mm—mmr o o w———— —

f swer Area
| From the Microsoft En@um MEM‘jj;fﬁﬁ ——————————————————

I add a dewce enrullmenT manager.

S —

From the Microsoft Endpulnx Manager adm1
download a certificate Sigﬂlng request. |

e S — — o o e s o o o

e e e e e wm mm— m —

| Upload an Apple MDM push certificate to Microsoft
| Endpoint Manager.

W )

€

i — i . — ... -

[. Create a ::emn ca:e rmrn the Apple Push Certificates
Portal. |

o o N,

| From the Microsoft Endpoint Manager admin
| center, configure device enroliment restrictions.

e e e e e e e e . e e

Explanation:

From the Microsoft Endpoint Mapagetadgiin center,

download a certificate signing request.

Create a certificate from the Apple Push Certificates
Portal.

Upload an Appie' MDM push certificate to Microsoft
Endpoint Manager.

Reference:

Pﬂrtal

Upload an Apple MDM push certificate to Microsoft
Endpoint Manager.

= mm mm mm mm mm mm mm mm wm mm mm mm mm e

https://docs.microsoft.com/en-us/mem/intune/enroliment/apple-mdm-push-certificate-get

NEW QUESTION: 78

You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.



W i ? Asbrraried gt

H-H.eﬁ,#.i:.p-:._,-

Retentionl
s

{MicrosoftTeam

tentionDuration hreeMonths

Retentionl

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct selection is worth one point.

s3te & tearm in Microaof Tearma thidsven! o [angwer choleoe)

ot ret e

retaned for 50 Gayn
twlamnedd POl am reorTl iy
retdined for one year

#UsE2 20ds 2 channel in Microsoft Teams. the event VR TR Ser |

retaned for 30 days

fetaaned for Ls months

retaned for one year

Answer:

el o T e
setaped for W aAys
Fef aarwedd o ¥ il I

retaened for One year

¥ User2 pads a channed in Mecrosoft Teams, the event i [snawer choloe]

retansec] Sof o e

Explanation:
Answer Area

T Lser | Credtes d teaim i MaOgeofl Taamt the evend o [andwer chiodCe] recamss o0 s monihs b

f Liser? acds a channed in Microsoft Teams. the event™ fuq'-_t"r_'ﬂnk‘in##--u- fior 90 days v



NEW QUESTION: 79
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

Grougl

Group1, Group2
Group2

The subscription has the following two anti-spam policies:
* Name: AntiSpam1

* Priority: 0

* Induce these users, groups and domains

o Users: User3

o Groups: Group1

* Exclude these users, groups and domains

o Groups: Group2

* Message limits

o Set a daily message limit 100

* Name: AntiSpam2

* Priority: 1

* Include these users, groups and domains

o Users: User! o Groups: Group2

* Exclude these users, groups and domains

o Users: User3

* Message limits

o Set a daily message limit 50

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

"B Microsoft

User1 can send 2 maximum of 150 email messages perday

User2 can send a maximum of 50 email messages per day.

User3 can send a maximum of 100 email mesSages per day.

Answer:



Answer Arca

Microsoft

User1 can send a maximum of 150 email messages per day I :

Statements

User2 can send a magimum Oh50-emailmessages per day. |

User3 can send a maximum of 100 email mesS3g€s per day 1~ ]

Explanation:

Answer “ {{n P

Microsofi....

User1 can send a maximum of 150 emqulmef-sdfg_Eh'}?i@eilﬂﬁ |

__ User2 can seng ﬂﬁﬁirﬁpm gfﬂ emall m-éssages per day.

A

Lher?‘i‘f!'ﬁ send a maximum of 100 email messages per day.

NEW QUESTION: 80
You have a Microsoft 365 ES subscription. Administrators are %EEIDDE security keys.
\?ﬂa | >

You need to create a Conditional Ac?sigl M\a ecurity key as an authentication
method. Which Access controls optign [grou select for the policy?

A. Require authentication strength

B. Require token protection for sign-in sessions
C. Require approved client app

D. Require multifactor authentication

Answer: (SHOW ANSWER)

NEW QUESTION: 81

On which server should you install the Azure ATP sensor?

A. Server 1

B. Server 2

C. Server 3

D. Server 4

E. Server 5

Answer: (SHOW ANSWER)

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning However, if the case study had required that the DCs can't have any s/w installed, then the answer would
have been a standalone sensor on Server2. In this scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.
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NEW QUESTION: 82

You have a Microsoft 365 E5 subscription.

You plan to create a data loss prevention (DLP) policy that will be applied to all available locations.
Which conditions can you use in the DLP rules of the policy?

A. sensitive info types

B. content search queries

C. keywords

D. sensitivity labels

Answer: (SHOW ANSWER)

Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the content contains:
Specific types of sensitive information.

Specific keywords that match a query you create.

Pattern matches for a trainable classifier.

Note: Retention policies can be applied to the following locations:
Exchange mailboxes

SharePoint classic and communication sites

OneDrive accounts

Microsoft 365 Group mailboxes & sites

Skype for Business

Exchange public folders

Teams channel messages (standard channels and shared channels)
Teams chats

Teams private channel messages

Yammer community messages

Yammer user messages

Reference:
https://learn.microsoft.com/en-us/microsoft-365/compliance/retention
https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-exchange-conditions-and-actions

NEW QUESTION: 83

You have a Microsoft 365 E5 subscription.

You plan to ingest syslog data from a supported firewall device to Microsoft Defender for Cloud Apps.
You need to configure automatic log upload.

Which two components should you configure for the log collector? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. the receiver type

B. the host IP address or FQDN

C. a connection string

D. the data source

E. the username and password
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Answer: (SHOW ANSWER)

NEW QUESTION: 84

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.
A Built-in protection preset security policy is applied to the subscription.

Which two policy types will be applied by the Built-in protection policy? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Anti-phishing

B. Anti-spam

C. Safe Links

D. Anti-malware

E. Safe Attachments

Answer: (SHOW ANSWER)

NEW QUESTION: 85
You have a Microsoft 365 E5 tenant.
The Microsoft Secure Score for the tenant is shown in the following exhibit.

Microsoft Secure Score

Overview Improvement actions History Moetrics & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

4+ Export 12 items P Search” . "% Filter {= Group by
Applied filters:

Rank @ Improvement action Score impact Points achieved

Require MFA for administrative roles +16.95% 0/10
Ensure all users can complete multisfactorauthentication for... +15.25% 0/%
Enable policy to block legacy authentication +13.56% 0/8
Turn on user risk policy +11.86% o7
Turn on sign-in risk palicy +11.86% o7
Do not allow users 1o grant consent to unmanaged applicatio.. +6.78%

Enable self-service password resat +1.69%

Turn on customer lockbox feature +1.69%

2
3
4
5
6
7
8
9

Use limited administrative roles . +1.69%
Designate more than one globabadmin D’Jﬁ E {: FFJCJJ 5 ( [ 11 69%

-
o

You plan to enable Security defaults for Azure Active Directory (Azure AD).
Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
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C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION: 86

You have a Microsoft 365 E5 subscription and use Microsoft Defender for Cloud Apps. You need to create a file policy named Policy1 that meets the following requirements:
* Inspects files in connected software as a service (SaaS) apps

* Inspects protected files

Which two settings should you configure? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Information Protection

Azure sgrumty

Files

Conditional Access App Control

App governance

Answer:
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=.ﬁ Microsoft
, Admin quarantine ]
WS Al S,
|

Access App Control

(e

User monitoring

Device identification

App onboarding/maintenance

Edge for Business protection

App governance

Service status

Explanation:



Answer Area
Information Protection

Admin oAl ICTOSOTT

| Microsoft Information
Protection [

Azure sgrumty

i Files Y E

Conditional Access App Control
General Settings
User monitoring
Device identification
App onboarding/maintenance
Edge for Business protection
App governance

Service status

NEW QUESTION: 87
You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name | Severity Status Comment Category
Alert1 Medium Active Comment1 | Threat management
Alert2 Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations
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NEW QUESTION: 88

You have a Microsoft 365 E5 subscription.

You create a user named Admin1.

You need to ensure that Admin1 can view Endpoint security policies from the Microsoft Defender portal. The solution must follow the principle of least privilege.
Which Microsoft Entra role should you assign to Admin1?
A. Security Operator

B. Cloud Device Administrator

C. Security Reader

D. Security Administrator

E. Global Reader

Answer: (SHOW ANSWER)

NEW QUESTION: 89
You have a Microsoft 365 ES tenant that contains the devices shown in the following table.

Name Platform
Devicel MacD5
Dreyicel Windows 10 Pro
Deviced Nindows 10 Enterprise
| Deviced Ubuntu 1804 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Device1, Device2, Devices and Device4

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?
view=0365-worldwide#requirements

NEW QUESTION: 90

You need to protect the U.5. Pll data to meet thedﬁﬁ%ﬂﬁm&ts.
What should you create? T.: fee
A. a Security & Compliance alert policy that contains an activity

B. a data loss prevention (DLP) policy that contains a domain exception

C. a Security & Compliance retention policy that detects content containing sensitive data
D. a data loss prevention (DLP) policy that contains a user override

Answer: (SHOW ANSWER)

NEW QUESTION: 91

You have a Microsoft 365 E5 subscription.

You need to create a Conditional Access policy that will require the use of FID02 security keys only when users join their Windows devices to Microsoft Entra ID.
How should you configure the policy? To answer, select the appropriate options in the answer area.
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NOTE Each correct selection is worth one point.

Targetresources: Useractions, =
[ﬁummncau%nuxt

Coud

- evice platforms

Co
3 Sign-in nsk
‘ y | User risk

&‘ e E Grant access:  Reguire authenbcabion strength .
Require device to be marked as compliant
Require multi-factor authentication

BE\1icrosoft

Answer:

Target resources:  User actions
Authentication context

Cloud apgp

re authentication strength

Require device to be marked as compliant
| Require multi-factor authentication

Explanation:
Answer Area

fiﬁ M i C I@rat §tmd~ f%‘iﬁlr& authentication strength v
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NEW QUESTION: 92

You have a Microsoft 365 subscription.

You need to add additional onmicrosoft.com domains to the subscription. The additional domains must be assignable as email addresses for users.
What is the maximum number of onmicrosoft.com domains the subscription can contain?

A. 1

B. 2

C.5

D. 10

Answer: C (LEAVE A REPLY)

You are limited to five onmicrosoft.com domains in your Microsoft 365 environment, so make sure to check for spelling and to assess your need if you choose to create a new one.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq

NEW QUESTION: 93

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
I_Useﬂ | _C_Dntm_sp.ir;_nj_ 2

User2 | Fabrikam.com
The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
‘ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

rhi.]naqo provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago

Password Hash Sync Enabled

= Microsof

USER SIGN-IN

Federation Disabled 0 domains
-9 Seamiess single sign-on Enabled 1 domain

Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com.

You need to ensure that User2 can access the resources in Azure AD.

Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as user2@fabrikam.com.
Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

This is not a permissions issue.
The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain to Microsoft 365 as a custom

domain.

NEW QUESTION: 94
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Member of
Usért' | Group1
User2 | Group2

You purchase the devices shown in the following table.
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Name P,laﬂ?nnn

Device1 | Windows 10

Device2” A nd roid

In Microsoft Endpoint Manager, you create an enroliment status page profile that has the following settings:
Show app and profile configuration progress: Yes
Allow users to collect logs about installation errors: Yes

Only show page to devices provisioned by out-of-box experience (OOBE): No Assignments: Group2 For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Microsohi ) L

If User1 enrolls Device1 in Microsoft Endpomt Managerftheenmllment Q O
status page will appear. .6

If User2 enrolls Device1 in Micm%ﬂ Endpomt Manager the enroliment O ®)
status page will appear. & © ™
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment O O
status paae will appear.

Answer:

Mickosoft o BB

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment ¢| (O)
status page will appear. i

If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment ol O
status page will appear. S

- -
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment Q O :

status page will appear. "

Explanation:



Statements

If User1 eprolls Device1 ip Microsoft Endpoint Manager, the enroliment
status pagewill @appeary:

\f User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment
status page will appear.

If User2 enrolls Device2 in Microsoft Endpoint Manager, the enrollment
status page will appear.

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION: 95

You have a Microsoft 365 E5 subscription that contains a group named Group1. The subscription uses Microsoft Defender for Cloud Apps.
You configure cloud discovery.

You need to ensure that you can create a custom report that details shadow IT usage by the members of Group1.

What should you do first?

A. Configure user enrichment.

B. Disable anonymization.

C. Add an app connector.

D. Configure user monitoring.

Answer: (SHOW ANSWER)

NEW QUESTION: 96

You are testing a data loss prevention (DLP) policy to protect the sharing of credit card information with external users.
During testing, you discover that a user can share credit card information with external users by using email.
However, the user is prevented from sharing files that contain credit card information by using Microsoft SharePoint.
You need to prevent the user from sharing the credit card information by using email and SharePoint.

What should you configure?

A. the user overrides of the DLP policy rule

B. the conditions of the DLP policy rule

C. the status of the DLP policy

D. the locations of the DLP policy

Answer: (SHOW ANSWER)

NEW QUESTION: 97

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps.

You configure a session control policy to block downloads from SharePoint Online sites.

Users report that they can still download files from SharePoint Online sites.

You need to ensure that file download is blocked while still allowing users to browse SharePoint Online sites.
What should you configure?


https://www.freecram.net/q/65552-6043500/
https://www.freecram.net/q/65552-6043501/

A. an activity policy

B. a Conditional Access policy

C. an access policy

D. a data loss prevention (DLP) policy
Answer: (SHOW ANSWER)

NEW QUESTION: 98
You have a Microsoft 365 subscription That contains two administrative units named AU1 and AU2.
The subscription contains the users shown in the following table.

Mame | Administrative unit Role Scope
Userl None User Administrator AL

Uszer2 AL Global Administrator | Mone

User3 | None None Organization

The subscription contains the groups shown in the following table.

Name | Members | Administrative unit
Group1 | User3 ALz
Group2 | User2 Al
Uszer3

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Eas L L e ]

Statements Yes No

User1 can reset the passward.of User2.

User2 can mogdifyithie membership of Group!.

: E
Microso#t
UserTcan reset the password of User3.
Answer:

Statements
Userl can reset the pasgyofipniiden

P
B

User2 can mogity the*'membership of Groupd

Explanation:
Answer Area

Statements Yes No

-

User1 can reset the passward.of Useg?

USenrg"can miadifythe membership of Group1. e

I;s@g .ice! r{i;egég 'égpg?w]fc;fr:ﬂ of User3. @
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NEW QUESTION: 99

Your company has three main offices and one branch office. The branch office is used for research.

The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

You need to recommend a Microsoft 365 solution to ensure that multi-factor authentication is enforced only for users in the branch office.
What should you include in the recommendation?

A. Azure AD password protection

B. a Microsoft Intune device compliance policy

C. a Microsoft Intune device configuration profile

D. Azure AD conditional access

Answer: (SHOW ANSWER)

NEW QUESTION: 100
You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise applig&t%aﬂqi {ﬁ%&np’l requires that a user be

assigned the Reports Reader role. ? '!(‘ @@
Which type of group should you use 1o assign the Reparts Reader role and to access App1?

A. a Microsoft 365 group that has assigned membership

B. a Microsoft 365 group that has dynamic user membership

C. a security group that has assigned membership

D. a security group that has dynamic user membership

Answer: (SHOW ANSWER)

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and Administrators list for that app. Select the
new custom role and complete the user or group assignment. The assignees can manage users and group access only for the specific app.

Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.

Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only administer the group rather than adding
users to each resource individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.

Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically based on user attributes such as
department, location, or title; or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can't be members of security groups.

Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group email and shared workspace for
conversations, files, and calendar events, Stream, and a Planner.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps
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https://learn.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?
https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

NEW QUESTION: 101

You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.
To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

L ] - -1 '-1; -
: —

L

L]

Answer:



Choose locations to apply the policy
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NEW QUESTION: 102

You need to ensure that all the sales department users can authenticate successfully during Project1 and Project2.

Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication

B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO

D. password hash synchronization

Answer: (SHOW ANSWER)

Project1: During Project1, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Project1, Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION: 103
Your company has an Azure AD tenant named contoso.com that includes the users shown in the following table.
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Name Usage location | Membership
User1 United States Groupt, Group2
UserZ Not set GroupZ

User3 Not set Group1

User4 Canada Groupd

GroupZ2isa member of Group1.

You assign an Office 365 Enterprise E3 license to Group1.
How many Office 365 E3 licenses are assigned?

A.1

B.3

C.4

D.2

Answer: (SHOW ANSWER)

NEW QUESTION: 104

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
Your network contains an Active Directory forest.

You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

* User passwords must be 10 characters or more.

Solution: Implement pass-through authentication and configure password protection in the Azure AD tenant.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 105

From the Microsoft Purview compliance portal, you create a retention policy named Policy 1.

You need to prevent all users from disabling the policy or reducing the retention period.

How should you configure the Azure PowerShell command? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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oft

- Set-b tentmn(:omp ancePohcy
Set-ComplianceTag .
Set-HoldCompliancePolicy ;

Set-RetentionComphancePolicy
Set-RetentionPolicy
Set-RetentionPolicyTag

~Identity, "Policyl ‘ -RestrictiveRetention " Strue

-Force
-RestrictiveRetention
-RetentionPolicyTaglLinks
-SystemTag

Answer:

Answer Area

_Set-RetentionCompliancePolicy Sl
Set-ComplhianceTag |

-ldentisy "Pplicyl”

| -RestnctiveRetention b ' Strue
|

-Force
-RestrictiveRetention
¢ ?Em -RetentionPolicyTagLinks
| Set-RetentionFolicy lag SystemTag
Explanation:
Answer Area
Set-RetentionCompliancePolicy v -Identity "Policyl” -RestrictiveRetention ¥ | $true

NEW QUESTION: 106
You have a Microsoft 365 E5 tenant.

You need to implement compliance solutions that meet the following requirements:

* Use a file plan to manage retention labels.

* ldentify, monitor, and automatically protect sensitive information.

* Capture employee communications for examination by designated reviewers.

Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once, more than once, or not at all. You may
need to drag the split bat between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Data loss preventson
=N
IR COVETTUbne ~

Irctadied ritk Mansgemient

Answer:

i HJ' ﬁmc empkryee COMIMUnications for
Examination by Sesignated reviewers:

U & file plan 1o mansge retentson Libeels:

= i . %
:—.! - {; T
"
- i ?‘i -u" i ] serditnee informatson




SNy, AErloP AN SUTOMETC ARy Diotest  Dists loss prevendson
sentitbree infommat s

Capiure evmployes COMMURCITons 10 sy i3
ms by e apnated vty

Lie @ We Elafi ng 'é-augh'.lg_-’_rll'.uni&-el:- 1 b

Explanation:

]

Identify, monitor, and automatically protect fiatallgis préeventian
sensitive information!

Capture employee communicationsifor. Insider risk management
examination by designatéd reviewers:

Use a file plan to manage retention labels: 'Information governance
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NEW QUESTION: 107

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdmin1 can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdmin1 the Exchange Administrator role.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

You need to assign the Security Administrator role.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION: 108

You have a Microsoft 365 E5 subscription that contains two sensitivity labels named Label1 and Label2. The subscription contains a Windows device named Device1 that is onboarded to Microsoft
Purview. Device1 contains the files shown in the following table.
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Filel.docx | CA\Temph, Label1
File2.docx | CA\Temp'\FolderT\, Label2
Filed.docx | Ch\Temp\Foldery, Labell

You create a data loss prevention (DLP) policy named Policy1 that has the following configurations:
N
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A user on Dewcell cin print File docs

A usef o, Device 1 can pont File2 doo
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NEW QUESTION: 109

You have a Microsoft 365 E5 subscription.

You need to use Microsoft Defender for Cloud Apps to monitor user mailbox activities. What should you do?
A. Create an access policy.

B. Enable mailbox audit logging.

C. Create an activity policy.

D. Create an app connector for Microsoft 365.

Answer: (SHOW ANSWER)

NEW QUESTION: 110

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.
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Information governance > Create retention policy

© Name Review and finish

O Locations It might take up to one day to apply this policy to the locations you selected.
Policy name

CONtoso
@ Retention settings Edit

Description
Edit

@® Finish

Locations to apply the policy

Exchange email (All Recipients)
SharePoint sites (All Sités)
OneDnve accounts (All Accounts)
Microsoft 365 Groups (All Groups)

Edit

Retention settings

Delete items at end of retention period
Delete items that are older than 7 years based on when they were created

Edit

rtrms that are currently older than 7 years will be deleted after you turn on this policy. This is especially important 10 note for locations scoped to ‘Al
'—] sources (for example, “All Teams chats’) because all matching items in those locations across your orgamzation will be permanently deleted

Mlcmoft

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Cancel



Answer Area

Microsoft SharePoint files that are affected by the policy will _
be [answer choice]. 7

ars/after thé
[ At
L
Microso >
Once the policy is creat some data may be deleted immediately

data will be retained for a minimum of seven years
users will be prevented from permanently deleting email messages for seven years

Answer:

Answer Area

Microsoft SharePoint files that are affected by the policy will

be [answer choice]. :

;r =3 - /".-_\'_:- HY

Once the policy is created, fhn%vet*dtb some data may be deleted immediately

data will be retained for a minimum of seven years

users will be prevented from permanently deleting email messages for seven years

Explanation:



Answer Area

Microsoft SharePoint files that are affected by the policy will | =0 AVA () | .
be [answer choice]. | recoverable for up to seven years

| deleted seven years after they were created
 retained for only seven years from when they were created

r [
Once the policy is created, [answer choice]. | some data may be deleted immediately
‘data will be retained for a minimum of seven years
| users will be prevented from permanently deleting email messages for seven years

Box 1: Deleted seven years after they were created.

From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.

Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until the end of the longest retention
period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an item level (folder, document, email).
For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention label to all documents in that site.
However, if some documents in that site should be retained for 5 years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at
the item level, use retention labels.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION: 111

You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users.
What is the longest time range that can be included in the report?

A. 1 day

B. 7 days

C. 30 days

D. 90 days

Answer: (SHOW ANSWER)

View email security reports in the Microsoft 365 Defender portal

The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email-security
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NEW QUESTION: 112

You have a Microsoft 365 E5 tenant that contains a user named User1.
You plan to implement insider risk management.

You need to ensure that User1 can perform the following tasks:
Review alerts.

Manage cases.

Create notice templates.

Review user emails by using Content explorer.

The solution must use the principle of least privilege.

To which role group should you add User1?

A. Insider Risk Management

B. Insider Risk Management Analysts

C. Insider Risk Management Investigators

D. Insider Risk Management Admin

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure?view=0365-worldwide

NEW QUESTION: 113

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.
From Microsoft Defender for Endpoint you turn on the Allow or block file advanced feature.
You need to block users from downloading a file named File1.exe.

What should you use?

A. an indicator

B. a suppression rule

C. a device configuration profile

Answer: (SHOW ANSWER)

NEW QUESTION: 114

You have a Microsoft 365 subscription.

You add a domain named contoso.com.

When you attempt to verify the domain, you are prompted to send a verification email to admin@contoso.
com.

You need to change the email address used to verify the domain.

What should you do?

A. Add a TXT record to the DNS zone of the domain.

B. Modify the NS records for the domain.

C. From the Microsoft 365 admin center, change the global administrator of the Microsoft 365 subscription.
D. From the domain registrar, modify the contact information of the domain.

Answer: (SHOW ANSWER)
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NEW QUESTION: 115

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enrollment option that meets the following requirements:
* Minimizes user interaction

* Minimizes administrative effort

* Automatically installs corporate apps

What should you recommend?

A. Automated Device Enrollment (ADE)

B. bring your own device (BYOD) user and device enrollment

C. Apple Configurator enroliment

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION: 116
You have a Microsoft 365 E5 subscription.
All corporate Windows 11 devices are managed by using Microsoft Intune and onboarded to Microsoft Defender for Endpoint.
You need to meet the following requirements:
* View an assessment of the device configurations against the Center for Internet Security (CIS) vI.0.0 benchmark.
* Protect a folder named C:\Folder1 from being accessed by untrusted applications on the devices.
What should you do? To answer, select the appropriate options in the answer area.
Answer Area

To view the device configuration assessments” gy Create a baseline assessment profile.
Add a connected application.
Create a baseline assessment profile.
Filter the Vulnerable devices report.

-

Jo'protect C:\Folder1, enable: Controlled folder access
i - Controlled folder access
pre :-L N T Exploit protection
- il . Removable storage protection

Answer:
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Answer Area

To view the device configuration assessmenti-, Create a baseline assessment profile. v
pAdd a connected application

| Create a baseline assessment profile.

Filter the Vulnerable devices report.

To protect C:\Folder1, enable: _Controlled folder access _ i
Controlled folder access

Exploit protection
Removable storage protection

Explanation:
Answer Area

To view the device configuration assessment:( Cre @l Loseline assessmeéntprofile. & ¥

J

To protect C\Folder1, enable: Controlled folder access b

NEW QUESTION: 117

You have a Microsoft 365 is subscription that includes Microsoft Intune.
You manage all iOS devices by using Intune.

You plan to protect corporate-owned iOS devices by using Microsoft Defender for Endpoint. You configure a connection between Intune and Defender for Endpoint.
You need to onboard the devices to Defender for Endpoint.

What should you do?

A. Enable Microsoft Defender for Cloud.

B. Add an app to Intune.

C. Download an onboarding package.

D. Create an app protection policy.

Answer: (SHOW ANSWER)

NEW QUESTION: 118

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdmin1 can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdmin1 the Security administrator role.

Does this meet the goal?
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A. Yes
B. No
Answer: (SHOW ANSWER)

NEW QUESTION: 119

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365 and contains a mailbox named Mailbox1.
You plan to use Mailbox1 to collect and analyze unfiltered email messages.

You need to ensure that Defender for Office 365 takes no action on any inbound emails delivered to Mailbox1.

What should you do?

A. Create a mail flow rule.

B. Configure Mailbox! as a SecOps mailbox.

C. Configure a retention policy for Mailbox1.

D. Place a litigation hold on Mailbox1.

Answer: (SHOW ANSWER)

NEW QUESTION: 120

Your company purchases a cloud app named App1.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in App1. App1 supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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Actions

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Sign into App1.

Create a conditional access policy.

From the Azure Active Ditec
center, configure the Diagnostic settings.

From the Azure Active Directory admin .
center, add an app registration for App1. =i M | C I'O S O ft

Answer:




Actions : ANsSwWer Alea
Microsoft

|
| From the Cloud App Security admin :
|
|

T T RN

center, add an app connector. |

#__L ———  ——————y | ;

1 From the Cloud App Security admin

! enter, add an app connector oo R 2

2 |
[

) From the Azure Active Directory admin

Icenter, configure the Diagnostic seftings.

' From the Azure Active Directory admin
center add an app registration for App1.

Explanation:

From the Cloud App Security admin

center, add an app connector.
"Microsoit

-+=
‘ Create a conditional access policy.

Sign in to App1.

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

NEW QUESTION: 121
You have a Microsoft 365 subscription that contains a user named User1 and a Microsoft SharePoint Online site named Site1. User1 is assigned the Owner role for Site1. To Site1, you publish the
file plan retention labels shown in the following table.

Name Retention During the retention period

period

Retention1 | 5 years Retain items even if users delete

Retentiond: .5 yeats Mark items as a record
Retentiond | 3'yedrd OS> Mark items as a regulatory record
Site1 contains the files shown in the following table.




IE“- £
Name Label

File1 None
File2_. - mﬁ’tﬁﬁﬁ_

ile Retention2
Filed | Retention3

Which files can User1 rename, and which files can User1 delete? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Rename: [FileL File2, \iFile3 only _{ﬁ]

 File1, File2, and File3 only
File1, File2, File3, and File4

eo Delete: File1 and File2 only v
‘ e File1 only
File1 and File2 only

File1, File2, and File3 only
File1, File2, File3, and File4

Answer:

Rename: [FIIH. File2, and File3 only

File1 only
Filel and File2 only
File1, File2, and File3 only

Delete: File1 and File2 only

File1 only
File1 and File2 only

BE\icrosatte,

Explanation:



ANSWET MIca

Renamess, Filel, Fil€Z, and File3 only v

Delete:  File1 and File2 only b
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NEW QUESTION: 122
You have a Microsoft 365 subscription that contains the users shown in the following table.

IT enginee: ng Technician

Engineefing SEMOr executive

Finance Manager

MICTIc ]

You create a new administrative unit named AU1 and configure the following AU1 dynamic membership rule.
The subscription contains the role assignments shown in the following table.

MName Role |
Adrmini : AUT\User Admimstrator
Admin2 | Global Administrator
Answer Area
Statements Yes No
& - 8 F

Admin? can resst tha.passwond o .,'5:!;.1_'5 IV [ 1
AdMin1 can resel the password of Userd
Admin2 can reset the password of User3

Answer:
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AIEWEer Area

Statements Yes No

Admin can reset thepatsward of Liser |

Addowin Pgai reset the password of User2

Micresoft

Admin can reset the pasdlisid of Lser3

i
P
Explanation:

Admin1 can reset the password of User1: Yes

Admin1 has the User Administrator role within AU1. User1 is a member of Group1, which is included in AU1's dynamic membership rule.

Admin1 can reset the password of User2: No

User2 is a member of both Group1 and Group2. However, User2's job title contains "Executive," which excludes them from AU1's dynamic membership rule. Therefore, Admin1 cannot reset User2's
password.

Admin2 can reset the password of User3: Yes
Admin2 has the Global Administrator role, which grants the ability to reset passwords for any user within the organization, including User3.

NEW QUESTION: 123
You need to meet the technical requirements and planned changes for Intune.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area !
AL @ |

Settings to configure in Azure AD: |Devicl < thifng® TG w gw 3
Maobility (MDM and MAM)

Qrganizational relationships
User settings

Settings to configure in Intune: |pevice compliance

Device configuration
Device enrollment
Mobile Device Management Authority

Answer:

. . =
Settings 1o cMJure E;;Qure £

Organizational relationships
User settings

Settings to configure iIMINtune: |Device compliance

eyice configuration
Device enrcllment |

Explanation:



Settings to configure in Dévide 5éttings | L

Azure AD: Mobility (MDV. and MAM)
Organizational relationships
User settings

Settings to configure in
Intune: Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

Reference:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION: 124
You have a Microsoft 365 E5 subscription and use Microsoft Purview. The subscription contains the devices shown in the following table.

Name Platform
Devicel Windows 11
Deviced o |(imacDs
Dévice3 | Android
Deviced =1 Yinix
All the devices are onboarded to Microsoft Defender for Endpoint. You plan to deploy Endpoint data loss prevention (Endpoint DLP) policies. Which devices can be protected by using the DLP
policies?

A. Device1, Device2, Device3, and Device4
B. Device1 and Device2 only

C. Device1, Device2, and Device 3 only

D. Device1 only

E. Device1, Device3, and Device 4 only
Answer: (SHOW ANSWER)

NEW QUESTION: 125

You need to configure Azure AD Connect to support the planned changes for the Montreal Users and Seattle Users OUs.
What should you do?

A. From PowerShell, run the Add-ADSyncConnectorAttnbuteinclusion cmdlet.

B. From the Microsoft Azure AD Connect wizard, select Customize synchronization options.

C. From PowerShell, run the start-ADSyncSyncCycle cmdlet.

D. From the Microsoft Azure AD Connect wizard, select Manage federation.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 126
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com

User2 | Fabrikam.com
The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROV!<1ON FROM-ACTIVE DIRECTORY
‘ Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview]

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Synd Enabled

USER SIGN-IN
Federation Disabled 0 domains
Seamless single sign-on Enabled 1 doman

Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com.

You need to ensure that User2 can access the resources in Azure AD.

Solution: From the Microsoft Entra admin center, you add fabrikam.com as a custom domain. You instruct User2 to sign in as user2@fabrikam.com.

Does this meet the goal?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain to Microsoft 365 as a custom
domain.

NEW QUESTION: 127
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You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management

B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B (LEAVE A REPLY)

References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access- conditions#sign-in-risk states clearly that Sign-in risk
Topic 2, Contoso, LtdOverview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company has the employees and devices shown in the following table.

' 2,500 2,800
attle 1,000 1,100
[NewYork {300 320

Contoso 'recently purchased a Microsoft 365 ES subscription.

Existing Environment

Requirement

The network contains an on-premises Active Directory forest named contoso.com. The forest contains the servers shown in the following table.

= ¥ = : G - W

Server2 Hmbum:r, ' ALETW
Server3 mwmmﬂw \ '

All servers run Windows Server 2016. All desktops and laptops are Windows 10 Enterprise and are joined to the domain.
The mobile devices of the users in the Montreal and Seattle offices run Android. The mobile devices of the users in the New York office run iOS.
The domain is synced to Azure Active Directory (Azure AD) and includes the users shown in the following table.

The domain also includes a group named Group1.

Planned Changes

Contoso plans to implement the following changes:

*Implement Microsoft 365.

*Manage devices by using Microsoft Intune.

*Implement Azure Advanced Threat Protection (ATP).

*Every September, apply the latest feature updates to all Windows computers. Every March, apply the latest feature updates to the computers in the New York office only.
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Technical Requirements

Contoso identifies the following technical requirements:

*When a Windows 10 device is joined to Azure AD, the device must enroll in Intune automaticity.
*Dedicated support technicians must enroll all the Montreal office mobile devices in Intune.
*User1 must be able to enroll all the New York office mobile devices in Intune.

*Azure ATP sensors must be installed and must NOT use port mirroring.

*Whenever possible, the principle of least privilege must be used.

*A Microsoft Store for Business must be created.

Compliance Requirements

Contoso identifies the following compliance requirements:

*Ensure that the users in Group1 can only access Microsoft Exchange Online from devices that are enrolled in Intune and configured in accordance with the corporate policy.
*Configure Windows Information Protection (W1P) for the Windows 10 devices.

NEW QUESTION: 128

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.

What should you do first?

A. Enable auditing.

B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.

D. Create a communication compliance policy.

Answer: (SHOW ANSWER)

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal investigations, and compliance

obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured, recorded, and retained in your organization's unified audit log. Audit
records for these events are searchable by security ops, IT admins, insider risk teams, and compliance and legal investigators in your organization.

This capability provides visibility into the activities performed across your Microsoft 365 organization.

Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the Organization Management role group in
Exchange Online.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview

https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION: 129

You have a Microsoft 365 E5 subscription that is linked to a Microsoft Entra tenant named contoso.com.

You purchase 100 Microsoft 365 Business Voice add-on licenses.

You need to ensure that the members of a group hamed Voice are assigned a Microsoft 365 Business Voice add-on license automatically.
What should you do?

A. From the Microsoft 365 admin center, modify the settings of the Voice group.

B. From the Licenses page of the Microsoft 365 admin center, assign the licenses.
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C. From the Microsoft Entra admin center, modify the settings of the Voice group.
Answer: (SHOW ANSWER)

NEW QUESTION: 130

DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Group1 and Group?2.
You need to ensure that each group can perform the tasks shown in the following table.

Group L | ITWE
Group1 e  Manage service requests. VI
. Purchase new services.
. Manage subscnptions:
. Monitor sepvicéhealth.
Group?2 - Assign-ficenses.
. Add users and groups.
. Create and manage user views.
3 Update password expiration policies.

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at all. You may need to drag the split
bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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fBiIling Administrator

‘Global Administrator

PHelpdesk Administrator

" User Administrator

Answer:

E’Biling Administrator

=

Global Administrator

L

PHelpdesk Administrator

PLicense Administrator

T
|

PService Support Administrator

Explanation:

. PBilling Administrator

Group2: EJUSH Administrator




iBlIIing Administratoi Group1: LBiling Administrator
| Global Administrator i
: Group?: | User Administrator
| Helpdesk Administrator

I

' License Administrator

I- Service Support Administrater |

i User Administrator

Box 1: Billing admin

manage service request

Purchase new services

Etc.

Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin

User admin

Assign the User admin role to users who need to do the following for all users:

- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles

NEW QUESTION: 131
You have a Microsoft 365 E5 subscription that contains two users named user1@contoso.com and user2@contoso.com and a Microsoft SharePoint site named Site1.
You create a data loss prevention {DLP) policy named DLP1 that has the advanced DLP rules shown in the following table.

| Name Content contains User notifications | Priority |
Rulel | 4 or more IP addresses | Userl@contoso.com | O
Rule2 | 2 or more IP addiesses | User! @contoso.com |
| Ruled | 3 or more IP addresses | User2@contoso.com | 2

DLP1 is applied to Site1.
You have the files shown in the following table.



Marme
Filel.dsx |
File2 doc
File3.ppix
Fledtr |6 & mm

L

You copy the files to Site1.
low many notifications will each user receive? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Useri@contoso.com

&

0 =~ O N B b Ba o=

S
E

i eo Userd@contoso.com; v
= Micro ﬁﬂ@

- O

Answer:



Answer Area

Explanation:

User1@contoso.com: 2 notifications

User2@contoso.com: 1 notification

User1@contoso.com: 2 notifications

File3.pptx contains 4 IP addresses, which matches Rule1 (4 or more IP addresses), triggering a notification to User1.

File4.txt contains 6 IP addresses, which also matches Rule1, triggering another notification to User1.

Therefore, User1 receives 2 notifications.

User2@contoso.com: 1 notification

File2.doc contains 3 IP addresses, which matches Rule3 (3 or more IP addresses), triggering a notification to User2. Therefore, User2 receives 1 notification.

NEW QUESTION: 132

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site.

You modify the sharePoint sharing policy to prevent sharing, outside your organization.

You need to be notified if the SharePoint sharing policy is modified in the future.

Solution: From the Security $ Compliance admin center you create a threat management policy.
Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 133
You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.
From Microsoft Defender Security Center, you perform a security investigation.
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You need to run a PowerShell script on the device to collect forensic information.

Which action should you select on the device page?

A. Initiate Live Response Session

B. Initiate Automated Investigation

C. Collect investigation package

D. Go hunt

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwide

NEW QUESTION: 134

You have a Microsoft 365 E5 subscription and an Azure AD tenant named contoso.com.

All users have computers that run Windows 11, are joined to contoso.com, and are protected by using BitLocker Drive Encryption (BitLocker).

You plan to create a user named Admin1 that will perform following tasks:

* View BitLocker recovery keys.

* Configure the usage location for the users in contoso.com.

You need to assign roles to Admin1 to meet the requirements. The solution must use the principle of least privilege. Which two roles should you assign? To answer, select the appropriate roles in the
answer area.

NOTE: Each correct selection is worth one point
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Answer Area

Answer:

Devices

[] Cloud Device Administrator (7 )

D Desktop Analytics Administrator ()

[] intune Administrator ()

[_] Printer Administrator ()

[] Printer Technician (i)

[] windows 365 Administrator (1)

Global

[ ] Global Administrator (1)

Identity

[] Cloud Application Administrator ()

[ ] Conditional Access Administrator ()

[ ] Domain Name Administrator ()

[ ] Externalidentity Provider Administrator (] )

[] Guestinviter (1)

[] Helpdesk Administrator (] )

[ Hybrid identity Administrator (1)

[] License Administrator ()

[_] Password Administrator (1)

BE\icrosoft




Answer Area

Devices

Cloud Device Administrator ()

Desktop Analytics Administrator ()

Intune Administrator (:D

|| Printer Administrator (7 )

Printer Technician ()

Windows 365 Administrator ()

Global

Global Administrator (i)

Identity

| Authentication Administrator ﬂ}

[ ] Cloud Application Administrator (i )

Conditional Access Administrator ()

Domain Name Administrator (| )

External Identity Provider Administrator (i‘)

[ ] Guestinviter (i)

1 Helndeck Adminictratar (i)




. . ) Hybrid Identity Administrator (D
1 M ICFrOSO
3 License Administrator @
Password Administrator ()
xplanation:
Answer Area

o Microsoft

K
00

Devices

Cloud Device Administrator (O

Desktop Analytics Administrator (O

Intune Administrator (0

Printer Administrator (O

Printer Techpician (O
Windo M&-mmw @

Qﬁmwrﬁm&m O]

dentity

Application Administrator ()

Application Developer (O

Authentication Administrator (O

Cloud Application Administrator ©

I.I_I




| | Conditional Access Administrator (D

] Domain Name Administrator ©

External Identity Provider Administrator (O

Guest Inviter (O

|

Helpdesk Administrator (O q

Hybrid Identity Administrator (O

) |(]| (=

License Administrator (0) q

[ ] Password Administrator (O

NEW QUESTION: 135
You have a Microsoft 365 E5 subscription that contains a user named User1.
The subscription has a single anti-malware policy as shown in the following exhibit.




Malware Detection Response

3 )
r setlings . ;
If makware is detected in an email attachment, the message will be quarantined and can I
be released only by an admin
Do you want te notify recipients if their messages are guarantined?
(®) Mo
() Yes and use the default notification text
i) Yes and use custom nobification text
*Custom nobfication fext
Common Attachment Types Filter
Tum on this feature to block attachrmient types that may hamm your compultes
() Off
{_1On - Emails with attachments of filieradifMelyp=SWill tigger the Makare
Detection Response [recammBEnded)
FIRE TYFES
E N,
&
ABD
pp "
docm
Matifications
Sender Nobfications
Sends & message to the sender of the undefiverad message
[1 Maotify internal senders
[ Mat fy external senders
Admirmistratar Nobtfications
Sends a message to the administrator of the undelvered message
W

MWotify administrator about undelivered messages from internal senders

H10% ~
An email message that contains text and two attachments is sent to User1. One attachment is infected with malware.
How will the email message and the attachments be processed?

A. Both attachments will be removed. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following
Malware was removed.’

B. The email message will be quarantined, and the message will remain undelivered.

C. Both attachments will be removed. The email message will be quarantined, and User1 will receive a copy of the message containing the original text and a new attachment that includes the
following text:

'Malware was removed."

D. The malware-infected attachment will be removed. The email message will be quarantined, and User1 will receive a copy of the message containing only the uninfected attachment.



Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection?
view=0365-worldwide#anti-malware-policies

NEW QUESTION: 136
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.

Name Operating system Tag
Device1l Windows 11 Inventory1

Computer1 Windows 11 Inventory?
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matching rule

1 Group1 Tog Contains Inventory
And 05 din Android

2 Group2 Masie Starts with Device

And Tag Contains Inventory
Last Ungrouped devicqs_ ++ Not applicable
(defauly WV U

You create an incident email notification rule configured as shown in the following table.
Setting Value
Name Rule1
Alert severity Low
Device group scope Group1, Group2
Recipient email address | Useri@contosc.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Mlcrosqﬁt

No
f a high-severity incident is triggered for Devicel, an mndent emaﬁnotiﬁcmnnwiﬂ be sent. E
f a low-severity incident is triggeréﬂ:fd'_r Cnmpmm g hn incident notification email will be @) 6
ent. : e
f a low-severity incident is tniggered for Device3, an incident notification email will be sent, Q E
Answer:

No
If a high-seventy incident is triggered for Device1, an incident email notification will be sent. O}

If a low-severity incident is triggered for Computer1, an incident notification emailwilf be M I @0 S dﬁ

sent.

If a low-seventy incident is tnggered for Device3, an incident notification email will be sent. @I QO
Explanation:

Answer Area M o f 't

. m» Microso -

If a high-severity incident is triggered for Device1, an incident email notification will be sent. O O

If a low-severity incident is triggered for Computert, an incident notification email will be O 0

sent, '

If a low-severity incident is tnggered for Device3, an incident notification email will be sent. ‘Q ‘ O
Box 1: No

Device1 is in Group2 as Name starts with Device and Tag contains Inventory.
However, the Group2 has alert severity low.
Box 2: No



Computer1 does not belong to either Group1 or Group2

Box 3: Yes

Device3 belongs to both Group1 and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.

The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to the individual device, if infected.
Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/alerts-queue

Valid MS-102 Dumps shared by EduDump.com for Helping Passing MS-102 Exam! EduDump.com now offer the newest MS-102 exam dumps, the EduDump.com MS-102 exam questions
have been updated and answers have been corrected get the newest EduDump.com MS-102 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/MS-102/premium/

(572 Q&As Dumps, 35%OFF Special Discount Code: freecram)

NEW QUESTION: 137
You have a Microsoft 365 E5 subscription.
You plan to create the data loss prevention (DLP) policies shown in the following table.

Name|| V! ‘LWQ locaticn
DLP1 Exchange email

DLP2 SharePoint sites

DLP3 Oneive dccounts

You need to create DLP rules for each policy.
Which policies support the sender is condition and the file extension is condition? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Sender is condition

| DEP2 only

| DLP3 only

| DLP2 and DLP3 only
DLP1, DLP2, and DLP3

File extension is condition: ' DLP1, DLP2. and DLP3
| DLP1 only
| DLP2 only
| DLP3 only
| DLP2 and DLP3 only

DLP1, DLPZ, and DiLP3

Answer:
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MicrosQfifonsion

T

DLP1 only s

| DLPZ only
| DLP3 only
DLP2 and DLP3 only
|DLP1, DLP2. and DLP3
File extension is condition: | DLP1, DLP2, and DLP3 v
DLP1 only
DLP2 only

DLP3 only
DLP2 and DLP3 on

e — i T

Explanation:

Answer Area WV
F i

ol dition:  DLP1 only
NEW QUESTION: 138

File %keﬂgg@f@m DLP2, and DLP3
. A1
You have a Microsoft 365 E5 subscription.

You need to create a Conditional Access policy named Policy that meets the following requirements:

* Applies to high-risk users

* Requires multifactor authentication (MFA)

Which two settings should you configure? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.



New

Conditional Aiess policy

Control access based on Conditional Access
policy to bring signals togethe:, 1o make
decisions, and enforce organizational policies

Y
Lesrn more O

Name *

Pﬁlﬂ.",

Assignmentis j.ir

Users ,_', ,ﬁ, @ |

.Microsofgﬁ ~{a (Lo
ve i

i

Target resources ()

- }
% ".‘a ?t:é? Ho target resoui ey sefecied
' e .

Conditions ()

{ conditions selected

Access confrols

Grant )

0 controls selected

Session

Answer:



New

Conditional Access pobcy

Control access based on Conditional Access
policy to bring signals together, to make
decisions. and enforce organizational policies

Microsoft waarn e O
o e\.
Policy1 =

& Target resources (D

o No target resouices ielected
I = =
||Conditions (O

0 conditions selected

& Access controls

Grant )

0 controls selected

Session (O

{ controls selecied

Explanation:



Control access based on Conditional Agcess
pohcy to bring fignals together, 1o make
deciiions, and enforce wi}ﬂrl:.ﬂﬂjna: policies

Learn mote

MNames *

| Pokey

ﬁ',-:.l:_jl:ln'n:ﬂ!'.

Users

S Microsoft hl

Tanget resources

Mo tarcget reso
— =

Conditions

Access controls

Grant

NEW QUESTION: 139
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name F"hn

Al

User1 i mmﬂ-rm' * | Technician
Userd Engingering Senkor executive
Userd Finande Manager

You create a new administrative unit named AU1 and configure the following AU1 dynamic membership rule.

. Mi&rosoft

Admini can rgsetthe password of Userl

Yes

Adminl can reset the password of User2

Afmin2 can reset the password of User3

Answer:



Statements T « Yo No
Admin can ressf the password c-‘;ta:{ M i (I-—;rp S D ft

el

Adrpinh.cln reset the password of Liser2 4
H

AdrminZ can reset the password of User3 I

Explanation:

_ I5X0S0

@mru of User1

f@&%rm-. the password of Userd.

%{ Adming can retet the pasoword of User3,

NEW QUESTION: 140

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to configure policies to meet the following requirements:

Customize the common attachments filter.

Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area
"Anti-malware Customize the common attachments filter:
’Anti-phishing

[=]

Enable impersonation protection for sender domains:

°Anti-spam

"Safe Attachments — M i Cros Oft

Answer:




Policy Types Answer Area

:rAnri-malware Customize the common. aﬁa ts nlbei!
PRl ’_;-_'r' .
Anti-phishing . . =aC\* -
Enable impersonatioge fgokeetion for sender domains: | Anti-phishing

°Anti-spam -\Y,

e wen_pen e wew  mee_sws s g vew__we

E Safe Attachments

Explanation:
;’

Anti-malware

=1

ézustomlzé the common attachments filter: | Anti-malware

Anti-phishing

Enable impersonation protection for sender domains. | Anti-phishing

Anti-spam

Safe Attachments

Box 1: Anti-malware

Customize the common attachments filter.

See step 5 below.

1. Use the Microsoft 365 Defender portal to create anti-malware policies In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies
& Rules > Threat policies > Anti-Malware in the Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2

2. On the Anti-malware page, select Create to open the new anti-malware policy wizard.

On the Name your policy page, configure these settings:

Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.

3. When you're finished on the Name your policy page, select Next.

4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

5. On the Protection settings page, configure the following settings:

Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically quarantined. You can modify the list by
clicking Customize file types and selecting or deselecting values in the list.

6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains.



Anti-phishing policies in Microsoft 365
The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365

Automatically created default policy v v

Create custom policies v v

Common policy settings v v

Spoof settings v v

First contact safety tip v v

Advanced phishing threfiglds I VIILCT OUOU I L v

Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-policies-configure
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-phishing-policies-about

NEW QUESTION: 141
You have several devices enrolled in Microsoft Endpoint Manager.
You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

MName Member of
Userl Groupl
Uiser? Groupl, Group2
User3 MNone

The device type restrictions in Endpoint Manager are configured as shown in the following table.

Priority | Name Allowed platform Assigned to
1 Policyl | Androed, 105, Windows (MDM) | None

2 Policy2 | Windows (MDM) Group2

3 Policyd | Androsd, 105 Group!
Default | All users | Android, Windows (MDM All users

o L, F
W Ity Y
Micrgg®

-

]

I

User? can enroliifigoWs devices in Endpoint Manager
Ut k'.‘ﬂ.r-ﬂ‘tﬂ"lﬂ Androsd dewoes i Endpornt Manager

ifier 3 can enmoll K05 devices in Endposnt Manager




Answer:

(MTcrosoft
ERRES  i v ] e

-

User? can eneclifiingons Sevoes in Endpomnt Manager

Liserl c o0 ermell] Ancrosd devetes n Endisoird hsryer

el can enwoll 05 dewors i Enopont RManager

Explanation:
s,
_f..-':%_ =

User! can enr?.yé‘: davices in Endposnt Manager

-:’:'%. b,
s B
User2 gl'f}ﬁll! Android devices in Endpoint Manager
4
e “‘C%

~n  Fan enroll 105 devices i Endpoint Manager

hA: i ‘*:"fl

| k' 1|
Vi 311
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VIl AL

NEW QUESTION: 142

You need to configure the compliance settings to meet the technical requirements.
What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.

D. Modify the Compliance policy settings.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION: 143

You have a Microsoft 365 subscription.

You need to identify which shadow IT apps users connect to by using Cloud Discovery in Microsoft Defender for Cloud Apps. What should you create first?
A. an app discovery policy

B. a Conditional Access policy

C. a session policy

D. a Cloud Discovery snapshot report

Answer: (SHOW ANSWER)

NEW QUESTION: 144
You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?
A. Create a configuration profile.
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B. Create a Windows 10 Security Baseline profile

C. Create a compliance policy.

D. Configure the Endpoint analytics baseline regression threshold.
Answer: (SHOW ANSWER)

NEW QUESTION: 145
HOTSPOT
You have a Microsoft 365 subscription that contains a Microsoft 365 group named Group1. Group1 is configured as shown in the following exhibit.

Groupl
Private group e 1owner o 1 member

_——
L

General  Members  Settings Microsoft Teams

General settings Privacy

Allow external sendefs 1o @) Private

email this grou ;
9 P r_:,l Pulslic
Send copies.of group
conversalions and events
o group members

Hide from my
organization's global
address list

An external user named User1 has an email address of user1@outlook.com.

You need to add User1 to Group1.

What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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"‘“"‘“‘“"-@Microspft

Action: ' v
Add Userl to the subscription as an acﬂ;ﬁuﬁué 7

For Group1, change the Privacy setting te Public.
For Groupl, select Allow external senders to email this group.

Invite Userl to collaborate with your organization as a guest.
= - =0 g '—'-5' -

portal: | qﬂu 2 [71
The Microsoft Entiaadmin center

The Exchang min center

The Microsoft 365 admin center

The Microsoft Purview compliance portal

Answer:

AINISWET Arca

= Microsoft

Action: f

Add User1 to the subscription as an active user.
'For Groupl, change the Privacy setting toPublic.

For Groupl, select Allow external senders to email this group.
____________________________ 1

| Invite Userl to collaborate with your organization as a guest.

Portal:

 The Microsoft Entra admin center
The Exchange admin center
The Microsoft 365 admin center

The Microsoft Purview compliance portal

Explanation:



Answer Area

Action: Vv |
Add Userl to the subscription as an active user.

For Groupl, change the Privacy setting to Public.

For Groupl, select Allow external senders to email this group.
Invite User1 to collaborate with your organization as a guest.

Portal: \J v

The Microsoft Entra admin center

The Exchange admin center

The Microsoft 365 admin center

The Microsoft Purview compliance portal

Box 1: Invite User1 to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps.

Navigate with your Web browser to https://admin.microsoft.com.

On the left pane, click on "Users", then click "Guest Users".

On the "Guest Users" page, to create a new guest user, click on either the "Add a guest user" link on the top of the page or click on "Go to Azure Active Directory to add guest users" link at the
bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at https://aad.portal.azure.

com.

On the "New user" page in the Microsoft Azure portal, you must choose to either "Create user" or "Invite user". If you choose the "Create user" option, this will create a new user in your organization,
which will have a login address with format username@tenantdomain,dot,com. If you choose the "Invite user" option, this will invite a new guest user to collaborate with your organization. The user
will be emailed an email invitation which they can accept in order to begin collaborating. For the purpose of creating a guest user, you must choose the "Invite user" option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and
everything in multicloud and multiplatform environments. The entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft
Entra Permissions Management, formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center (aad.portal.azure.com).

Reference:

https://stefanos.cloud/kb/how-to-manage-microsoft-365-guest-users

https://m365admin.handsontek.net/microsoft-entra-admin-center-unites-azure-ad-with-family-of-identity-and- access-products

NEW QUESTION: 146

You create the planned DLP policies.

You need to configure notifications to meet the technical requirements.

What should you do?

A. From the Microsoft 365 security center, configure an alert policy.

B. From the Microsoft Endpoint Manager admin center, configure a custom notification.
C. From the Microsoft 365 admin center, configure a Briefing email.

D. From the Microsoft 365 compliance center, configure the Endpoint DLP settings.



Answer: (SHOW ANSWER)
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-configure-view-alerts-policies ?view=0365-worldwide

NEW QUESTION: 147

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:

* Windows 10

* Android

*i0S

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only

C. Windows 10 and macO Sonly

D. Windows 10, Android, and iOS

Answer: (SHOW ANSWER)

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on Windows 10, Windows 11, and macOS
(Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information about what users are doing with sensitive items is made visible in activity
explorer and you can enforce protective actions on those items via DLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION: 148
You configure a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.

Choose the types of content to protect

This policy will prolect that matches thase requirements. You can choosé sensilve info types and
existing labels

Content contains

Any of these »

Sensitive info type Match accuracy

min max
5 100

Credit Card Number

Retention labels
1 year

Add =

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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-

DLP1 cannot be applied to [answer choice]. . v

Exchange email
SharePoint sites
‘OneDrive accounts

DLP1 will be applied only to documents that have [answer choice]. v
M p .f t both a credit card number and the 1 year label applied
' C r0 S G either a credit card number or the 1 year label applied
between 85 and 100 credit card numbers

Answer:

DLP1 cannot be applied to [answer choice].

| SharePoint sites
OneDrive accounts

DLP1 will be applied only to documents that have [answer choice]. v
| 9 M . ;
| i .:. 2 1
Microsgss
Explanation:
DLP1 cannot be applied to [answer ¢hoice]

SharePaInt sites”
‘OneDrive accounts

DLP1 will be applied only to documents that have [answer choice]. | v

both a credit card number and the 1 year label applied

either a credit card number or the 1 year label applied
between 85 and 100 credit card numbers

Using a retention label in a policy is only supported for items in SharePoint Online and OneDrive for Business.
nce:
https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies ?view=0365- worldwide#using-a-retention-label-as-a-condition-in-a-dlp-policy

NEW QUESTION: 149

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles.
Which platform can you manage by using the profile?

A. Ubuntu Linux

B. macOS



C.i0S

D. Android

Answer: (SHOW ANSWER)

Intune device configuration profiles can be applied to Windows 10 devices and macOS devices Note:
There are several versions of this question in the exam. The question has two possible correct answers:
Windows 10

macOS

Other incorrect answer options you may see on the exam include the following:

Android Enterprise

Windows 8.1

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION: 150

On which server should you use the Qafmfﬁﬁgﬁénéo}y )
A. Server1

B. Server2

C. Server3

D. Server4

E. Servers5

Answer: (SHOW ANSWER)

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this scenario, the given answer is correct.
BTW, ATP now known as Defender for Identity.

NEW QUESTION: 151
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

 Name Type .

Group1 | Secunty

Graup2 & FDistribution
Group3 | Microsoft 365

You need to create a contact named Contact1 and add Contact1 to a group.
Which two portals can you use to create Contact1, and to which groups can you add Contact1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Portals: - =
Microsoft 365 admin center and Microsoft Entra admin center

Microsoft Entra admin center and Exchange admin center

Microsoft 365 admin center and Exchange admin center

Microsoft Entra admin center and Microsoft Intune admin center

Groups: v

Group2 only
Group3 only
Group1 and Group3 only
Group2 and Group3 only

Group1, Group?2, and ;?qﬁppg“ roso [

| =

Answer:

Portals: .,

i . g .
Microsoft 365 admin center and Microsoft Entra admin center
Microsoft Entra admin center and Exchange admin €enter

T R e e B e 3 L O e T L s M e T s S et e . U S I

i : _
| Microsoft 365 admin center and Exchange admin‘cénter |

Microsoft Entra admin center and Microsoft Intune admin center

e ey Tl S —

= m -~
\ N s e
L .I'r} 7 l! i:.. :ir l"-_-:: :-l' I':ﬂ\--.:E =I i“.

Groups: -

: Group2 only I
Group3 only
Group1 and Group2 only
Group2 and Group3 only
Group1, Group2, and Group3

Explanation:

Portals: Microsoft 365 admin center and Exchange admin center

Groups: Group2 only

Creating a contact (mail contact)

A contact (also called a mail contact) is an Exchange object. Microsoft documentation states that mail contacts are created and managed using Exchange-related admin experiences.
* The Exchange admin center explicitly supports creating and managing mail contacts.

* The Microsoft 365 admin center provides a simplified interface that also allows admins to create contacts (which are stored in Exchange Online).

Therefore, the two correct portals that can be used to create Contact1 are:

* Microsoft 365 admin center



* Exchange admin center

Other portals are incorrect:

* Microsoft Entra admin center manages users, groups, and devices, but does not support creating mail contacts.
* Microsoft Intune admin center is for device and app management only.

Adding a contact to a group

Microsoft documentation clearly differentiates which group types can contain contacts:
* Distribution groups support adding mail-enabled obijects, including:

* Mail users

* Mail contacts

* Security groups do not support mail contacts.

* Microsoft 365 groups only support user mailboxes and do not support contacts.

Valid MS-102 Dumps shared by EduDump.com for Helping Passing MS-102 Exam! EduDump.com now offer the newest MS-102 exam dumps, the EduDump.com MS-102 exam questions
have been updated and answers have been corrected get the newest EduDump.com MS-102 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/MS-102/premium/

(572 Q&As Dumps, 35%OFF Special Discount Code: freecram)

NEW QUESTION: 152

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdmin1 can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdmin1 the Teams Service Administrator role.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

You need to assign the Security Administrator role.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp ?view=0365-worldwide

NEW QUESTION: 153

You have a Microsoft 365 E5 subscription. You plan to use Microsoft Entra ID Protection.

You need to ensure that account passwords must be changed if account credential. What should you configure?
A. self-service password reset (SSPR)

B. a sign-in risk policy

C. a user risk policy

D. Password protection
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Answer: (SHOW ANSWER)

NEW QUESTION: 154

You have a Microsoft 36S E5 subscription.

You connect a cloud app that contains a group named Group1 to Microsoft Defender tor Cloud Apps.

You need to configure the Cloud apps settings to monitor all activities performed by the members of Group1.

Which two settings should you configure? to answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

iz

..f?' l_j | Microsoft Defender

loud apot

About

GG anization getads

M ail wettings

Answer:
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Microsoft Defender

EJ M ic r‘OS Oft Sethingd Cloud apps

System

Aoyt

W O amization details
" Mail sethings

Scoped deployment and
pIvaCY

Prewvew Features

IP addieis ranges

User groups

AP tokens

SIEM agents 5

Playbooks

Explanation:



' Microsoft Defender

NEW QUESTION: 155

Your network contains an on-premises Active Directory domain named contoso.com.

For all user accounts, the Logon Hours settings are configured to prevent sign-ins outside of business hours.
You plan to sync contoso.com to an Azure AD tenant.

You need to recommend a solution to ensure that the logon hour restrictions apply when synced users sign in to Azure AD.
What should you include in the recommendation?

A. pass-through authentication

B. conditional access policies

C. password synchronization

D. Azure AD ldentity Protection policies

Answer: (SHOW ANSWER)

Reference:

https://nickblog.azurewebsites.net/2016/10/17/azure-ad-pass-through-authentication/

NEW QUESTION: 156
You have a Microsoft 365 E5 subscription that contains the following user:
Name: User1
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UPN: user1@contoso.com

Email address: user1@marketmg.contoso.com

MFA enroliment status: Disabled

When User1 attempts to sign in to Outlook on the web by using the user1@marketing.contoso.com email address, the user cannot sign in.

You need to ensure that User1 can sign in to Outlook on the web by using user1@marketing.contoso.com.

What should you do?

A. Assign an MFA registration policy to User1.

B. Reset the password of User1.

C. Add an alternate email address for User1.

D. Modify the UPN of User1.

Answer: (SHOW ANSWER)

Microsoft's recommended best practices are to match UPN to primary SMTP address. This article addresses the small percentage of customers that cannot remediate UPN's to match.

Note: A UPN is an Internet-style login name for a user based on the Internet standard RFC 822. The UPN is shorter than a distinguished name and easier to remember. By convention, this should
map to the user's email name. The point of the UPN is to consolidate the email and logon namespaces so that the user only needs to remember a single name.

Configure the Azure AD multifactor authentication registration policy

Azure Active Directory (Azure AD) Identity Protection helps you manage the roll-out of Azure AD multifactor authentication (MFA) registration by configuring a Conditional Access policy to require
MFA registration no matter what modern authentication app you're signing in to.

Reference:

https://docs.microsoft.com/en-us/windows/win32/ad/naming-properties#userprincipalname

NEW QUESTION: 157
You have an Azure AD tenant and a Microsoft 365 E5 subscription. The tenant contains the users shown in the following table.

Role
Secunty Adminlstrator
Secunty Operator
Seclinty Reader
Compliance Administrator

You plan to implement Microsoft Defender for Endpoint.

You verify that role-based access control (RBAC) is turned on in Microsoft Defender for Endpoint.
You need to identify which user can view security incidents from the Microsoft 365 Defender portal.
Which user should you identify?

A. User2

B. User1

C. User4d

D. User3

Answer: (SHOW ANSWER)

NEW QUESTION: 158
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.
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Name T Type
Policyl | Anti-phishing
Policy2 | Antiespam
Policy3 cl<Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?
A. Policy1 and Policy2 only

B. Policy2 and Policy4 only

C. Policy1 and Policy3only

D. Policy3 and Policy4 only

Answer: (SHOW ANSWER)

NEW QUESTION: 159

You have a Microsoft 365 E5 subscription.

You need to recommend a solution for monitoring and reporting application access. The solution must meet the following requirements:
* Support KQL for querying data.

* Retain report data for at least one year.

What should you include in the recommendation?
A. a security report in Microsoft 365 Defender

B. Azure Monitor workbooks

C. Microsoft 365 usage analytics

D. End point analytics

Answer: (SHOW ANSWER)

NEW QUESTION: 160

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role

User1 Global Administrator
User2 Senvice Suppont
Administrator
User3 Cloud Application
-+ 5 4cf Administrator
Userd None
You plan to provide User4 with early access to Microsoft 365 feature and service updates.
You need to identify which Microsoft 365 setting must be configured, and which user can modify the setting.
The solution must use the principle of least privilege.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



https://www.freecram.net/q/65552-6043563/
https://www.freecram.net/q/65552-6043564/

Answer Area

Microsoft 365 setting:

Office installation options

} Release preferences

Privileged access -

User:

— ——

Userl only

User2 only

User3 only

Userl and User2 only

(ygqbtﬂnd User3 only

Answer:




Answer Arq I\/Ilcroso £t

Microsoft 365 settang. | v

Office installation options
Prwlleged access

| Release preferences

1=

User: L [v
Userl only
User2 only
User3 on .

Userl and User2 only
Userl and User3 only

Explanation:



Answer Area

Microsoft 365 setting:

Office installation options

Privileged access D‘
Release preferences

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only

— =

NEW QUESTION: 161

You have a Microsoft 365 E5 subscription and use Microsoft Defender for Cloud Apps.

You plan to perform a security audit of all the apps detected by Cloud Discovery.

You need to track which apps were audited. The solution must ensure that the list of audited apps can be displayed in the cloud app catalog.
A. Generate a Cloud Discovery snapshot report.

B. Define each app as a critical asset.

C. Enable app governance.

D. Deploy Conditional Access App Control.

E. Apply a custom app tag to each app.

Answer: (SHOW ANSWER)

NEW QUESTION: 162
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name | UPN suffix
User1 | Contoso.com

User? | Fabrikam.com

The domain syncs to a Microsoft Entra tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.) User2 fails to authenticate to the Microsoft Entra tenant when signing in as
usef2@fabfikam.com You need to ensure that User2 can access the resources in Microsoft Entra ID.

Solution: From the Microsoft Entra admin center, you add <abrlkam.com as a custom domain You insttud User2 to sign in as user2@fabrikam.com Does this meet the goal?

A. Yes
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B. No
Answer: (SHOW ANSWER)

NEW QUESTION: 163
You have a Microsoft 365 E5 subscription and use Microsoft Defender for Cloud Apps.
You need to configure Cloud Discovery to generate a report that identifies top potential risks and provides a workflow to mitigate and manage the risks.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Actions Answer Area

:i Generate a Cloud Discovery executive repnr‘r I 0 I I C h’o S Oft

i Exporta hst of discovered apps

« Export network traffic logs from firewall and proxy
devices.

s+ Generate a Cloud Discovery snapshot report.

i Configure automatic log upload

Answer:
Actions Answer Area
e s | i i
1 :: Generate a Cloud Discovery executive report. ! ik Expprt network traffic logs from firewall and proxy |
G I_| devices. Py
F* Export a list of discovered apps : ik T _I
e e T R TR o T e T : i Generated &fuud.-ﬁns'cqvery snapshot report. |
. Export network traffic logs from firewall and proxy | : o B B G g bmegieiauoimpieiagineoifingo e
i | CAR ' I
devices. - ral" AW - Conflgure automatic log upload :
i | 1 : !
[ Generate a Clnud U|scovery snapshﬂt rep-::«ri |
----------------------- o
e e i e i e i .i =
[ Configure automatic fc:ng uplnad : . M I C rO S Oft

Explanation:
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ACTIOns ANSWET Area

Generate a Cloud Discovery executive report 1 |3 export network triliic logs from firewall and proxy
QEVICES,
Export a list of discovered apps l =  w——

20 |8 Qererate a Cloud Discovery snapshot report

3 |:i Configure automatic log upload

NEW QUESTION: 164

Note: This section contains one or more sets of questions with the same scenario and problem. Each question presents a unique solution to the problem. You must determine whether the solution
meets the stated goals.

More than one solution in the set might solve the problem. It is also possible that none of the solutions in the set solve the problem.

After you answer a question in this section, you will NOT be able to return. As a result, these questions do not appear on the Review Screen.
You have a Microsoft 365 E5 subscription and use Microsoft Defender for Office 365.

You need to implement a threat policy that will apply a balanced baseline protection profile to protect against spam, phishing, and malware.
Solution: You create an anti-malware policy.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

NEW QUESTION: 165
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Mame | Platform
Deviced T e & |
Device:
Device3

You plan to create an Endpoint security policy by using the Defender Update controls template. To which device can you apply the policy?
A. Devke1 and Device3 only

B. Device1 and DevkeZ2 only

C. Device1 only

D. Devke1, Device2. and Devke3

Answer: (SHOW ANSWER)

NEW QUESTION: 166
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You have a Microsoft 365 subscription.

You have a data loss prevention (DLP) policy that blocks sensitive data from being shared in email messages.

You need to modify the policy so that when an email message containing sensitive data is sent to both external and internal recipients, the message is only prevented from being delivered to the
external recipients.

What should you modify?

A. the policy rule actions

B. the policy rule exceptions

C. the policy rule conditions

D. the DLP policy locations

Answer: (SHOW ANSWER)

Valid MS-102 Dumps shared by EduDump.com for Helping Passing MS-102 Exam! EduDump.com now offer the newest MS-102 exam dumps, the EduDump.com MS-102 exam questions
have been updated and answers have been corrected get the newest EduDump.com MS-102 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/MS-102/premium/

(572 Q&As Dumps, 35%OFF Special Discount Code: freecram)

NEW QUESTION: 167

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements:

Identify documents that are stored in Microsoft Teams and SharePoint that contain Personally Identifiable Information (PII).

Report on shared documents that contain PII.

What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: (SHOW ANSWER)

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities.

With DLP policies, you can automatically protect sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your employees are permitted to handle it
represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you attempt to send an email containing
IBANs.

From the Security & Compliance tab of your browser, click Home.

Click Data loss prevention > Policy.

Click + Create a policy.

In Start with a template or create a custom policy, click Custom > Custom policy > Next.

In Name your policy, provide the following details and then click Next: a. Name: EU Citizen PII Policy b.
Description: Protect the personally identifiable information of European citizens Etc.


https://www.freecram.net/q/65552-6043571/
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Reference:
https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office365- dev-test-environment

NEW QUESTION: 168
You have a Microsoft 365 subscription that contains the administrative units shown in the following table.

Name Members
AU1 Group1, User?
AU2 Groupd, User3, Userd

The groups contain the members shown in the following table.

Name Members
Group1 | User1
Group2 | User2, User4

The users are assigned the roles shown in the following table.

Name Role Scope
Userl None Not applicable
User2 Password Administrator AU

User3 License Administrat@na . . .| Organizafion
Userd4 None : Vil GF«&%W:EK&E

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area

Statements Yes No

User2 can reset the password9f User).

User2 can pesetthe password of User4.

Usér3 can assign licenSesiio UM [I Cros @ft

Answer:



Microgoft

User2 can reset the passworg of User1.

Statements L

User2 can resetghe'password of Userd.

User3eam 35sign licenses to Userl.

Explanation:
AMIN3WETT Arca

Statements Yes

User2 can reset the passwordofdserl. ®

User2 can reset the password of User4.

Us€&~§Micv@9@ft ‘

NEW QUESTION: 169

HOTSPOT

You have a Microsoft 365 E5 subscription.

All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint.

You need to configure Defender for Endpoint to meet the following requirements:

Block a vulnerable app until the app is updated.

Block an application executable based on a file hash.

The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Block a vulnerable app until the app is updated: | . v 2 w]
An alow or block file :

A file indicator

A remediation request

An update ring

Block an application executable based on a file hash: [ v
An alow or block file

Il X A file indicator
='—" M CHleyseits e

An update ring

Answer:

Answer Area

Block a vulnerable app until the app is updated:

An.alowi, o block file
A file indicator

An update ring

Block an application executable based on a file hash: f

An alow ur*blncE ﬁie*
I A file indicator

! } M i cr (%iﬁ:grequest

Explanation:



Answer Area

Block a vulnerable app until the app is updated: | \
An alow or block file

A file indicator

A remediation request

An update ring

Block an application executable based on a file hash: v
An alow or block file

A file indicator

A remediation request

An update ring

Box 1: A remediation request

Block a vulnerable app until the app is updated.

Block vulnerable applications

How to block vulnerable applications

Go to Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

Select a security recommendation to see a flyout with more information.

Select Request remediation.

Select whether you want to apply the remediation and mitigation to all device groups or only a few.

Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.

Pick a Remediation due date and select Next.

Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

Review the selections you made and Submit request. On the final page you can choose to go directly to the remediation page to view the progress of remediation activities and see the list of blocked
applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and block vulnerable versions of an
application. File indicators of compromise (I0C)s are created for each of the executable files that belong to vulnerable versions of that application. Microsoft Defender Antivirus then enforces blocks
on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes and response actions.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-vulnerability-management/tvm-block-vuln- apps

NEW QUESTION: 170
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.



Platform Azure Active Directory (Azure AD)

Windows 10 Joined
Windows 10 Registered

Windows 10 Not joined or registered

Andioid < {1 | Registered

You plan to review device startup performance issues by using Endpoint analytics.

Which devices can you monitor by using Endpoint analytics?
A. Device1 only

B. Device1 and Device2 only

C. Device1, Device2, and Device3 only

D. Device1, Device2, and Device4 only

E. Device1, Device2, Device3, and Device4

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/mem/analytics/overview

NEW QUESTION: 171
HOTSPOT
Your network contains an Active Directory domain named fabrikam.com. The domain contains the objects shown in the following table.

User

User

Security Group - Global

The groups have the members shown in the following table.
Group Members
Group1 | User1

Group2 | User2, User3, Group1

You are configuring synchronization between fabrikam.com and an Azure AD tenant.
You configure the Domain/OU Filtering settings in Azure AD Connect as shown in the Domain/OU Filtering exhibit (Click the Domain/OU Filtering tab.)
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& Microsoft Azure Activ

Domain and OU filtering
Express Settings
Required Components WeCIorn -fabnham.cm [] 0

User Sign-in sync all domains and OUs
Connect to Azure AD ® Sync selected domains and OUs

v
>yl

4 |1 fabnkam.com
Connect Directones Busltin

Azure AD sign-in L Computers

Domain/OU Filtering — Domain Controliers
ForeignSecurtyPrinGpals
infrastructure
LostAndFound

dentifyming users

Filtening

Optional Features | Managed Service Accounts
Configure L oUs
o2
Program Data
System
Users

You configure the Filtering settings in Azure AD Connect as shown in the Filtering exhibit. (Click the Filtering tab.)



Filter users and devices

Express Settings

Required Components For a pdot deployment, specify a group contaming your users and dewices that will be synchronized. Nested
groups are not supported and will be ignored.

Liser Seqgn-ir

Connect to Azure AD Synchronize all users and dewces

& Synchronze selected o

O an f Dyrast ore J M
Lonnec Liraciones

Azure AD sign-in fabnkam.com IEh: Group2 OU=0U2 DC :ilhn'h-r- Disrom ‘ (V]
Domain/OU Filtenng
Jentifying uters
phicnal Features
C jure
Previous

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Group2 will synchronize to Azure AD.

User3 will synchronize to Azure AD.

Answer:
Answer Area
b
tements O\
Stl \Ef% i \'a',:j-' .

User2 will synchronize to Azure ©: %
7~ w%} fo )

P A\ P

Group?2 will sytrgﬁrﬁ?i’i% to Azure AD.

User3 will synchronize togsuRVNST 0SOft

Explanation:

Yes No
S
O] [0
= 5




Answer Area

Statements % Yes No
User2 will synchronize to Azuca@AD. - . O ;O
Group2 will syh‘chrdhize to Azure AD. ®)
User3 will svnchronize to Azure AD. 0 0O

Box 1: No

The filtering is configured to synchronize Group2 and OU2 only. The effect of this is that only members of Group2 who are in OU2 will be synchronized.

User2 is in Group2. However, the User2 account object is in OU1 so User2 will not synchronize to Azure AD.

Box 2: Yes

Group2 is in OU2 so Group2 will synchronize to Azure AD. However, only members of the group who are in OU2 will synchronize. Members of Group2 who are in OU1 will not synchronize.
Box 3: Yes

User3 is in Group2 and in OU2. Therefore, User3 will synchronize to Azure AD.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure- filtering#group-based-filterin

NEW QUESTION: 172
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. Site!
contains the files shown in the following table.

Name | Number of IP addresses in the file
File1 2
File2 | 3

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following table.

Content contains

3 or more |IP addresses
1 or more IP addresses
2 or more |IP addresses

You apply DLP1 to Site1.
Which policy tip is displayed for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



|

File2: TiplandTip2only ¥
Tip1 only ‘
Tip3 only

Tipl. Tips,and Tip3

Answer:
ANSWer area

Tip3 only
Tip2 and Tip3

i
Y c

File: Tipland Tip2only ¥
b %d [Tipﬂ only 1

lip1 and Tip2 only
(Tip1, Tip2 and Tip3~ |

Explanation:

File1:  Tip2 only

File2: iy and Tip2 only >
BB {icrosoft

NEW QUESTION: 173

You have a Microsoft 365 subscription.

You need to add additional domains with the onmicrosoft.com suffix to the subscription. The additional domains must be assignable as email addresses for users.
What is the maximum number of onmicrosoft.com domains the subscription can contain?

A. 10

B.5

C.2
D. 1



Answer: D (LEAVE A REPLY)

NEW QUESTION: 174
You have a Microsoft 365 subscription.
You create a retention label named Retention1 as shown in the following exhibit.

You apply Retention! to all the Microsoft OneDrive content.

On January 1, 2020, a user stores a file named File1 in OneDrive.

On January 10, 2020, the user modifies File1.

On February 1, 2020, the user deletes File1.

When will File1 be removed permanently and unrecoverable from OneDrive?
A. February 1, 2020

B. July 10, 2020

C. August 1, 2020

D. July 1.2020

Answer: (SHOW ANSWER)

NEW QUESTION: 175
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.


https://www.freecram.net/q/65552-6043578/
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Name MicraaqLE}G_E role
Useri Cloud appl Lﬁ@ﬂﬁn administrator
1Y _____} Applicatigrradministrator
LN 7| Application developer
User4 ‘None

Users are assigned Microsoft Store for Business roles as shown in the following table.

Role

None
Basic Purchaser
Purchaser

Device Guard signer

Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

== Microsoft
~ Add apps to the private store:

User3only o

User2 and User3 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Install apps from the private store: v
User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
User1, User2, User3, and User4

Answer:



Add apps to the private store:

Install apps from the private store:

R 4

L4

Crosort

=l

User1 agdWUSés
User, User2 and User3 only
tiser1, User2, User3, and User4

v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only _ _
User1, User2, User3, and User4 |

Explanation:
Add apps to the private store-: Vlicrosoft v
User3 only
[User2 and User3 only

User1 and USer3 only
Userl, UserZ and User3 only
iUsert, User2, User3, and User4

Install apps from the private store: '

v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
|User1, User2, User3, and User4

Reference:

https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business
https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

NEW QUESTION: 176

You need to create the Microsoft Store for Business. Which user can create the store?

A. User2
B. User3
C. User4

D. User5
Answer: (SHOW ANSWER)
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References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION: 177
HOTSPOT
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Site1 and a data loss prevention (DLP) policy named DLP1. DLP1 contains the rules shown in the

following table.
Name | Frnionty Action

Rule1 | O Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.

tify users by using email.and policy tips.

}gfsmmize the policy tip:as-Rule2 tip.
Restrict access to_the content.

Disable user owerrides.

Rule3s | 2 Notify users by using email and policy tips.

Customize the policy tip as Rule3 tip.

Restrict access to the content.

Enable user overrides.

Rule4 | 3 Notify users by using email and policy tips.

Customize the policy tip as Rule4 tip.

Restrict access 1o the content.

Micahls 1gar nvarnidec
Site1 contains the files shown in the following table.

Name Matched DLP rule
Filel.docx | Rulel, Rule2, Rule3
File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Rule2 |1
== MlICrosc




\nswer Elrem Icrosoft

ilel.docx:

le2.docx:"|

Answer:

e e T aEm e e T W ——m = o e *

Rulel tip only

Rule2 tip only

Rule3 tip only

Rulel tip and Rule2 tip .only

Rulel tip, Rule2 tip, and Rule3 tip

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only

Rulel tip, Rule3 tip, and Rule4 tip



Answer Area

-ilel.docx:

cile2.docx:

Explanation:

[ | v
[ Rulei fip only ~

Rule2 tip only _Q

Rule3 tip only 2L IVF
Rulel tip and Rule2 tip only

F e "
1 *

— i - p———

Qe 54

Rule4 tip only

Rulel tip and Rule4 tip only

Rulel tip, Rule3 tip, and Rule4 tip




Answer Area

Filel.docx: | | V|
Rulel tip only

Rule2 tip only

Rule3 tip only |

Rulel tip and Rule2 tip only
Rulel tip, Rule? tip,-and Rule3 tip

~ile2.docx: | v

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only
Rulel tip, Rule3 tip, and Rule4 tip

Box 1: Rule1 tip only

File1 matches Rule1, Rule2, and Rule3.

Rule1 has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority, the value 0 is the highest priority,
and policies can't have the same priority value.

Box 2: Rule1 tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule will be shown (including policies in
Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that simply sends a notification. This prevents people from seeing a cascade
of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules that the content matched.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/dIp-overview-plan-for-dip

https://learn.microsoft.com/en-us/microsoft-365/compliance/use-notifications-and-policy-tips

NEW QUESTION: 178
You enable the Azure AD Identity Protection weekly digest email.



You create the users shown in the following table.

Name Rol=>
Admin1 Security reader

Admin2 User administrator

Admin3 Security administrator
Admin4 Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Admin1, Admin2, Admin3, and Admin4

C. Admin2 and Admin3 only

D. Admin3 only

E. Admin1 and Admin3 only

Answer: (SHOW ANSWER)

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the recipients list.

NEW QUESTION: 179

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-
628bec99-476a-2¢13-5296-9dd081cdd808

NEW QUESTION: 180

You have a Microsoft 365 E5 subscription.

You need to use Microsoft Graph PowerShell to assign a Microsoft 365 E5 license to a new user named user1
@contoso.com.

How should you complete the command? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Answer Area .

Get-Nf 2
Get-M bscnbedSku

° SOf‘t’ SkuPartNumber .eq SPE _E5'

$e55ku =

Get-MgSubscription
Get-MgUserlLicenseDetail
Get-MgUserlicenseDetailCount

Update-MgSubscription
Set-MgUserLicense
Update-MgSubscnberSku

o Y L sUserld "userlficontoso.com™ -AddLicenses B{Skuld = $e5Sku.Skuld} -Removelicenses @()

Update-MgSubscnption

Answer:

$e55ku = ot- ibe S = M i| C.I':QSQ-ft SSFE_ES’

| Get-MgSubscnbedSku
Get-MgSubscription
Get-MgUserLicenseDetail

Get-MgUserLicenseDetailCount ‘

Update-MgSubscrniption W -Userld “userlficontoso.com™ -AddLicenses B{Skuld = SeS55ku.Skuld} -RemovelLicenses 8()
Set-MgUserLicense
Update-Mg5Subscribersku

Update-MgSubscnption

Explanation:
Answer Area BEn
= Microsoft
$e55ku = th-MgSubscribedSku ¥  -All | Where SkuPartNumber -eq "SPE_ES®
Update-MgSubscription ¥  -Userld “"userlfcontoso.com” -AddLicenses 8{Skuld = $eS5Sku.Skuld} -Removelicenses ()

NEW QUESTION: 181

HOTSPOT

You have a Microsoft 365 subscription.

You deploy the anti-phishing policy shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.



Answer Area

. ng thMliacrreostQfotﬂd:

To ensure that malicious email impe-r-i
v must modify the [answer choice] setting.

To minimize disrupting users that frequently exchange legitimate email with the CEO of a
partner company, you must configure the fanswer choice] setting.

Answer:
RIIYWETI AITEa

To ensure that malicious email impersonatin
you

o VHGED §@a
mocify the [answer choice] setting

-

fo minimize disrupting users that frequently €xchang iegihmate ernail wnth the CEO of a
partner company, you rntl,st configure the [answer choice] setting.

Explanation:

Answer Area

i+

;dd trusted senders and domains

" Enable domains to protect

Enable users to protect

Phishing email threshold

v

Add trusted senders and domains

Enable intelligence for impersonation protection

Enable spoof intelligence

p-Add trusted.senders and dumams

ErtabTe ‘domains to protect

Enable users to protect
Phishing email threshald

L-.—-.— T e e

Add trusted senders and domams I

T ————

Enable 5puof intelligence

To ensure that malicious email impersonating the CEO of a partner company is blocked, | ©

you must modify the [answer choice] setting.

Add trusted senders and domains

Enable domains to protect

| |sin Emii treshnld

To minimize disruptrng users that frequently exchange legitimate email with the CEO of a

partner company, you must n:u.nfﬁatlre the [answer choice] setting.

=Microso

demdmﬂmanddmlm

Enable rntelltgence for impersonation protection
Enable spoof intelligence

Box 1: Enable users to protect

Anti-phishing policies in Defender for Office 365 also have impersonation settings where you can specify individual sender email addresses or sender domains that will receive impersonation



protection.

User impersonation protection

User impersonation protection prevents specific internal or external email addresses from being impersonated as message senders. For example, you receive an email message from the Vice
President of your company asking you to send her some internal company information. Would you do it? Many people would send the reply without thinking.

You can use protected users to add internal and external sender email addresses to protect from impersonation. This list of senders that are protected from user impersonation is different from the
list of recipients that the policy applies to (all recipients for the default policy; specific recipients as configured in the Users, groups, and domains setting in the Common policy settings section).
When you add internal or external email addresses to the Users to protect list, messages from those senders are subject to impersonation protection checks. The message is checked for
impersonation if the message is sent to a recipient that the policy applies to (all recipients for the default policy; Users, groups, and domains recipients in custom policies). If impersonation is
detected in the sender's email address, the action for impersonated users is applied to the message.

Box 2: Add trusted senders and domains

Trusted senders and domains

Trusted senders and domain are exceptions to the impersonation protection settings. Messages from the specified senders and sender domains are never classified as impersonation-based attacks
by the policy. In other words, the action for protected senders, protected domains, or mailbox intelligence protection aren't applied to these trusted senders or sender domains. The maximum limit for
these lists is 1024 entries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-phishing-policies-about

Valid MS-102 Dumps shared by EduDump.com for Helping Passing MS-102 Exam! EduDump.com now offer the newest MS-102 exam dumps, the EduDump.com MS-102 exam questions
have been updated and answers have been corrected get the newest EduDump.com MS-102 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/MS-102/premium/

(572 Q&As Dumps, 35%OFF Special Discount Code: freecram)

NEW QUESTION: 182
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

Name Mailbox size
User1 5MB
User2 15 MB
User3 25 MB
Userd 55 MB

You have a Microsoft Office 365 retention label named Retention1 that is published to Exchange email.

You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retention1 and Retention2 to their emails? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.edudump.com/exams/Microsoft/MS-102/premium/

Users who can assign Retention1: ‘ v

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

Users who can assian Retention2: \ v
User4 only
User3 and User4 only
~ |User2, User3, and User4 only
M 1 closesicidser2, User3, and Userd

Answer:

Users who can assign Retention1: ] v

User4 only
User3 and User4 only

USEf‘I USEI'2 User3, and User4

Users who can assign-Retention2: | v

User4 only
User3 and User4 only

TLEE %Wﬁ%é%ﬁ r4

Users who can assign Retention1: ‘ v

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

Explanation:

Users who can assign Retention2: ‘ v
User4 only
User3 and User4 only
. User2, User3, and User4 only
Microsoft User1, User2, User3, and User4

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-exchange?view=0365- worldwide
NEW QUESTION: 183

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might



have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear in the review screen.
Your network contains an Active Directory forest.

You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:
* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

* User passwords must be 10 characters or more.

Solution: implement password hash synchronization and configure password protection in the Azure AD tenant.

Does this meet the goal?

A. No

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 184
You have a Microsoft Entra tenant that contains the groups shown in the following exhibit.

Namse Group type Membership Type >une Security enabled

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each cont'd selection is worth one point.
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ANSWer Area

You can add a Microsoft Entra cloud user to [answer choice]. | v
Group1 only
Group1 and Gigip3 only
Graug), BiolipRhand Group3 only
Graupl, GF8Cp3, and Group4 only
Grolp1, Group2, Group3, Groupd, and Group5

You capf¥e Group5'%o [answer choice]. | v
Group1 only
Group3 only
Group and Gw}.;pi only
Qe Gloupa, afid Kioup4 only
-.Glouul mnmz,ﬁmm and Group4
Answer:
Answer Area
You can add a Microsoft Entra cloud user to [answer choice]. | v
Giouplonly
Grolip1 and Group3 only
Group1, Group2, and Group3 only
1- Group1, Group3, and Groupd only |
1 GT:DLJ;]_T aoﬁﬂf(}:a;p? G?E:cu;;i. a_nd-amupﬁ
You can add GroupS % Janswer choice] | =
Group1 only
Group3 only
Group1 and Group3 only
1° . '?_Ejmm:n‘l G:oupj @ingd Groupdonly _ _
401 1%@ G* p3 and Group4 _
Explanation:

You can add a Microsoft Entra cloud user to: Group1, Group3, and Group4 only Group1: Microsoft 365 group with assigned membership type and security enabled.

Group3: Security group with assigned membership type and security enabled.

Group4: Security group with dynamic membership type and security enabled.

Group2 is not security enabled, so it cannot have security-related tasks assigned.

Group5 is sourced from Windows Server AD, which may limit direct cloud user additions.

You can add Group5 to: Group1, Group2, Group3, and Group4

Group5 can be added to other groups regardless of the membership type or source, as long as those groups (Group1, Group2, Group3, and Group4) are security-enabled and support such
additions.

NEW QUESTION: 185
You have a Microsoft 365 E5 subscription and use Microsoft Defender for Endpoint. The subscription contains Windows 11 devices.



You need to create a policy to restrict users from accessing the Device security settings and the Account protection settings in Windows Defender Security Center on the devices.
Which type of policy should you create, and which template should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Policy type:
Session policy
lemplate:  Windows Security Experience =%
Activities from suspicious user agents
Unusual impersonated activity (by user)
Windows Secunty Exp
Answer:
Answer Area
Palicy type:
Ly

Windows Security Experience o

Activities from suspicious user agents

Lnusual : :

[—-] JoU t
Explanation:
Angwer Area
Policy type: | Endposnt séclnty policy 1
Template:  Windows Secunity Expernence -
. :
m Microsoft

NEW QUESTION: 186
You have a Microsoft 365 E5 subscription that contains the security groups shown in the following table.



~ inbﬂdﬁp rule

Assigned Wet ‘applicable

Dynamic lHuser.department -eq "Finance")

Dynamic _ (user.department -eq "R&D")

The subscription contains the users shown in the following table.

Name Department |Assigned membership
User1 Finance G&@% o

You have a Conditional Access policy that has the following settings:
* Assignments

o Users

# Include: Group1

# Exclude: Group2. Group3

o Target resources

# Cloud apps

# App1

# Access controls

# Grant

# Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

‘Microsoft

Statemen

Answer Area

User3 can sign in to App1.

Answer:




Answer Area

Statcments

User1.can sign in to App1.

User2 can sign in to App1.

User3 can sign in to App1.

Explanation:
Answer Area

Statements Yes No
User1 can.signin to Appl L

User2 can sign in to App1 ®
Userd can'sign into Appf™ — © 3

NEW QUESTION: 187

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdmin1 can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdmin1 the Exchange admin role.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

You need to assign the Security Administrator role.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION: 188

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD.

You purchase a Microsoft 365 E3 subscription.

You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.


https://www.freecram.net/q/65552-6043592/

What should you do?

A. From the Azure Active Directory admin center, create a security group that has dynamic device membership. Assign licenses to the group and instruct users to sign in to their computer.

B. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft SharePoint Online site. Instruct users to
run the provisioning package from SharePoint Online.

C. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profile.

Assign the profile to all the computers. Instruct users to restart their computer and perform a network restart.

D. Enroll the computers in Microsoft Intune. Create a configuration profile by using the Edition upgrade and mode switch template. From the Microsoft Endpoint Manager admin center, assign the
profile to all the computers and instruct users to restart their computer.

Answer: (SHOW ANSWER)

NEW QUESTION: 189

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdmin1.

You need to ensure that SecAdmin1 can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdmin1 the Teams Administrator role.

Does this meet the goal?

A. no

B. Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 190

You have an Azure subscription and a Microsoft 365 E5 subscription.

You are licensed to use Microsoft Defender XDR

You need to monitor activities from suspicious IP addresses and unusual administrative activities in Azure.

What should you use to monitor the activities, and what should you use to integrate Azure with Microsoft Defender XDR? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Monitor: Microsoft Defender for Cloud Apps v

Microsaft Defender for Endpoint
Micrasoft Defender for Identity

Intégrate 1 A directory services account hud |
A data connector

A directory services account

An.app cQnpector

Answer:


https://www.freecram.net/q/65552-6043593/
https://www.freecram.net/q/65552-6043594/

Answer Afeéa

Microsoft

Microsoft Défender for Cloud Apps
Micro<oft 1) ofender for Cloud Apps

__aMicfesaft Defender for Endpoint
1L\ Wigrosoft Defender for Identity

Monitor:

o [, UntErate: | A directory services account =
B Vet A data connector

bt A directory services account

An app connector

Explanation:

Monitgs _Miémmf't Defender for Cloud Apps [:? b

Integrate: A directory services account

Migiosoft

NEW QUESTION: 191

You have a Microsoft 365 tenant and a Linkedln company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector.
Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library

C. a Microsoft 365 mailbox

D. Azure Files

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin-data?view=0365-worldwide

NEW QUESTION: 192

You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps to the devices. You need to track
used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business

B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator
Answer: (SHOW ANSWER)



https://www.freecram.net/q/65552-6043596/
https://www.freecram.net/q/65552-6043597/

Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION: 193
You have a Microsoft 365 tenant that contains two users named User1 and User2. You create the alert policy shown in the following exhibit.

Condstions

Aggregation  Aggigs Me

Threshold W

Scope

Ermual
reciphents

Drasty
notifcation
it

User2 runs a script that modifies a file in a Microsoft SharePoint Online library once every four minutes and runs for a period of two hours.
How many alerts will User1 receive?

A. 10

B. 25

C.2

D.5

Answer: (SHOW ANSWER)

NEW QUESTION: 194
You use Microsoft Defender for Office 365.
You plan to automate an attack simulation campaign.

Any users that fail the simulation must take additional training based on the simulation results.
What is the maximum number of days the training will be available to the users after the simulation?

A. 15


https://www.freecram.net/q/65552-6043598/

B.7

C.30

D. 45

Answer: (SHOW ANSWER)

NEW QUESTION: 195

You have a Microsoft 365 ES tenant that contains 100 Windows 10 devices.

You plan to attack surface reduction (ASR) rules for the Windows 10 devices.

You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| ‘W ActionType startswith ‘ASR'’
lookup |

project

render "

where @t IVIiCrosoft

Answer:

Alertinfo

mmmmmmm -
]

Devicelnfo

| W ActionType stagtswith ‘ASR’

lookup Microsoft
project
render
'where |

Explanation:



https://www.freecram.net/q/65552-6043599/

Alertinfo
DeviceEvents
Devicelnfo

| W ActionType startswith ‘ASR’
lookup
project
render

where

Reference:
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/demystifying-attack-surface- reduction-rules-part-3/ba-p/1360968

NEW QUESTION: 196

You have a Microsoft 365 ES subscription.

You integrate Microsoft Defender for Endpoint with Microsoft Intune.

You need to ensure that devices automatically onboard to Defender for Endpoint when they are enrolled In Intune.
Solution: You create an endpoint detection and response (EDR) policy.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

Valid MS-102 Dumps shared by EduDump.com for Helping Passing MS-102 Exam! EduDump.com now offer the newest MS-102 exam dumps, the EduDump.com MS-102 exam questions
have been updated and answers have been corrected get the newest EduDump.com MS-102 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/MS-102/premium/

(572 Q&As Dumps, 35%O0FF Special Discount Code: freecram)

NEW QUESTION: 197
You have a Microsoft 365 E5 tenant.
You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the Sensitivity label tab.)

Review your settings and fi nish

Name
Sensitivity1


https://www.freecram.net/q/65552-6043601/
https://www.edudump.com/exams/Microsoft/MS-102/premium/

Sensitivity 1

Description for users
Sensitivity 1

Scope
File.Email

Encryption

Content marking
Watérmark” Watermark
Headér: Header
Auto-labeling

Group settings

Site settings

Auto-labeling for database columns
None

AMuibn Ilalhalimesa malisg



nRuUuLlvVTiaveililly pyviivy

Edit Policy [i] Delete Policy

Policy name
Auto-labeling policy

Description

Label in simulation
Sensitivity 1

Info to label
P Address

Apply to content in these locations

Exchange email All
Microsoft

Rules for auto-applying this label

~ychanne email 1 nile



{_n"q.'\...-ll'!._ﬂll\.\_..j\_.,r Y BN FNE NN

Mode
On

Comment

el § N

A user sends an email that contains the components shown in the following table.

Type File Includes IP address
Mail body Not No
applicable

Attachment File2 xmi

Attachment Filet docx |,

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements =Microdest No

Sensitivity1 is applied to the email.

A watermark 1s addedto File1.docx.

A header is added to File2.xml.

Answer:

fo O
O O
O O




Statements Yes

e
Sensitivity1 is applied to the email.” | O

A watermark is added to File1.docx. O

A header is added to F:§IE2_mui_C rosof?

Microsoft
Statements Yes No

Sensitivity1 is applied to theemail.” O ®)

A watermark is addedto File1.docx. O =]

A header is added to File2.xml. O |O \

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365- worldwide

NEW QUESTION: 198
You have a Microsoft Entra tenant named contoso.com that contains the users shown in the following table.

Per-user multifactor
Name | Member of Aithasibiatinn .
Userl | Groupl Disabled
User2 | Group] Enforced

Per-user multifactor authentication is configured to use 131.107.5.0/24 as trusted IPs.
The tenant contains the named locations shown in the following table.

Name IP address range Trusted location
Location] 131.107.20.0/24 Yes
LocationZ 131.107.50.0/24 Yes

You create a conditional access policy that has the following configurations:

* Users: All users

* Target resources assignment: App1

* Conditions: Include all trusted locations

* Grant access: Require multi-factor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.



NOTE: Each correct selection is worth one point.

Answer Area
BE\ticrosofi
. ernents t Yes No
When User1 connects to Ap a e icé"that has an IP O O
address of 131.107. Sg sCuse MFA.
en U ﬁ o App1 from a device that has an IP O @)
07.20.15, User2 must use MFA.
When User2 connects to App1 from a device that has an IP O O
address of 131.107.5.5, User2 must use MFA.
Answer:
Answer Area
Statement \. Yes No
When User1 connects to Ap at has an IP O O
address of 131,107. SK? fuse MFA
When u o App1 from a device “ : "o
ﬁ‘ ?20 15, User2 must use MF M |Cr050-f-t
When User2 connects to App1 from a dewce san P
address of 131.107.5.5, User2 must use MFA.
Explanation:
Answer Area

-. Migrsoft o

When Userl connects to App1 frem aﬂeﬂc&%hat has an IP . O
address of 131, 10'.-' SQ,IU i.ls&rf mﬁs!’use MFA.
When Umzsﬁlmﬂs }to AppI from a device that has an IP L) O

aﬂdrﬁss ©137.107.20.15, User2 must use MFA.

When User2 connects to App1 from a device that has an IP ® ®
address of 131.107.5.5, User2 must use MFA.

NEW QUESTION: 199

You have a Microsoft 365 subscription that contains more than 2,000 guest users.

You need to ensure that when guest users are added to Microsoft 365 groups in the subscription, their membership is validated by the group owner every 30 days.
What should you configure?



A. retention policies

B. group expiration policies

C. Conditional Access policies
D. access reviews

Answer: (SHOW ANSWER)

NEW QUESTION: 200
You are evaluating the use of multi-factor authentication (MFA).
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
=Mi f
ICrosoTt

Stat

Users will have 14 days to register for MFA after they sigmin for the first time.

Users must use the Microsoft Authenticator app to complete MFA,

After registering, users must use MFA for every sign-in.

Answer:
Answer Area
Statements e\, Yes
cxethoa
Users will have 14 days to register for MFA after rhey “e first time. | O
R T |
Users must use the Microsoft Authen d to complete MFA. i

e icH St

Explanation:
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_A\.
Answer Area d,_,;
L h
o W
Statements ; A Yt Yes No
a

- '.IL.-!..hl

'

Users will have 14 days to register'jgmﬁ%a&é?they sign in for the first time.

«FAN
9 1

. i '
Users must use the Mﬁﬂﬂﬂ%‘t ﬁgﬂwe

nticator app to complete MFA.
e N\ "4

Aft%rgﬁis@%?%grs must use MEATor everfisigh-ip.

Pl Tl
)
e i ¥ i

Y i
3

NEW QUESTION: 201

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.

Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area M T o

Social engineering technique:

]
—0—0

Credential harvest
Link to malware
Malware attachment

Training experience: v
Identity Theft

Mass Market Phishing

Web Phishing

Answer:



Answer Area

Social engineering technique: bl

1& Credential hawestF %

Link to malware
Malware attachment

Training experience: fud

Identity Theft

b

' Mass Market Phishing ,
Web Phishing

Explanation:
\NSWET Area

»ocial engineering technique:
VIICTIO! Credential harvest

Link to malware

Malware attachment

Training experience: >
Identity Theft
Mass Market Phishing
Web Phishing

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the ability to select 'ISA Phishing' or
'Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available:

Credential Harvest

Malware Attachment

Link to Malware

Etc.

Box 2: Mass Market Phishing

Reference:



https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get- started

NEW QUESTION: 202

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.

Name |Score| Status |Assessment Your Microsaft | Group | Product | Regulation
progress |improvement ns
actio
SP800 15444 | Incomplete | 72% 3of 4 )% * | 887 of 887 Group1| Microsoft| NIST 800-
ﬁfﬁéﬂ&%ﬂ completed 365 53
Data 14370 flncomplete, [ 70% ¢ /\3%0f 489 835 of 835 | Group2| Microsoft| Data
EroteFtion “;ﬁ: @@ﬁ‘f completed completed 365 Prote.ct%on
aseline - . Raseline
The SP800 assessment has the improvement actions shown in the following table.
Improvement action Test status Impact Poin ed Regulations
Establish a threat intelligence None +9 points ¢ 0!9 NIST 800-53, Data Protection
program AN Baseline
[Establish and document a None . |@&9points |0/9 NIST 800-53, Data Protection
confi #iﬁﬂm ment program v Rl Baseline

You perform the following actions:

For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.
Enable multi-factor authentication (MFA) for all users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

Establish a threat intelligence program will

the SP800 assessment.

Answer:

A ':::'.
or by

54 points.




Statements Yes MNo

Establish a threat intelligence program will appear as Implemented in o O J'
the SP800 assessment. a
—_
The SP8 0.assessment S%“E will increase by 54 points. G| 10
IICFOSONL <
The Data Protection Baseline score will increase by 9 points. 10 : O
Explanation:

statmentV| ICTOS @?‘I

Establish a threat intelligence program will appean as '1mpl'.emented in
the SP800 assessment. -

The SP800 assessment score will ingrease by 54 points.

The Data Protection Baseline score will increase by 9 points.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365- worldwide#create-assessments

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation?view=0365- worldwide#action-types-and-points

NEW QUESTION: 203

You have a Microsoft 365 E5 subscription.

You plan to create a Conditional Access policy named Policy.

You need to ensure that only Passwordless MFA authentication methods are used when administrators attempt to access the Azure portal. Azure PowerShell. or Azure Command-Line Interlace
(CU).

How should you configure Policy1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area : ¥ r
h%ﬂ ﬁ i: E( '@ S il}_i'i_,m controls: _Set Grant to Requige multifactor authentication -

Set Grant to Bequit® authentication strength
Set Grart 1o Hegtalie multifacton suthentication

Sat Sesgofto Use app enforced restrictions
S8 Session 1o Use Conditional Access App Control

oot resoutces:  Windows ATuré Serics Management API
Azure Credential Configuration Endpoint Service

Windows Asuie Service Managemen! AP
Windows Cloud Login

Answer:



| -
. M I C rO S Oft Access controls:  Set Grant toRequite multifactor authentication 1'%

il L 4'.1-|;||_||'1- madniiac ol authaenl e alinn
i Session to Use app enforced restrictions.
Set Session to Use Conditional Access App Control

Larget resources:  Windows Azure Service Management AP in
guzatian Eadpaint Senace

Explanation:
Answer Area

Access rmr'ﬂlr-:.}ﬂram'h:- Reqiiie multifactor mghentication v|

-T;r;’ﬂ n"ﬁl:-uréh: Windows Azure Service w«-nl AP v

o Microsoft

NEW QUESTION: 204
You need to meet the technical requirement for the SharePoint administrator. What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is

worth one point.

From the Security & Compliance admin center !

perform a search by using: 4 t log
“. » |Data governance events

DLP policy matches

eDiscovery

A W
g,
-3

F llter by: v

Answer:



From the Security & Compliance admin center. [ _ _ _ _ _ v
perform a search by using: Audit log '
Data governance events
DLP policy matches
eDiscovery
Filter by: : i
Activity
| Detzul
MUser aﬁeht dle
Explanation:
From the Security & Complmnc:e admm center v
perform a search by sing: V! 1 ¢ Audit log
Data governance events
DLP policy matches
eDiscovery
Filter by: ¥
Activity
Detail
Item
User agent

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and- compliance#step-3-filter-the-search-results

NEW QUESTION: 205

You have a Microsoft 365 E5 tenant.

You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web.

What should you do?

A. Create an auto-labeling policy

B. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

C. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
D. Publish the sensitivity labels.



Answer: (SHOW ANSWER)

NEW QUESTION: 206
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

You have labels in Microsoft 365 as shown in the following table.

The content in Microsoft 365 is assigned labels as shown in the following table.

You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer:

Explanation:
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it
|'l-.|:|‘;|||| || ||L ||| '.' it
i 1||'_.'. _='-
1|'|-| "HH ||| | |

l‘r‘l 'ﬁmﬂie contents of File1 by using Content explorer. m

NEW QUESTION: 207
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Y Platform
Devicel | Windows 10 Entenprise
Device2 | i0S
Device3 | Android
Deviced | Windows 10 Pro

The devices are managed by using Microsoft Intune.

You plan to use a configuration profile to assign the Delivery Optimization settings.
Which devices will support the settings?

A. Device1, Device3, and Device4

B. Device1 only

C. Device1 and Device4

D. Device1, Device2, Device3, and Device4

Answer: (SHOW ANSWER)

NEW QUESTION: 208

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdmin1 can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdmin1 the Security Administrator role.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

You need to assign the Security Administrator role.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp



https://www.freecram.net/q/65552-6043612/
https://www.freecram.net/q/65552-6043613/

NEW QUESTION: 209

You have a Microsoft 365 subscription.

You suspect that several Microsoft Office 365 applications or services were recently updated.

You need to identify which applications or services were recently updated.

What are two possible ways to achieve the goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 admin center review the Service health blade

B. From the Microsoft 365 admin center, review the Message center blade.

C. From the Microsoft 365 admin center review the Products blade.

D. From the Microsoft 365 Admin mobile agg, review the messages.

Answer: (SHOW ANSWER)

The Message center in the Microsoft 365 admin center is where you would go to view a list of the features that were recently updated in the tenant. This is where Microsoft posts official messages

with information including new and changed features, planned maintenance, or other important announcements.
The messages displayed in the Message center can also be viewed by using the Office 365 Admin mobile app.
Reference:

https://docs.microsoft.com/en-us/office365/admin/manage/message-center
https://docs.microsoft.com/en-us/office365/admin/admin-overview/admin-mobile-app

NEW QUESTION: 210
Your company has a Microsoft 365 subscription.

you implement sensitivity Doris for your compan T m i ﬂ&t'
You need to automatically protect e?i éﬂtl% contain the word Confidential m the subject line.
What should you create?

A. a message Dace from the Microsoft 365 security center

B. a sharing policy from the Exchange admin center

C. a mail flow rule from the Exchange admin center

D. a data loss prevention (DLP) policy from the Microsoft 365 compliance center
Answer: (SHOW ANSWER)

NEW QUESTION: 211

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.
You plan to perform device discovery and authenticated scans of network devices.
You install and register the network scanner on a device named Device1.

What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.

B. Download and run an onboarding package.

C. Create an assessment job.

D. Apply for Microsoft Threat Experts - Targeted Attack Notifications.

Answer: (SHOW ANSWER)
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NEW QUESTION: 212

You have a Microsoft 365 subscription that uses a third-party multifactor authentication (MFA) product.

While reviewing Microsoft Secure Score, you discover that there are no points listed for the Ensure multifactor authentication is enabled for all users recommendation.
You need to ensure that you receive all the points for the recommendation. The solution must minimize administrative effort.

What should you do?

A. Modify the status of the recommendation.

B. Deploy a Microsoft Defender for Identity sensor.

C. Modify the recommendation tags.

D. Configure a data connector.

Answer: (SHOW ANSWER)

NEW QUESTION: 213

You work at a company named Contoso, Ltd.

Contoso has a Microsoft 365 subscription that is configured to use the DNS domains shown in the following table.
Contoso purchases a company named Fabrikam, Inc.

Contoso plans to add the following domains to the Microsoft 365 subscription:

* fabrikam.com

* east.fabrikam.com

* west.contoso.com

You need to ensure that the devices in the new domains can register by using Autodiscover.

Llaia: mamiars Ala mtima Al AaddAd crAar Ay Al A s At A A mRlmimat it sl A Af At nvinniAa A vaAalAteatiam NNIO vimamanvdA vrAars Al Aadld A AAdAND TA AmAiirAn AA laAt thha ArmimvAamwiAatA A.-\J.:ons In the answer area

Answer Area

‘]

3 _7®
P

Enterpriseregistration DNS records: |3~ ¥ |
1

Domans: I:

NJ =&

2

Answer:
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Enterpriseregistration DNS records:

Explanation:
Answer Area

..Mlcro t(\e"

Domains: 3 i

eeo Enterpriseregistration DNS records: 3 ¥

NEW QUESTION: 214
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

You enable self-service password reset (SSPR) for Group1. You configure security questions as the only authentication method for SSPR.
Which users can use SSPR, and which users must answer security questions to reset their password? To answer, select the appropriate options in the answer area.
NOTE; Each correct selection is worth one point.



m Microsoft

Explanation:
Answer Area

NEW QUESTION: 215

Users that can use SSPR:

Users that must answer ﬂ lons to
e@ Ir password:

£¢©

User1, Useg2, and User4 only
User r2 only
r2. and User3 only

' and User4d onldy

User1, User2, User3, and Userd4

User1 and User2 only

User1, User2, and User3 only
User1, User2, and Userd only
User1, User2, User3, and User4

Users }m‘ uMK_EQ\SJQzﬁL Userd only v

Liser Lisgi

User1 and User2 only
L Userl, _User2 and User3 only_

and Userd onty

Jser3, and Userd —

|
I a
Users t @@ﬁ am User1 and User2 only v
?‘é réset their password: | User1 only

User2 only

ser1, UserZ, and User3 only
User1, User2, and User4 only
User1, User2, User3, and Userd

?ﬁ{o@ A

Usemﬂutunlmﬁ aJsert, User2, and Userd only N v

- ﬂg O ;

Userstrmtnn%w :

fiser! and User2 only *



You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft SharePoint Online site. What should you
do?

A. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

B. From the SharePoint Online site, create an alert.

C. From the Microsoft 365 Defender portal, create an alert policy.

D. From the SharePoint Online admin center, modify the sharing settings.

Answer: (SHOW ANSWER)

NEW QUESTION: 216

You have a Microsoft 365 E5 subscription that contains a user named User1.

User1 exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
You need to remove User1 from the Restricted entities list.

What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal

C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center
Answer: (SHOW ANSWER)

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & collaboration > Review
> Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com

/restrictedentities.

Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted- users-portal-after-spam

NEW QUESTION: 217

11111

[Name ticense T T
| Admin1 | Microsoft Office 365 E5 |
Admin2 None WL
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You plan to create a new user named User1.
How long will the user creation audit event be available if Admin1 or Admin2 creates User1? To answer, select the appropriate options in the answer area.

Answer:



NEW QUESTION: 218
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name Platform Require BitLocker | Assigned
Policyl | Windows 10 and later | Require Yes
Policy2 | Windows 10 and later | Not configured Yes
Policy3 | Windows 10 and later | Require No
The device compliance policies have the assignments shown in the following table.
Name | Assigned to
Policy! | Group3
Policy2 | Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Dewicel is

is comphant.

&
K{‘Qbmﬁ is comphiant.

Answer:



——— M;&rosnu
e

Devicel 15 compliant. -3
Dewice? is comphiant. | Uy

Dewvice3 1s comphant. | |

Explanation:

Statements
Devicel is.comphant

Microsaft A S

Dewvice3 is compliant.

NEW QUESTION: 219
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

Passwordless Multi-factor authentication (MFA) method
authentication registered
Not configurgd Microsoft Aathenticator app (push notification)
(Céhpbéd | | Microsaft Authenticator app (push notification)
Not configured Mobile phone
Not configured Email

You plan to create a Conditional Access policy that will use GPS-based named locations.
Which users can the policy protect?

A. Userl1 only

B. User1 and User3 only

C. User2 and User4 only
D. User1, User2, User3, and User4

Answer: (SHOW ANSWER)

NEW QUESTION: 220

You have a Microsoft 365 E5 subscription that contains two users named Admin1 and Admin2.
All users are assigned a Microsoft 365 Enterprise ES license and auditing is turned on.

You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)
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New audit retention policy

MName =

Policy1

Description

Record Types

AzureActiveDirectory -

Activities

Added user, Deleted user, Resat user password, Changed user password, Changed user icense, ._.(T) -

Users:

Admini

Duration =
[® 90 Days
6 Months

1 Year

Priority =

100

o |

After Policy1 is created, the following actions are performed:

Admin1 creates a user named User1.

Admin2 creates a user named User2.

How long will the audit events for the creation of User1 and User2 be retained? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



User1: B 4

0 days

| 30 days
Microsoft 90 days

180 days

365.days ~

User2: v

0 days
30 days
90 days
180 days
365 days

User2: v

180 days

365 days !

o

Explanation:



0 days

30 days
90days
180 days
365days

0 days
30 days
90 days
180 days
365 days

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies ?view=0365- worldwide

NEW QUESTION: 221

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records.
You need to ensure that the option to mark content as a regulatory record is visible when you create retention labels.
What should you do first?

A. Configure custom detection rules.

B. Create an Exact Data Match (EDM) schema.

C. Run the Sec-RegulacoryComplianceUl cmdlet.

D. Run the Sec-LabelPolicy cmdlet.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-worldwide

NEW QUESTION: 222

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might
have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User2 | Fabrikam.com
The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)



https://www.freecram.net/q/65552-6043626/

PROVISION FROM AC”VE DIRECTORY
Azuie AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync
Sync Status tnabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
9 Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com.

You need to ensure that User2 can access the resources in Azure AD.

Solution: From the Microsoft Entra admin center, you assign User2 the Security Reader role. You instruct User2 to sign in as user2@contoso.com.

Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

This is not a permissions issue so you do not need to assign the Security Reader role.

The on-premises Active Directory domain is named contoso.com. User2 could sign on as user2@contoso.com but you would first need to change the UPN of User2 to user2@contoso.com.

NEW QUESTION: 223
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.
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Platform
Windows 10

Android
Linux

You need to configure an incident email notification rule that will be triggered when an alert occurs only on a Windows 10 device. The solution must minimize administrative effort.
What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.

D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365- worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?
view=0365-worldwide

NEW QUESTION: 224
You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named User1 and User2. The devices are not enroliment in Microsoft Intune.
In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device limit restrictions

Priority M amg Dewice limit Assigned
R AN B o

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

LR E

From Microsoft Endpoint Manager, you add User2 as a device enroliment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes Mo
User] can enncll ordy Trve Cesaces an Infuns
Juar Can o onldy Tl OeVies To AP A
i Ca
\Yi j/_""f yYSIOITT User Y com enwcdl all The Sewvioes in intune
-\'-'] L L e LW I A g g =

Al oy e dessices ;1 infune

Yes Mo
Ik

BT Wy v devioet B0 Aure i

all 1Far i i IR

Explanation:

royy L] !
) R p— - e R
i \Y L 1 & ey F b
A'ARL | y |
il
A

User gan ennpll ondy Iree evioes in Intune

Usert can join only T devioes 1o Azvre AD

User2 can enroll all the deviCes in Intune

NEW QUESTION: 225

You have a Microsoft 365 E5 subscription.
You need to create a mail-enabled contact.
Which portal should you use?

A. the SharePoint admin center

B. the Microsoft 365 admin center

C. the Microsoft Purview compliance portal
D. the Microsoft Entra admin center
Answer: (SHOW ANSWER)

NEW QUESTION: 226

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

All the devices in your organization are onboarded to Microsoft Defender for Endpoint.

You need to ensure that an alert is generated if malicious activity was detected on a device during the last 24 hours.
What should you do?

A. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

B. From Alerts queue, create a suppression rule and assign an alert.

C. From Advanced hunting, create a query and a detection rule.

D. From the Microsoft Purview compliance portal, create an audit log search.

Answer: (SHOW ANSWER)
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NEW QUESTION: 227

You have a Microsoft 365 E5 subscription.

You plan to create an anti-malware policy named Policy1.

You need to ensure that Policy1 can detect malicious email messages that were already delivered to a user's mailbox.
What should you do in the Microsoft Defender portal?

A. Configure a quarantine policy.

B. Enable zero-hour auto purge (ZAP).

C. Enable enhanced filtering.

D. Modify the common attachments filter.

Answer: (SHOW ANSWER)

NEW QUESTION: 228
You have a Microsoft 365 E5 subscription that contains the groups shown in the following exhibit.

2a (JI'I'DUIPS | All grogps

&g filter

Name Group type SRunty enabled Role assignments allowed

A. Group2, Groupﬂj Group4 only
B. Group 1, Grou d Group3 only
Eo &/hIC dp&can ou assign Microsoft 365 ES licenses?
roup roup3 only
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D. Group! and Group2 only
E. Group3 and Group4 only
Answer: (SHOW ANSWER)

NEW QUESTION: 229

You have a Microsoft 365 subscription.

You register two applications named App1 and App2 to Azure AD.

You need to ensure that users who connect to App1 require multi-factor authentication (MFA). MFA is required only for App1. What should you do?
A. From the Microsoft Entra admin center, create a conditional access policy

B. From the Microsoft 365 admin center, configure the Modem authentication settings.

C. From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.

D. From Multi-Factor Authentication, configure the service settings.

Answer: (SHOW ANSWER)

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and define policies that react to sign in
events and request additional actions before a user is granted access to an application or service.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication

NEW QUESTION: 230

You need to configure the information governance settings to meet the technical requirements.

Which type of policy should you configure, and how many policies should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
PoIicy typ€ | Retention ¥ |
LabDel
Auto-labeling
Number of required policies: 2 b

Answer:
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ANIZWWET A1 Ca

Auto-labeling
Number of required policies: 2 ¥
Explanation:
Answer Area

Policy type.  Retention v

Number of required policies: 2 ¥

NEW QUESTION: 231

You need to configure Microsoft Entra Connect Sync to support the planned changes for the Montreal Users and Seattle Users OUs.
What should you do?

A. From PowerShell, run the Start-ADSyncSyncCycle cmdlet.

B. From the Microsoft Entra Connect wizard, select Customize synchronization options.

C. From the Microsoft Entra Connect wizard, select Manage federation.

D. From PowerShell, run the Add-ADSyncConnectorAttributelnclusion cmdlet.

Answer: (SHOW ANSWER)

NEW QUESTION: 232

You have a Microsoft 365 E5 subscription that contains two groups named Group1 and Group2. You plan to configure a data loss prevention (DLP) strategy that meets the following requirements:
* Members of Group1 must be prevented from sharing documents that contain credit card numbers.

* Members of Group2 must be prevented from sharing documents that are classified as internal by Microsoft Purview Information Protection.

* The solution must minimize administrative effort

You need to create a DLP policy for each group.

Which condition should you add to each DLP policy rule for each group? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer:

Explanation:

== Microsoft :

‘Select Document na &?imwordsorms.
Is

Select Docu :
Set Content contains to Sensitive info types.
¥
Set ntains to Sensitivity labels. |
Gr v ]

lect Document name contains works or phrases.

ee Select Uocument property Is.
&( Set Content contains to Sensitive info types.
Set Content contains to Sensitivity labels.

f r e e Select Document name contains works or phrases.

Select vocument property Is.
Set Content contains to Sensitive info types.




Answer Area

Lroup Set.Conmtent contains to Sensitive info types

tent containg 46 SEofitmncpbets]

NEW QUESTION: 233

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.
A Built-in protection preset security policy is applied to the subscription.

Which two policy types will be applied by the Built-in protection policy? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Safe Links

B. Anti-malware

C. Anti-spam

D. Safe Attachments

E. Anti-phishing

Answer: (SHOW ANSWER)

NEW QUESTION: 234

You have a Microsoft 365 E5 subscription that uses Endpoint security.

You need to create a group and assign the Endpoint Security Manager role to the group.
Which type of group can you use?

A. security only

B. mail-enabled security, Microsoft 365, and security only

C. Microsoft 365 only

D. distribution, mail-enabled security, Microsoft 365, and security

E. mail-enabled security and security only

Answer: (SHOW ANSWER)

NEW QUESTION: 235

Your network contains an Active Directory forest.

You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:
* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

* User passwords must be 10 characters or more.

Solution: Implement pass-through authentication and configure Microsoft Entra Password protection. Does this meet the goal?
A. No

B. Yes

Answer: (SHOW ANSWER)
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NEW QUESTION: 236

You plan to implement the endpoint protection device configuration profiles to support the planned changes.
You need to identify which devices will be supported, and how many profiles you should implement.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Supported devices: ! v
DeviceT only

Device1 and Device2only

Device1 and Device3.only

Device1, Device2;and Device3

Device1, Device4, and Device5

Device1, Device2, Device3, Device4, and Device5

- =
=

Number of required profiles: = = |wr

S Microsoft
== Microsoft

Device1 only

Device1 and Device2 only
Device1 and Device3 only _ '«
Device1, Device2, and'Déwice3.
Device1, Devité4, and Device5
Devicel Device?, Device3, Deviced, and Devices|

-

Supported devices:

Number of required nroﬁles o ‘ v




Explanation:

Vit UDUI L

Supported devices: v
Device1 only

Device1 and Device2 oniy

Device1 and Device3 only

Device1, Device2, and Device3

Device1, Device4, and Device5

Device?, Device2, Device3, Device4, and Device5

Number of required profiles: v

Reference:

https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

Topic 4, FabrikamOverview

Fabrikam, Inc. is an electronics company that produces consumer products. Fabrikam has 10,000 employees worldwide.

Fabrikam has a main office in London and branch offices in major cities in Europe, Asia, and the United States.
Existing Environment

Active Directory Environment

The network contains an Active Directory forest named fabrikam.com. The forest contains all the identities used for user and computer authentication. Each department is represented by a top-level
organizational unit (OU) that contains several child OUs for user accounts and computer accounts.

All users authenticate to on-premises applications by signing in to their device by using a UPN format of username@fabrikam.com.

Fabrikam does NOT plan to implement identity federation.

Network Infrastructure

Each office has a high-speed connection to the Internet.

Each office contains two domain controllers. All domain controllers are configured as DNS servers.

The public zone for fabrikam.com is managed by an external DNS server.

All users connect to an on-premises Microsoft Exchange Server 2016 organization. The users access their email by using Outlook Anywhere, Outlook on the web, or the Microsoft Outlook app for
iOS. All the Exchange servers have the latest cumulative updates installed.

All shared company documents are stored on a Microsoft SharePoint Server farm.

Requirements

Planned Changes

Fabrikam plans to implement a Microsoft 365 Enterprise subscription and move all email and shared documents to the subscription.

Fabrikam plans to implement two pilot projects:

Project1: During Project1, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Project1, Microsoft Teams will be enabled in Microsoft 365 for the sales department users.



Fabrikam plans to create a group named UserLicenses that will manage the allocation of all Microsoft 365 bulk licenses.

Technical Requirements

Fabrikam identifies the following technical requirements:

All users must be able to exchange email messages successfully during Project1 by using their current email address.

Users must be able to authenticate to cloud services if Active Directory becomes unavailable.

A user named User1 must be able to view all DLP reports from the Microsoft Purview compliance portal.

Microsoft 365 Apps for enterprise applications must be installed from a network share only.

Disruptions to email access must be minimized.

Application Requirements

Fabrikam identifies the following application requirements:

An on-premises web application named App1 must allow users to complete their expense reports online.

App1 must be available to users from the My Apps portal.

The installation of feature updates for Microsoft 365 Apps for enterprise must be minimized.

Security Requirements

Fabrikam identifies the following security requirements:

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
The membership of the UserLicenses group must be validated monthly. Unused user accounts must be removed from the group automatically.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

The principle of least privilege must be used.

NEW QUESTION: 237

You have a Microsoft 365 E5 subscription.
You plan to configure Privileged Identity Management (PIM) for the User Administrator role in Microsoft Entra, You need to ensure that a user can make a role assignment request for the User

Administrator role only during the next six months. How should you configure the assignment?
A. Set Allow permanent active to assignment Yes

B. Set Assignment type to Eligible

C. Set Assignment type to Active.

D. Set Allow permanent eligible assignment to Yes

Answer: (SHOW ANSWER)

NEW QUESTION: 238

You have a Microsoft 365 E5 subscription that contains devices onboarded to Microsoft Defender for Endpoint. You integrate Microsoft Defender for Cloud Apps with Defender for Endpoint. You
need identify which cloud apps and services were used most during the last 30 days What should you do?

A. Generate a Cloud Discovery snapshot report.

B. Create a threat analytics alert notification.

C. Generate a monthly security summary report

D. Generate a Cloud Discovery executive report

Answer: (SHOW ANSWER)

NEW QUESTION: 239
You have a Microsoft 365 E5 subscription.
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Users have the devices shown in the following table.

Enrolled in Microsoft Endpoint

Name Platform | Owner
Manager
Device1l | Android User1 Yes
Device2 | Android User1 NG
Device3 [10S Uséri No

Deviced |Windows 10 | User2 Yes
Device5 |Windows 10. |User2 [No
Deviceb |10S User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Device1, Device4, and Device6

B. Device2, Device3, and Device5

C. Device1, Device2, Device3, and Device6

D. Device1, Device2, Device4, and Device5

Answer: C (LEAVE A REPLY)

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled in Microsoft Endpoint Manager.
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION: 240
¥You have a Microsoft 365 E5S subscription.

You are evaluating Microsoft Defender for Cloud Apps.

Which two types of policy rely on CEF&@E&“S&%“&%%“ correct answer presents a

complete solution.
NOTE: Each correct selection is worth one point.

A. activity policy

B. access policy

C. app discovery policy

D. file policy

E. session policy

F. OAuth app policy
Answer: (SHOW ANSWER)

NEW QUESTION: 241

You have a Microsoft 365 E5 subscription that contains a user named User1. User1 has a Windows 11 device named Device1 that is onboarded to Microsoft Defender for Endpoint.
User1 reports that various files were deleted from Device1.

You need to create a filter to identify which service deleted the files.

Which settings should you configure, and which type of filter should you create in the Microsoft Defender portal? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

@ Ngs.  Devices

~, ¢

Identities

.-;;._, Threat analytics

Q Filter type:  Timeline for Device1
@ Activity log for User1
.' ' . % Attack surfaces

Timeline for Dewvicel
=Microsoft

Answer:

Answer '
]

Settings. “Devices v

Identities
Threat analytics

Filter type: Timeline for Device1 v
Activity log for User1
Attack surfaces
| Timeline for Devicel

Explanation:

Settings: Devices

Filter type:  Timeline for Device1
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NEW QUESTION: 242
You have a Microsoft 365 E5 subscription.
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Your company s Microsoft Secure Score recommends the actions shown in the following exhibit.

Microsoft Secure Score

Overview  Recommended actions  History  Metrics & trends

+ Export

Rank Recommended action Score impact Points achieved  Status

=!| IVI i @Fogefatunﬂutinﬂ for administrative roled™ «415% 00 O To address
[[] 2 $373% 09 O To address
] 3 «373% V9 O To address
] 4 aR% o8 O To address
0 s Turn on Safe Attachments in & """ 32% o8 O To address
(] 6 Ensure that intellic +3.32% o/8 O To address
E & . Move messages that are detected as impersonated users by mailbox intelligence  -332% 0/8 O To address
[0} Enable impersonated domain protection +332% o/8 O To address

You select Create Safe Links policies for email messages and change Status to Risk accepted in the Status & action plan settings.
How does the change affect the Secure Score?

A. decreases by 9 points

B. increases by 9 points

C. decreases by 1 point

D. increases by 1 point

E. remains the same



Answer: (SHOW ANSWER)

NEW QUESTION: 243

You have a Microsoft 365 E5 subscription that contains Windows 11 devices. All the devices are onboarded to Microsoft Defender for Endpoint.
You need to compare the configuration of the devices against industry standard benchmarks. What should you use?

A. Attack surface map

B. Events

C. Initiatives

D. Security baselines assessment

Answer: (SHOW ANSWER)

NEW QUESTION: 244
HOTSPOT
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

Multi-factor au"e
Microsoft"/Authenticator app (push notification)
Microgoft* Authenticator app (push notification)
None

You configure the Microsoft Authenticator authentication method policy to enable passwordless authentication as shown in the following exhibit.
Enable and Target  Configure

—— Microsoft

Include  Exclude

Target O All users @ Select groups

o frec™’
Type

Name Registration Authentication mode

Group] Group ]Ophmal / | Any v

Both User1 and User2 report that they are NOT prompted for passwordless sign-in in the Microsoft Authenticator app.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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Answer Area

Statements

User1 will be prompted for passwordless authentication once User] sets up phone sign-in in
the Microsoft Authenticator app.

User2 will be prompted for passwordless authentlﬁltlon once UserZ2 sets up phone sign-in in
the Microsoft Authenticator app.

User3 can use passwordless authentication withou: %!’t’hM K ro S 0 ft

Answer:
Answer Area . M I r f
User1 will be prompted for passwordless authentication once User‘l sets up phone sign-in in &
the Microsoft Authenticator app. B
User2 will be prompted for passwordless authenﬂcawn once User?2 sets up phone sign-in in (&) ﬂ @ |
the Microsoft Authenticator app. N —
User3 can use passwordless authentication ﬁfhout further action. @ Q@
Explanation: -
Answ.'m ® f t
s.mleI ICrOSO - -
User1 will be prompted for passwordless authentication once User1 sets up phone sign-in in I.ﬁ] O
the Microsoft Authenticator app.
User2 will be prompted for passwordless authentication once User2 sets up phone sign-in in Q i
the Microsoft Authenticator app.
User3 can use passwordless authentication without further action. Q | .

Box 1: Yes
User1 is member of Group1.
User1 has MFA registered method of Microsoft Authenticater app (push notification) The Microsoft Authenticator authentication method policy is configured for Group1, registration is optional,



authentication method is any.

Note: Microsoft Authenticator can be used to sign in to any Azure AD account without using a password.

Microsoft Authenticator uses key-based authentication to enable a user credential that is tied to a device, where the device uses a PIN or biometric. Windows Hello for Business uses a similar
technology.

This authentication technology can be used on any device platform, including mobile. This technology can also be used with any app or website that integrates with Microsoft Authentication Libraries.
Box 2: No

User2 is member of Group?2.

The Microsoft Authenticator authentication method policy is configured for Group1, not for Group?2.

Box 3: No

User3 is member of Group1.

User3 has no MFA method registered.

User3 must choose an authentication method.

Note: Enable passwordless phone sign-in authentication methods

Azure AD lets you choose which authentication methods can be used during the sign-in process. Users then register for the methods they'd like to use.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless- phone

NEW QUESTION: 245
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name = 'vic-Department
User1 Human resources
User? E‘:ﬂ:;érch
User3 __~|"Human resources
User4 Marketing

You need to configure group-based licensing to meet the following requirements:

To all users, deploy an Office 365 E3 license without the Power Automate license option.
To all users, deploy an Enterprise Mobility + Security E5 license.

To the users in the research department only, deploy a Power Bl Pro license.

To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

A.1

B. 2

C.3

D.4

E.5

Answer: (SHOW ANSWER)

One for all users, one for the research department, and one for the marketing department.

Note: What are Deployment Groups?
With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application throughout. You can also deploy

to servers on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions down to the server level.
Reference:



https://www.freecram.net/q/65552-6043650/

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

NEW QUESTION: 246

You have a Microsoft 365 subscription.

You integrate Microsoft Defender for Cloud Apps with Microsoft Defender for Endpoint.

You need to create a policy to block users from accessing discovered apps that have a risk score of 4 or lower.
Which two settings should you configure? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Arvparer Areg

it '-‘j.-'-l'-"f' O

Alerts

Governance actions

Answer:



Apps matching all of the following

Solacta filter v

;1m|ﬂm ";

Mochvse =
]Huﬂu—nm

li:* Tngger a pod 3 cooud on the same day: J
X Bif : == Microsoft

‘( ee Hj tmmnm&-mmmmmmm:mm%

Gowvernance actions

Ij Tag app 85 sanctoned

e,

H:] Tag 3pp a5 momtored

|
‘_[D Tag app with custom tag | e e

Explanation:



Arrhwer Area

3 matching all of the following

Alerts

Governance actions
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