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NEW QUESTION: 1

You need to meet the technical requirements for VNetwork1.

What should you do first?

A. Create a new subnet on VNetwork1.

B. Remove the NSGs from Subnet11 and Subnet13.

C. Associate an NSG to Subnet12.

D. Configure DDoS protection for VNetwork1.

Answer: (SHOW ANSWER)

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet.

References:

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

NEW QUESTION: 2
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You are implementing an Azure Application Gateway web application firewall (WAF) named WAF1.

You have the following Bicep code snippet.
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resource AppGH_AppFW_Pol "Microsoft.Network/ApplicationGatewayWebApplicationFirewallPolicies§2021-08-01" = {
name: AppGW_AppFW_Pol_name
location: location

properties: {
customRules: [

{
name: 'CustRuledl’

priority: 1ee
ruleType: "MatchRule’
action: ‘Block’
matchConditions: [

{

matchVariables: [

‘ =" Microsoft

variableNsme: ‘RemoteAddr'
}

]

operator: ‘IPMatch'

negationConditon: true “
)

matchValues: [

ecgecta™

policySettings: {
requestBodyCheck: true
maxRequestBodySizelnkb: 128
state: ‘Enabled’
mode: 'Detection’
}
managedRules: {
managedRuleSets: |
{
ruleSetType: "OWASP'
ruleSetVersion: '3.2"

]
}

}

}
For each of The following statements, select Yes if the statement is true. Otherwise. Select No.

NOTE: Each correct selection is worth one point.



Answer Area

Statements Yes

A request to the backend pool from P address 10.1.1.5 is allowed.

Incoming requests attepipting file path attacks are blocked.

WAF1 allows'a Sﬂvh?ﬂ!e 1o Mi@r@ S Of‘i

Answer:
Answer Area " r
smaed VI ICFOSOTL - o
A request to the backend pool from |Paddsess 10.1.1.5 is allowed. I :
o
Incoming requests attempting file' path attacks are blocked. | (
)

WAF1 allows a50-MB file to be uploaded. { 1O |

Explanation:

ANSWEr Area

NEW QUESTION: 3

Statements Yes

A request to the backend pool from |Paddress 10.1.1.5 is allowed. &,
Incoming requests attempting file path attacks are blocked. L

Microsoft o

WAF 1. allows 3:50-MB file to be uploaded:

You have an Azure virtual machine named VM1.
From Azure Security Center, you get the following high-severity recommendation: "Install endpoint protection solutions on virtual machine".

You need to resolve the issue causing the high-severity recommendation.

What should you do?

A. Add the Microsoft Antimalware extension to VM1.

B. Install Microsoft System Center Security Management Pack for Endpoint Protection on VM1.
C. Add the Network Watcher Agent for Windows extension to VM1.

D. Onboard VM1 to Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).




Answer: (SHOW ANSWER)
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-endpoint-protection

NEW QUESTION: 4
You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

Name Type WVITCIOSOT Category
Initiative1 Initiative definition Security Center

Initiative2 Initiative definition My Custom Category
Policy1 Policy definifibh Security Center
Policy2 Policy defimition My Custom Category

You need to identify which initiatives and policies you can add to Subscription1 by using Azure Security Center.
What should you identify?

A. Policy1 and Policy2 only

B. Initiative1 only

C. Initiative1 and Initiative2 only

D. Initiative1, Initiative2, Policy1, and Policy2

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/security-center/custom-security-policies

NEW QUESTION: 5

You have an Azure subscription.

You need to deploy an Azure virtual WAN to meet the following requirements:
* Create three secured virtual hubs located in the East US, West US, and North Europe Azure regions.
* Ensure that security rules sync between the regions.

What should you use?

A. Azure Virtual Network Manager

B. Azure Firewall Manager

C. Azure Network Function Manager

D. Azure Front Door

Answer: (SHOW ANSWER)

NEW QUESTION: 6

You need to meet the identity and access requirements for Group1.

What should you do?

A. Add a membership rule to Group1.

B. Delete Group1. Create a new group named Group1 that has a membership type of Office 365. Add users and devices to the group.

C. Modify the membership rule of Group1.

D. Change the membership type of Group1 to Assigned. Create two groups that have dynamic memberships. Add the new groups to Group1.
Answer: (SHOW ANSWER)
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https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership Scenario:
Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Group1.
The tenant currently contain this group:

Name Type Description

A group that has{he Dynamic User membership type,
contains.all the San Francisco users, and provides
apeess 1o many Azure AD applications and Azure
régources; 05071

Group1 Security group

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure- portal

NEW QUESTION: 7
You have an Azure subscription that is linked to a Microsoft Entra tenant. The tenant contains the groups shown in the following table.

| Name | Member of
Group1 None

Group2 | Groupl

The tenant contains the users shown in the following table.

| Name | Memberof |
| Userl | Group]
| User2 | Group2

The subscription contains the Azure SQL servers shown in the following table.

Name A.ssigned server admin Database
| sqisvil | Userl | DB1
[ sqisvrd | Group1 DE2

The servers are configured for Microsoft Entra-only authentication.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can alter thie sehema of DB1
User1 cgm alter the schema of DB2

Us#e? can alter the schema of DB2

Answer:



MIBRWED MO

Statements Yes No
. 1
User1 can alter thesgfiema 'af BB
ol
l"" -
FELISET ) cFn alter the schema of DB2 . I
————

| 2 can alter the schema of DB2

Explanation:

Answer Area

User1 can alter the schamaiof BBEY

User1 cangaltét the Schema of DB2

Userdugn alter the schema of DBZ

NEW QUESTION: 8

You have an Azure Active Directory (Azure AD) tenant that contains a user named Admin1. Admin1 is assigned the Application developer role.
You purchase a cloud app named App1 and register App1 in Azure AD.

Admin1 reports that the option to enable token encryption for App1 is unavailable.

You need to ensure that Admin1 can enable token encryption for App1 in the Azure portal.

What should you do?

A. Upload a certificate for App1.

B. Modify the API permissions of App1.

C. Add App1 as an enterprise application.

D. Assign Admin1 the Cloud application administrator role.

Answer: (SHOW ANSWER)

This is a tricky one because uploading a certificate is also required. However, the question states that the Token Encryption option is unavailable. This is because the app is not added as an enterprise
application.

When the app is added as an enterprise application, the Token Encryption option will be available. Then you can upload the certificate.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-encryption

NEW QUESTION: 9

You plan to deploy Azure container instances.

You have a containerized application that validates credit cards. The application is comprised of two containers: an application container and a validation container.

The application container is monitored by the validation container. The validation container performs security checks by making requests to the application container and waiting for responses after every
transaction.

You need to ensure that the application container and the validation container are scheduled to be deployedtogether. The containers must communicate to each other only on ports that are not externally
exposed.

What should you include in the deployment?


https://www.freecram.net/q/67618-6270725/

A. application security groups

B. network security groups (NSGs)

C. management groups

D. container groups

Answer: (SHOW ANSWER)

Azure Container Instances supports the deployment of multiple containers onto a single host using a container group. A container group is useful when building an application sidecar for logging, monitoring,
or any other configuration where a service needs a second attached process.

Reference:

https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups

NEW QUESTION: 10
You have an Azure Subscription that is linked to an Azure Active Directory (Azure AD). The tenant contains the users shown in the following table.

Name | Role | Memberof

e SECurity sdm|nistraton Sroup

sery MNetwork Contnbutor Groupd

iy Vault Cantibulos g, Lar Ui

You have an Azure key vault named Vault1 that has Purge protection set to Disabled. Vault1 contains the access policies shown in the following table.

Mame | Key permission | Secret permission | Certificate permission
Aoup | I WIge &1 Qe '|Ir'_,-' |
Groupd | Select all Select all Select all |

You create role assignments for Vault1 as shown in the following table.

MName Role
Usei1 Mone
P | L:':.- Vaull Reader
WISETS User Access Administralon

For each of the following statements, Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
¢ an S8t je ction B E o O Sok |
o CB O s L I
I AFY AT I P
Answer:
Answer Arca
Statements Yes No
1
Liser 1 can st Purge protection 80D AL\ Mt 1 r_
- i
=il
e Cln COneL & fincwalls and ual nelwork | I
s
I et 3 can afic I W
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Explanation:

Answer Arca
Statements E Yes HNeo
User! can set Purge protisction 1o Enabile for Visult! i : M ICro Soft
Userd can configure fuewalls and virtual ne’hTeiks for Visultl ! Ll
Userd can add acoess policies to Vaultl, ! Ll

NEW QUESTION: 11
You need to delegate the creation of RG2 and the management of permissions for RG1. Which users can perform each task? To answer select the appropriate options in the answer area. NOTE: Each
correct selection is worth one point

Create RGZ

Adimin® and Admigd only
Admin3 and Admic_) only

Answer:

B
Admin3 only | s

"[Admind and Admin3 ony

Admin3 and Admind only

Adming, Admin3, and Admind-grily
Admin1, AdminZ, Adeging, and Admind

Manage RG1 permissions

Aamind only

Admint and Mmlcﬁ only
Admin3 and Admi_J only
Admin Admin, and Admind only
@i, Admin3, and Asmind

Explanation:
Graphical user interface, text, application, chat or text message Description automatically generated



Create RGZ2:
‘Admin3 only |
Admin2 and Admin3 only
Admin3 and Admin4.only
Admin2, Admin3/and Admin4 only
Admini, &dmin2, Admin3, and Admin4

Manage RG1 permissions:- i

' Admin4 only
Admin1 and Admin4 only
~Admin3 and Admin4 only

\ p° ___ Adminl, Admin2, and Admin4 only
IVIICT( ﬁdﬁﬁ?ﬁ. Admin2, Admin3, and Admin4

Box 1: Admin3 only
The Contributor role has the necessary write permissions to create the resource group.

Box 2: Admin4 only
You need Owner level access to be able to manage permissions. The Contributor role can do most things but cannot modify permissions on existing objects.

NEW QUESTION: 12
You have an Azure subscription that contains a storage account named contos02023. You need to perform the following tasks:

* Verify that identity-based authentication over SMB is enabled.

* Only grant users access to contos02023 in the year 2023.
Which two settings should you use? To answer, select the appropriate settings in the answer area NOTE: Each correct selection is worth one point.



Answer Area

== contoso2023 =
—_— .

0 RS PE

eﬁ Chaanode and cabae arabben

podess U arntrod [LANG

¥ Data magraton

& File shares

[ euet

wid Tabled

Securitly + netwoiking

| a Asure CDH |
oI l._.l._T:lf‘-.'

hated ACCe s s nalure

B Murowen Defender for Cloud

Data management

| L fepdacalion

'.,‘ Datla prolectlior

Answer:



RITsweEl AlEa

contoso2023

__,_,._h
|
L JL_|

# inetwdrking

Explanation:

A screenshot of a computer Description automatically generated
Requirement: Verify that identity-based authentication over SMB is enabled Go there to configure Identity-based authentication (Active Directory) for Azure file shares.

Ref: https://learn.microsoft.com/en-us/azure/storage/files/storage-files-active-directory-overview

2. Share access signature
Requirement: Only grant users access to contos02023 in the year 2023

NEW QUESTION: 13

You create an Azure subscription.
You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure AD roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Actions Answer Area

! Verify your identity by using multi-factor

tication (MFA).
VHCFOSOTL
onsent to PIM.

Discover resources.

©

Answer:

Actions

1Sign up PIM for Azure AD roles.
i

! _ |

| Discover privileged roles. 1
|

Discover resources.

Explanation:

Answer Area

=" Microsoft



Consent to PIM.

Muero 'iL-' £l
Verlfy your identity by using multi-factor
authentication (MFA).

Sign up PIM for Azure AD roles.

Step 1: Consent to PIM

il N Ay~ YOS ﬁ'F“ﬁ“

i https oo alhmect:m**‘*’-"*m ot e

Microsoft Azure £ Search resources, services, and docs
Home » Praaleged Identity Management - Consent to FIM
Create a resource Privileged Identity Management - Consent to PIM

All senices
O refresh
e LI
dr  FAVORITES +
£ Quack stan
J T nleged ldentity Managementand A30me Mult-Factor Authentication (MFA) work together to help you
Dashboard l @ Consent to PIM l Manage docess to secure applicatigng and'§enqces. Before you get started with PIM, we neéed 1o make sure
that you're sble 1o use MR

All resources
Tasks

Verify your identity wth Batice MBR now. if you haven't registened yet, we'll help you do that

Resource groups

App Senaces i oJ- Merfy iy identity

Function Apps
SOL databases ' .
' Azure Cosmos DB E Azure AD Privileged Identity Management

B8 virtual machines Azure AD PIM is & Premium feature that enables you 1o limit standing admin atcess 1o privil

4' Load balancers

B Storage accounts

virtual networks ' 4 ' @
& Azure Active Directory J :

Limit standing atcess Discover who has access
Moriton

Pidd allows you to make users ebgible Uisenag the Dust-m wiZasd, you can

* Advisor Troubleshooting = Support for rodes, which means they only have Sasily destover users with permanent
BCCEES when necessary provibeged robe astignments and
Secunty Center x Troubleshoot rmake them ehgible

Cost Management + Bill... & Mew suppoct request

ad Haln 4 isnewnirt

Step: 2 Verify your identity by using multi-factor authentication (MFA) Click Verify my identity to verify your identity with Azure MFA. You ' Il be asked to pick an account.
Step 3: Sign up PIM for Azure AD roles



Once you have enabled PIM for your directory, you ' Il need to sign up PIM to manage Azure AD roles.
References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION: 14
You have an Azure subscription that contains the resources shown in the following table.

Type NSG
VM5 Not applicable

Network security group
(NSG)

Network security group ‘
(NSG) Subnet1 Not applicable

Subnet Not applicable _ | No icable
Virtual machine Submett | VII1C]H %ﬁ_ I E
An IP address of 10.1.0.4 is assigned to VM5. VM5 does not have a public IP address.

VMS has just in time (JIT) VM access configured as shown in the following exhibit.

JIT VM access configuration X
VM5

} Add H Save \f\ Discard

S0, B W W B

Configure the ports for which the jyst-ip-pme! ‘UM SeolsS will be applicable

Port Protocol Mln{vdﬁ.sour:e IPs IP range Time range (hours)
3389 Any Per regjlit! M [l "'C Hﬂ%‘:}JE @ fﬁ: 3 hours

You enable JIT VM access for VM5.
NSG1 has the inbound rules shown in the following exhibit.

Priority Name Port Protocol Source Destination
100 A SecurityCenter-JITRule-... 3389 Any \ d;hnyd 10.1.0.4

1000 SecurityCenter-JITRule_341... 3389 Any A Any 10.1.0.4

1001 RDP 3389 ;’CF Any Any

65000 AllowVnetinBound Any \ St Any VirtualNetwork VirtualNetwork
65001 AIIWA!ureLDad_Balancegln... An; ;;F ) Any AzureloadBalancer Any

65500 Denymunzm;nN ﬁ ]] ﬁi: FO& @uﬁ. [L. Any Any Any

Action

@ Allow
© Deny
@ Allow
S Allow
@ Allow

© Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.




Statements Yes No

Deleting the security rule that has a priority of 100 will revoke the appr

access request. l; M ijc ros 81:
g Q o

Remote Desktop access to VMS is blocked.

An Azure Bastion host will enable FRemote Desktop access to VM5 from the internet. O

Answer:
Statements m! No
I\/%gro soft
Deleting the security rule that has a priority of 100 will revﬁﬁ'e ihe@ JIT o o)
access request. p

Remote Desktop access to VM5 is blm:k%c;{ a 1O O

An Azure Bastion host will enabﬁ?errmte Desktop access to VMS from the internet O l__C}:
Explanation:
Statements : Yes No
Deleting the security rule that has a priority of 100 will revut-;e theapprwed JIT |o | '®)

access request.

Remote Desktop access to VM3 is blocked. _ 0] O

An Azure Bastion host will ev% &M Q@f@g@'ﬁtms from the internet. O kel

NEW QUESTION: 15
You have an Azure subscription that contains an Azure App Services web app named WebApp1 and an Azure key vault named Vault1. Vault1 has the certificates shown in the following table.

Name | Content type M S (Key size
Cert1 PKCS #12 2048
Cert2 | PKCS #12 _i-f?-,ﬁ‘jﬁ 4096
Cert3 | PEM -~ RSA 2048
Certd [PEM &~ |[RSA 4096

You plan to implement TLS for WebApp1.

You need to add a certificate to WebApp1.

Which certificates from Vault1 can you add to WebApp1?
A. Cert1 and Cert2 only

B. Cert1 and Cert3 only

C. Cert1, Cert2, Cert3, and Cert4

D. Cert3 and Cert4 only



Answer: (SHOW ANSWER)

NEW QUESTION: 16

You company has an Azure subscription named Sub1. Sub1 contains an Azure web app named WebApp1 that uses Azure Application Insights. WebApp1 requires users to authenticate by using OAuth 2.0
client secrets.

Developers at the company plan to create a multi-step web test app that preforms synthetic transactions emulating user traffic to Web App1.
You need to ensure that web tests can run unattended.

What should you do first?

A. In Microsoft Visual Studio, modify the .webtest file.

B. Upload the .webtest file to Application Insights.

C. Register the web test app in Azure AD.

D. Add a plug-in to the web test app.

Answer: (SHOW ANSWER)

https://docs.microsoft.com/en-us/azure/azure-monitor/app/availability-multistep

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 17
You have an Azure subscription named Sub 1 that is associated to an Azure AD Tenant named contoso.com.
The tenant contains the users shown in the following table.

Nabe oSOt Role
User1 Global administrator
User2 Security administrator
User3 Security reader

User4 License administrator

Each user is assigned an Azure AD Premium P2 license.
You plan to onboard and configure Azure AD Identity Protection.

Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.


https://www.freecram.net/q/67618-6270732/
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Users who can onboard Azure AD Ident |V,

User1 and User2 only
User1, User 2, and User3 only
| User1, User 2, User3, and User 4 only

User1 and UserZ only
User1 and User3 only

it terosott

Answer:

| Userl onty
= TUser1 and User2 only
| User1, User 2, and User3 only
User1, User 2, User3, and User 4 only

User1 and UserZ_nnl

User1 and User3 only

.. User1, User 2, and User3 only
m= Microsoft Ve, U2 Uity

Explanation:

NEW QUESTION: 18

Users who can onboard Aﬁﬁ? ent:t.y Protection: | User1 only .
L 4

Users who can remﬂa% sers and configure policies:  User1 and Usiily i .
Py, Microsoft




You have an Azure Storage account named storage that has a container named container1. You need to prevent the blobs in container1 from being modified. What should you do?
A. From container1, change the access level.

B. From container1 add an access policy.

C. From container1, modify the Access Control (1AM) settings.

D. From storage1 , enable soft delete for blobs.

Answer: B (LEAVE A REPLY)

References:

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-immutable-storage?tabs=azure-portal

NEW QUESTION: 19
You have an Azure subscription that contains the virtual machines shown in the following table.

= |‘ ! Private IF Public IP
VMNET1/Subnetl 13.80.73.87
VMETZ2/Subnet2 213.199.133.190
VMNETZ2/Subnet2 None

Subnet1 and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageacc1 that is configured as shown in the following exhibit.

=] o L Refresh

Allow access from
All networks = Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks
Secure your storage account with virtual networks,  + Add existing virtual network

¢ Add new virtual network

VIRTUAL SUBNET  ADDRESS  ENDPOINT  RESOURCE | SUBSCRIBTION
NETWORK RANGE STATUS GRO! g‘n |
b | N B | B
:,,“ ..:'._:'-;

- 5]
it

B
I.F w
*}' | |

Firewall B il -
Add 1P ranges to allow access from the internet on your cn-premijisffmﬂwm ICJ Qns Of

Address Range

13.80.73.87
: IP address or CIDR

Exceptions
Fi Allow trusted Microsoft services to access this storage account ©
[ Allow read access to storage logging from any network
[ Allow read access to storage metrics from any network

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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Statements Yes No
From VM1, you can upload a blob to.storageacc1. o |C

| ; ; O
Frorﬂ M%% é’ﬁ%ﬂcﬂ uplead-a blob to storageacc1 O
From VM3 , you can upload a blob to storageacc1. O O

Answer:

Statements MIGroSOTtyves No
From VM1, you can upload a blob to.storageaccl. (O} O

From VM2, you can-upload-a blob to storageacc1. @ ':O__I

p—_

From VM3 , you can upload a blob to storageaccl. © 0O,

Explanation:

Statements

. mqﬁo%%e accl.

"blob to storageaccl.

. js !q%@lﬁ:b to storageacc1.

Box 1: Yes
The public IP of VM1 is allowed through the firewall.
Box 2: No

The allowed virtual network list is empty so VM2 cannot access storageacc1 directly. The public IP address of VM2 is not in the allowed IP list so VM2 cannot access storageacc1 over the Internet.
Box 3: No

The allowed virtual network list is empty so VM3 cannot access storageacc1 directly. VM3 does not have a public IP address so it cannot access storageacc1 over the Internet.
Reference:
https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

NEW QUESTION: 20
You have an Azure subscription named Sub1. Sub1 has an Azure Storage account named Storage1 that contains the resources shown in the following table.

Name Type
Container1 Blob container
Sharel File share

You generate a shared access signature (SAS) to connect to the blob service and the file service.
Which tool can you use to access the contents in Container1 and Share! by using the SAS? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Tools for ContainerT. |Robocopy.exe
5 ﬁ_l:i_.lrl; Storage Explorer

Tools for Share1: .. 200 opy.exe
Azure Storage Expiorer
File Explorer

Answer Area .
= Microsoft
Tools for Contaipeli®|Ropocopy.exe _ _ _
& 1|Azure Storage Explorer §
File Explorer
Tools for Sharel: |Robgcopyexe _ _
Azure Storage Explorer
File Explorer ~ —
Explanation:
Tools for Container1: v

Robocopy.exe

Azure Storage Explorer
File Explorer

Tools for Sharel: v

Robocopy.exe
Azure Storage Explorer

Fil{ﬁMi@Fosoft

NEW QUESTION: 21

You have an Azure Active Directory (Azure AD) tenant.

You need to prevent nonprivileged Azure AD users from creating service principals in Azure AD.
What should you do in the Azure Active Directory admin center of the tenant?

A. From the Properties Wade, set Enable Security defaults to Yes.



B. From the User settings blade, set Restrict access to Azure AD administration portal to Yes.
C. From the User settings blade, set Users can register applications to No

D. From the Properties blade, set Access management fen Azure resources to No

Answer: (SHOW ANSWER)

NEW QUESTION: 22

You need to delegate a user to implement the planned change for Defender for Cloud.
The solution must follow the principle of least privilege.

Which user should you choose?

A. Admin2

B. Admin4

C. Admin1

D. Admin3

Answer: (SHOW ANSWER)

NEW QUESTION: 23

You have an Azure web app named WebApp1.

You upload a certificate to WebApp1.

You need to make the certificate accessible to the app code of WebApp1.
What should you do?

A. Add a user-assigned managed identity to WebApp1.

B. Add an app setting to the WebApp1 configuration.

C. Enable system-assigned managed identity for the WebApp1.

D. Configure the TLS/SSL binding for WebApp1.

Answer: B (LEAVE A REPLY)

Reference:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate-in-code

NEW QUESTION: 24

You have an Azure subscription.

You plan to create a workflow automation in Microsoft Defender for Cloud that will automatically remediate a security vulnerability.
What should you create first?

A. a managed identity

B. an Azure function app

C. an alert rule

D. an automation account

E. an Azure logic app

Answer: (SHOW ANSWER)

NEW QUESTION: 25
You have an Azure subscription that contains the resources shown in the following table.


https://www.freecram.net/q/67618-6270738/
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https://www.freecram.net/q/67618-6270740/
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,-,'E Jlicrosoiy, P

aly t geoup |
SO Arure SOL database %" East US RG1
Anatytics1 Azure Log Analytiicswirkspace East US RG1

Analytics? | Arure Log Analyiies Workspace East US RG2
Anahyticss | Azure Loa_m workspace West Europe | RG1

You create the Azure Storage accounts shown in the following table.

Mame
Storagel

Storage2

Storage3

You need to configure auditing for SQL1.

Which storage accounts and Log Analytics workspaces can you use as the audit log destination? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

o =? IMicrosoft

Storage accounts that can be used as the audit log {staragel only
destinaliof, |Storaige2 only
/% storagel and Storage2 only
Storagel, Storage2, and Storagel

Log Analytics workspaces that can bewsed 25 the audit log [analytics1 anly

! destination: |Analytics1 and Analytics2 only
Analytics? and Analytics3 only
Analytics), Analytics2, and Anahtics3

Storage accounts that can be used as the audit log”|Siofagel only
destination, | Storage2 Eﬂ}r_-'
s ¥ 1% “J5toraget and Storage2 only
Storagel, Storagel. and Storage3

Log Analytics workspaces that can be usetias the audit log [analytics1 only

destination; |&nalytics1 and Analytics2 only

BB\ & Osof e s - -

Explanation:



Storage aeeounts that can be used _

as the atidi Jeg deptinption) | StorageLonly

StorageZ only
Storageland Storage2 only
Storagel,Storage2, and Storage3

Log Analytics workspaces that can be used

as the audit log destination:
2 AL 0P U010 Analytics1only

Analytics1 and Analytics2 only
Analytics1 and Analytics3 only
Analvtics1 Analvtics2, and Analvtics3

NEW QUESTION: 26
You have an Azure subscription that contains the resources shown in the following table.

| Mame ] Description ]
ViNetl Virtual petwork
WM Lini inrtual machine

WVaultl {FAzure key vault
storfgl¥| Storage account

You plan to implement Microsoft Defender for Cloud. Which resources can be protected by using Defender for Cloud?
A. VM1 and storage1 only

B. Vault1 and storage1 only

C. VM1, Vault1, and storage1 only

D. VNet1,VM1, Vault1. and storage1

E. VM1 only

Answer: (SHOW ANSWER)

NEW QUESTION: 27

You need to ensure that User2 can implement PIM.
What should you do first?

A. Assign User2 the Global administrator role.

B. Configure authentication methods for contoso.com.
C. Configure the identity secure score for contoso.com.
D. Enable multi-factor authentication (MFA) for User2.
Answer: (SHOW ANSWER)



https://www.freecram.net/q/67618-6270743/
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To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory.
Scenario: Technical requirements include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

NEW QUESTION: 28
You have an Azure Active Directory (Azure AD) tenant that contains two administrative units named AU1 and AU2.
Users are assigned to the administrative units as shown in the following table.

User name of
Admin’ AU i
Adming AL
Mrgyn! A2
Admind AlJ2

Statements

Adminl can resst the password of Userl.

R

Admin2 can reset the password of User3

M ic rOSOft Admin3 canreset the password of Admind

Answer:

Statements )
Adminl can reset the pmﬁriahhﬂﬂi

&

Admin2 carfresetithe Password of User3

M i Crg S D . I 'rt the password of Admmind.

Explanation:
Answer Area
Statements Yes No
Adman1 can reset the-password of Userl. L
| Adminl €3n reset the password of User3, . o
| M Icr{jsottnimrﬁenhepasmdamamuﬂ. & =]

NEW QUESTION: 29
You have an Azure subscription.
You plan to deploy a virtual machine named VM1.



You need to use confidential disk encryption on VM1.
Which virtual machine series should you use for VM1, and which type of disks can be encrypted by using confidential disk encryption? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Virtual machine sefies;  Ecadey
| Bdsv5

[ecamse ™ 7=

| Lsv2

Microsoft  Nvadsa10vS

Disks:  The OS disk and data disks
Data disks only
The OS5 disk only
The OS5 disk and data disks

Answer:
FAITSWET Ared

Virtual machine series:  gCacys -

™ I
v pm

| NVadsAiivs Microsoft

Disks: | The 05 disk and data disks -
Data disks only
The O5 disk only
The OS5 disk and data disks

Explanation:

Microsoft

Virtual machine senes:  ECasvs

Disks:  The OS disk and data disks

NEW QUESTION: 30

¥ou have an Azure subscription that contains a web app named App1.
Users must be able to select between a Google identity or a Micmsn%dent'rty when authenticating to

App1.

You need to add Google as an idenii i am ‘ne

Which two pieces of information S;ﬁkﬂégn gure? Each correct answer presents part of the
solution.

Each correct selection is worth one point

A. a tenant name

B. atenant ID

C. the endpoint URL Of an application
D. aclientID

E. a client secret



Answer: (SHOW ANSWER)
https://learn.microsoft.com/en-us/azure/app-service/configure-authentication-provider-google

NEW QUESTION: 31

You have an Azure subscription that contains an Azure Files share named share1 and a user named User1.
Identity-based authentication is configured for share1.

User1 attempts to access share1 from a Windows 10 device by using SMB.

Which type of token will Azure Files use to authorize the request?

A. OAuth 20

B. JSON Web Token (JWT)

C. Kerberos

D. SAML

Answer: (SHOW ANSWER)
https://learn.microsoft.com/en-us/azure/storage/files/storage-files-identity-auth-active-directory-domain- service-enable?tabs=azure-portal

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 32
You have an Azure subscription that contains an Azure key vault named ContosoKey1.
You create users and assign them roles as shown in the following table.

Name Subscription role assignment | ContosoKey1 role assignment
Useri Owner None

User2 Security Admin None

User3 None User Access Administrator
Userd None Key Vault Contributor

You need to identify which users can perform the following actions:

* Delegate permissions for ContsosKey1.

* Configure network access to ContosoKey1.

Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Delegate permissions for ContosoKey1.

v

User1 only
User1 and User2 only

r2, User3, and User4

User1 and Wser3 only
l" I'VF User r4 only
=il M I CFOSOft i{g%and User3 only
a(ﬁ&*n Use

v

Configure network acces% @‘C&S(eﬁ

User1 only

User1 and User2 only
User1 and User3 only
User1 and User4 only

User1, User2, and User3 only
llser1 llser? llser? and llserd

Answer:
Delegate permissions for (ﬁmsmc 'os Oft | v
User1 only
| User1 gng userZ_unly
1 Us;en and User3 only |
rUSer1 and Userd only”

Configure network access to ConfosoKey1:

User1, User2, and User3 only
User1, User2, User3, and User4

v

User1 only '

‘User1 and User? only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

Explanation:




Delegate permissions for ContosoKey1: . v

User1 only

User1 and User2 only

User1 and User3 only

User1 and User4 only

User1, User2, and User3 only
User1, User2, User3, and User4

~onfigure network access to ContosoKey1: v

User1 only

User1 and User2 only
User1 and User3 only
User1 and User4 only

Reference:
https://docs.microsoft.com/en-gb/azure/key-vault/general/rbac-guide

NEW QUESTION: 33

You have an Azure subscription that uses Microsoft Defender for Cloud. The subscription contains an instance of Azure Database for PostgreSQL.

You need to ensure that an email alert is triggered when a suspected brute force attack on the database is detected. The solution must minimize administrative effort.
What should you configure?

A. the Azure Monitor activity log

B. the PostgreSQL Audit extension (pgAudit)

C. an Azure Monitor alert rule

D. Microsoft Defender for open-source relational databases

Answer: (SHOW ANSWER)

NEW QUESTION: 34
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three security groups named Group1, Group2, and Group3 and the users shown in the following table.

Role
Application administrator

Application developer
Cloud application administrator

Group3 is a member of Group2.

In contoso.com, you register an enterprise application named App1 that has the following settings:
* Owners: User1

* Users and groups: Group2

You configure the properties of App1 as shown in the following exhibit.


https://www.freecram.net/q/67618-6270750/

H Save X Discard & Delete

Enabled for users to sign-in? e

Name* e

Homepage URL e

Logo e

Application ID e

Object ID o

User assignment required? o
Visible to users o

Notes o

7 Got feedback

_Yes | No
Appl

AP

Select a file

75082704-3617-4347-3c6d-88cfda564072

4926abbc-ef5T-4c0f-a028-16d635cdeb55

Yes | No |

Yes | No

[=]
Microsof

For each of the following statements, select Yes if the statement is true. Otherwise, select no.
NOTE: Each correct selection is worth one point.

Statements

MicryesofiNe

Userl has Appl listed on his My Apps portal.

User2 has Appl listed on her My Apps portal. O

User3 has Appl listed on her My Apps portal. O

Answer:



| =5fﬂldﬁemsoft Yes No
User1 has Appl listed on his MyApps portal. [ | O

User2 has Appl1 listed Q[I';ﬁ.ér.. My Apps portal. 10! O

User3 has Appl listéd on her My Apps portal.  © 0!

- |
Explanation:
Text Description automatically generated

Statements Yes No

Userl has Appl listed on his My Apps portal. \'O\ O

m Vicrosoft
User2 has Appl listed on her My Apps poital. C]E)? O

User3 has Appl listed on her My Apps portal. O 0

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION: 35
You have an Azure subscription. The subscription contains a virtual network named VNet1 that contains the subnets shown in the following table.

Associated network security

Name group (NSG)

Subnet1 | NSG1
Subnet2 | NSG1T
Subnet3 | NSGT
Submatd; | NSGH:

The subscription contains the function apps shown in the following table.

o

= R A &
Pl:d';'lfl ICTUSUITL

Lises the Azure Functions Premium plan and has virtual
network integration with YiNet1/5Subnet 1
Uses an App Service plan in the Bastg pricing tier and has
virtual network ln'te:grahc'n"-\’ilh Vet /Subnet2
Uses an App Sefsle plad in the Premium pricing tier and
has virtualinsowork integration with ViNet1/Subnet3
Uses an App Service plan in the Isolated pricing tier and is
deployed to ViNet1/Subnetd

The outbound traffic of which app is controlled by using NSG1?
A. App4 only



B. App3 and App4 only

C. App1, App2, App3, andApp4
D. App2, App3, and App4 only
Answer: (SHOW ANSWER)

NEW QUESTION: 36

You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group
RG1 Resource group Not applicable
RG2 Resource group Not applicable
RG3 Resource group Mot applicable
SQL1 Azure SQL Database RG3

Transparent Data Encryption (TDE) is disabled on SQL1.
You assign polices to the resource groups as shown in the following table.

MName Condition Effect if condition is Assignment
false
Policy1 TDE enabled Deny RG1, RG2
Paolicy2 TDE enabled DeployIfNotExists RG2, RG3
Palicy3 TDE enabled Audit RG1

You plan to deploy Azure SQL databases by using an Azure Resource Manager (ARM) template. The databases will be configured as shown in the following table.
NOTE: Each correct selection is worth one point.

Stat

V % et of SCILD will Tl

SN wall e deployed sn ot S encnETpiant

Answer:
Statements Yes No
SQL1 will have TDE Snalled automatically | o &
- The W&m{ of SOL2 will fal L_ __:'
- O% 5
M GBS Lo i misimmERour )
Explanation:

Graphical user interface, text, application Description automatically generated

Statements
SCLT wall hawe TDE enabled automatically

The depioyment of S0L2 wilttall, *

SOL3 wall hedeﬁqedﬂq marked & noncomplisnt
m Microsoft

NEW QUESTION: 37


https://www.freecram.net/q/67618-6270752/

You have an on-premises datacenter that contains multiple servers.

You have an Azure subscription.

You plan to onboard the on-premises servers to Microsoft Defender for Cloud by using a script.

You need to create an identity to enable the script to run without prompting for Microsoft Entra credentials.
Which type of identity should you create?

. user account

. service principal

. group account

. system-assigned managed identity

mooOow >

. user-assigned managed identity
Answer: (SHOW ANSWER)

NEW QUESTION: 38

You have a web app hosted on an on-premises server that is accessed by using a URL of https://www.contoso.

com. You plan to migrate the web app to Azure. You will continue to use https://www.contoso.com. You need to enable HTTPS for the Azure web app. What should you do first?
A. Export the public key from the on-premises server and save the key as a P7b file.

B. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using TripleDES.

C. Export the public key from the on-premises server and save the key as a CER file.

D. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using AES256.

Answer: (SHOW ANSWER)

https://docs.microsoft.com/en-us/azure/app-service/configure-ssi-certificate#private-certificate-requirements

NEW QUESTION: 39

You have an Azure subscription that contains an Azure key vault.

You need to configure maximum number of days for Which new keys are valid. The solution must minimize administrative effort.
What should you use?

A. Key Vault properties

B. Azure Policy

C. Azure Purview

D. Azure Blueprints

Answer: (SHOW ANSWER)

NEW QUESTION: 40
You have an Azure subscription that contains the application gateways shown in the following table.

. MName l Tier

GW1
GW2 Standard V2
WAF V2

You need to configure settings to implement URL rewrite and prevent SQL injection attacks.
Which application gateways support each requirement? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point.
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Implement URL rewrite GW2 and GW3 only v
GW2 only
GWS3 only

GW1 and GW2 onl
GW1, GW2, and GW3 _

o r
: Prevent SQL injection attacks: | GW3 onl 2l
Microsa@it T s

GW1 and GW2 only
GW2 and GW3 only
GW1, GW2, and GW3

Answer:

Answer Area

Implement URLfewrnite Gw2 and GW3 only i
GW2 only

GWI GWe and W3 — — 7

Prevent SOL injectron attacks i GW3 only i |
GW?2 anly

GW1 and GW2 anly
GW2 and GW3 only
GW1, G\W2, and GW3

Explanation:
DDA Microsoft
Implement URL rewrite: GW2 and GW3 only o d

Prevent SQL injection attacks: | GW3 anly !

NEW QUESTION: 41

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD). Azure AD Connect is installed on a domain member server named
Server1.

You need to ensure that a domain administrator for the adatum.com domain can modify the synchronization options. The solution must use the principle of least privilege.
Which Azure AD role should you assign to the domain administrator?

A. Security administrator

B. Global administrator

C. User administrator

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions



https://www.freecram.net/q/67618-6270758/

NEW QUESTION: 42
You have an Azure subscription that contains the resources shown in the following Table.

Name | Type
VM1 | Virtual machine
VMET1 | Virtual network
storage] | Storage account
Vaultl | Key vault

You plan to enable Microsoft Defender for Cloud for the subscription. Which resources can be protected by using Microsoft Defender for Cloud?
A. VM1, storage1, and Vault1 only

B. VM1, VNET1, and storage1 only

C. VM1 and storage1 only

D. VM1 and VNET only

E. VM1.VNET1, storage1, and Vault1

Answer: (SHOW ANSWER)

NEW QUESTION: 43

You have an Azure Sentinel workspace that contains an Azure Active Directory (Azure AD) connector, an Azure Log Analytics query named Query1 and a playbook named Playbook1.
Query1 returns a subset of security events generated by Azure AD.

You plan to create an Azure Sentinel analytic rule based on Query1 that will trigger Playbook1.

You need to ensure that you can add Playbook1 to the new rule.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Create the rule and setthethozig] |CIOSOTT -
Fusion

Microsoft Secuniy incident creation
Scheduled

Configure the playbook to include: -
A managed connector

A system-assigned managed identity
Atrigger

Diagnostic settings

Answer:


https://www.freecram.net/q/67618-6270759/

reate the rule and s?t ‘J}ﬂe éyP%tg £ v

Fusion
| Microsoft Security incident creation
Scheduled_ !
~onfigure the playbook to include: v

A managed connector
A system-assigned managed identity

{ A trigger |

Diagnnstic settings

Explanation:

Create the rule and set the type to:

Fusion
Microsoft Security incident creation
Scheduled "

Configure the plavhwkiﬁmm

A managed connector
A system-assigned managed identity
A trigger

| %’ﬁnosﬂc sett'r"%s‘w_
_ . L
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 44

You plan to use Azure Log Analytics to collect logs from 200 servers that run Windows Server 2016.

You need to automate the deployment of the Microsoft Monitoring Agent to all the servers by using an Azure Resource Manager template.
How should you complete the template? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



“type” : “Microscoft.Compute/virtualMachines/extensions”,
“name” : “[concat (parameter (‘vmname’), /OMSExtension])”,
“apiVersion” : “[variables(‘apiVersion’)]”,
“location” : “[resourceGroup().location]”,
“*dependsOn” : [
“[concat ( *‘Microsoft.Compute/virtualMachines/”, parameters(‘vmName’))]"
1.
“properties” : {
“publisher” : “"Microsoft.EnterpriseCloud.Monitoring”,
“type” : “MicrosoftMonitoringAgent”

“typeHandlerVersion” : “1.07,
“autoUpgradeMinorVersion” : true, e

“settings” : {
.! M .:I - g -. | : N E : “[varia ‘\ra“
.- i I e taa o

iz “[variable (‘vax2*)]1”

AmeADA.pplicahonSecret'

“StorageAccountKey”
“WorkspacelD”
‘WorkspaceKey”

Answer:



“type” “Microsoft.Compute/virtualMachines/extensions”,
“name” “[concat (parameter ( ‘vmname’ ), /OMSExtension]”,
“apiVersion” : “([variables(‘apiVersion’)]”,
“location” : “[resourceGroup().location]”,
“dependsOn” : [
“[concat ( *‘Microscoft.Compute/virtualMachines/”, parameters(‘vmName’))]"”

e (L]

“type” : “MicroscoftMonitoringAgent”,
“typeHandlerVersion™” : “1.07,
“autoUpgradeMinorVersion” : true,
“settings” : {

i il $

! _"___l'v: Tt . ‘vazl’)1”~

)7
“properties” : {
“publisher” : “Microsoft.EnterpriseCloud. Hm'e “a

“protectedSettings” :0

R W : “lvariable (‘var2’)]”

!‘Wﬁaceksﬁ_ |

Explanation:



“properties”™ : {
“*publisher” : “Microsoft.EnterpriseCloud.Monitoring”,
“type” : “MicrosoftMonitoringAgent”,
“typeHandlerVersion®” : “1.0%,
“autoUpgradeMinorVersion®™ : true,
“settings® : {

|v : “Eva:’iable{_‘}vl:'.-"p:"

“AzureADApplicationlD”

“*WorkspaceName”
“WorkspaceURL"

|
“prategrfdBetoings” : {

%{ﬁ ]‘v’ : “"[fvariable {(‘*vaxrz2")l"
‘AzureADApphcationSecret”®

“StorageAccountKey”
“WorkspacelD"

“WorkspaceKey'
‘Microsoft

References:
https://blogs.technet.microsoft.com/manageabilityguys/2015/11/19/enabling-the-microsoft-monitoring-agent- in-windows-json-templates/

NEW QUESTION: 45
You have an Azure subscription that contains the custom roles shown in the following table.

e

Name Type B Microsoft
Role1 | Azure Active Directory (Azure AD)
Role2 | Azure subscription

In the Azure portal, you plan to create new custom roles by cloning existing roles. The new roles will be configured as shown in the following table.

Which roles can you clone to create each new role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Role3:

Role1 only
Built-in Azure AD roles only

L Mggﬁl qﬁﬁrmn Azure AD rolesonly ¥ " "
. ure AD rolesand built-in Azure subscription roles

Role2 only

Built-in Azure AD roles only

Role2 and built-in Azure subscription roles only

Role2, built-in Azure subscription roles, and built-in Azure AD roles

Answer:

Role1 only |

Built-in Azure AD roles only

Role1 and built-in Azure AD roles.only:

Role1, built-in Azure AD roles,and built-in Azure subscription roles

Role2 only
Built-in Azurg_fu_lp roles only

and UI 1.II1 Azure subscription roles on_ly
; rﬁ‘@%ﬁbn roles, and built-in Azure AD roles

Explanation:
Graphical user interface, text, application, email Description automatically generated
Role3: v
Role1 only P |

uilt-in Azure AD roles only
Role1 and built-in Azure AD roles only
Role1, built-in Azure AD roles, and built-in Azure subscription roles

l_u
Role4: | Mic rosofI
Role2 only <
Built-in Azure AD roles only
Role2 and built-in Azure subscription roles only l

Role2, built-in Azure sub_échbtmn roles, and built-in Azure AD roles
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

NEW QUESTION: 46



You have an Azure subscription that contains a user named User1 and a storage account named storage 1. The storage1 account contains the resources shown in the following table:

Name Type
container1 | Container
folderl File share
table1 Table

User1 is assigned the following roles for storage1:
* Storage Blob Data Reader

* Storage Table Data Contributor

* Storage File Data SMB Share Reader

Statements

3451, helthn delele the files ir

ser1 maps folder as a network Omes Dy using his Azure Actiig

Answer:

Yes

Statements

he can delele the fles in

el

Yes

Explanation:
No, Yes, No

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%O0FF Special Discount Code: freecram)

NEW QUESTION: 47

You have an Azure subscription that contains the following resources:

* A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all outbound traffic from the virtual machines to the internet

* An Azure function that contains a script to manage the firewall rules of the NVA

* Azure Security Center standard tier enabled for all virtual machines

* An Azure Sentinel workspace

* 30 virtual machines

You need to ensure that when a high-priority alert is generated in Security Center for a virtual machine, an incident is created in Azure Sentinel and then a script is initiated to configure a firewall rule for the
NVA.


https://www.edudump.com/exams/Microsoft/AZ-500/premium/

How should you configure Azure Sentinel to meet the requirements? To answer, drag the appropriate components to the correct requirements. Each component may be used once, more than once, or not at
all.

You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Components Answer Area

| A data connector for Security Center
Enable alert notifications from Security Center: ¢ Component

| & data connector for the firewall software i
_ Create an incident: Component
(A paaybo-nk

: Initiate-a stripitu configure the firewall rule: Component
-A ﬁ..ll'E

| A Security Events connector

Microsoft

Answer:
Com ponents Answer Area

A R ___l Enable alert notifications from Security Center: A data connector for Security Center

| A . ) i
L WAarul
ot e i i . oo Create an incident apeule

I

l _ | | .
e Initiate a scriptto configure the firewall rule: A playbook

Microsoft

|
|
|
|
l
|
i
|
I
|
[
|
|
(1
|
—
‘E_:-:L‘“EL

Explanation:

Enable alert notifications from Security Center: Adata connector for Security Center

Create an incident: Angle

Initiate ﬁi’i'ﬁ MT@F&% mfl rule; ;A playbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center




NEW QUESTION: 48

You need to implement the planned change for VM1 to access storage1.
The solution must meet the technical requirements.

What should you do first?

A. Configure federated identity credentials for ID1.

B. Assign ID1 to VM1.

C. Configure a system-assigned managed identity on VM1.

D. Assign the Storage Blob Data Reader role to storage 1.

E. Add a role assignment condition to storage1.

Answer: (SHOW ANSWER)

NEW QUESTION: 49

You create an Azure subscription with Azure AD Premium P2,

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Discover privileged roles.
Sign up PIM for Azure AD roles.
Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

Answer:


https://www.freecram.net/q/67618-6270765/

Actions .Fi:mww Area

| Discover priviiEﬂ roles.

Verify your identity by using multi-factor
authentication (MFA).

Verify your identity by using multi-factor
authentication (MFA). ‘

Explanation:

1. Verify your identity with MFA
2. Consent to PIM

3. Sign up PIM for AAD Roles

NEW QUESTION: 50
What is the membership of Group1 and Group2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

No members

Only User2

Only User2 and User4 .

User1, User2;User3, and User4

ec\

v

No members

Only User3 —

Only User1 and User Microso
User1, User2, User3, and User4

Answer:



No members
Only User?2

No members
Only User3

Explanation:

Box 1: User1, User2, User3, User4

Contains "ON" is true for Montreal (User1), MONTREAL (User2), London (User 3), and Ontario (User4) as string and regex operations are not case sensitive.
Box 2: User1, User2, User3, User4

References:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

NEW QUESTION: 51

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.

What should you use?

A. device compliance policies in Microsoft Intune

B. Azure Automation State Configuration

C. application security groups

D. Azure Advisor

Answer: (SHOW ANSWER)

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises VMs, Linux machines, AWS VMs, and on-premises physical machines.
Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSCService so that target nodes automatically receive configurations, conform to the desired state,
and report back on their compliance. The built-in pull server in Azure Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or physical Windows or

Linux machines, in the cloud or on-premises.
References:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

NEW QUESTION: 52
You have an Azure subscription.


https://www.freecram.net/q/67618-6270768/

You plan to create a storage account.
You need to use customer-managed keys to encrypt the tables in the storage account.
From Azure Cloud Shell, which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in the correct order.

Cmdlets Answer Area

|New AzStﬂrageﬂccountKey

New-AzStorageTable

Reglster—AzProv1derFeature

New-— ﬂzStorageAccount

Reglster—AzResourcePrDVLder

Answer:
v S MitPBABEs
****** i R 1
lNew—AzStorageRccountKey I New- AzStqr&geAccount I
-t-ﬂ-;-_-,:-:_-._f_-;::;-_‘_f.‘_-.—-;, "SI J
I Hew—AzStorageTable ! aefEf-fete = = e - e e e e e -
e e e 1| . Hew—thtorageAccountKey
|' ReglsterwAzPrDVLderFeature A --_-_—_-_-_-_-_-_—_—_-_-_-_—_-_—_-_-_-_-_-_—
New- A:—:.Stnrageﬂccount 1' @l New-AzStorageTable @
————————————— - .-’,.-. — —— T e I e L L e | RN,
Reglster-AzResourcePrcv1der :

Explanation:
Text, table Description automatically generated with medium confidence

[New—AzStcrageAccount

AL E

=

New—AzStDragahccounfﬁé%CWEDf

.—,—-—

New- AzStﬂrageTable

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/customer-managed-keys-configure-key-vault?
tabs=powershell

NEW QUESTION: 53
You have a network security group (NSG) bound to an Azure subnet.
You run Get-AzureRmNetworkSecurityRuleConfig and receive the output shown in the following exhibit.



SourcePortRange
DestinationPortRange
SourcelBAddressPrefix
DestinationAddressPrefix
SourcelfpplicationSecurityGroups
DestinationfpplicationSecurityGroups

Prioxrity
Direction

ProvisionIngState

Description

Protocol

SourcePortRange

DestinationPortRange
Source”AddressPrefix
DestinationAddressPrefix
SourcefpplicationSecurityGroups
DestinaticnfpplicationSecurityGroups

Description

Protocol

SourcePortRange

DestinationPortRange
SourcelAddressPrefix
DestinationAddressPrefix
SourceApplicationSecurityGroups
DestinationfApplicationSecurityGroups

Direction

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

DenyStoragelAccess

*

{*}

{*}

{*}
{Storage}
[1]

[]
Deny

105
Outbound

StorageEA2Allow
Succeeded

+*
o
{443)

{*}
{Storage/EastUS2}
[]
[]

Allow

104

Cutbound

Contoso_ FTP

TCP

{*}

{21}
{1.2.3.4/32}
{10.0.0.5/32})
[]
(]

Allow

504

Inbound




Traffic destined for an Azure‘?torage account is [answer choice]. I v

= Microso

able to connect to East US

able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 to0 10.0.0.10/32 aré [answer choice]. v

allowed
dropped
forwarded

Answer:

Traffic destined for an Azure Storage acmun’f—'i_’s?-[anva!Qi 12\

able to connect to West Europe
prevented from connecting to all regions

Lra)
i
-

[‘a nswer choice]. v

FTP connections from 1.2.3.4 to 10001%23%';3

.-

Explanation:

Box 1: able to connect to East US 2

The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2}

Box 2: dropped

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

NEW QUESTION: 54

You have an Azure subscription name Sub1 that contains an Azure Policy definition named Policy1. Policy1 has the following settings:
Definition location: Tenant Root Group

Category: Monitoring

You need to ensure that resources that are noncompliant with Policy1 are listed in the Azure Security Center dashboard.

What should you do first?

A. Change the Category of Policy1 to Security Center.



B. Add Policy1 to a custom initiative.

C. Change the Definition location of Policy1 to Sub1.

D. Assign Policy1 to Sub1.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/overview

NEW QUESTION: 55
You have a management group named MG1 that contains an Azure subscription and a resource group named RG1. RG1 contains a virtual machine named VM1. You have the custom Azure roles shown in

the following table.

_MName | Scoped to |
Role1 MG
Rolel RG1

The permissions for Role1 are shown in the following role definition file.

“"permizzsionsg™: |

{

"Microsoft.Compute/virtualMachines/*"
|
"notActions™: [
“"Microsoft.Compute/virtudlNEchinesz /delete™
|
“"datasctions™: [].
T h!.‘ 1_."'(3"“.- mamrue s o resie alfe i el ‘e l'ﬂﬁ' PRI P LT LT e T

“"permizssions™: |
{
"potioas” = |
Mjcrosoft.Compute/virtualMachines,/""
B
*"notaActionzs ™ [],
“datafctions™: [].

"notDatalctlions™: []

1
You assign the roles to the users shown in the following table.

MName Role
Userl Role1l

Liser2 Rolel, Role2
User3 Rolae2

For each of the following statements, select Yes if the statement is true. Otherwise, select No NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

User1 can deléte WM
User2 can delete VM1,

ACr
) ’ Liser3 can delete VM1,

Answer:


https://www.freecram.net/q/67618-6270771/

Statermconis Yes Mo
Lizer1 can delete VM. i O

User2 can delete VM1, L | ©1
B . —
vsed cerlblb€i@SOft 75
Explanation:

Micry

g
- %
FF .

[ -*-,,.-;’"- Lrnee? can chelete Vi1

can debete WA

L B Cad oliebete WA Y

NEW QUESTION: 56
You have the Azure resource shown in the following table.

You need to meet the following requirements:

* Internet-facing virtual machines must be protected by using network security groups (NSGs).
* All the virtual machines must have disk encryption enabled.

What is the minimum number of security that you should create in Azure Security Center?
A.3

B. 1

C.4

D.2

Answer: (SHOW ANSWER)

NEW QUESTION: 57
You have an Azure subscription that is linked to an Azure AD tenant and contains the virtual machines shown in the following table.

Connected to Prhi!}"‘mlﬂm

VINET 1/Subnet1 | 10.1.1:5 20.224.219.170

VNET1/Subnet2 | 10:1.2.5 20.224.219.230
VNET2/5ubnet1 |(10:11.1.5 40.122.155.212

The subnets of the virtual networks have the service endpoints shown in the following table.


https://www.freecram.net/q/67618-6270773/

Subnet

Service endpoint

VNET1/Subnetl | Microsoft.Storage

VNET1/Subnet2 | Microsoft KeyVault

VNETZ/Subnet] | MicrosoftStorage, Microsoft.KeyVault

You create the resources shown in the following table.

Name Type
storage] Azure Storage account
Vault1 Azure Key Vault

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

..

'Microsoft

Statements

Connections from VM1 to storagel always use IP address 10,1.1.5.

Connections from VM2 to Vailt 1 always use IP address 20.224.219.230,

Authentication fram VM3 to the tenant uses either P address 10.11.1.5 or 40.122.155.212,

Answer:
Answer Area >
Statements -~ \° Yes No
Connections from VM1 1o storage1 always usgg.JP qtjdfgsﬂ 0.1.15. : o 3
B - -

Connections from VM2 to Veult1 alwws ump address 20.224. 219 230, 0 {25
Authentication fn:lm Vw W‘t]; Eenant uses either IP address 10. w or M Iﬁr O Scft O

Explanation: B

NEW QUESTION: 58

Statements Yes
Connections from YM1 to storage! always use IP address 100015 -
Connections from VM2 L8 Vauit] alivaysase [P address 20.224.219.230 : .

HWMWS@ﬂtws either IP address 10,11.1.5 or 40.122.155.212 .

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
The company develops an application named App1. App1 is registered in Azure AD.




You need to ensure that App1 can access secrets in Azure Key Vault on behalf of the application users.

What should you configure?

A. an application permission without admin consent

B. a delegated permission without admin consent

C. a delegated permission that requires admin consent

D. an application permission that requires admin consent

Answer: B (LEAVE A REPLY)

Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access limited by the selected permission. This type of permission can be granted by a user unless

the permission requires administrator consent.
References:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis

NEW QUESTION: 59

Lab Task

Task 4

You need to ensure that when administrators deploy resources by using an Azure Resource Manager template, the deployment can access secrets in an Azure key vault named KV31330471.

Answer:

see the task answer with step by step below:

* Grant permission to the application that is used to deploy the resources to access the secrets in the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to
assign the Key Vault Secrets User role to the application at the scope of the key vault or individual secrets.

* Enable template deployment for the key vault. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to set the enabledForTemplateDeployment property of the key vault to
true.

* Reference the secrets in the template by using their resource ID. You can use the listSecrets function to get the resource ID of a secret in the key vault. You need to specify the name of the key vault and the
name of the secret as parameters.

* Deploy the template by using Azure PowerShell, Azure CLI, or REST API. You can use the New- AzResourceGroupDeployment cmdlet, the az deployment group create command, or the Deployments -
Create Or Update REST API to do this. You need to provide the template file or URI and any required parameters.

NEW QUESTION: 60
You need to implement the function apps to me

et t
Which apps should you include in thé{fﬁ*@%éﬂ
A. Fa1 and Fa3 only
B. Fa1 and Fa2 only
C. Fa1, Fa2, and Fa3
D. Fa2 and Fa3 only
Answer: (SHOW ANSWER)

ggwg:gmﬁi%m ents.

NEW QUESTION: 61

From the Azure portal, you are configuring an Azure policy.

You plan to assign policies that use the DeploylfNotExist, AuditlfNotExist, Append, and Deny effects.
Which effect requires a managed identity for the assignment?

A. AuditlfNotExist


https://www.freecram.net/q/67618-6270775/
https://www.freecram.net/q/67618-6270777/

B. Append

C. DeploylfNotExist

D. Deny

Answer: (SHOW ANSWER)

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a managed identity.
References:

https://docs.microsoft.com/bs-latn-ba/azure/governance/policy/how-to/remediate-resources

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 62
You have an Azure subscription that contains a storage account named storage1 and several virtual machines.
The storage account and virtual machines are in the same Azure region. The network configurations of the virtual machines are shown in the following table.

Name Public IP address | Connected to
VM1 52.232.128.194 VNET1/Subnetl
V2 52.233.129:82 VNET2/Subnet2
VM3 52:233.130.11 VNET3/Subnet3
The virtual network subnets have service endpoints defined as shown in the following table.
Name Service endpoint
VNET1/Subnetl | Microsoft.Storage
VNET2/Subnet? | None
VNET3/Subnet3 | Microsoft ey Valilt

You configure the following Firewall and virtual networks settings for storage1:

* Allow access from: Selected networks

* Virtual networks: VNET3\Subnet3

* Firewall - Address range: 52.233.129.0/24

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.


https://www.freecram.net/q/67618-6270778/
https://www.edudump.com/exams/Microsoft/AZ-500/premium/

Statements Yes No
VM1 can connect to storagel.

VM2 can connect to storagel.

VM3 can connéct tostoragel.

Answer:

Statements Yes No
VM1 can connect to storagel. - D!

VM2 can connect to storagel.

VM3 can cornechtostoragel. |

Explanation:

Statements Micr¥esft No
VM1 can connect to storagel. O
VM2 can connect to storagel. O
VM3 can connect to storagel. C O
Box 1: No

VNet1 has a service endpoint configure for Azure Storage. However, the Azure storage does not allow access from VNet1 or the public IP address of VM1.
Box 2: Yes
VNet2 does not have a service endpoint configured. However, the Azure storage allows access from the public IP address of VM2.

Box 3: No
Azure storage allows access from VNet3. However, VNet3 does not have a service endpoint for Azure storage. The Azure storage also does not allow access from the public IP of VM3.

NEW QUESTION: 63
You have an Azure subscription named Sub1 that contains the resources shown in the following table.



Name Type
storage Storage accgﬂ

storageZ2 St count

VM1 Hjﬁ.@ﬁ"t&ai machine
3 Virtual machine

You need to enable Microsoft Defender for Cloud for storage accounts and virtual machines.

At which levels can you enable Defender for Cloud for the storage accounts and the virtual machines? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one
point

Storage accounts: s Microsoft =
Subscription or”

'Workspace only

| Storage account only

| Subscription or storage agcount only
 Subscription, workspace, or storage account

Virtual machines: . S -
Subseription only
‘Woarkspace only
Virtual machine only
‘Subscription or virtual machine only
'Subscription, workspace, or virtual machine

Answer:



Storage accounts:
' Subscription only
'Workspace only

---------------- -
I

' Subscription, workspace, or storage account

Virtual machines:

. b
 Subscripgipnonly M | Cros Of't
Workspace only
'Virtual machine only

— — — — ) — — — — — — o e e — —

' !Subscriptiou workspace, or virtual machine :

| I Youstbonteaiiainoni. bt itmod. ;saouobi. Sl Snistunhaseiuios Aduio 9

Explanation:

Storage accounts: o 2.2
Subscription only
Workspace only

L) F i 3 LM L) j

Subscription or storage account only |
-
Virtual machines: .

'Subscri

s e only

irtual machine only

Subscription or virtual machine onl
Subscription, workspace, or virtual machine

m Microsoft

NEW QUESTION: 64
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.

com. The tenant contains the users shown in the following table.



Name Subscription role Azure AD user role
User1 Owner None
User2 Contributor None
User3 Security ﬁdmin : None
Userd None = 'IVIICTOSO1[Gervice administrator

You create a resource group named RG1.

Which users can modify the permissions for RG1 and which users can create virtual networks in RG1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Users who can modify the permissions for RG1: (

p
Users who can create virtual networks in RG1:

Answer:

User%ﬁm CMMQ;SQI'LS for RG1: [

Users who can create virtual networksin RG1; (

Explanation:

User1 only

User1 and User2 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and Userd

Il

il

User1 only _
User1 and User2 only
User1 and User3 only

only
Userd

User1 only !

Userl and User2 only

User1 and User3 only
User1,Wser2-and User3 only
User1, User2, User3, and Userd

-

L

Userlonly = _
User1 and User2 only
User1 and User3 only
User1, User2 and User3 only

User1, User2, User3, and Userd




Users who can modify the permissions for RG1: ( v
User1 only

User1 and User2 only

User1 and Uséer3 only

User1, User2 and User3 only

User1, User2, User3, and User4

Users who can create virtual networks in RG1:

User1 only

User1 and User2 only

User1 and User3 only

.User}a Jser2 and User3 only
Usert, Uséra; Ug’i‘i?m&erd

LS

Box 1: Only an owner can change permissions on resources.
Box 2: A Contributor can create/modify/delete anything in the subscription but cannot change permissions.

NEW QUESTION: 65
Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD).

The Azure AD tenant contains the users shown in the following table.

Name Source Microso Password
Userl Azure AD Adatum123
User2 Azure AD N3w3rTOGue33
User3 On-premises Active Directory | ComplexPassword33

You configure the Authentication methods - Password Protection settings for adatum.com as shown in the following exhibit.



Custom smart lockout

Lockout threshold @ 10 &
Lockout duration in seconds @ | 60 v

Custom banned passwords

Enforce custom st @ = ST

Adatum 1\ T "

Custom banned password list @ |

Password protection for Windows Server Active Directory

Enable password protection on Windows Active Directory © No

m Micros

Mode O = Enforced
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statemer@ M | cro SQ f t Yes No

Userl will be prompted to change the%ﬁﬂd Qﬂﬁ hext sign-in.
" n

!

User2 can change the ﬁjﬁ%ﬁn d@tum_COmpleX123.

User3 can change the password to Adatum123!.
Answer:

Statements _ Yes No
Userl will be prompted to change the password on'thé next sign-in.  © Q)
User2 can rg]ﬁ]gnge the passward-to@d@tum_COmpleX123.

User3 canﬁanm%{aﬁ:ﬂdatumﬂm. I O

i

Explanation:
Text Description automatically generated

|
Userl will be prompted to change the password on the next sign-in.

User2 can change the password to @d@tum_COmpleX123.

User3 can change the password to Adatum123!.




Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises- deploy
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

NEW QUESTION: 66

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains a user named User1.

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains an Azure Storage account named storage1. Storage1 contains an
Azure file share named share1.

Currently, the domain and the tenant are not integrated.

You need to ensure that User1 can access share1 by using his domain credentials.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions “ | Mﬂc ro S dﬁer Area

Create a private link to storagel.

Enable Active Directory Domain Services
L(AD DS) authentication on storage.

Implement Azure AD Connect.




Actions Answer Area

P e e s o e e e e e e e e r

| Create a private link to storagel. Implement Azure AD Connect.

| E'nable Active Dlrectary Domain Services

]

|1

s
"
[

|

_“t

I Enable Active Director}r Domain Services

I]mplement Azure AD Connect.

Frone bt 1! Assign share-level permissions for sharel. 1
B T oral .

o&storagel : I

. - {
\Assign share-level permissions for sharel. |

Rl

Explanation:

|8 Microsoft
Implement Azure AD Connect.

'Enable Active Dtrectory Domaln Services
!_(AD DS) ay;hgﬁtlcatfon on storagel.

[ ;

| Assign share-level permissions for sharel.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION: 67

You have an Azure SQL database.

You implement Always Encrypted.

You need to ensure that application developers can retrieve and decrypt data in the database.

Nantes's of information should you provide to the developers? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. a stored access policy

B. a shared access signature (SAS)

C. the column encryption key

D. user credentials

E. the column master key

Answer: (SHOW ANSWER)

Always Encrypted uses two types of keys: column encryption keys and column master keys. A column encryption key is used to encrypt data in an encrypted column. A column master key is a key-protecting
key that encrypts one or more column encryption keys.

References:



https://www.freecram.net/q/67618-6270784/

https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/always-encrypted-database-engine

NEW QUESTION: 68

You have a Microsoft 365 tenant that uses an Azure Active Directory (Azure AD) tenant The Azure AD tenant syncs to an on-premises Active Directory domain by using an instance of Azure AD Connect.
You create a new Azure subscription

You discover that the synced on-premises user accounts cannot be assigned rotes in the new subscription.
You need to ensure that you can assign Azure and Microsoft 365 roles to the synced Azure AD user accounts.
What should you do first?

A. Configure the Azure AD tenant used by the new subscription to use federated authentication.

B. Configure the Azure AD tenant used by the new subscription to use pass-through authenticate

C. Configure a second instance of Azure AD Connect.

D. Change the Azure AD tenant used by the new subscription.

Answer: (SHOW ANSWER)

NEW QUESTION: 69

You have an Azure subscription that contains an Azure Sentinel workspace.

Azure Sentinel is configured to ingest logs from several Azure workloads. A third-party service management platform is used to manage incidents.
You need to identify which Azure Sentinel components to configure to meet the following requirements:

* When Azure Sentinel identifies a threat, an incident must be created.

* A ticket must be logged in the service management platform when an incident is created in Azure Sentinel.

Which component should you identify for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

When Azure Sentinel identifies a threat. an naderit v
must be created Anatics
Data connectors
Playbooks
Workbooks
A ticket must be logged in the service management platform ¥
when an incident is created in Azure Sentinel Anaiics
Data connectors
Playbooks
Workbooks

Answer:


https://www.freecram.net/q/67618-6270785/

When Azure Sentinel identifies a threat, an incident

must be created:

[Analytics _ 1
Data connectors
Playbooks
Workbooks
A ticket must be loggediin the service management platform
when an incident is created in Azure Sentinel: A
nalytics
Data cannectors
| : Emagkgr
= VliCrosOlorkbooks
Explanation:
When Azure Sentinel identifies a threat, an incident l v
must be created: AaVOES |
Data connectors
Playbooks |
- i Wurkpouks
A ticket must be logged in the service - management platférm I G I iCiO Squ
when an incident is created in Azure Sentinel: Analylics
Data connectors
Workbooks

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 70

You have an Azure subscription that contains a resource group named RG1 and the network security groups (NSGs) shown in the following table.
Name Location Flow logs status

NSG1 West Europe | Off

NSG2 West Europe | Off

You create the Azure policy shown in the following exhibit.




Basics Parameters Remediation Non-compliance messages Review + create

Basics

Scope Azure Pass - Sponsorship/RG1

Exclusions Azure Pass - Sponsorship/RG1/NSG1

Policy definition Flow logs should be enabled for every network security group
Assignment name Flow logs should be enabled for every network security group
Description Description ]

Policy enforcement Enabled

Assigned by Admini

Parameters

effect &odn

Remediation

Create managed identity Yes

Managed identity location westeurope

Create 3 remediation task No

Non-compliance messages —
: g B Mi
Default non-compliance message Messege ! ICYOSO 't
OS]

You assign the policy to RG1.

What will occur if you assign the policy to NSG1 and NSG2?
A. Flow logs will be enabled for NSG1 only.

B. Flow logs will be disabled for NSG1 and NSG2.

C. Flow logs will be enabled for NSG1 and NSG2.

D. Flow logs will be enabled for NSG2 only.

Answer: (SHOW ANSWER)

NEW QUESTION: 71
You have an Azure subscription that contains the Azure Active Directory (Azure AD) resources shown in the following table.

Name Dnurﬂﬁ‘-

Userl User

—

Ul

| I .
Groupl Security group that.hds @ Membership type of Qirnamiklb
Managed1 Managed identity
Appl Enterprise application

You create the groups shown in the following table.
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Name Description
Group5 Security group that has a Membership type of Assigned
Group6 Microsoft 365 group that has a Membership type of Assigned

Which resources can you add to Group5 and Group6? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl only
Userl and Groupl only ‘
Userl, Groupl, and edl only

Userl, Groupé @59&(11, and Appl

B

“ﬁ only
Userl and Groupl only
Userl, Groupl, and Managed1 only

Userl, Groupt, Managedlsand Appl

Answer:

Userl only
Userl and Groupl only

Userl and Groupl only

Userl, Groupl, and Managed1 only

Userl, Groupl, Managedl, and Appl

Explanation:
Graphical user interface, text, application Description automatically generated



Group5: v

Userl only
Userl and Groupl only
Userl, Groupl, and Managed1 only

Userl, Group‘hm’ﬁa’g‘edl, and Appl

Groupb: =; VF ﬁ
L&&?&nly

Userl and Groupl only

Userl, Groupl, and Managedl only

Userl, Groupl, Managedl, and Appl

NEW QUESTION: 72
You create resources in an Azure subscription as shown in the following table.

g e B MCTORss ]

RG1 Resource group West Europe
VNET1 Azure virtual network West Europe
Contoso01901 Azure Storage account West Europe

VNET1 contains two subnets named Subnet1 and Subnet2. Subnet1 has a network ID of 10.0.0.0/24. Subnet2 has a network ID of 10.1.1.0/24.
Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)



(Gat-AzStoragefAccount

ByPass : Logging, Metrics

DefaultAction : Deny

IpRules - [193.77.0.0/16,...1

VirtualNetworkRules : [/subscriptions/a9%0cBecB8f-dBbo-4112-abfb-
dac4906573dd/ resourceGroups /RG1 /providers /Microsoft Metwork/
virtualNetworks/VNET1/subnats/Subnetl, . ..]

PS8 C:\> (Gat-AzStorageAccount RG1 contes0l901) . NetworkRuleSat.
IpRules
IPAddressOrRange

193.77.0.0/16

> (Get-AzStoragefccount contosol90l) . NetworkRules

VirtualNetworkResourceld

State
[subscriptions/a%90cBcBf-dBbe-4112-abfb dac4d906573dd/resourceGroups / =m==—-
RG1l/providers/Microsoft. NetworEWirtualNetworks/VNETLl/subnets/Subnetl Succeedad

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

An Azure virtual machine on Subnet1 can access data in Contoso1901. O

An Azure virtual machine on Subnet2 can access data in Contoso1901. O

A computer on the Internet that has an P address of 193.77:10.2 can access O
data in Contoso1901. \/ - .

Answer:
Statements

An Azure virtual machine on Subnetl can access data in Contoso1901.

An Azure virtual machine on Subnet2 can.atcess data in Contoso1901.

A computer onthe Internetghdt has an 1P address of 193.77.10.2 can access
datain Contosod9C1. |\/ I O

Explanation:



tel Yes

An Azure virtual machine on Subnetl can access data in Contosiol901. | O |

An Azure virtual machine on Subnet2 cai access data in Contosol1901. O

A computer on the Interniet that has an IP address of 193.77.10.2 can access | o :
data in Contoso1901. '

Box 1: Yes

Access from Subnet1 is allowed.

Box 2: No

No access from Subnet?2 is allowed.

Box 3: Yes

Access from IP address 193.77.10.2 is allowed.

NEW QUESTION: 73
You have the hierarchy of Azure resources shown in the following exhibit.



)

Tenant Root Group

|
. v

({x) (]

ManagementGroup1 ManagementGroup?2

v
Subscription1 Subscription2
v |
‘ l
%) () (%)
RG1
RG2 RG3
.
VM2

RG1, RG2, and RG3 are resource groups.
RG2 contains a virtual machine named VM1.
You assign role-based access control (RBAC) roles to the users shown in the following table.

Name Role Added to resource
User1 Contributor Tenant Root Group
Virtual Machine Lo
User2 Contribular Subscription2
Virtual Machine
User3 Admifistarogin | RS2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements Yes Nc

User1 can deploy virtual machines to RG1. ©) O

User2 can delete VM2. O

0l
User3 can reset the password of the built-in Administrator aCMtI(S&.I‘B SQ ft O

Answer:

Statements

User1 can deploy virtual machines to RG1. . 1

User2 can delete VM2.

User3 can reset the passwuruefthe built-in Administrator account of VM2. O

Explanation:
Statements Yes No

User1 can deploy virtual machines to RG1. || O
esdihiceea 't m o
IﬂserS can reset the password of the built-in Administrator account of VM2. O (e}

NEW QUESTION: 74
Which virtual networks in Sub1 can User2 modify and delete in their current state? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Virtual networks that User2 can modify:

Virtual networks that User2 can delete:

Answer:

v

VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

v

VNET4 only
VNET4 and VNET1 only

NET4 mw&#ﬁd VNET1

Virtual networks that User2 can delete:

¥\ icr

Virtual networks that User2 can modify:

v
(VNET4only =~
|VNET4 and VNET1 only |
VNET4, VNETB and VNET1 only
VNET4, VNET3, VNET2, and VNET1
______ v

[VNET4 only
VNET4 and VNET1 only
\J T_g VNET3, and VNET1 only

NET3, VNET2, and VNET1

Explanation:




Virtual networks that User2 can modifyrn IVIICTOSOTT v
VNET4 only

VNET4 and VNET1 only

VNET4 VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Virtual networks that User2 can deléte: v
VNET4 only

VNET4 and VNET1 only

VNET4, VNET3, and VNET1 only
VNET4, VNET3, VNET2, and VNET1

Box 1: VNET4 and VNET1 only

RG1 has only Delete lock, while there are no locks on RG4.

RG2 and RG3 both have Read-only locks.

Box 2: VNET4 only

There are no locks on RG4, while the other resource groups have either Delete or Read-only locks.

Note: As an administrator, you may need to lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or modifying critical resources. You can set
the lock level to CanNotDelete or ReadOnly. In the portal, the locks are called Delete and Read-only respectively.
* CanNotDelete means authorized users can still read and modify a resource, but they can 't delete the resource.
* ReadOnly means authorized users can read a resource, but they can ' t delete or update the resource.

Applying this lock is similar to restricting all authorized users to the permissions granted by the Reader role.
Scenario:

User2 is a Security administrator.

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.

User2 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 VIRGAH

Sub1 contains the locks shown in the following table.

Name Set cn\Vli{rosbock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only

References:




https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

NEW QUESTION: 75

You are configuring an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry.

You need to use the auto-generated service principal to authenticate to the Azure Container Registry.

What should you create?

A. an Azure Active Directory (Azure AD) group

B. an Azure Active Directory (Azure AD) role assignment

C. an Azure Active Directory (Azure AD) user

D. a secret in Azure Key Vault

Answer: (SHOW ANSWER)

When you create an AKS cluster, Azure also creates a service principal to support cluster operability with other Azure resources. You can use this auto-generated service principal for authentication with an

ACR registry. To do so, you need to create an Azure AD role assignment that grants the cluster's service principal access to the container registry.
References:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks

NEW QUESTION: 76

You need to create an Azure key vault. The solution must ensure that any object deleted from the key vault be retained for 90 days.
How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

New-AzureRmEeyVauld € . =VaultName ‘KeyVaultl’ -ResourceGroupName ‘RGl

-Location ‘East US’ . : li | v
_EnabledForDeployment -Confirm
~EnablePurgeProtection -DefaultProfile
-Tag -EnableSoftDelete

-SKU

Answer:

New-AzureRmKeyVault -VaultName ‘KeyVaultl’ -BESBurceGroupName ‘BGl

2 FH 8 B N B T e S

-Location ‘East US’ v v
-EnabledForDeployment -Confirm
-EnablePurgeProtection _ , | [-DefaultProfile
-1ag :EnableSoftDelete
-SKU
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Explanation:

New—-AzureRmKeyVault —VaultName ‘KeyVaultl®  —-ResourceGroupName ‘RG1l’

-Location ‘East US’ v |v

-EnabledForDeployment -Confirm
|-EnabloPurgeProtection -DefaultProfile
Sas )\ / f -EnableSoftDelete
= -SKU

Box 1: -EnablePurgeProtection o

If specified, protection against immediate deletion is enabled for this vault; requires soft delete to be enabled as well.
Box 2: -EnableSoftDelete

Specifies that the soft-delete functionality is enabled for this key vault. When soft-delete is enabled, for a grace period, you can recover this key vault and its contents after it is deleted.
References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/new-azurermkeyvault

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 77

You have an Azure subscription mat contains a resource group named RG1. RG1 contains a storage account named storage1.
You have two custom Azure rotes named Role1 and Role2 that are scoped to RG1.

The permissions for Role1 are shown in the following JSON code.


https://www.edudump.com/exams/Microsoft/AZ-500/premium/

“permissions™: [ . M I C rD Sﬂft
{
“sctions”™: [
“Hicrosoft.Storsge/ storageAccounts/Listhevasaction”,

]J

“motActions=: [],
“datasctions™: [],
“motDetadctions™: []

1
The permissions for Role2 are shown in the following JSON code.

“permissions”: [

{

“sctions”: ]
“Hicrgsoft,Storage/storageAccounts/1istEeys/action”,

“Microsoft.Storage/ storagesccounts/ListAccountSas/action”™,

“Hicrosoft.Storage/storageldccounts/read™

1

“motactions™: [].

“datadctiona™: [],

“notDataketions®: []

Statements

Answer:

| Microsoft “.\e

wm.mm::%(am

Wamﬁeﬁmmmm

=Microsoft
En':mmmmwx. m 'net

Explanation:

reechd

User3 can restore siorage from a badkup in Azure Backup.

NEW QUESTION: 78
You have an Azure AD turned that contains a user named User1.



You purchase an App named App1.

User1 needs to publish App1 by using Azure AD Application Proxy.
Which role should you assign to User1?

A. Cloud Application Administrate

B. Application Administrator

C. Cloud App Security Administrator

D. Hybrid identity Administrator

Answer: (SHOW ANSWER)

NEW QUESTION: 79
You have a management group named MG1 that contains an Azure subscription named Sub1. Sub1 contains the resources shown in the following table.

RG1 | Resourcegroup
VM1 Virtual machine
Vault1 .} Adure key vault

| Analytics workspace

You need to protect the resource? in Sub1 by using Microsoft Defender for Servers Plan1 and Microsoft Defender for Key Vault.

From the Azure portal, on which resources can you enable Defender for Servers Plan 1, and on which resources can you enable Defender for Key Vault? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Defender for Servers Plan 1 [
Sub1 only

'Sub1 and RG16hly
Sub1 and UMY only
Subl and,MG1 only

Sub1 and Workspace1 only
|Sub1, MG1, and VM1 only

DEfen ey for Key Vault l

Sub1 only

|Sub1 and RG1 only

Sub1 and Vault1 only

Sub1 and MG1 only

Sub1 and Workspace1 only

Microsoft==
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Answer:

AITYWET Area

=" Microsoft

Explanation:
Answer Area

NEW QUESTION: 80
You have an Azure subscription that contains the virtual networks shown in the following table.

Defender for Servers Plan 1. |

Sub1 only

'Sub1 and RG1 only
Sub1 and VM1 only
Sub1 and MG1 only

1
_________ |

1Sub1 only |

|§ut?1 and RG1 only

Sub1 and Vault1 only

'Sub1 and MG1 only

Sub1 and Workspace1 only
'Sub1, MG1, RG1, and Vault1 only

o

*
Defender lor%&n 1

Sub1, MG1, RG1, and VM1 only

éé RATEFSS

.

G

NSG1 and NSG2 both have default rules only.
The subscription contains the virtual machines shown in the following table.

Name | Connected to
VM1 Subnet
VM2 Subnet2




The subscription contains the web apps shown in the following table.

Name Description
WebApp1 | Uses an App Service plan in the Premium pricing tier and
has virtual network integration with VNet1

Uses an App S ‘?..plan_in the Isolated pricing tier and
is deployed tﬂ!}n"éM Icrosoft

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

WebApp2

Explanation:

| T~ 1
|

—

Answer Area
Statements Yes No
WebApp1 can connect to VM2. ® O
NSG1 controls inbound traffic to WebApp1. @) O
— 1\ | tef o130 1 utl O )
Answer:
Answer Area .l 4
m- Microsafl. e - "
WebApp1 can cunnecttu"ﬂvw :_-O_' O
NSG}Z.-mlﬁiﬁ:;plé'*-.‘t.Hb;und traffic to WebApp1. O ':0: j
WebAppZ can connect to VM1. O




Answer Area

Statements Yes

WebApp1 can cofnectto VMZ. O

NSG1 controls'inbound traffic to WebApp1.

WebAppZ can connect to VM1.

No

NEW QUESTION: 81

You have an Azure subscription that contains two virtual machines named VM1 and VM2 that run Windows Server 2019.
You are implementing Update Management in Azure Automation.

You plan to create a new update deployment named Update1.

You need to ensure that Update! meets the following requirements:

* Automatically applies updates to VM1 and VM2.

* Automatically adds any new Windows Server 2019 virtual machines to Update1.
What should you include in Update1?

A. a dynamic group query

B. a security group that has a Membership type of Assigned

C. a Kusto query language query

D. a security group that has a Membership type of Dynamic Device

Answer: (SHOW ANSWER)

NEW QUESTION: 82

You have a web app named WebApp1.

You create a web application firewall (WAF) policy named WAF1.
You need to protect WebApp1 by using WAF1.

What should you do first?

A. Deploy an Azure Front Door.

B. Add an extension to WebApp1.

C. Deploy Azure Firewall.

Answer: (SHOW ANSWER)

References:
https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door

NEW QUESTION: 83
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You have multiple development teams that will create apps in Azure.

You plan to create a standard development environment that will be deployed for each team.

You need to recommend a solution that will enforce resource locks across the development environments and ensure that the locks are applied in a consistent manner.
What should you include in the recommendation?

A. an Azure policy

B. an Azure Resource Manager template

C. a management group

D. an Azure blueprint

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

NEW QUESTION: 84

You have an Azure subscription.

You plan to create two custom roles named Role1 and Role2.

The custom roles will be used to perform the following tasks:

* Members of Role1 will manage application security groups.

* Members of Role2 will manage Azure Bastion.

You need to add permissions to the custom roles.

Which resource provider should you use for each role? To answer, drag the appropriate resource providers to the correct roles. Each resource provider may be used once, more than once, or not at all. You
may need to drag the split bar between panes or scroll to view content

Resource Providers WL . Answer Area

[ Microsoft. Compute

| Microsoft. Network
|

Microsoft.Security

Microsoft.Solutions

Answer:
MESOUrce rFrovigers ANSWET Area

[ Microsoft Network | 1

s — — —c—. J

e — — . —" — _—.]

Microsoft.Secunty

| S —— Role2: || Microsoft.Network |

R — —

Explanation:
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Resource Providers
‘Microsoft.Compute

Microsoft.Network

Rolel: | Microsoft.Network

Microsoft.Secunty
SRSy Role2: Microsoft.Network

[ Microsoft.Solutions

NEW QUESTION: 85

You have an Azure subscription named Sub1.
You have an Azure Active Directory (Azure AD) group named Group1 that contains all the members of your IT team.

You need to ensure that the members of Group1 can stop, start, and restart the Azure virtual machines in Sub1. The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Answer Area

Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet.

icrosoft

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

Answer:



Actions

Create a JSON file. I

=i 2 |\
Run the New-AzureRmRoleDefinitiontmdlet. t
Run the New-AzureRmRoleAssignment cmdlet. 1

S

Answer Area

m— — — — - — — — — m— — — — — — o — —

Create a ISON file.

! Run the New-AzureRmRoleDefinition cmdlet. l
l Run the New-AzureRmRoleAssignment cmdlet. I

Explanation:

Create a JSON file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the reRmRoleAssignment cmdlet.
E‘h 1ICrOS n}'r &

References:

https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

NEW QUESTION: 86

You have an Azure subscription that contains a user named User1. User1 is assigned the Reader role for the subscription.
You plan to create a custom role named Role1 and assign Role1 to User1.
You need to ensure that User1 can create and manage application security groups by using the Azure portal.

Which two permissions should you add to Role1? To answer, select the appropriate permission in the answer area.

NOTE: Each correct selection is worth one point.




MII2WSI AaTa

¥ ¥ o] I.vl";.o-c
J "H & wef{prn.
Add permissions I_\U%J L ( ” I.,TQ ff’“e ] i
Microsoft Monitoring Insights Microsoft Monitoring Insights Microsoft Monitoring Insights Microsoft Network

Microsoft SecurityGraph

Enable your workforce to be productive

on all their devices, while keeping your
organization's information protected.

Microsoft. Dynamics Telemetry

Connect cloud and on-premises
infrastructure and services to provide
your customers and users the best.

Microsoft Operations Management
A simplified management solution for
any enterprise

Microsoft Policy Insights
Summarize policy states for the
subscription level policy definiion.

Microsoft Portal
Build, manage, and monitor all Azure
products in a single, unified console.

Microsoft Power Bl Dedicated
Manage Power Bl Premium dedicated
capacities for exclusive use by an
organization.

Microsoft Power Platform
Microsoft. PowerPlatform

Answer:
ANSWEr Area

Add permissions

Microsoft Project Babylon
Microsoft ProjectBabylon

Microsoft Purview
Microsoft. Purview

Microsoft Resource Graph
Powerful tool to query, explore, and
analyze your cloud resources at scale.

Microsoft Monitoring Insights

Microsoft Monitoring Insights

Microsoft Monitoring Insights

Microsoft Network
Connect cloud and on-premises

Microsoft Operations Management
A simplified management solution for
any enterprise

Summarize policy states for the
subscription level palicy definition.

Build, manage, and monitor all Azure
products in a single, unified consale.

Microsoft SecurityGraph Enable your workforce to be productive | | Microseft DynamicsTelemetry _
on all their devices, while keeping your infrastructure and services to provide
organization’s information protected. your customers and users the best.
Microsoft Policy Insights Microsoft Portal Microsoft Power Bl Dedicated

Manage Power Bl Premium dedicated
capacities for exclusive use by an
arganization.

Microsoft Power Platform
Microsoft. PowerPlatform

Explanation:

Microsoft Project Babylon
Microsoft ProjectBabylon

Microsoft Furview _
Mmrusd‘LF’ume]?v& fJ T

K ik
T

Microsof

Resource Graph




Add permissions

: ' ’
Microsoft Monitoring inuighdts. Microsoft Menitoring Irsights Microseht Monitoring Inslghts Microscft Mebwork
Mool SecuntyGraph | bl mmgr wedkier s 10 B peosd] ootees Fh;l_'.z\ﬁ,b]—l’“l1'-n'r":!'l. Comract clogsd and on-premmet
o all e dveirl. alile Lpwpang ol rifr it angd serades i prowvide

Organization’s information profected l WOLNT CLrstoemiery Anc Lriert Thee Dt

- o i.__ o —
Microsoft Oper atbons Management Microsoft Policy imlghts I Microsoft Portal . Microsolt Power B Dedicated

A el FrasoErnert wolusenn bor Sur=rraiue pobcy vtale for e Bshd rmanage, and morstor sl Anee P i Peraer B8 Frarrman dwscie stasd
Wy eniberpr e tncription hevel pod -_'rﬂn"ﬂn. products in a sndle st coRmode capadibes for enthuive uid by an

e il eon

Microsoft Progect Rabylon Microsatt Purview Mllcrosolt Resource Graph

Mo o M P B iy o B L PLR W Powerfull 100l b0 Queiry,. Expiise. and
arupbyle wour Aoud euETel of wale

Microioft Resoutcekiealth Microseft Resources Macrosolt SAP HAMA on Afure
Diagnoss ancd o8t suppeT o esnale Deprcwyrmeent s mardademend nace o B the Larget SAF HANA wolthosadi o
probderms that atfect your Anse Anure that enables you 1o creste. updale arvy hrypencsie doud provdes

PO L o] dlesete reSOURTES O o A

1. Microsoft Portal 2. Microsoft Network https://learn.microsoft.com/en-us/azure/azure-resource-manager
/management/azure-services-resource-providers

NEW QUESTION: 87

You have an Azure subscription that contains an Azure Blob storage account bolb1.
You need to configure attribute-based access control (ABAC) for blob1.

Which attributes can you use in access conditions?

A. blob index tags and container names only

B. blob index tags only

C. blob index tags, file extensions, and container names

D. file extensions and container names only

Answer: (SHOW ANSWER)

NEW QUESTION: 88

You have an Azure subscription named Subscription1.

You need to view which security settings are assigned to Subscription1 by default.
Which Azure policy or initiative definition should you review?

A. the Audit diagnostic setting policy definition

B. the Enable Monitoring in Azure Security Center initiative definition

C. the Enable Azure Monitor for VMs initiative definition

D. the Azure Monitor solution 'Security and Audit' must be deployed policy definition
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Answer: (SHOW ANSWER)
Reference:
https://docs.microsoft.com/en-us/azure/security-center/tutorial-security-policy

https://docs.microsoft.com/en-us/azure/security-center/policy-reference

NEW QUESTION: 89

You have an Azure subscription that contains an Azure SQL database named SQL1. You need to configure SQL1 to use Always Encrypted. What should you use?
A. pgAdmin

B. the Azure portal

C. MySQL Workbench

D. Microsoft SQL Server Management Studio (SSMS)

Answer: (SHOW ANSWER)

NEW QUESTION: 90
You have a file named File1.yaml that contains the following contents.

apiVersion: 2018-1@-01
location: eastus
name: containergroupl
properties:
containers:
- name: containerl
properties:
environmentVariables:
- name: 'Variablel'
value: 'Valuel'
- name: 'Variable2®'
secureValue: ‘Malue2'’
image: nginx
ports: []
resources:
requests:
cpu: 1.0
memoryInGB: 1.5
osType: Linux
restartPolicy: Always
tags: null
type: Microsoft.ContainerInstance/containerGroups

You create an Azure container instance named container1 by using File1.yaml.

You need to identify where you can access the values of Variable1 and Variable2.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Variable1;

Variable2:

Answer:

Variable1:

Variable2:

Explanation:

Variable1:

Variable2:

Reference:

Cannot be accessed
Can be accessed from the Azure portal only

Can be accessed from inside container1 only
Can be accessed from inside container1 and the Azure portal

v

Cannot be accessed
Can be accessed from the Azure portal only

Can wmd from mmdi ﬁgntalneﬂ only |
Can bEac d frofindide eontainer1 and the Azure portal

Cannot be accessed
Can be accessed from the Azur
Can be accessed from msrd 2

@ VIicrosoft
Cannot be accessed
Can be accessed from the Azure portal only
Can be accessed from inside cnntaineﬂ nnly

|Can be accessed from insic

Cannat be accessed
Can be accessed from the Azure portal only

ed flﬂiﬂ w&: on il'{ﬁ'l only

A=k Ll

Can be accessed from inside container1 and the Azure portal

(s i Ve 3 il St i




https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-variables

NEW QUESTION: 91

You need to configure WebApp1 to meet the data and application requirements.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Upload a public certificate.

B. Turn on the HTTPS Only protocol setting.

C. Set the Minimum TLS Version protocol setting to 1.2.

D. Change the pricing tier of the App Service plan.

E. Turn on the Incoming client certificates protocol setting.

Answer: (SHOW ANSWER)

Refer https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%O0FF Special Discount Code: freecram)

NEW QUESTION: 92
You have an Azure subscription that contains the Azure Firewall policies shown in the following table.

MNamae Type

~tandarc

Premium

The subscription contains the firewalls shown in the following table.
Mamea Tier [ Palicy

Premium Policy 2

W2 Premium | Polic
The subscription contains the virtual networks shown in the following table.

MName Firewall

VMNetl W1

F _'|l_'_

fi i
18
L¥Widik

i
INE

For e“ach of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.


https://www.freecram.net/q/67618-6270808/
https://www.edudump.com/exams/Microsoft/AZ-500/premium/

Answer Area
Statements P 2 Yes Mo

You can use URL filtering on the network rules for Vet

You can use an intrusion cetection and peeyediion Ms1émATDFS) to manitor malicious
actvity on VNet2 1 o5

If you configure peering ' E{Mﬂ,e Otf_,t_,'.raﬁrchsn*w.'e:;‘-
will be inspected DH r rgg

Answer:
Answer Area
Statermnents Yes ‘__Nu__
You can use URL filternng on the network rules for ViNet1 | C |
I-— -

You Can useé an INtruson detection and peévention SiatemifiDPS) 1o monitor mahious |
Mvity on ViNetZ L -
if you configure peering between U;MWI . 1rfjt§"ﬁ'ffrfm VNet3 [ I
will be inspected E"ﬂ TC = -

Explanation:

You can use URL filtenng on the network rules for VNet1

You can use an intrusion detection and prevention syste monitor malicious -
actiaty on Viet2,

If you configure peenng between Vivetl and UN%@IN outbound traffic from Yiet3 4 ie
will be ingpecied.

i &M\/Iicmsouft

e

NEW QUESTION: 93
You have a Microsoft Entra tenant that contains the users shown in the following table.

IVIICroso -
ember of Multi-factor authentication (MFA) status

Group1, Group2 Enabled ("
Group1 Disabled

You create and enforce a Microsoft Entra Identity Protection sign-in risk policy that has the following settings:
* Assignments: Include Group1, exclude Group2

* Conditions: Sign-in risk level: Low and above

* Access: Allow access, Require multi-factor authentication

You need to identify what occurs when the users sign in to Microsoft Entra ID.

What should you identify for each user? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point.

o ®
e syt e NGRS

Be blocked

Sign in by using a username and password only

When User2 signs infrom an unfamiliar location, the user will: ‘ Be blocked b ’

| Be prompted for MFA
| Sign in by using a username and password only

Answer:
Answer Area L > w0
2\ 4
a , e I!'F et ? <
When User1 signs in from an anonymous IP address, th%qs owill: _Be prompted for MFA st
~ LT Be blocked
= 1"\:\ v
o \\"h' \.\-h"
W “-i};-;, > Sign in by using a username and password only
i Wl . - = —
L TV F \ ¢
. M I c ro S O'ﬁfta-n User2 signs in from ad unfamiliar location, the user will:
- iﬁ;l":‘-‘.:-":l
L\‘-Eqﬁ}'-;i .
. W _— = =
~.’.J”.;“-’s‘» s’ Bé prompted for MFA
s PO gl .

.4 W Sign in by using a username and password only

o mEE————— A T T GXzXX& o= T . i
Explanation:

Answer Area
- *

M ICro SOft When User1 signs in from an anonymcmﬁ réss, the user will:  Be prompted for MFA

When User2 signs in from a@a‘iliar location, the user will: Be blocked

NEW QUESTION: 94
You have an Azure subscription that uses Microsoft Defender for Cloud.
Defender for Cloud has the security alerts shown in the following exhibit.



03 W3

Open alerts Active alerts Affected resources

] £ Search by ID, IP, name, or affecte... J %
| No grouping
]:| Severity T, Alert name T} M MITRE ATT& Status ft
|:| Medium ° Suspicious authentication re 3 cksﬁs
[] | Medium @ Suspicious auth&‘n ty K vm-4 RG9 12/02/23. 11:39 PM " Pre-attack  Active
|:’ Medium o Suspicious authentication activity B oym-a RG9S 12/02/23, 11:18 PM " Pre-attack  Active
D Medium 0 Suspicious authentication activity L+ RV YR RG9 12/01/23. 12:44 PM " Pre-attack Resolved
Answer Area
If you change the status of the alert that was triggered at the alert will no h"?“ih"’“*“" s
05:11 PM to Dismissed, [answer choice]. |the alert M:tiwty S!II'E hnil \mll change

the alert severity

thl stitus nf all four alerts wlll change

- . The status of the alert that was tnggered at. 12:-44 PM [amwer _can be changed to Active, In Progress, or Dismissed ¥

choice]. | can be changed to Active only
ICrOSO t B langet 15 Actor Deniesi ol
can be changed to Active, In Progress, or Dismissed
can be changed to In Progress or Dismissed only

Answer:




If you change the status of the alert that was triggered at  the alert will no longer be visible | w
05:11 PM to Dismissed, [answer choice]. lthe -:I|Ert a.:tmty start time will change

T! (answer _can be changed to Active, In Proaress, or Dismissed B3
choice]. | can be changed to Active only
| can be changer.! tu An'we or Dismissed c-nh;

Th;tatus ci the a.m:% tn G
—=\% |crosoft

Explanation:

If you change the status of the alert that was triggered at | ti
05:11 PM to Dismissed, [answer d'Io' e

-Tﬂtlli of _the alert that was nggeee wer can be changed to Active, In Progress, or Dismissed
I'\ ,JI - dwlce}

icrosof§

NEW QUESTION: 95

You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.
What should you use in the Azure portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To configure the registration settings: o A v
Azure AD = User settings

Azure AD — App registrations settings

f..-:_ ga\ﬁerpnse Applications — User settings

To configure the consent settfngs v

Azure AD — User settings
Azure AD f p reg:stratlons settings

,'_fi-;.""
ko M | (ERterdri€e)Applications — User settings

Answer:



To configure the registration seﬁti‘ngs:im =| CL@ S'th v
— Azure A

D~ User settings ;

e

Aztire AD — App registrations settings

Enterprise Applications — User settings

To configure the consent settings: v

Azure AD — User settings
Azure AD - App registrations settings

o SR PR TR T AR T R T R e e T ——
Enterprise Applications — User settings

Explanation:

To configure the registration settings:
M ft Azure AD - User settings

ICIFOSO Azure AD < App registrations settings

? _Eﬁiﬁl‘bl‘iﬂ% Applications — User settings

To configure the consent_sgtiinés:" ' v
2l %A Azure AD — User settings

Azure AD — App registrations settings
Enterprise Applications — User settings

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

NEW QUESTION: 96
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

Namal/I[CTOS01 Role Sign in frequency
User1 Password administrator | Sign in every work day
User2 Password administrator | Sign in bi-weekly

Global administrator, .
User3 Password administrator | S'9n$ in every month

You configure an access review named Review1 as shown in the following exhibit.



) N

301 )

20190

2019-03-20 L

Users

Password admunistrator

F‘:l" VIEWe! s

Members{seif)

.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

User3 can perform Review1 for ' \VMi1cro <O v

User3 only
User1 and User2 only
Wserl, User2, and User3

if User? fails to complete Review1 by Maich 20, 2019 v
The Password administrator role will be revoked from User2
User2 will retain the Password administrator role
User3 will receive a confirmation request

Answer:



User3 can perform Review1 for = V]
bicsony
User{.and Wser2 only

Usérd, User2, and User3

If User2 fails to complete Review1 by March 20,2019 " v
F‘he Password administrator role will be revoked from User?

User2 will retain the Password administrator role

User3 will receive a confirmation request |

Explanation:
User3 can perform Review1 for — \
User3only = T
User1 and User2 only
User1, User2, and User3
If User2 fails to complete Review1 by March.20,.2019" v
The Password administrator role will be revoked from User2
User2 will retain the Password administrator role
User3 will receive a confirmation request

Box 1: User3 only

Use the Members (self) option to have the users review their own role assignments.

Box 2: User3 will receive a confirmation request

Use the Should reviewer not respond list to specify what happens for users that are not reviewed by the reviewer within the review period. This setting does not impact users who have been reviewed by the
reviewers manually. If the final reviewer ' s decision is Deny, then the user ' s access will be removed.

No change - Leave user's access unchanged

Remove access - Remove user's access

Approve access - Approve user's access

Take recommendations - Take the system ' s recommendation on denying or approving the user ' s continued access References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to- start-security-review

NEW QUESTION: 97

You have an Azure Sentinel workspace that has the following data connectors:

* Azure Active Directory Identity Protection

* Common Event Format (CEF)

* Azure Firewall

You need to ensure that data is being ingested from each connector.

From the Logs query window, which table should you query for each connector? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Azure Active Directory Identity Protection: : v

AzureDiagnostics
CummnnﬁecuntyLog
SecurityAlert
SecurltyEvent

Syslog

Azure Firewall: I‘-
o -3 =

‘% %& S tyL
% @{ @ Securltin:riun iy
% %E @ Securi t

Syslogm= IVIicCrosoft
CEF: v
- AzureDiagnostics
CummnnSecuntyLog
SecurityAlert
E §EéuntyEveni
Syslog
Answer:
Azure Active Directory Identity Protection: v
AzureDiagnostics
CommonSecurityLog
| SecurityAlert | -
gefufs-tyfvgnt

Azure Firewall:

O‘ 6 SecurityAlert
e, SecurityEvent
&( e‘ Syslog ' -
CEF: v
Azuremagnostlcs

SecuntyAlert
SecurityEvent

Syslog




Explanation:
Graphical user interface, application, table Description automatically generated

Azure Active Directory Identity Protection:

AzureDiagnostics
CommonSecuritylog
SecurityAlert
SecurityEvent

Syslog

Azure Firewall:

AzureDiagnostics
CommonSecuritylog
SecurityAlert
SecurityEvent

Syslog

AzureDiagnostics
CommonSecuritylLog
SecurityAlert
SecurityEvent

rO Pt

NEW QUESTION: 98

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.

Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only:

Lab Instance: 28681041

Task 4

You need to ensure that a user named user2-28681041 can manage the properties of the virtual machines in the RG110d28681041 resource group. The solution must use the principle of least privilege.
Answer:

Check below steps in explanation for Task

Explanation:

To ensure that a user named user2-28681041 can manage the properties of the virtual machines in the RG110d28681041 resource group using the principle of least privilege, you can follow these steps:
In the Azure portal, search for and select the resource group named RG110d28681041.

In the left pane, select Access control (IAM).



Select Add.

In the Add role assignment pane, enter the following information:

Role: Select the appropriate role for your scenario. For example, Virtual Machine Contributor.
Assign access to: Select User, group, or service principal.

Select: Enter the name of the user you want to assign the role to. For example, user2-28681041.
Select Save.
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal

NEW QUESTION: 99

You are troubleshooting a security issue for an Azure Storage account.

You enable the diagnostic logs for the storage account. What should you use to retrieve the diagnostics logs?
A. the Security & Compliance admin center

B. SQL query editor in Azure

C. File Explorer in Windows

D. AzCopy

Answer: (SHOW ANSWER)

References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure%2fstorage %
2fblobs%2ftoc.json

NEW QUESTION: 100
You have an Azure subscription named Sub1 that uses Microsoft Defender for Cloud. You have the management group hierarchy shown in the following exhibit.

Tenant Root Group

=
L
ihds
i

I“. ]
Subl MG1
You create the definitions shown in the following table.
Name Location Type |
Policy1 Sub Palicy
Initiativel | Tenant RootGroup Initiative
InitiativeZ | Sub1 Initiative
Initiative 3 184G " Initiative

You need to use Defender for Cloud to add a security policy. Which definitions can you use as a security policy?
A. Initiative1 and Initiative2 only

B. Initiative1, Initiative2, and Initiatives only

C. Policy1 and Initiative1 only


https://www.freecram.net/q/67618-6270816/

D. Policy1, Initiative1, Initiative2, and Initiative3
E. Policy1 only
Answer: (SHOW ANSWER)

NEW QUESTION: 101
You have an Azure subscription that contains the resources shown in the following table.

Mame Type Resource provider
VM1 Virtual machine Microsoft. Compute
storage Storage account Microsoft Storage
WebApp1 | Azure App Service web app | Microsoft. Web

You plan to use service endpoints and service endpoint policies.
Which resources can be accessed by using a service endpoint, and which resources support service endpoint policies? To answer, select the appropriate options in the answer area.

NOTE; Each correct selection is worth one point.

M’w ath)i @1"'@5 @afnt torage1 and WebApp1 onl i

storagel and WebApp1 only

VM1 and storage1 only
VM1 and WebApp1 only
VM1, storage1, and WebApp1 only

Suppant service endpoint policies ‘ _r.tmaﬂﬂ an!i v ’

VM1 only

WebApp1 only

VM1 and storagel only
Storage1 and WebApp1 only

Answer:
Answer Area

Can be accessed by using a service endpoint

— i — — o — m— S G S

NEERTidkesoft

f r e e Gx*:ace endpoint policies: |i_ R E ’ |

WebApp1 only
VM1 and storage1 only
Storage1 and WebApp1 only

Explanation:


https://www.freecram.net/q/67618-6270817/

W ViicrosoTt

Can be accessed by #Sing.a Serwc® endpoint | sroragel and Webapp1 only

54.||:h'||:.1rl service endpoint policies:  storagel only

NEW QUESTION: 102

You have an Azure Storage account that contains a blob container named container1 and a client application named App1.
You need to enable App1 access to container1 by using Azure Active Directory (Azure AD) authentication.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

FrAzMLﬁfOSOft 3 v

Register App1.

Create an access package.
Implement.an gpblicati On Proxy.
Modify the authentication methods.

LR

From the storage account:

Add a private endpoint.

Regenerate the access key.

Configure Access control (IAM).

Generate a shared access signature (SAS).

Answer:
From Azure AD: | v
Register App1.'
Create an access package.
Implement an application proxy.
Modify the authentication methods.
From the storage account: Y | v

A'dcl a private endpoint.
[Regenerate the access key. _ _

Configlie A ).
Generate m&&%;m (SAS).

Explanation:



From Azure AD: v
Register App1.

Create an access package.
Implement an application proxy.
Modify the authentication methods.

~rom the storage account v

Add a private endpoint.
Regenerate the access key.

Configure Access control (IAM).

Generate a shared access signature (SAS).

Reference:
https://azure.microsoft.com/en-in/blog/announcing-the-preview-of-aad-authentication-for-storage/
https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/storage/common/storage-auth-aad-rbac- portal.md

NEW QUESTION: 103

You have an Azure Container Registry named ContReg1 that contains a container image named image1.
You enable content trust for ContReg1.

After content trust is enabled, you push two images to ContReg1 as shown in the following table.

Name Details
imageZ2 Image was pushed with client content trust enabled.
image3 Image was pushed with client content trust disabled.

Which images are trusted images?

A. image1 and image2 only

B. image2 only

C. image1, image2, and image3

Answer: (SHOW ANSWER)

Azure Container Registry implements Docker's content trust model, enabling pushing and pulling of signed images.

To push a trusted image tag to your container registry, enable content trust and push the image with docker push.

To work with trusted images, both image publishers and consumers need to enable content trust for their Docker clients. As a publisher, you can sign the images you push to a content trust-enabled registry.
Reference:

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

NEW QUESTION: 104

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant.
From the Azure portal, you register an enterprise application.

Which additional resource will be created in Azure AD?

A. a service principal


https://www.freecram.net/q/67618-6270820/

B. an X.509 certificate

C. a managed identity

D. a user account

Answer: A (LEAVE A REPLY)
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

NEW QUESTION: 105
You have an Azure subscription that is linked to an Azure AD tenant and contains the resources shown in the following table.

Name Location Description
Group1 Not e-seCufity group in Azure AD
applicable
Managed1 | East US Managed identity
VM1 West US Virtual machine that has a System-assigned managed identity
VM2 Central US Virtual machiné
App1 Not Enterprise application in Azure AD
applicable

Which resources can be assigned the Contributor role for VM1?
A. Group1. Managed1, and VMZ2only

B. Group1, Managed1, VM1. and App1 only

C. Managed1 and App1 only

D. Group1 and Managed1 only

Answer: (SHOW ANSWER)

NEW QUESTION: 106
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system
MIMA 4 1 Mindows, Segver 2019
M2" ' ' WirdoWs Selver 2022
VM3 Server Core intall@han.ofWindows Server 2022
VM4 Windows Server 2022 configured with an Applocker policy

You are configuring Microsoft Defender for Servers.

You plan to enable adaptive application controls to create an allowlist of known-safe apps on the virtual machines. Which virtual machines support the use of adaptive application controls?
A. VM1 and VM2 only

B. VM2 and VM3 only

C. VM2 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: (SHOW ANSWER)



https://www.freecram.net/q/67618-6270821/
https://www.freecram.net/q/67618-6270822/
https://www.freecram.net/q/67618-6270823/
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NEW QUESTION: 107

You have an Azure subscription that contains 100 virtual machines and has Azure Security Cent,-. Standard tier enabled.

You plan to perform a vulnerability scan of each virtual machine.

You need to deploy the vulnerability scanner extension to the virtual machines by using an Azure Resource Manager template.
Which two values should you specify in the code to automate the deployment of the extension to the virtual machines? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. the user assigned managed identity

B. the Key Vault managed storage account Key

C. the Azure Active Directory (Azure AD) ID

D. the system-assigned managed identity

E. the primary shared key

F. the workspace ID

Answer: (SHOW ANSWER)

https://docs.microsoft.com/en-us/azure/azure-arc/servers/onboard-service-principal

NEW QUESTION: 108

You have 10 virtual machines on a single subnet that has a single network security group (NSG).
You need to log the network traffic to an Azure Storage account.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Install the Network Performance Monitor solution.

B. Enable Azure Network Watcher.

C. Enable diagnostic logging for the NSG.

D. Enable NSG flow logs.

E. Create an Azure Log Analytics workspace.

Answer: D (LEAVE A REPLY)

A network security group (NSG) enables you to filter inbound traffic to, and outbound traffic from, a virtual machine (VM). You can log network traffic that flows through an NSG with Network Watcher's NSG
flow log capability. Steps include:

* Create a VM with a network security group

* Enable Network Watcher and register the Microsoft.Insights provider

* Enable a traffic flow log for an NSG, using Network Watcher's NSG flow log capability

* Download logged data

* View logged data

Reference:



https://www.edudump.com/exams/Microsoft/AZ-500/premium/
https://www.freecram.net/q/67618-6270824/
https://www.freecram.net/q/67618-6270825/

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

NEW QUESTION: 109
You have an Azure Storage account that contains a blob container named container! and a client application named App1. You need to enable App1 access to container1 by using Microsoft Entra

authentication. What should you do? lo answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Create an access package
Implement an application promxy
Maodify the authentication methods

Configure Acceis control (JAN]
Add a private endpoint
Regenerate the access key
Configuie Access control (LAM)

Generate a shared access signature (SAS)

Answer:
Answer Area
From Microsoft Entr
ackage,
Implement an application proxy
Madify the authentication methods.
. l_-:urﬂ"fhe storage account:  Configure Access control (IAM) e
_— : Add a prvate endpoint
U =4 Regenerpte the gocess key. _
- | . I onfigure Access control (LAM)
i IMICrOSOTT 'l swedsces sonwetsas
Explanation:
Answer Area

From Microsoft Entrs_sRegister App! b

From the storage sccount: | Configure Access contral (LAM)

& Microsoft

NEW QUESTION: 110



You have an Azure subscription named Sub1 that contains an Azure Log Analytics workspace named
LAW1.

You have 100 on-premises servers that run Windows Server 2012 wd Windows Server 2016. The
servers connect to LAW1. LAW1 is configured to collect securil“ d performance counters from the
connected servers. +

You need to configure alerts based on the data coll W1. The solution must meet the

following requirements: ec'

* Alert rules must support dimensions.

" The time it takes to generate an ’gﬁgbe minimized.

* Alert nofifications must be gene only once when the alert is generated and once when the alert is
* resolved.

Which signal type should you use when you create the alert rules?

A. Log

B. Log (Saved Query)

C. Metric

D. Activity Log

Answer: (SHOW ANSWER)

Metric alerts in Azure Monitor provide a way to get notified when one of your metrics cross a threshold.

Metric alerts work on a range of multi-dimensional platform metrics, custom metrics, Application Insights standard and custom metrics.
Note: Signals are emitted by the target resource and can be of several types. Metric, Activity log, Application Insights, and Log.
References:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-metric

NEW QUESTION: 111
You have an Azure subscription named Sub1 that contains the Azure key vaults shown in the following table.

4

Name Re-ion | CI'O} (Reésource group

Vault1 West Europe RG1

Vault2 East US RG1

Vault3 West Europe RG2

Vault4 East US RG2
In Sub1, you create a virtual machine that has the following configurations:
* Name:VM1
* Size: DS2v2

* Resource group: RG1

* Region: West Europe

* Operating system: Windows Server 2016

You plan to enable Azure Disk Encryption on VM1.

In which key vaults can you store the encryption key for VM1?
A. Vault1 or Vault3 only

B. Vault1, Vault2, Vault3, or Vault4

C. Vault1 only
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D. Vault1 or Vault2 only
Answer: (SHOW ANSWER)
"Your key vault and VMs must be in the same subscription. Also, to ensure that encryption secrets don't cross regional boundaries, Azure Disk Encryption requires the Key Vault and the VMs to be co-located

in the same region." https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault

NEW QUESTION: 112
You have an Azure key vault named KeyVault1 that contains the items shown in the following table.

MName Type
[tem Ky
[tern2 Secret
Policy1 Access policy

In KeyVault1 the following events occur in sequence:

* item is deleted.

* ltem2 and Policy1 are deleted.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

ui
Answer Areca
Statements Yes MNo
! ar . ':‘ xl b |
ou Can aod a8 nesw 'l‘."?j. namead ltem1
A You cfigecover item2
Answer:
Answer Area
Statements Yes No
_—
You can reeaver PRlity 1 10
You can add a new key named tem | I I
YO rpaONeriitem, ' |

Explanation:


https://www.freecram.net/q/67618-6270828/

Answer Arca

Statements u Yes No
¥ - By ]
an 80d g B ke ed htes .

NEW QUESTION: 113
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system
VM1 Windows Server 2016
VM2 Ubuntu Server 18.04 LTS

From Azure Security Center, you turn on Auto Provisioning.
You deploy the virtual machines shown in the following table.

Name Operating system
VM3 Windows Server 2016
VM4 Ubuntu Server 18.04 LTS

On which virtual machines is the Log Analytics agent installed?

A. VM3 only

B. VM1 and VM3 only

C. VM3 and VM4 only

D. VM1, VM2, VM3, and VM4

Answer: (SHOW ANSWER)

When automatic provisioning is On, Security Center provisions the Log Analytics Agent on all supported Azure VMs and any new ones that are created.

Supported Operating systems include: Ubuntu 14.04 LTS (x86/x64), 16.04 LTS (x86/x64), and 18.04 LTS (x64) and Windows Server 2008 R2, 2012, 2012 R2, 2016, version 1709 and 1803 Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

NEW QUESTION: 114

You have an Azure subscription that contains virtual machines. The subscription uses Microsoft Defender for Cloud with the Foundational Cloud Security Posture Management (CSPM) plan.
You need to enable agentless scanning for the virtual machines.

What should you do in Defender for Cloud?

A. Enable the Defender CSPM plan.

B. Enable Microsoft Defender for Servers Plan1.

C. Create a custom standard security policy

D. Add a security solution.

Answer: (SHOW ANSWER)



https://www.freecram.net/q/67618-6270830/
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NEW QUESTION: 115

You have been tasked with applying conditional access policies for your company's current Azure Active Directory (Azure AD).
The process involves assessing the risk events and risk levels.

Which of the following is the risk level that should be configured for users that have leaked credentials?
A. None

B. Low

C. Medium

D. High

Answer: (SHOW ANSWER)

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:

Table Description automatically generated

Sign-in Activity Bl RisK.Level
Users with leaked credentials High
Sign-ins from anonymous IP Méedium
addresses
Impossible travel to atypigal Medium
locations
Sign-ins from infected devices Medium
Sign-ins from IP addresses with Low

suspicious activity

Cirnn-ine from ninfamiliar laratinne Marlinim
Reference:

http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

NEW QUESTION: 116

You have 15 Azure virtual machines in a resource group named RG1.

All virtual machines run identical applications.

You need to prevent unauthorized applications and malware from running on the virtual machines.
What should you do?

A. Configure Azure Active Directory (Azure AD) Identity Protection.

B. From Microsoft Defender for Cloud, configure adaptive application controls.

C. Apply an Azure policy to RGI.

D. Apply a resource lock to RGI.

Answer: (SHOW ANSWER)



https://www.freecram.net/q/67618-6270832/
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Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for Cloud gives you increased visibility into, and control over, the security of your Azure resources. It provides
integrated security monitoring and policy management across your Azure subscriptions. It helps detect threats that might otherwise go unnoticed, and works with a broad ecosystem of security solutions.
Defender for Cloud helps you optimize and monitor the security of your virtual machines by:

* Providing security recommendations for the virtual machines. Example recommendations include:

apply system updates, configure ACLs endpoints, enable antimalware, enable network security groups, and apply disk encryption.

* Monitoring the state of your virtual machines.

https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview

NEW QUESTION: 117

You plan to use Azure Sentinel to create an analytic rule that will detect suspicious threats and automate responses.
Which components are required for the rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Detect suspicious threats: -

A Kusto query language query
A Transact-S0L query

An Azure PowerShell guery
AnAzure Sentinel’playbook

Automate responses:

An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

. atAnAzure Sentinel workbook
W "B Al

Answer:
Jetect suspicious threats: -
| A Kusto query language query |
A Transact-SQL query
An Azure PowerShell query
An Azure Sentinel playbook
A\utomate responses: v

An Azure Functions app
An Azure PowerShell script

i
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‘(DA AZuUre Sentinel workbook

Explanation:



Detect suspicious threats: -
A Kusto query language query
A Transact-SQL query

An Azure PowerShell query

An Azure Sentinel playbook

Automate responses: v
An Azure Functions app

An Azure PowerShell script

An Azure Sentinel playbook

An Azure Sentinel workbook

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION: 118

You have an Azure subscription.

You plan to deploy an Azure SQL managed instance named AzSQL1.

You need to recommend an encryption solution for AzSQLA1.

The solution must meet the following requirements:

* The database engine must be prevented from performing key provisioning, data encryption, and decryption operations.
* Database administrators must be prevented from viewing the encrypted data in plain text.
What should you include in the recommendation?

A. Azure Disk Encryption

B. Transparent Data Encryption (TDE) with customer-managed keys

C. Transparent Data Encryption (TDE) with Microsoft-managed keys

D. Always Encrypted

E. TLS

Answer: (SHOW ANSWER)

NEW QUESTION: 119
You have an Azure subscription that contains the storage accounts shown in the following, table.

MName Performance Account kind A.‘:TN:L visk _quhl o) H:Hwi Storage
storage1 Standard BlobStorage Enabled
storage2 | Premium BlockBlobStorage Dizabled
storage3 | Standard Storage Dizabled
storaged Prermum FileStorage Drzabled
storageS | Standard | Storagev2 | Enabled

Yc;u enable Microsoft Deferiaér for Storage.
Which storage services of storages are monitored by Microsoft Defender for Storage, and which storage accounts are protected by Microsoft Defender for Storage? To answer, select the appropriate options
in the answer area.
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fMoNnItorned storages sefvices

Frotecisd storage atcounts:
=

m Microsoft

Answer:
see the answer below in explanation.
Explanation:
Answer as below.
m - Microsoft

hMontorned sToragesS Senates: File sennces and table senaces Eﬁly

Protected stofage SCCounts: | storage ], storaged, and storageS only

NEW QUESTION: 120
You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
You plan to implement an application that will consist of the resources shown in the following table.

Name T8¢ [/l croso Fbescription
[ " | A Cosmos DB account containing a
c DBA - Arure Cosmos DB ./ 'database
account Named CosmosDB1 that serves as a
back-and tier of the application
A web app configured to serve as the
WebApp1 Azure web app middie ter of the application

Users will authenticate by using their Azure AD user account and access the Cosmos DB account by using resource tokens.
You need to identify which tasks will be implemented in CosmosDB1 and WebApp1.

Which task should you identify for each resource? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

m Microsoft x;

CosmosDB1: I v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD userS'and relay resource tokens.
Create database use; d generate resource tokens.
4 W
WebApp1: » ‘ v

Authenticate/Azure AD users and generate resource tokens.
Authentigate Azure AD users and relay resource tokens.
Create database users and generate resource tokens.

Answer:



CosmosDB1: |V
Authenticate Azure AD users and generate resource tokens.

| A"glﬁgi@@é@@ AD users and relay resource tokens. |
Create database Users and generate resource tokens.

Explanation:
CosmosDB1: =\ icrosoft v
Authenticate Azure AD users and generate resource tokens.
Authenticate Azure AD users and-elay resource tokens.
Create database users and generate resource tokens.
WebApp1: -\ Y\ v

AMhentiéate Azure AD users and generate resource tokens.

Authenticate Azure AD users and relay resource tokens.

Create database users and generate resource tokens.

CosmosDB1: Create database users and generate resource tokens.

Azure Cosmos DB resource tokens provide a safe mechanism for allowing clients to read, write, and delete specific resources in an Azure Cosmos DB account according to the granted permissions.

WebApp1: Authenticate Azure AD users and relay resource tokens
A typical approach to requesting, generating, and delivering resource tokens to a mobile application is to use a resource token broker. The following diagram shows a high-level overview of how the sample

application uses a resource token broker to manage access to the document database data:



Azure App Service

Facebook

2. OAuth authentication
flow

!
—

Foricreson

Easy Authentigation

®

Document Databas

—

4. Fetch resource
token for authenticated
user

o

3. Authenticate with
Facebook access token and
get the user's resource token

—

O,

Resource Token Broker

I
TIi i T FTTRRETETERTIERERERE RN

5. Access user's data
using resource loken

References:
https://docs.microsoft.com/en-us/xamarin/xamarin-forms/data-cloud/cosmosdb/authentication

NEW QUESTION: 121

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.

Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.

The following information is for technical support purposes only:

Lab Instance: 28681041

Task 1

You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1.

The solution must minimize the attack surface of VM1.

Answer:

Check below steps in explanation for Task.

Explanation

To configure Azure to allow RDP connections from the Internet to a virtual machine named VM1, you can follow the steps below:
Create a new inbound security rule in the network security group (NSG) that is associated with the virtual network subnet that contains VM1. The rule should allow RDP traffic from the Internet to the virtual
network subnet. You can use the Azure portal, Azure PowerShell, or Azure CLI to create the rule.

Configure the network security group (NSG) to associate it with the virtual network subnet that contains VM1.



Configure the virtual machine to allow RDP traffic. You can use the Azure portal, Azure PowerShell, or Azure CLI to configure the virtual machine.
To minimize the attack surface of VM1, you can use the following best practices:

Use a strong password for the local administrator account on the virtual machine.

Use Network Security Groups (NSGs) to restrict traffic to only the necessary ports and protocols.

Use Azure Security Center to monitor and protect your virtual machines.

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%O0FF Special Discount Code: freecram)

NEW QUESTION: 122
You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

83721433-2dcd-4361-bSef-
5b188fed87d0

In resource group

:;,ubsrcﬁbljrjﬁ I-Ij

Not applicable

RG1

Resource group

Not applicable

VM1

Virual machine

RG1

VNET1

Virtual network

RG1

storage

Storage account

RG1

User1

User account

Not applicable

You create an Azure role by using the following JSON file.



https://www.edudump.com/exams/Microsoft/AZ-500/premium/

‘ “pmpmias;lu Microsoft

“roleN "Rol

“description”: “%,

“assignableScopes”: [
“/subscriptions/8372£433-2dcd-4361-b5Sef-5b188fed8740",
“/subscriptions/8372£433-2dcd-4361-b5ef-5b188£fed87d0/resourceGroups/RG1”

1s
“permissions”: | E’% @E
~YrALLIL-

L

“notActions”: [],
“dataActions”: [],
“notDataActions”: []

}

You assign Role1 to User1 for RG1.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements - Mic I"Q{‘épft

User1 can create a new virtual machine in RG1. O

User can modify the properties of storage1. e

User1 can attach the network interface of VM1 to VNET1. O

Answer:



Statements | Yes No

User1 can create a new virtual machifie in RG1. Microsdcfi
User can modify the properfies of storage1. o 1O,
User1 can attach the network interface of VM1 to VNET1. O 0!

Explanation:

NO

NO

NO

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#compute

NEW QUESTION: 123

You have an Azure subscription.

You configure Microsoft Sentinel to use multiple data sources.

You need to create analytic rules that meet the following requirements:

* Rule 1: Automatically match Common Event Format (CEF) logs and syslog data with domain, IP address, and URL indicators.
* Rule 2: Use Microsoft proprietary algorithms.

Which type of detection should you use for each rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Rule1: Threat intelligence x
Fusion _
Machinededining(ML) behavioral analytics

_adMicrosefiSettn
Threat intelligence

Rule2: Machine learning (ML) behavioral analytics >
Fusion

L) behavioral analytics
]

Answer:



Microsoft

Rule1. Threat intelligenge
Fusion
Maching leatfiing (ML) behavioral analytics
Microsaft Security

Rule2: Machine learning (ML) behavioral analytics
Fusion

Explanation:
Answer Area

Rule i, Threat intelligence

Rule2: Machine Iemnglwpehavmrai anéi tics
| . ICFOS{H%

NEW QUESTION: 124

You have an Azure subscription.

You plan to deploy an Azure SQL managed instance named AzSQL1.

You need to recommend an encryption solution for AzSQLA1.

The solution must meet the following requirements:

* The database engine must be prevented from performing key provisioning, data encryption, and decryption operations.
* Database administrators must be prevented from viewing the encrypted data in plain text.
What should you include in the recommendation?

A. Always Encrypted

B. Transparent Data Encryption (TDE) with customer-managed keys

C. Azure Disk Encryption

D. TLS

E. Transparent Data Encryption (TDE) with Microsoft-managed keys

Answer: (SHOW ANSWER)

NEW QUESTION: 125
You have the Azure Information Protection conditions shown in the following table.


https://www.freecram.net/q/67618-6270841/

Name Pattern Case sensitivity
Condition1 White On
1| Cengition2 B off
IVITCTOSUI

“You have the Azure Information Protection labels shown in the following table.

Name Applies to Use label Set the default label
Global Not applicable | None None
Policy1 User1 Label1 None
Policy2 User1 Label2 None

You need to identify how Azure Information Protection will label files.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

If User1 creates a Microsoft Word file that includes the text
"Black and White", the file will be assigned:

f User1 creates a Microsoft Notepad file that includes the

ext "Black or white”, the file will be assigned:

Answer:

If User1 creates a Microsoft Word file that includes the text

“Black and White", the file will be assigned:

f User1 creates a Microsoft Notepad file thatincludes the
'ext “Black or white”, the file will be-assigned:

Explanation:

B

Microsoft

v
Nolabel
Label1 only
Label2 only
Label1 and Label2
v

No label
Label1 only

{i{age Jeard,

v
Nolabel
Label1 only
Label2 only
Label1 and Label2
v

| No label

Label1 only
Label2 only
Label1 and Label2




If User1 creates a Microsoft Word file that includes the text
‘Black and White”, the file will be assigned:

HLabeH only
Label2 only
Label1 and Label2

If User1 creates a Microsoft Notepad file that includes the
text "Black or white”, the file will be . assigned:

No label

Label1 only

-|Label2 only ¢
[Labelt and/Label2

Box 1: Label 2 only

How multiple conditions are evaluated when they apply to more than one label

* The labels are ordered for evaluation, according to their position that you specify in the policy: The label positioned first has the lowest position (least sensitive) and the label positioned last has the highest
position (most sensitive).

* The most sensitive label is applied.

* The last sublabel is applied.

Box 2: No Label

Automatic classification applies to Word, Excel, and PowerPoint when documents are saved, and apply to Outlook when emails are sent. Automatic classification does not apply to Microsoft Notepad.
References:

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-classification

NEW QUESTION: 126

You have an Azure subscription that contains a storage account named storage1 and a virtual machine named VM1.

VM1 is connected to a virtual network named VNet1 that contains one subnet and uses Azure DNS.

You need to ensure that VM1 connects to storage1 by using a private IP address. The solution must minimize administrative effort.
What should you do?

A. For storage1, create a new private endpoint.

B. For storage1, disable public network access.

C. Create an Azure Private DNS zone.

D. On VNet1. create a new subnet.

Answer: (SHOW ANSWER)

NEW QUESTION: 127
You have a management group named Group1 that contains an Azure subscription named sub1. Sub1 has a subscription ID of 11111111-1234-1234-1234-1111111111.


https://www.freecram.net/q/67618-6270843/

You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the tags on all the objects in Group1.

What should you include in the role definition of Role1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

m -

h, " g o e ]
% J = Cr_ T

Resource provider: WWVIICYOSOTV
Microsoft. Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope:

/
/Group1
/subscriptions/11111111-1234-1234-1234-1111111111
Answer:
Resource provider: v

Microsoft. Authorization

o — i, — -

Microsoft.Resources |

Microsoft.Support

Assignable scope:

-
|

Explanation:
Text, application Description automatically generated
Resource provider: v
Microsoft. Authorization
MicrosoftResources
Microsoft.Support .

Assignable scope:

/N
rfGFG?T rrancoatt
| -uBstriptions/17111111-1234-1234-1234-1111111111 |

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the answer to the assignable scope is the subscription level.

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable- scopes



NEW QUESTION: 128

You create a new Azure subscription.

You need to ensure that you can create custom alert rules in Azure Security Center.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Onboard Azure Active Directory (Azure AD) Identity Protection.

B. Create an Azure Storage account.

C. Implement Azure Advisor recommendations.

D. Create an Azure Log Analytics workspace.

E. Upgrade the pricing tier of Security Center to Standard.

Answer: (SHOW ANSWER)

D: You need write permission in the workspace that you select to store your custom alert.

References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-custom-alert

NEW QUESTION: 129

You need to implement the planned change for storage2. The solution must meet the technical requirements for storage encryption.
A. Assign an Azure role-based access control (Azure RBAC) role to storage2.

B. Enable purge protection for storage2.

C. Create an encryption scope in storage2.

D. Configure storage2 to use an account encryption key.

Answer: (SHOW ANSWER)

NEW QUESTION: 130
You have an Azure subscription that contains the resources shown in the following table.

Description

Azure App Service app in a Premium plan

Arure 3L managed. instafice
A

P o

Lrore StOrane Actount

Functions function in a Consumption plan

App1 uses Function 1, SQL1, and storage 1.

You need to secure the traffic between App1, Function1, SQL1. and storage1, by using private endpoints.
With which resources can App1 communicate by using a private endpoint?

A. storage1 only

B. SQL1 and storage1 only

C. storage1 and Function1 only

D. Function1 only

E. SQL1 only

F. storage1, SQL1, and Function1

Answer: (SHOW ANSWER)
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NEW QUESTION: 131

You have an Azure subscription that contains an Azure web app named Appl.

You plan to configure a Conditional Access policy for Appl. The solution must meet the following requirements:

* Only allow access to App1 from Windows devices.

* Only allow devices that are marked as compliant to access Appl.

Which Conditional Access policy settings should you configure? To answer, drag the appropriate settings to the correct requirements. Each setting may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Policy settings Answer Area

Cloud apps or actions Only allow access to AppT from Windows devices:

' Conditions

Only allow devices that are marked as compliant to

[ ~ -1|..
Grant access App1:

8 VH

1
]

| Session

Answer:
Folicy settings ; Answer Area

B S S S e See _mes S

__________ | Only allow devices that are marked as compliant to | —
e ; access App1: | Conditions '

;_SJE‘SSiGFI |
Explanation:

Policy settings Answer Area

| Cloud apps or actions Only allow access 1o App1-from Windows devices: | Conditions

| Conditions |
| Only allow devices that are marked as compliant to
Grant | access Appl: | Conditions

| Session

NEW QUESTION: 132

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure subscription that contains an Azure Kubernetes Service (AKS) cluster named AKS1 and an Azure container registry named AZCR1.

You need to ensure that AKS1 can deploy container images stored in AZCR1.



Solution: You configure AKS1 to use a user-assigned managed identity and assign the Azure Kubernetes Service Cluster Admin Role to the managed identity.
Does this meet the requirement?

A. Yes

B. No

Answer: A (LEAVE A REPLY)

NEW QUESTION: 133

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.
What should you use?

A. Azure Advisor

B. an Azure Desired State Configuration (DSC) virtual machine extension

C. Azure Logic Apps

D. security policies in Azure Security Center

Answer: (SHOW ANSWER)

NEW QUESTION: 134

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
From VM1, you can successfully ping the public IP address of VM2. O O
From VM1, you can successfully pingthe private IP address of VM3. O O
From VM1 you' can succes%ﬁflif;;;)ing the public IP address of VM5. O O

Answer:


https://www.freecram.net/q/67618-6270849/
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Answer Area

Statements Yes No
From VM1, you can successfully ping the public IP address of VM2. O _Q
From VM1, you can successfully ping the private IP address © 'MSZ@ ', O
From VM1, you can successfully ping the public IP address of VM5. IO' O
Explanation:
Yes,
Yes
No

NEW QUESTION: 135

You have an Azure subscription that contains an Azure key vault named Vault1 and a virtual machine named VM1.

VM1 is connected to a virtual network named VNet1.

You need to allow access to Vault1 only from VM1.

What should you do in the Networking settings of Vault1?

A. From the Private endpoint connections tab, create a private endpoint for VM1.

B. From the Firewalls and virtual networks tab, set Allow trusted Microsoft services to bypass this firewall to Yes for Vault1.
C. From the Firewalls and virtual networks tab, add VNet1.

D. From the Firewalls and virtual networks tab, add the IP address of VM1.

Answer: (SHOW ANSWER)

NEW QUESTION: 136
You have an Azure subscription that uses Microsoft Defender.

You enable the CIS Microsoft Azure Foundations Benchmark v2.0.0 built-in to the subscription.
You need to ensure that when users attempt to assign custom role-based access control (RBAC) roles, they receive a custom error message that includes a link to an internal website. The solution must
minimize the impact on other policies.

What should you configure?

A. a policy-specific non-compliance message

B. the remediation task of the policy

C. the effect of the policy

D. the default non-compliance message of the built-in

Answer: (SHOW ANSWER)
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NEW QUESTION: 137

You have an Azure subscription that contains an Azure Data Lake Storage Gen2 account named storage1.

You deploy an Azure Synapse Analytics workspace named synapsews1 to a managed virtual network. You need to enable access from synapsews to storage1. What should you configure?
A. a network security group (NSG)

B. peering

C. a virtual network gateway

D. a private endpoint

Answer: (SHOW ANSWER)

NEW QUESTION: 138

Your company uses cloud-based resources from the following platforms:

* Azure

* Amazon Web Services (AWS)

* Google Cloud Platform (GCP)

You plan to implement Microsoft Defender for Cloud.

On which platforms can you use Defender for Cloud to protect containers and storage? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

wntainers: | Azure, AWS, and GCP w
."h.run}. only
Azure and AWS only
Azure and GCP only

Azure, AWS, and GCP

Azure only A
Azure only
Arure and AWS only

Azure and GCP only

Azure, AWS, and GCP

Answer:


https://www.edudump.com/exams/Microsoft/AZ-500/premium/
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Answer Area

Containers: _Azure, AWS. and GCP w
Azure only
Azure and AWS only
~Azureand GCPonly _ _ _

N Azure, AWS, and GCP

Storage: _Azyrepnly . . W
T I — i
Azure and AWS only

Azure and GCP only

Azure, AWS, and GCP

Explanation:
Answer Area

Containers: | Azure, AWS. and GCP ‘I.}

Storage: | Azure only

NEW QUESTION: 139
You have a Microsoft Entra tenant that contains the users shown in the following table.

Name Member of
User1 Group]

User? Group?

Userd | Groupl, Group2
All the users have devices that contain certificates issued by a certification authority (CA) named ContosoCA.
You create a Conditional Access policy that has the following settings:

* Name: CAPoltcy1

* Assignments

o Users and groups: Group1

o Target resources

* Include: All cloud apps

o Access controls

* Grant access: Require multi-factor authentication

o Enable policy: On
You enable and target certificate-based authentication as shown in the Enable and Target exhibit. (Click the Enable and Target tab.)



Enable and Target  Configure

enable (D @%&
Include  Exclude @

\
Target O All users @} Select groups %@
Add groups @
| <&
e&@v

Name Type Registration

o =m Pyficrosoftoee X

You configure certificate-based authentication as shown in the Configure exhibit. (Click the Configure tab.)

Enable and Target Configure

Authentication binding

Select the default protection level for ail certificate bindings. To override the default. create special rules

Protection Level () m MuMi-factor authentication 3

T —

Add rule

Rule type Identifier Pratection Level

Certificate issuer CN=ContosoCA. DC=contosd DC=¢om Smgh-faﬁM:i*nc er S Of

Username binding

Select user attribute to create binding. The'first certificate field has the highest prionty in the username bind

Certificate field User attribute
. PrincipalName | userPrincipalName
@ RFCB2ZName | userPrincipalName

@ Subjecteyldentifier ] certificatelserids

£ SHA1PublicKey Select user attribute

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.



Statements

User1 can sign in without providing a password

User2 can choose to use a certifcate of *:_': N
User3 mus Rte gn i

Answer:

Statements 0
User1 can sign in without providing a password @ L -. M I t ro S@f l

User2 can choose to use a certificate or a smar

User3 must use a certificate during 5@0

Explanation:
Answer Area

— =.M|croscg‘t' & i
User2 can :hmet‘uaéw am “ o ®

User3 must use a cel

User1 can sign in without providing a password,

'!'catl'.! during sign-in ® o

NEW QUESTION: 140
You have an Azure subscription that contains a Microsoft Defender External Attack Surface Management (Defender EASM) resource named EASM1. EASM1 contains the inventory assets shown in the
following table.



| Name | Type State )
VM1 Host | Approved,inventory
| VM2 Host | Depgntlency
VM3 Host | gdohutor Only

| VM4 | Holt! T8hdedate < ft
Which assets are scanned daily, and which assets will display in the default dashboard charts? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
ANSWeEr Arnea

Scapmed daily. VM1, VM2, and VM3 only ad
VM1 only

YM1 and VM2 -::-n!E

VM1, VM2, VM3, and VM4

Displdy imthe default dashboard charts: VM1 only o
Yl unli
l—_J [ & M i Cros Oft VM1, VM2, and VM3 only
[ O VM1, VM2, VM3, and VM4

Answer:
MITSWET Area

Scanned daily. VM1, VM2 andVM3only ¥
VM1 only
VM1 and VM2 only

VM1, VM2, and VM3 only
VM1, VM2, VM3, and YM4

Displayarithe default dashboard charts: VM1 only v

Explanation:

Vicrosoft

Scapnéd daily: VM1, VM2, and VM3 only

Display "Wihe default dashboard charts: VM1 only

NEW QUESTION: 141

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry.

You need to use automatically generated service principal for the AKS cluster to authenticate to the Azure Container Registry.
What should you create?

A. a secret in Azure Key Vault

B. a role assignment



C. an Azure Active Directory (Azure AD) user

D. an Azure Active Directory (Azure AD) group

Answer: (SHOW ANSWER)

References:
https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

NEW QUESTION: 142
You have an Azure subscription that contains an Azure key vault named KeyVault1 and the virtual machines shown in the following table.

MName Private |P address Public IP address Connected to
VM1 10.7.04 51,144 245 152 VMNET1/Default
VM2 10.8.0.4 104.45.9.227 VMNETZ2/Default

You enable the Azure Disk Encryption for volume encryption KeyVault1 setting.
KeyVault1 is configured as shown in the following exhibit.

i X
Allow access from All networks (®) Selected networks
@ Configure network access control for your key vault. Learn More
Virtual networks: @ + Add existing virtual nebworks + Add new virtual network
VIRTUAL NETWORK SUBNET RESOURCE GROUP SUBSCRIPTION
MMNETY _ default RG1
Firewall: @

IPV4 ADDRESS OR CIDR

Exception:
Allow trusted Microsoft services 1o bypass (@) Yes | MNO
this firewall? @

@ This setting is related to firewall only. In order to access this key vault, the trusted
senvice must also be given explicit permissions in the Access policies section

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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.. Micposoft

Yes

From VM1, users can manage the keys andsé8ets Stored in KeyVault1,
From VM2, users can manage mek@s Snd secrets stored in KeyVauit1,

VM2 can use KeyMallt1¥or Azure Disk Encryption.

Answer:

Statermnents
From VM1, users can manage the keys andgbgrets stored in KeyVaultl,

From VM2, users can manage thekeys and secrets stared in KeyWVault1,

1

VM2 can use KeyVaulf1 forAzure Disk w 0. . 'O,
== Microsoft

Explanation:

Statements
From VM1, users can manage the keys and setrels stored in KeyWaulil.

From VM2, users can manage the keysand secrets stored in KeyVault1,

VM2 can use K Azure p-usk Encryplion.
"BS /i crosoft

NEW QUESTION: 143

You have an Azure subscription that contains a route table named RT1. RT1 includes a route that has the following configurations:
* Name: RouteA

* IP address prefix: 192.168.0.0/24

* Next hop IP address: 172.16.10.10

You are evaluating whether to add the routes shown in the following table.

wt hop IP address
192.168.0.0/16 %} 172.16.10.20
192.168.0.0/24\ ¥ | 172.16.10.30
00228 172.16.10.40

Which routes can you add to RT1?
A. Route3 only

B. Route1 only
C. Route1 and Route2 only



D. Route2 only

E. Route1 and Route3 only
F. Route2 and Route3 only
Answer: (SHOW ANSWER)

NEW QUESTION: 144

You have an Azure subscription.

You plan to create a custom role-based access control (RBAC) role that will provide permission to read the Azure Storage account.
Which property of the RBAC role definition should you configure?

A. NotActions []

B. DataActions []

C. AssignableScopes []

D. Actions []

Answer: (SHOW ANSWER)

To 'Read a storage account', ie. list the blobs in the storage account, you need an 'Action' permission.

To read the data in a storage account, ie. open a blob, you need a 'DataAction' permission.
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions

NEW QUESTION: 145

You have an Azure environment.

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001:2013 standards.
What should you use?

A. Microsoft Defender for Identity

B. Microsoft Defender for Cloud

C. Microsoft Sentinel

D. Azure Active Directory (Azure AD) Identity Protection

Answer: (SHOW ANSWER)

NEW QUESTION: 146

You have a Microsoft 365 E5 subscription.

You have an Azure subscription that uses Microsoft Defender for Cloud.
You have an on-premises datacenter that contains the servers shown in the following table.
You enable direct onboarding to Microsoft Defender for Cloud.

Which servers will be onboarded to Defender for Cloud?

A. Server1 and Server3

B. Server1 only

C. Server3 only

D. Server2 only

E. Servei2 and Servet3

F. Server1, Server2, and Server3
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Answer: (SHOW ANSWER)

NEW QUESTION: 147

You have an Azure AD tenant.

You plan to implement an authentication solution to meet the following requirements:
* Require number matching.

* Display the geographical location when signing in.

Which authentication method should you include in the solution?
A. Microsoft Authenticator

B. FID02 security key

C. SMS

D. Temporary Access Pass

Answer: (SHOW ANSWER)

NEW QUESTION: 148

You have 10 on-premises servers that run Windows Server 2019.

You plan to implement Azure Security Center vulnerability scanning for the servers.
What should you install on the servers first?

A. the Security Events data connector in Azure Sentinel

B. the Microsoft Endpoint Configuration Manager client

C. the Azure Arc enabled servers Connected Machine agent

D. the Microsoft Defender for Endpoint agent

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/azure-arc/servers/agent-overview
https://docs.microsoft.com/en-us/azure/security-center/deploy-vulnerability-assessment-vm

NEW QUESTION: 149

You have an Azure subscription that contains a Microsoft Defender External Attack Surface Management (Defender EASM) resource named EASM1. EASM1 has discovery enabled and contains several
inventory assets.

You need to identify which inventory assets are vulnerable to the most critical web app security risks.

Which Defender EASM dashboard should you use?

A. OWASP Top 10

B. Attack Surface Summary

C. Security Posture

D. GDPR Compliance

Answer: (SHOW ANSWER)

NEW QUESTION: 150
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You have an Azure subscription named Sub1.

In Azure Security Center, you have a security playbook ﬁg&ﬁ@ﬂplay’l is configured to send an
email message to a user named Usgel. =

You need to modify Play1 to send afr%ﬁ%ges to a distribution group named Alerts.

What should you use to modify Play 17

A. Azure DevOps

B. Azure Application Insights
C. Azure Monitor

D. Azure Logic Apps Designer

Answer: (SHOW ANSWER)
You can change an existing playbook in Security Center to add an action, or conditions. To do that you just need to click on the name of the playbook that you want to change, in the Playbooks tab, and Logic

App Designer opens up.
References:
https://docs.microsoft.com/en-us/azure/security-center/security-center-playbooks

NEW QUESTION: 151

You have an Azure SQL database named DB1 that contains a table named Table.

You need to configure DB1 to meet the following requirements;

* Sensitive data in Table1 must be identified automatically.

* Only the first character and last character of the sensitive data must be displayed in query results.
Which two features should you configure? To answer, select the features in the answer area.
NOTE: Each correct selection is worth one point.
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& DB1

0L database

| © Search (Ctrl)

E Auditing

& Ledger

—

@ Data Discovery & Classification

| Dynamic Data Masking

9 Microsoft Defender for Cloud

— e e —

Peﬁ'urmance recummendatmns -

& Query Performance Insight

Automatic tunung

Monitoring

i iR Alerts

a1 Metrics

B Diagnostic settings

@ Logs

Answer:



Intelligent Performance

B (EerOtnvance overview

s Perlormance recommendations

Explanation:

1. Data Discovery & Classification

2. Dynamic Data Masking

https://learn.microsoft.com/en-us/azure/azure-sql/database/data-discovery-and-classification-overview?

view=azuresq|l

Data Discovery & Classification is built into Azure SQL Database, Azure SQL Managed Instance, and Azure Synapse Analytics. It provides basic capabilities for discovering, classifying, labeling, and reporting
the sensitive data in your databases.

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (5617 Q&As Dumps,

35%O0FF Special Discount Code: freecram)

NEW QUESTION: 152


https://www.edudump.com/exams/Microsoft/AZ-500/premium/

You have an Azure Active directory tenant that syncs with an Active Directory Domain Services (AD DS) domain.
You plan to create an Azure file share that will contain folders and files.

Which identity store can you use to assign permissions to the Azure file share and folders within the share?

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Azure files shages . W

Folders in thelfile sRare:

Answer:
See the answer below at Explanation.

Explanation:
Answer is as image below.
Answer Area
Azure files share: | AD DS only v
Folders in the file’share: . AD DS and Azure AD el
VIICFOSOT1 D

NEW QUESTION: 153
You have a Microsoft Entra tenant that uses Microsoft Entra Permissions Management and contains the accounts shown in the following table:

Name Role
Admin? Global Administrator
Admin2 Privileged Role Adfmnistrator
Admin3 Privileged Authentication Administrator

Admind F 1!".Hpi Erwrﬂ aton

Which accounts will be listed as assigned to highly privileged roles on the Azure AD insights tab in the Entra Permissions Management portal?
A. Admin2 and Admin4 only

B. Admin1. Admin2, Admin3. and Admin4

C. Admin2 and Admin3 only

D. Admin1 only

E. Admin1. Admin2, and Admin3 only

F. Admin2. Admin3, and Admin4 only

Answer: (SHOW ANSWER)

NEW QUESTION: 154
You have an Azure subscription that contains the alerts shown in the following exhibit.
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All Alerts X

o New alert rule Ei.unmmmmsoftmms O Refresh |

Don't see a subscription? Open Directory +54.|l:-scrq:t-mutmg~:

* Subscription @ Resource group @ Time range @

Azure Pass - Sponsership v Type to start filtering . v | .-*, 1 Past hour v
Mondor senace @ Monitor condrhon @ Smart group id ®

15 selected A 2 selected W Smart group id

All Alerts  Alerts By Smart Group (Preview)

M Search by name (case-insensitive)

MAME SEVERITY MOMITOR SERV.... SIGNAL TYFE FIRED TIME i ..

Alertt | sevs Fired Activitylog Ad—  Log 6/6/2019, 11:23:53 ... Azure ..
Alertt | sevs A Fired  Acknowledged Adtivitylog Ad-  Log 6/6/2019, 11:23:52 ... Azure..
Alert2 | sews 4 Fied  Acknowledged Adtivitylog Ad=  Log 6/6/2019, 11:23:25 ... Azure ..
Alert2 | seva A Fired Closed Activitylog Ad--  Log 6/6/2019, 11:23:24 ... Azure ...

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

The state of Alert1 that was fired at 11:23.52 _=i Microsoft | v

cannot be changed

can be changed. to Closed only
can be changed to New only

can be changed to New or Closed

The state of Alert2 that was firedat 11:23:24 | v
cannot be changed
can be changed to Acknuwledged only

can be changed to New only
can be changed to New or Acknowledged

Answer:



The state of Alert1 that was fired at 11:23:52

cannot be chag 9 od

ged o Closed only,
pe changed to New only —
="changed to New or Closed

o,
The state of Alert2 that was fired ‘@g
e

( cannot be changed
can be changed to Acknowledged only

Explanation:

The state of Alert1 that was fired at 11:23.52

cannot be changed
can be changed to Closed only
can be changed to New only
can be changed to New or Closed

The state of Alert? that was fired at 11:23:24

cannot be changed
can be changed to Acknowledged only
can be changed to New only -

gl M Crosoft |canpechangedtoNewerAsknonieaged

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/alerts-overview

NEW QUESTION: 155

You need to recommend an encryption solution for the planned ExpressRoute implementation. The solution must meet the technical requirements.
Which ExpressRoute circuit should you recommend for each type of encryption? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



MIISWET Aread

Layer 2 encryption: | ER3 and ER4 only v
ER1 gply
ER3wonly
"ER¥and ER2 only
PER2 and ER4 only

Microsoft A

Lafr S encryption: | ER1, ER2, ER3, and ER4 ¥ |
b ERT only

ER3 only

ER1 and ER2 only

ER2 and ER4 only

ER3 and ER4 GHIE

Answer:
Answer Area

Layer 2 encryption: | ER3 and ER4 only ¥
ER1 only
ER3 only
ER lsand ER2 only

Lavar '3 encryplion ! ER1, ERZ, ER3, and ER4 v |
ER1 only
ER3 only
ER1 and ER2 only
ERZ and ER4 only

i ER3 ang ER4 anl
Micr .

Explanation:

Layer 2 encryption: YERS ﬂ"ERd M i‘c rOSO.E:

Layer 3 encryption: ER1, ERZ, ER3, and ER4 v

NEW QUESTION: 156

You have an Azure resource group that contains 100 virtual machines.

You have an initiative named Initiative1 that contains multiple policy definitions. Initiative1 is assigned to the resource group.
You need to identify which resources do NOT match the policy definitions.

What should you do?

A. From Azure Security Center, view the Regulatory compliance assessment.

B. From the Policy blade of the Azure Active Directory admin center, select Compliance.

C. From Azure Security Center, view the Secure Score.

D. From the Policy blade of the Azure Active Directory admin center, select Assignments.

Answer: (SHOW ANSWER)
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Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/how-to/get-compliance-data#portal

NEW QUESTION: 157
You have an Azure key vault named Vault1 that stores the resources shown in the following table.

Name Type
Key1 Key
Secret]l | Secret
Cert] Certificate

Which resources support the creation of a rotation policy?
A. Secret1 and Cert1 only

B. Cert1 only

C. Key 1 only

D. Key1, Secret1, and Cert1

E. Key1 and Secret1 only

F. Key1 and Cert1 only

Answer: (SHOW ANSWER)

NEW QUESTION: 158

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Microsoft

Statements

From VM1, you can successfilly ping the public IP address of VMZ.

From VM1, you canSuccesSiully ping the private IP address of VM3,

From Vi 00U can successiully ping the private IP address of VM5,

Answer:

From VM1, you can successF\.me B IF address of W2,

From % u ry ping the private IP address of VM3,

%\r YOU €an succes thasprivaiedP address of VM5,
A\ W EFOCoft

Explanation:
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Q1: No { and it should not be allowed as only TCP 80 is allowed from the "Internet" service tag Q2: Yes {as it should be for VMs in the same local subnet pinging each other on private IP and no NSG
configured} Q3: Yes {VM5 is in subnet where 1st rule of NSG allows any traffic from any source to the destination}

NEW QUESTION: 159

You have an Azure subscription that contains an Azure Data Lake Storage account named sa1.

You plan to deploy an app named App1 that will access sa1 and perform operations, including Read. List, Create Directory, and Delete Directory.

You need to ensure that App1 can connect securely to sa1 by using a private endpoint What is the minimum number of private endpoints required for sa1?
A. 1

B. 2

C.3

D.4

E.5

Answer: (SHOW ANSWER)

A private endpoint is a network interface that connects you privately and securely to a service that's powered by Azure Private Link. By enabling a private endpoint, you're bringing the service into your virtual
network.

You only need one private endpoint for each service that you want to access privately, such as Azure Data Lake Storage. You can create a private endpoint for your Azure Data Lake Storage account named
sal by following the steps in this article.

References:

What is a private endpoint? - Azure Private Link

Private Endpoints for Azure Storage are now Generally Available

Step-by-Step: How to Configure a Private Endpoint to Secure Azure ...

NEW QUESTION: 160

Lab Task
Task 3

.m net
You need to ensure that a user nan;adﬁ% Iﬁﬁ»%ﬁﬁm sign in to any SQL database on a
Microsoft SQL server named webBt?B ’% using SQL Server Management Studio (SSMS) and
Azure AD credentials.

Answer:

see the task answer with step by step below:

* Create and register an Azure AD application. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to specify a name, such as SQLServerCTP1, and select the supported
account types, such as Accounts in this organization directory only.

* Grant application permissions. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to assign the Directory.Read.All permission to the application and grant admin consent
for your organization.

* Create and assign a certificate. You can use the Azure portal, Azure PowerShell, or the Azure CLI to do this. You need to create a self-signed certificate and upload it to the application. You also need to
store the certificate in Azure Key Vault and grant access policies to the application and your SQL Server.

* Configure Azure AD authentication for SQL Server through Azure portal. You can use the Azure portal to do this. You need to select your SQL Server resource and enable Azure AD authentication. You also
need to select your Azure AD application as the Azure AD admin for your SQL Server.

* Create logins and users. You can use SSMS or Transact-SQL to do this. You need to connect to your SQL Server as the Azure AD admin and create a login for Danny-31330471. You also need to create a
user for Danny-31330471 in each database that he needs access to.

* Connect with a supported authentication method. You can use SSMS or SqlClient to do this. You need to specify the Authentication connection property in the connection string as Active Directory Password
or Active Directory Integrated. You also need to provide the username and password of Danny-31330471.
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NEW QUESTION: 161

You have an Azure subscription that contains the virtual machines shown in the following table.
Subnet1 and Subnet2 have a network security group {NSG). The NSG has an outbound rule that has the following configurations:
* Port; Any

* Source: Any

* Priority: 100

* Action: Deny

* Protocol: Any

* Destination: Storage

The subscription contains a storage account named storage1.

You create a private endpoint named Private1 that has the following settings:

* Resource type: Microsoft.Storage/storageAccounts

* Resource: storage1

* Target sub-resource: blob

* Virtual network: VNet1

* Subnet: Subnet1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

From VM2, you can create a container in storagel.

From VM1, you can upload data to the blob storage of storage1.

B K
From Vhﬁ.‘u"&ﬁ m FE to tgébg smrfeff storagel.

Answer:

Answer Area

Statements Yes No
From VM2, you can create a container in stoeag@l. J !_ 1

s
|
L "%

From VNIZ, yoU €& ppl0ad data to the blob storage of Storagel. -+ . “F FoY
Microsort -©

From VM1, you can upload gata o thebiob storage of storagel.




Explanation:

Answer Area
Statements Yes MNo
From VM2, you can create a container in storage 1 8
From YM1, you can upload data to the blob storage of storagel )
From YMZ, you can'bpiosd data 1o the blob storage of storagel .

NEW QUESTION: 162
You have an Azure AD tenant that contains the users shown in the following table.

Name Description

User] Uses app password authentication for the Mail
and Calendar app in Windows 10

User2 | Uses Outlook on the web

You need to ensure that the users cannot create app passwords. The solution must ensure that User1 can continue to use the Mail and Calendar app.
What should you do?

A. Configure a multi-factor authentication (MFA) registration policy.

B. Create a new app registration.

C. Assign User! the Authentication Policy Administrator role.

D. Enable Azure AD Password Protection.

Answer: (SHOW ANSWER)

NEW QUESTION: 163

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.
Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab Instance: 28681041

Task 8

You need to prevent HTTP connections to the rg110d28681041n1 Azure Storage account.

Answer:

Check below steps in explanation for Task

Explanation:

To prevent HTTP connections to the rg110d28681041n1 Azure Storage account, you can follow these steps:
In the Azure portal, search for and select the storage account named rg110d28681041n1.
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In the left pane, select Firewalls and virtual networks.

In the Firewalls and virtual networks pane, select Selected networks.

In the Selected networks pane, select Add existing virtual network.

In the Add existing virtual network pane, select the virtual network that does not allow HTTP connections.
Select Add.

NEW QUESTION: 164
You have an Azure subscription named Subscription1 that contains a resource group named RG1 and the users shown in the following table.

Name User principal name (UPN) Type
Userl Userl@outlook.com Guest

User2 User2@outlook.com Guest
You perform the following tasks:

* Assign User1 the Network Contributor role for Subscription1.

* Assign User2 the Contributor role for RG1.

To Subscription1 and RG1, you assign the following policy definition: External accounts with write permissions should be removed from your subscription.
What is the Compliance State of the policy assignments?

A. The Compliance State of the policy assignment to Subscription1 is Non-compliant, and the Compliance State of the policy assignment to RG1 is Compliant.
B. The Compliance State of both policy assignments is Non-compliant.

C. The Compliance State of both policy assignments is Compliant.

D. The Compliance State of the policy assignment to Subscription1 is Compliant, and the Compliance State of the policy assignment to RG1 is Non-compliant.
Answer: (SHOW ANSWER)

NEW QUESTION: 165

Your company has an Active Directory forest with a single domain, named weylandindustries.com. They also have an Azure Active Directory (Azure AD) tenant with the same name.
After syncing all on-premises identities to Azure AD, you are informed that users with a givenName attribute starting with LAB should not be allowed to sync to Azure AD.

Which of the following actions should you take?

A. You should make use of the Synchronization Rules Editor to create an attribute-based filtering rule.

B. You should configure a DNAT rule on the Firewall.

C. B. You should configure a network traffic filtering rule on the Firewall.

D. You should make use of Active Directory Users and Computers to create an attribute-based filtering rule.

Answer: (SHOW ANSWER)

Use the Synchronization Rules Editor and write attribute-based filtering rule.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION: 166
You have two Azure subscriptions named Sub1 and Sub2 that contain the virtual networks shown in the following table.

| Name | Subscription | Tag

winge
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You have an Azure Virtual Network Manager instance named AVNM1 that has the following configurations:
* Management scope: Sub1

* Network groups:

* NetGrp1: Static membership that includes VNet1

* NetGrp2: Dynamic membership that has the following criteria: Tags that contain Red

* Security admin rule collection: SARule1

* Deployed to all Azure regions

| Name | Subscription | Tag
Netd | Subz

You create two new virtual networks as shown in the following table.

Which virtual networks will have SARule1 applied?

A. VNet1, VNet2, and VNet3 only

B. VNet2, VNet3, and VNet4 only

C. VNet1, VNet2, VNet3, and VNet4

D. VNet2 and VNet3 only

E. VNet1 and VNet2 only

Answer: (SHOW ANSWER)

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 167
You have a Microsoft Entra tenant named contoso.com that contains the users shown in the following table.

MName Role |

You add enterprise applications to contoso.com as shown in the following table.
Mame | Owner | Users and groups |

App User3 Userd

AppZ Userd Liser3

You need to Identify which users can grant admin consent for App1 and App2.


https://www.freecram.net/q/67618-6270883/
https://www.edudump.com/exams/Microsoft/AZ-500/premium/

Argwer Area

wowt | 3
Userl only |
User1 and User2 only |
Useri apd User3 only
phJsery, User? and User3 only ‘
UsenirUserd, User3, and User4 ,

App? [_ v!
Userl only i
User1 and User2 only
User! and User4 only
gsarl, UserZ and Userd only

ﬁfi E . 5-.,)._.0@3:& Liserl, User3. and Userd

Answer:

User i anly
L] SndUsec? galy .
User and Userd anly |
(Ser¥, USerZ and Lser3 only
L SNy B . 1=f; and Userd

NICrosort
App | T#

UserT only

~Lsetd and Userlonly .,
Userl and Userd anly
UFer T, USErL End LisET4 only
Usert, Usard Userd, and Usard

Explanation:
Artwer Area

Microsoft

AppT: | Useplaill Uiserd anly v

App2: | Usert and Userd cnby b

NEW QUESTION: 168

Lab Task

use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.
Azure Username: Userl -28681041@ExamUsers.com

Azure Password: GpOAe4@IDg

If the Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab Instance: 28681041

Task 9



You need to ensure that the rg110d28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault.
Answer:

Check below steps in explanation for Task

Explanation:

To ensure that the rg11od28681041n1 Azure Storage account is encrypted by using a key stored in the KeyVault28681041 Azure key vault, you can follow these steps:
In the Azure portal, search for and select the storage account named rg110d28681041n1.
In the left pane, select Encryption.

In the Encryption pane, select Customer-managed key.

In the Customer-managed key pane, select Select from Key Vault.

In the Select from Key Vault pane, enter the following information:

Key vault: Select the KeyVault28681041 Azure key vault.

Key: Select the key you want to use.

Select Save.

NEW QUESTION: 169
You plan to create an Azure Kubernetes Service (AKS) cluster in an Azure subscription.
The manifest of the registered server application is shown in the following exhibit.



Save Uiscard Upload Downioad

The editor below allows you to update this application by directly modifying its JSON representation. For more
details, see: Understanding the Azure Active Directory application manifest.

' |
2 "id": "déb00db3-7efd4-4f3c-ble7-8346£0a59546",
3 "acceptMappedClaims": null,
4 "accessTokenAcceptedVersion": null,
) "addIns": [],
6 "allowPublicClient": null,
WE]" ": "88137405-6a75-4c20-903a-f7bl8£f£f7d496",
%EDW?Q jLatchlnq false,
10 "createdDateTime": "2019-07-15T721:09:202",
11 "groupMembershipClaims": null,
12 "identifierUris": [],
13 "informationalUrls": {
14 "terms@fService"s null,
10 "suppert®™: nudl,
16 "privagy": null,
17 "marketing": null
18 }.
19 "keyCredentials": [],
20 "knownClientApplications": [],
21 "logoUrl™: null,
22 "logoutUrl": null,
23 "name": "AKSAzureADServer",
24 "ocauth2AllowIdTokenImplicitFlow": false,
25 "oauth2AllowImplicitFlow": false,
26 "oauth2Permissions"™: [].
27 "oauth2RequirePostResponse": false,
28 "optionalClaims": null,
29 "orgRestrictions": [],
30 "parentalControlSettings": {

You need to ensure that the AKS cluster and Azure Active Directory (Azure AD) are integrated.
Which property should you modify in the manifest?

A. accessTokenAcceptedVersion

B. keyCredentials

C. groupMembershipClaims

D. acceptMappedClaims

Answer: (SHOW ANSWER)

Reference:



https://www.freecram.net/q/67618-6270886/

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-Applications

NEW QUESTION: 170

You have an Azure subscription.
You have the following custom role-based access control (RBAC) role definition.

"properties™:
“"roletlame™: “CustosRole”,
"assignablescopes™: [
"fsubscriptions/<subid»”
1,
"permissions™; |
{
*actions” 3
W
}s
"notActions”: |
“"Microsoft. Authorization/*/Delete”,
"Micrdsoft Sauthorization/" Mrite™,
"Mt posoft . Authorization/elevateAccess/action™,
SHMicrosott.5ql feprvers/adeinistrators ferite” 5
"Microsoft.Sql/servers/adeinistrators/delete”
1
"dataactions®: [].
"notDataActions™: []
I
: N [—— . La
Microsoft

For each of the following statements, select Yes if the statement is true. Otherwise, Select No.

NOTE; Each correct selection is worth one point.

Answer Area - =
l"._l .-:I: I (-] “{.' ] !;I_;'. I,:;. -\.\. i.t‘:‘ Il.___-.- '\. |!:: .:JIII
Statements Yii el OV L Yag

The custom role grants a user permussion to delete Azure SQL Datab@e TesQlliges

The custom role grants a user permifsion to_managethe Microsoft Entra admin settings for

an Azure SUL Datahase SETvEs

The custom role grants a user permission to reset the administrator password for instances
=

of Azure Database for ManaDB

Answer:

No



Statements Yas MNo

The custom role grants a user permission to delete Azure SQE B atabase fésources, © 4

The custom role grants a user permfs;iaﬂ;tﬁ"m’ﬂaag& the Microsoft Entra admin settings for O 1 |
an Azure SQL Database serveg. >

. MHE custom role grafts fpermission to reset the administrator password for instances 10 )
il FeFES € b -

Explanation:

Statements

& # ﬁ" -'
The custom role grants a user permission to n@\ ME Microsoft Entra admin settings for
an Azure SQL Database server, \. P

’

The custom role grants a user permii;?o reset the administrator password for instances
of Azure Database for ManiaDB. %
@ "b{jh v*{f:v..n'

NEW QUESTION: 171
You assign User8 the Owner role for RG4, RG5, and RG6.
In which resource groups can User8 create virtual networks and NSGs? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User8 can create virtual networks in:

RG4 unly

RG6 only

RG4'and RG6 only
{RG4, RG5, and RG6

User8 can create NSGs in:

[RG4 only
RG4 and RG5 only
RG4 and RG6 only

=™ MicrdraaiRcs, and RGs

Answer:



User8 can create virtual networks in: v

RG4 anly.
RG6,0nly-)

RG4.and RG6 only
RG4. RG5, and RG6

User8 can create NSGs in: v

RG4 only
RG4 and RGO only

RG4 and RG6 only |
RG4, RGS5, and RG6

Explanation:

Box1: RG6 only as there is not option for RG5 & RG6 which it should be.

Box2: RG4 & RG6

Topic 3, Fabrikam inc

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this
exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new
section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays
information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information
displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.

Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.

The network contains an on-premises Active Directory domain named Fabrikam.com. The domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud sync syncs only
Ou1.

The Azure resources hierarchy is shown in the following exhibit.



)

' Tenant Root Group

|
(#2)

MG1

'

Subscription1

‘
&%)
RG1

The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.

Name Ty=-i wlgmg()ft&nle Delegated to
Userl User Yes User None
; User Acce etenant Root

Adminl User No | sA 59 Grotip

Admin2 | User wge P b | MG

Admin3 User No Contributor Subscriptionl
Admin4 User No Owner RG1

Groupl Group No Not applicable | None

Azure AD contains the resources shown in the following table.



Name Type . Setting

Usersn théﬁihanM&partﬁment f

CAPolicyl Conditional access policy lzn_ust use niggie EQQQ&Q t
(MFA) when accessing Microsoft
SharePoint Online

Sentinell Azure Sentinel.workspace | Not applicable

SecPoll Azure Policy defihition Securfty HETIgVIRIoR Rrs!
machines

Subscription1 Resources
Subscription1 contains the virtual networks shown in the following table.

Name Subnet Location Peer
VNET1 Subnetl, Subnet2 | West US VNET2, VNET3
VNET2 Subnetl Central US VNET1, VNET3
VNET3 Subnet1 WestUS | VNELT, WNETD SO
Subscription1 contains the network security groups (NSGs) shown in the following table.
Nam= /[ c lkocation
NSG2 West US
NSG3 Central US
NSG4 West US

Subscription1 contains the virtual machines shown in the following table.

Name Operating system Location W tor Associated NSG
Windows Server
VM1 2019 West US 1/Subnetl None
VM2 CentOS-based 8.2 | West USA % | VNET1/Subnet2 NSG2
: T
W R @
VM3 mdows Server CeffiahUs | VNET2/Subnetl | NSG3
2016 e y
< _
VM4 Jntu Serer Bst um |GKOHRE: | Nsca
18.04 LTS |

Subscription1 contains the Azure key vaults shown in the following table.



Name Location Pricing tier Private endpoint
KeyVaultl West US Standard VNETL/Subnéetl
KeyVault2 Central US Premiuma Norne

VNET1/Subnetl,
KeyVault3 East US Pré miln VNET2/Subpetl,
VNET3/Stubneétl

Subscription1 contains a storage account named storage1 in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:

* Create two application security groups as shown in the following table.

Name Location
ASG1 West US
ASG?2 Central US

* Associate the network interface of VM1 to ASG1.

* Deploy SecPol1 by using Azure Security Center.

* Deploy a third-party app named App1. A version of App1 exists for all available operating systems.
* Create a resource group named RG2.

* Sync OU2 to Azure AD.

* Add User1 to Group1.

Technical Requirements

Fabrikam identifies the following technical requirements:

* The finance department users must reauthenticate after three hours when they access SharePoint Online.
* Storage1 must be encrypted by using customer-managed keys and automatic key rotation.

* From Sentinel1, you must ensure that the following notebooks can be launched:

* Entity Explorer - Account

* Entity Explorer - Windows Host

* Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

App1 must use a secure connection string stored in KeyVault1.

KeyVault1 traffic must NOT travel over the internet.

NEW QUESTION: 172

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center for the centralized policy management of three Azure subscriptions.

You use several policy definitions to manage the security of the subscriptions.



You need to deploy the policy definitions as a group to all three subscriptions.

Solution: You create an initiative and an assignment that is scoped to a management group.
Does this meet the goal?

A. Yes

B. No

Answer: (SHOW ANSWER)

References:

https://docs.microsoft.com/en-us/azure/governance/policy/overview

NEW QUESTION: 173

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server

2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.
How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.


https://www.freecram.net/q/67618-6270889/

wife :
wallofr: [
{
“field” : “type®,
“equals”: “WMicrosoft.fompute/virtualMachines"
}
{

“field” : “"Microsoft.Compute/imagaeSKur,
“aquals®” : “201l6-Datacenter®,

)
1

},
“then” : |
“effect” ™ | W T

= \icrdEnft

“details~ : {
“type” : “Microsoft.GuestConfiguration/gusstGonfigurationAssignments”,

“roleDefinitionsIds?” : [
w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abcd-012345678910"
1,

“name” : “customExtension®,
“deployment®” :@ {
wproperties” : {
“mode”: “incremental”.
“parameters” : {
| A
" W e
existenceCondition
resources
template

Answer:



wige 1 i
wallof~: [
{
wfiald” : “type™,
“equals”: “Microsoft.Compute/virtualMachines”’

}
{

“field” : “Microsoft.Compute/imageSKU”,
“aguals®” : “20l16-Datacenter”,

waffecgt~ ; ™ . ]‘v i
[ Append
| DeploylfNotExists |

wdetails» : {
“type” : “Microsoft.GuestConfiguration igurati
“roleDefinitiensIds~ : [
“fprovidarsfmicroaoft.authe n/ De tions/12345678-1234-5678-abcd-012345678910"

1,
“nama'™ :@: Y“ous
“deployment®

{

“properties”
“mode”;: “inoc ntal”.
“parameters” : {

| '

o] ~: ¢

existenceCondition

=" Microsoft

Explanation:



|
“then” : |
waffect” : Y

Append
Deny
DeplovifNotExsts

“datails~ : {
“type” : “Microsoft.GuestConfiguration/guestConfigurationAssignments”,
“roleDafinitionsIds» : [
w/providers/microsoft.anthorization/roleDafinitions/12345678-1234-5678-abaed-012345678910"
1,
“nama® : “oustomExtension®,
“deploymant~ : {
Ypropertiasr) : §{
“mods”;: “incremental”.

“parameters” : {
Y.
" v -
existenceCondition
resources
template

}
}

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the related resources to match and the template deployment to execute.
Deployment [required]

This property should include the full template deployment as it would be passed to the Microsoft.Resources

/deployment

References:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

NEW QUESTION: 174

You have an Azure Active Directory (Azure AD) tenant and a root management group.

You create 10 Azure subscriptions and add the subscriptions to the rout management group.

You need to create an Azure Blueprints definition that will be stored in the root management group.
What should you do first?

A. Add an Azure Policy definition to the root management group.

B. Modify the role-based access control (RBAC) role assignments for the root management group.
C. Create a user-assigned identity.

D. Create a service principal.

Answer: (SHOW ANSWER)

Reference:



https://www.freecram.net/q/67618-6270891/

https://docs.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin

NEW QUESTION: 175

You have an Azure Active Directory (Azure AD) tenant named contoso.com

You need to configure diagnostic settings for contoso.com. The solution must meet the following requirements:
* Retain logs for two years.

* Query logs by using the Kusto query language

* Minimize administrative effort.

Where should you store the logs?

A. an Azure Log Analytics workspace

B. an Azure event hub

C. an Azure Storage account

Answer: (SHOW ANSWER)
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/get-started-queries

NEW QUESTION: 176
You have an Azure subscription that contains the Azure App Service apps shown in the following table.

_Name | App Service plan |

You purchase custom SSL certificates from a trusted third-party authority.
To which apps can you assign the custom SSL certificates?

A. App4 only

B. App1. App2, App3. and App4

C. App2. App3. and App4 only

D. App3 and App4 only

Answer: (SHOW ANSWER)

NEW QUESTION: 177

You have an Azure subscription.

You configure the subscription to use a different Azure Active Directory (Azure AD) tenant.

What are two possible effects of the change? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Role assignments at the subscription level are lost.

B. Virtual machine managed identities are lost.

C. Virtual machine disk snapshots are lost.

D. Existing Azure resources are deleted.

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-subscriptions-associated-directory



https://www.freecram.net/q/67618-6270892/
https://www.freecram.net/q/67618-6270893/
https://www.freecram.net/q/67618-6270894/

NEW QUESTION: 178
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
User1 Group1, Group?2 Disabled
User2 Group2 Disabled
The tenant contains the named locations shown in the following table.
Name IP address range Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 No

You create the conditional access policies for a cloud app named App1 as shown in the following table.

Name Include Exclude Condition Grant

Policy Groupl Group2 Locations: Boston Biock access
: Grant access, Reguire

Policy? | Groupl | None :f:;ﬁm el multi-factor

authentication
Policy3 Groupd Group! Locations: Boston Block access

—_— Srapt gq,.%qq)ui;e;.{.
Policy4 User? Noné :.-::-ca!mns. Any H.I_J,f;;‘ Ll UOUIT L

oCcaton i

authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

1 d B N R "l L s B
\ Vi I % ]
k I.I':ir' .‘ E I‘I-".r ’ |.| II'\";;-'--':‘ I.L 3 I:"- :-:':' t Statements

Userl can access App from an IP address of 154.12.18.10.
User2 can access Appifrom an P address of 193.77.10.15,

User2 can access App1 from an IP address of 154.12.18.34.

Answer:



Microsoft

User1 can access Appl fromanilP address of 154.12.18.10.

User2 can access Appl from an IP address of 193.77.10.15.

User2 can access App1 from an IP address of 154.12.18.34.

Explanation:
T T u-—-l
mi MICrosoft  Seiees -
T User? can accgfRod from an 1P address of 154.12.18.10 *
Userd 0o aftess Appt from an (P address of 193.77.10.15 -

Liger2 can access App1 from an IP address of 154121834

NEW QUESTION: 179

You have an Azure subscription that contains the following resources:

* A virtual network named VNET1 that contains two subnets named Subnet1 and Subnet2.

* A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.



Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gatewa. © a

Deploy Azure Firewall.

Answer:

Answer Area
Actions

. W . NN NN WS WS WS S Wy s N NN NS NN

Configure a network security group (NSG). Create a new subnet.

Create a network rule collection. I

e ure Firewall

C" a I Create a NAT rule collection.

Create a NAT rule collection.

Create a new subnet,

Deploy Azure Application Gateway

|1:rosoft

Deploy Azure Firewall.

Explanation:

Create a new subnet.

—

Deploy Azure Firewgéli}'_::-}"% |

Create a NA{*{;&?& collection.

SE \Ticrosoft

NEW QUESTION: 180

You have a Microsoft Sentinel deployment.

You need to connect a third-party security solution to the deployment. The third-party solution will send Common Event Format (CER-formatted messages.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



o =,

Depios AR R R = ° | -

: | .- £
Forward events to Mictosaft Sertinel by using: g Microsofit v
Answer:
See the answer below at Explanation.

Explanation:
Answer is as image below.
Answer Area N o e e ol
_____ \ m  Microsoft
Deploy: A Windows server and a Windows Event Forwarding subscription v
Forward events to Microsoft Sentinel by using: ;“ﬁ.ﬁ-"ﬁzure Log Analytics agent b

NEW QUESTION: 181

You have an Azure AD Tenant and an application named App1.

You need to ensure that App1 can use Microsoft Entra Verified ID to verify credentials.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Add an identity provider.

Configure an authentication methods policy.

Create an Azure key vault. @

Configure the Verified ID service.

Register App1 in Azure AD and grant permissions.

Answer:

OO



Actions Answer Area

| Add an identity provider. L Create an Azure key vault.

e e e e S e B e o R B S e e S R A e T e e S o e

| - e
::::::::::::::::::--_--_::::'-_-_-:-_::i }CanﬁguretheVerlﬁedlDﬁmce ,
ICreate an Azure keyvault. _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 1 S e S R B - e s e iy "

i Conﬁgure the Verified 1D service. ) ( (REQISIEI" App1 in Azure AD and grant permissions.
e e e e o e e e e e e e e e e e e e e o e e o o o e o e e e B e e e e e e e e e wm e e - - ————————————
_____________'___'___";'__'_____"__'_' I'[
Register Applin A.zure AD and grant permissions. | ‘_ M I C ro S Oft
Explanation:

|

i BB /G-y coft e
Add an identi:gﬁovider. Create an Azu'e key vatﬂt.

| e

= 10

Configure an authentication methods policy. tConﬁgwe the ‘.’eriﬁed ID service,

Register App1 in Azure AD and grant permissions. @

BN

https://learn.microsoft.com/en-us/azure/active-directory/verifiable-credentials/verifiable-credentials-configure- tenant

Valid AZ-500 Dumps shared by EduDump.com for Helping Passing AZ-500 Exam! EduDump.com now offer the newest AZ-500 exam dumps, the EduDump.com AZ-500 exam questions have been
updated and answers have been corrected get the newest EduDump.com AZ-500 dumps with Test Engine here: https://www.edudump.com/exams/Microsoft/AZ-500/premium/ (517 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 182
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Location | Peered with
Vet East US Viat2

VNet? | WestUS [ VNeti
The virtual networks contain the subnets shown in the following table.

m Microsoftt
Statements

You can associate RT1 with Subnet3.

You can delete RTT

When you attempt to ping VM2 from VM1, traffic is routed to 172161010



https://www.edudump.com/exams/Microsoft/AZ-500/premium/

Answer:

Answer Area

Statements Yes Mo

| Caf a%%0 e BT 1 wath Subnetd
—

When you attempt to ping VM from VM1, tralli ted to 172161010
Explanation:

Answer Area

Statements Yes Mo

You can associate RT1 with Subnet3 g

When you attempt to ping YM2 trom VM1, trafhc is routed to 172.16.10.10 .-'i;

NEW QUESTION: 183

You have an Azure subscription that contains an Azure SQL database named sql1.

You plan to audit sql1.

You need to configure the audit log destination. The solution must meet the following requirements:
Support querying events by using the Kusto query language.

Minimize administrative effort.

What should you configure?

A. an event hub

B. a storage account

C. a Log Analytics workspace

Answer: (SHOW ANSWER)

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-log-analytics-wizard

NEW QUESTION: 184

You have an Azure subscription that contains an Azure API Management instance named ContosoAPI1.
You need to configure SSL 3.0 support for ContosoAPI1.

What should you do first in the Azure portal?

A. From Protocols + ciphers, select a backend protocol.

B. From Pricing tier, change the pricing tier.

C. From APIs, add an API tag.

D. From Certificates, add a certificate.

Answer: (SHOW ANSWER)



https://www.freecram.net/q/67618-6270900/
https://www.freecram.net/q/67618-6270901/

NEW QUESTION: 185
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)

You create the Azure policies shown in the following table.

Policy definition Resource type
Not allowed virtualMachines

resource types
Allowed resource _ virtualMachines

types ‘L'B Microsoft

You create the resource locks shown in the following table.

Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statemenfs Micros Qfﬁes

You can start VM1. O
YoucanstatvM2. () | O

You can create a ﬁiﬁua‘l machine inRG2. O

Answer:



Statements Yes No

You can start VM1. O O }
You can start VM2. O O

You can create a virtual machine InRG2. QO 1O,

uuuuuu

Explanation:

NO

NO

NO

1.) cannot perform write operation because following scope(s) are locked:

' subscriptions/xxxx/resourceGroups/xxx ' Please remove the lock and try again.

2.) When creating a VM in a resource group with a Read Only lock an error is shown:

" The selected resource group is read only "

3.) Because of the read only lock virtual machines cannot be started nor stopped when the lock is added after the machine started. (not part of this use case, but still good to know.
The article referenced in the answer states different because that is scoped to blueprints.

In the Lock Resources pages is states the following regarding starting VMs:

" A ReadOnly lock on a resource group that contains a virtual machine prevents all users from starting or restarting the virtual machine. These operations require a POST request. "
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

NEW QUESTION: 186

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have
more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription named Sub1. Sub1 contains an Azure virtual machine named VM1 that runs Windows Server 2016.

You need to encrypt VM1 disks by using Azure Disk Encryption.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.



Armwer Area

rels for the Azure key vault.
Create an Azure key vault.

Run Set-AzuréRmStorageAccount.

o S

Configure access policies for the Arure Koy yaull,

]
-

Run Set-AzureRkmVeDiskEncryptionExtension.

ke i"j Microsoft
Configu

Answer:

L —— L — L — L —— i —— L — i — L —— L — —_{—

—_— e o e o o e o mmm e omm— mm— owmm ommm mm— mm— m— m—

Explanation:

Create an Azure key vault.

— R

| Configure access policies for the Azure key vault.

T

Run Set-AzuréRmVrbis ryptiopExtension.
g MICroso i d

References:

| create an Arure key vault, I

| Run set-Azure
|

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/encrypt-disks

NEW QUESTION: 187

You have a Microsoft Entra tenant that contains three users named User1, User2, and User3.
You configure Microsoft Entra Password Protection as shown in the following exhibit.



The users perform the following tasks:

* User1 attempts to reset her password to COntOsO

* User2 attempts to reset her password to F@brikamHQ
* User3 attempts to reset her password to PrOduct123.
Which password reset attempts fail?

A. User1, User2, and User3

B. User1 only

C. User3 only

D. User2only

E. User1 and User3 only

Answer: (SHOW ANSWER)

NEW QUESTION: 188

You have an Azure Active Directory (Azure AD) tenant named Contoso.com and an Azure Service (AKS) cluster AKS1.
You discover that AKS1 cannot be accessed by using accounts from Contoso.com You need to ensure AKS1 can be accessed by using accounts from Contoso.com The solution must minimize administrative
effort.

What should you do first?

A. From Azure recreate AKS1,

B. From AKS1, upgrade the version of Kubermetes.

C. From Azure AD, implement Azure AD Premium P2.

D. From Azure AD, configure the User settings

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli

NEW QUESTION: 189


https://www.freecram.net/q/67618-6270904/
https://www.freecram.net/q/67618-6270905/

You have three on-premises servers named Server1, Server2, and Server3 that run Windows Server1 and Server2 and located on the Internal network. Server3 is located on the premises network. All servers
have access to Azure.

From Azure Sentinel, you install a Windows firewall data connector.

You need to collect Microsoft Defender Firewall data from the servers for Azure Sentinel.

What should you do?

A. Create an event subscription from Server1, Server2 and Server3

B. Install the On-premises data gateway on each server.

C. Install the Microsoft Agent on each server.

D. Install the Microsoft Agent on Server1 and Server2 install the on-premises data gateway on Server3.
Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-windows-firewall

NEW QUESTION: 190
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant.
When a developer attempts to register an app named App1 in the tenant, the developer receives the error message shown in the following exhibit.


https://www.freecram.net/q/67618-6270906/

You do not have access

You do not have a

Access denied e‘

Directory) directory. To s, contact your administrator.

— ‘( Ge

You don't have permission to regist m the sk200510outlook (Default

Session ID Resource ID
f8e55e67d10141b4bf0c7ac5115b3be7 Not available

Extension Content
Microsoft_AAD_RegisteredApps CreateApplicationBlade

Error code
403

BE N\ 1icrosoft

You need to ensure that the developer can register App1 in the tenant.

What should you do for the tenant?

A. Modify the User settings

B. Set Enable Security default to Yes.

C. Modify the Directory properties.

D. Configure the Consent and permissions settings for enterprise applications.
Answer: (SHOW ANSWER)



https://www.freecram.net/q/67618-6270907/

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

NEW QUESTION: 191
You have an Azure subscription that contains an Azure SQL database named SQLDB1. SQLDB1 contains the columns shown in the following table.

MName Data type Sample value
Email Varchar admin@contoso.com
Birthday Date 2010-07-07

For the Email and Birthday columns, you implement dynamic data masking by using the default masking function.

Which value will the users see in each column? To answer, drag the appropriate values to the correct columns.

Each value may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Values }
1500-01-01 : 3 Emanl:

1900-01-01 00:00:00.0000
Birthday:
2070-300-30

Microsoft

Emaik | 1900-01-01

Birtholay 2071030030

Ermail: 1900-01-01

Birthday: | zbw-z.,ﬁ-xx

NEW QUESTION: 192
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

MName ]
User] Global addinistrator
User2 Seafifity administrator
User3 - -Seturity reader
Userd LicEiiSis administeator

Each user is assigned an Azure AD Premium P2 license.
You plan lo onboard and configure Azure AD identity Protection.
Which users can onboard Azure AD Identity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.



NOTE: Each correct selection is worth one point

$ i
Users who can onboard Azure AD ldenti ISetioh: [Osert only
Usarl and User2 only

Userl, User 2 and User3
Userl, User 2, U

Users who m%% and configure policies: [Gsert and User2 SRlE. |
Userl and User3§

Ugerl, User 2. andiLse
Userl, User 2. Userd. and User 4

Users who can onboard Azure AD IdentityProtegtion:usen only _
o"LP Tusert and User2 only
Userl, User 2, and User3 only

|user], User 2, U f40n

Userl and Liser |
Usert and User,
Userl, User 2, and Userz only

Userl, User 2. Userd, and User 4

Users who can remeﬁiate_mimd configure policies:

Explanation:
Users who can onboard Azur‘liqgmwmtectiun: A
m VIICrOs (ussaeny ]
Userl and User2 only
User1,User2, and User3 only
User1,User2, User3, and User4 only
Jsers who can remediate users and configure policies: v

User and User2 only.
Userl and User3 only

User1, User2, and User3 only
llser1 llser? llser? and llserd

NEW QUESTION: 193

You have an Azure subscription.

You plan to implement Azure DDoS Protection. The solution must meet the following requirement:
* Provide access to DDoS rapid response support during active attacks.



* Project Basic SKU public IP addresses.

You need to recommend which type of DDoS projection to use for each requirement.

What should you recommend? To answer, drag the appropriate DDoS projection types to the correct requirements. Each DDoS Projection type may be used once, or not at all. You may need to drag the split
bar between panes or scroll to view connect.

NOTE: Each correct selection is worth one point.

- . m=Microsoft

::'..-05 nfrastrthure protecton 100t rapid resporse

SppOrt Oaring sclhe sttagics: |

:-""‘1:5 B Protechion

Profect Sasic SEU pubic 1P sodreises: |

::I:H:-‘i '\l“'v.l?"ﬂ' Protect o

B ] I\/Ilcmsoft

Provide aceess to DDeSvapia rﬂp-c*:# ________
suppoft curfigbttive attacks: | D03 Network Protection

{J:cs 7 Protection J _________

DS Mewor E-r_m—_ g — Protect Sadic SKU publ e [P addrésses: Eﬂlﬂci 1P Protection 1
oric Protect |
1 Il

o —— w——— . —_—__]

Explanation:

D005 Protection types

| 9005 infrastracture protectc | Provice acgess 10 DOOS PG resporse
sipporiBuring dctive attacks: [ DDoS Network Protection

[:13::5# Sratactipn

—_ Pretect Sasie SKU pubie 1P agdresses: | DDoS IP Prosection

jj ‘Microsoft

I'ﬁih%'w'&i-&ir Protecton

NEW QUESTION: 194

You have an Azure subscription.

You need to ensure that you receive notifications regarding suspicious Azure DNS activity.
Which Microsoft Defender plan for Cloud Workload Protection (CWP) should you enable?
A. Storage

B. Resource Manager

C. Servers

D. APIs

E. App Service

Answer: (SHOW ANSWER)
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NEW QUESTION: 195
You have an Azure subscription that contains a virtual machine named VM1.
You have a network security group (NSG) named NSG1 that is associated to the network interface of VM1 and is configured as shown in the following exhibit

Priority 1 Name 1, Port 1, Protocol 1, Source, 1. Destination T Action 1
¢ Inbound Security Rules

1Y 3389 TCP Ay Any © Aliow

Outbound Security Rules

Pharvod 0% A8 8 4 M 1y 1 . N A € D«
k .

Just-in-time (JIT) VM access is enabled on VM1 and has the following configurations:

* Management ports: 3389, 22

* Maximum time range: 3 hours

* Allowed source IP addresses: Any

You activate the JIT rule and connect to VM1 by using SSH.

For each of the following statements, select Yes if the statement is true, otherwise select No.

NOTE: Each correct selection is worth one point.
\MNSWer Area

Statements Yes MNo

The RDP rule has prionty over the NSG rule created by JIT

If you disconnect from VM1 withun the three-hourtime range, you must reactivate the JIT
rule to reconnect 1o YN 1
The 55H connection to VM1 discopnects automatically after three hours

Answer:



The RDP rule has pnonty over the NSG rule created by IT

—mm IVIicrosoft ;, -
ﬁ@

rule o reconnect to VW

The 55H connection to VM1 dltcunrbe%l@lirnlly after three howrs

If you disconnect from VM1 withun the three -ho%%ﬁ?must reactivate the )T

Explanation:
== [ IVT
m =Microsoft -
The RDP rule has pnonty over the NSG rule created by JIT .
If you disconnect from YM1 within the three-hourifiefange, you must reactivate the JIT ( -

rule to reconnect to VM1

The S5H connection to VM1 disconnegtsautamatically after three hours { L

NEW QUESTION: 196
You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Actions 1 . Answer Area
W\ ficrotoft

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit. © ‘A :
@

Create an access review control; @

Set Reviewers to Group owners.

Set Reviewers to Members.

Answer:



Actions Answer Area

: . _ [
Create an access review program. . Create an access review program.‘ :

Set Reviewers to Selected users. [ |
Create an access review audit. :@ '''''''''''''''''''''''''''''''''' @

Set Reviewers to Group owners.

P —— e I e

[setReviewerstoMembers . MliCrosoft

Explanation:

Answer Area

—_—

Create an access review program.

Create an access review control.

Set Reviewers to Group owners.
—  EEoLeaooit |

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the group
owners to review.

Reviewers
Reviewers Group owners
Group cwners

Programs Selected users
Members (zele

Microsoft

References:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls
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NEW QUESTION: 197

You need to ensure that you can meet the security operations requirements.

What should you do first?

A. Turn on Auto Provisioning in Security Center.

B. Integrate Security Center and Microsoft Cloud App Security.

C. Upgrade the pricing tier of Security Center to Standard.

D. Modify the Security Center workspace configuration.

Answer: (SHOW ANSWER)

The Standard tier extends the capabilities of the Free tier to workloads running in private and other public clouds, providing unified security management and threat protection across your hybrid cloud
workloads. The Standard tier also adds advanced threat detection capabilities, which uses built-in behavioral analytics and machine learning to identify attacks and zero-day exploits, access and application
controls to reduce exposure to network attacks and malware, and more.

Scenario: Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

References:

https://docs.microsoft.com/en-us/azure/security-center/security-center-pricing

Topic 2, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this
exam. You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more
information about the scenario that is described in the case study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next sections of the exam. After you begin a new
section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays
information such as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information
displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.
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* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment
Azure AD
Contoso.com contains the users shown in the following table.

City

Role

Montreal

Global administrator

MONTREAL

Security administrator

London

Privileged role administrator

Ontario

Application administrator

Seattle

Cloud application administrator

Seattle

User administrator

Sydney

Reporiste Edﬂ_t’

Sydney

N~ ~ T
MICIrOSOT]

None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON”
Group2 | Dynamic user user.city -match “*on”

Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User2 creates the virtual networks shown in the following table.

Resource group

RG1

RGZ

RG3

W g

;'|;'-;

Sub1 contains the locks shown in the following table.

Name Set on Lock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 \|iRead-cnly
Sub1 contains the Azure policies shown in the following table.

Policy definition Resource type “J ARAY ... - SCODE L
Allowed resource types | networkSecurityGroups IVIIRGYW OUI L
Not allowed resource virtualNetworks/subnets RGS
types
Not allowed resource networksSecurityGroups RG5
types
Not allowed resource virtualNetworks/virtualNetworkPeerings | RG6
types

Sub2
Name Subnet
VINetwork 1 Subnet1.1, Subnet1.2 and Subent1.3
VNetwork2 Subnet2.1




Sub2 contains the virtual machines shown in the following table.

™ & ol
mioriace _| Aepcaton sequryYeoup | MBawnggansn

NIC1 ASG1 Subnetl. 1

NIC2 ASG2 L '/) Subnet1.1

NIC3 None .~ % Subnet1.2
NIC4 iy Subnet1.3
NIC5 one Subnet2.1

All virtual machines have the public IP addresses and the Web Server (11S) role installed. The firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

Name Associated to
NSG1 NIC2.
NSG2 Subnet icrosof
NSG3 Subnet1.3
NSG4 Subnet2.1
NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority | c| o <Pgrt Protocol Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action _
100 Any TCP ASG1 ASGE. V] |Allw<OTT
150 Any Any ASGE2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Ay VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority Port Protocol )| cro Setirce Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtuaiNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.



Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com.

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION: 198
You have an Azure subscription named Sub1 that contains the resource groups shown in the following table.

MName Location
1 West US
2 East US

You create the Azure Policy definition shown in the following exhibit.

“"moge” all
policyRule
ar
vy OF
fiela™ “location”
notEquals®: "[resourcaGhelp location]”™
Taald el
“notContalinsg Ty
b |
4
then*: %
“effect”™ “deny”™

You assign the policy to Sub1.
You plan to create the resources shown in the following table.

Name Type Location Resource group
Pobject1 | Public IP address East U5 RG2
obj1 Resgurce group West US Not applicoble
OBJ3 Virtual network West US RG1

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



MiICrosoft sweme

Yo can oreaste IBoBiect,

Vo Cachaiite oy 1

Wods can creste O8I

Answer:

Statements
Yo can crests IBabiectY

Yo canicrelte oby i

WO CEn create O8I

Explanation:

TAnswer Area
Statements Yeas Ne
You can create Pobject). { -
You can create objl. { -

l - " create OBJ3 { -
Micraseft -

NEW QUESTION: 199
You have an Azure subscription that has a managed identity named identity and is linked to an Azure Active Directory (Azure AD) tenant. The tenant contains the resources shown in the following table.
Which resources can be added to AUl and AU27? To answer, select the appropriate options in the answer area.

|_Name Type Assigned object
AL Admiristrative unit Userl, Group1

AL Agmiresiiative unil None

User]  fUser Not applicabile

Groupi | Security group Mot applicable

Groupd | Microsoft 365 group | Not applicable

Which resources can be added to AU1 and AU2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Arnswer Area .

(woup2 and identity| only

identty 1 only
ALY and |chentityl only

Group ! and Group ondy
AL, Group? snd identmy ) only
Group?, Groupd and User1 only

Answer:



. ==
ALI2 onby '
(olpd onhly

lcdenthy | ity
JAUZ and Groups only -
g Cfgmap chentity | only

hdenTty 1 ondy
T —l ALY aned |dentity ! ondy

AR Grouns and kdeniity | onby_
GO 1, ! and U | only

Explanation:

;| Geouapd e koeniey | oy

ALZ | Groupl, Gropd snd UserT only

NEW QUESTION: 200
You have a Microsoft Entra tenant.

You need to prevent nonprivileged NFI?@ é‘emn‘[r\e%ng service principals in Microsoft

Entra ID.
A. From the Properties blade, set Enable Security defaults to Yes.

B. From the Properties blade, set Access management for Azure resources to No.

C. From the User settings blade, set Users can register applications to No.

D. From the User settings blade, set Restrict access to Microsoft Entra ID administration portal to Yes.
Answer: (SHOW ANSWER)

NEW QUESTION: 201
Your company has an Azure subscription named Subscription1. Subscription1 is associated with the Azure Active Directory tenant that includes the users shown in the following table.

Role
Global administrator
Billing administrator
Owner

Account Admipoft

The company is sold to a new owner.
The company needs to transfer ownership of Subscription1.
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Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User: v
Userl m Microsoff
User2
User3
Userd

Tool: A 4

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Answer:
User: m_ Microsoft : o
"_ I — oyl
1 Userl 1
User2
User3 \
Userd <«
Tool: ﬂc}"’ v

_-.\_ — o — o e

Azure Cloud Shell
Azure PowerShell
Azure Security Center




Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

NEW QUESTION: 202

Your on-premises network contains an Active Directory Domain Services (AD DS) domain and the devices shown in the following table.
You have a hybrid Microsoft Entra tenant that contains a synced user named User1.

You have an Azure subscription that contains the Azure Files shares shown in the following table.

Used is assigned the Storage File Data SMB Share Contributor role tor storage1 and storage2.

The Security settings for Share! are configured as shown in the following exhibit.



Security

Prodoos fethrgs

Azure Files axposes settings that ket you togghe the SWE protocol 1o be more compatible o
more sedure depending on your Srgancation’s eguirements. Restnctng these settings may
precvent some clients from being able 1o connect. Lesm more

Profile
Custom

SME profocol wersons SME channel encryphon
] sme 21 None
] smas0 B 2s5-128-com
| ELERR B aesm-com
B aes-2s6-com
Authenbcation mechanams Kerbenos icke? encrypton
B rcamnac
B s

. For mone mformaton on wppont for protocol settregs o SIS chents, see S8 o Biinc ooy
nd GME or Lrgs

he Security settings for Share? are cofifigured &5 shown in the following exhibit

Security

Protocod settegy

AZure Fills exposes settings that let you togghe the SME protocol 1o be mone compatible or
mMand secune, depending on your organization’s requinements. Restricting these settings may
prevent some clents from besng able to connict. Learn mone

Profile

1
Custom W |

SME protocel versions SME channe! encryption
] sm8 24 1 None
] sme 30 B ass-1z8-com
B sveann B zes-12s-Gom

B Aes-256-Gom
Authenbcaton mechansms Kerberos ticket enrypton
[] w2 B Fos-snanc
B certeros B a5

' For more slormubon on support for protocol wettngs » SME cherty. sew SR on Wedow

For each of the following statements, select Yes if the statement is true. Otherwise. Select No.
NOTE: Each correct selection is worth one point.



Answer Area
Staternents Yes No

Lser? can mount share? 1o Server2 by providing®a steqade access key,

Liser1 can mount share1 to Devigad By using their Microsoft Entra identity

—

User? can mauntsh8edt36&hver] by using their AD DS identity, |_i| M i c rO S Oft

Y

Answer:

Staterments

Userl can mount sharel to Server? by provi LOTage SoCess key

User? can mount share? ta Device? & their Microsaft Entra identity

User1 can mount sharel 1o @ using their AD DS identity,

Explanation:

Staterments

Uiser? can mount share? 10 Sevver 2 by providipgaBiSisogg Mcoss key,

Lisert can mount share? to Doyt h- -.ﬁrl_]{h.mr Mucrosoft Entra identity

M' ‘i Léifb'gbﬁf«fsﬂ by wsireg thew AD DS identity,

NEW QUESTION: 203
You have an Azure subscription that contains an app named App1. App1 has the app registration shown in the following table.

API Permission Type Admin Status
consent
required
Microsoft.Graph | User.Read Delegated No None
Microsoft.Graph | Calendars.Read | Delegated No None

You need to ensure that App1 can read all user calendars and create appointments. The solution must use the principle of least privilege.
What should you do?

A. Add a new Delegated API permission for Microsoft.Graph Calendars.ReadWrite.

B. Add a new Application API permission for Microsoft.Graph Calendars.ReadWrite.

C. Select Grant admin consent.

D. Add a new Delegated API permission for Microsoft. Graph Calendars.ReadWrite.Shared.

Answer: (SHOW ANSWER)

Reference:

https://docs.microsoft.com/en-us/graph/permissions-reference#calendars-permissions
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NEW QUESTION: 204
You have an Azure subscription that contains the resources shown in the following table.

Name Type Resource group Location
RG1 Resource group Not applicable West US
Managed1 | Managed identity | RGT West US

The subscription is linked to an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

‘Name | U
User1 | United States
UserZ2 | German

You create the groups shown in the following table.

Type ey
Security Dynamlc User
Microsoft 365 Dynamic User

The membership rules for Group1 and Group2 are configured as shown in the following exhibit.



Dynamic membership rules X

Ll save X Discard (’ Got feedback?

Configure Rules Validate Rules (Preview)

gpYowcan use the rule builder or rule syntax text box to create or edit a dynamic

mem ﬁirﬂﬁ:ﬁ]@(ﬁ{ﬂ ft more

And/Or Property Operator Value
accountEnabled Equals true
Or v usagelocation v Equals v US v

-+ Add expression 1+ Get custom extension pu{}f}{-‘erti@ﬁo

Rule syntax ¢ Edit

(user.accountEnabled -eq true) or (user.usagelocation - eq "US")

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 is a member of Group1 and Group2: . Q
= Vlicrosort

User2 is a member of Group2 only. O O

Managed1 is a member of Group1 and Group2. @) O

Answer:



Statements Yes No

User1 is a member of Group1 and Groupz : 'O

b= : O
User2 is a member QfoOUpz only O FO‘:
Managed1 is a memM bﬁé%ﬁﬁﬁha Group2. O :_0_ :
Explanation:
Tezt Description automatically generated
Statements . Yes No
User1 is a member of Group1 anﬁﬁmlpﬁ |O\ O
User2 is a membénof Sre up2 only O \
|—I| .- |
Managed1 isa mM&fa?éFBﬁ& and Group2. oIl

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

NEW QUESTION: 205
You have an Azure Active Directory (Azure AD) tenant named contoso1812.onmicrosoft.com that contains the users shown in the following table.

Username 4
Userl@contoso1812.onmicrasaft.com
User2@contoso1812 ohmicrosoft.com

oMmoso1812.onmicrosoft.com

Pok£om~ £

TYIT Sl W ol i | &

You create an Azure Information Protection label named Label1. The Protection settings for Label1 are configured as shown in the exhibit. (Click the Exhibit tab.)



Protection

Contoi1ol812 - Azure Information Protection

Protections settings {) ' .MECFOSOft

IVOTCREGUGRTENE HYOK (AD RMS)

Select the protection action type 0

@Set permissions -~ (N
(O Set user-defined permissiops{Preview)”

users CcoeCOY PERMISSIONS
AuthenticatedUsers Viewer

Userl@contosol812.onmicrosoft.com Co-Author
User2@contosol1812.onmicrosoft.com Reviewer

+Add permissions

Label1 is applied to a file named File1.
For each of the following statements, select Yes if the statement is true, Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

Userl can print Filel.

i

User3 can _[‘e_j_g'ﬂ-:uFfI'él.

User4 can print Filel.

Answer:



Userl can print Filel.

User3 can read Filel.

User4 can print Filel.

Explanation:
Statements Yes No
Userl can print Filel. ‘Q: O
B Microsoft

User3 cantead Filel. ‘0‘ O

User4 can print Filel. O ‘0‘

NEW QUESTION: 206
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.

You schedule two update deployments named Update1 and Update2. Update1 updates VM3. Update2 updates VMG6.
Which additional virtual machines can be updated by using Update1 and Update2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Update1: l v
VM2 only

VM4 only

VM1 and VM2 only

VM1, VM2, VM4, vmsm

% &

r

Update2p . (> (W l v

VM1 and VMS only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Answer:

Update1: v

VM2 only
T VM4 only
g YMAonly
m MICroRmT and VM2 only, . ©
VM1, VMZ, VM4, VM5, and VM6

F o W _aw

W5 only
VM1 and \zms_ouly_
VM4 and VM5 only '

VM1, VM2, anid VM5 only
VM1, VM2, VM3, VM4. and VM5

Explanation:



Update1: | m Microsoft v

VM2 only

VM4 only

VM1 and VM2 only.

VM1, VM2, VM4-VM5, and VM6

Update2: v

VM3.only

VM1 and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, VM2, VM3, VM4, and VM5

Update1: VM1 and VM2 only

VM3: Windows Server 2016 West US RG2

Update2: VM4 and VM5 only

VMG6: CentOS 7.5 East US RG1

For Linux, the machine must have access to an update repository. The update repository can be private or public.
References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

NEW QUESTION: 207

You have an Azure subscription that contains a SQL Server on Azure Virtual Machines instance named SQt1 and a Microsoft Sentinel workspace named Sentinel1.
You need to monitor security incidents on SQL1 by using Sentinel1.

What should you do first?

A. On SQL1, enable SQL1 Server audit.

B. From the Azure portal, create a Log Analytics workspace.

C. On SQLA1. install the Connected Machine agent for Azure Arc-enabled servers.

D. From Sentinel1, enable VM insights.

Answer: (SHOW ANSWER)

NEW QUESTION: 208
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

MName Multi-factor authentication (MFA) status
User1 Disabled
UserZ? Disabled
User3 Enforced
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In Azure AD Privileged ldentity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)

Role settings O X

Assignment
,.d Allow permanent eligible assignment

Expire eligible assignments after
3 Months w

Allow permanent active assignment

Expire active assignments after
1 Month ~

V| Require Multi-Factor Authentication on actife@ssighment
| Require justification on active assignrient

Activation

Activation maximum durationNaurs)
s = =t e

' Require MultsFagtor Alithentication on activation

+ | Require justificatien on activation

Require ticket information on activation

Require approval to activate

You assign users the Contributor role on May 1, 2019 as shown in the following table.

MName Assignment type
User1 Eligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Statements ! WI’OSO’EE No

On May 15, 2019, User1 can activate t{(@ tributor role. O ',

On May 15, 2019, User2 can u@ine Contributor role. O O

On June 15, 2019, U&S can activate the Contributor role. < =

Answer:

Statements IVIICr@asOTine

G R

On May 15, 2019, User1 can activate the Contributor role. 1 <

On May 15, 2019, User2 can use the Contributor role.

On June 15, 2019, User3 can activate the Contributor role.

Explanation:

Statements Yes No

On May 15, 2019, User can aciivate thef_:_(}unttgﬁfia? we. B o

On May 15, 2019, USHQWUS& the Conmbutur role. O

On June 15, 2019, User dAdaéiameing Eontibuor role. J&]  ©

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles- assign-roles
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