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NEW QUESTION: 1

T EREEERENAREAEMARAER R ?

A BRREERTHEXFEE,

B. EHREFEEHREN T ERBEMIER (KPI),

C. ER:HEEZEEHEFBEEAMA,

D. T A BAR £ EEITRAM R,

Answer: (SHOW ANSWER)

The information security steering committee is composed of business leaders is the best indicator

that information security governance and corporate governance are integrated, as this shows that
the information security program is aligned with the business objectives and strategies, and that
the information security manager has the support and involvement of the senior management.
The information security steering committee is responsible for overseeing the information security
program, setting the direction and scope, approving policies and standards, allocating resources,
and monitoring performance and compliance. The information security steering committee also
ensures that the information security risks are communicated and addressed at the board level,
and that the information security program is consistent with the corporate governance framework
and culture. The information security team is aware of business goals, the board is regularly
informed of information security key performance indicators (KPIs), and a cost-benefit analysis is
conducted on all information security initiatives are also important, but not as important as the
information security steering committee is composed of business leaders, as they do not
necessarily imply that the information security governance and corporate governance are
integrated, and that the information security program has the authority and accountability to
achieve its goals. References = CISM Review Manual 2023, page 271; CISM Review Questions,
Answers & Explanations Manual 2023, page 342; ISACA CISM - iSecPrep, page 193

NEW QUESTION: 2
TR —IEREARDRAEHERIKEZFEMERNNRETE?
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A. BEERERE

B. & Uk A OB

C. #fmiraviTEBME0

D. & 2 ERE R K7

Answer: (SHOW ANSWER)

The best way to ensure the capability to restore clean data after a ransomware attack is to
maintain multiple offline backups. Offline backups are backups that are not connected to the
network or the internet, and therefore are not accessible by ransomware. Multiple offline backups
provide redundancy and allow the organization to choose the most recent and uncorrupted
backup to restore the data. Offline backups should be stored in a secure location and tested
regularly to ensure their integrity and availability.

Purchasing cyber insurance may help the organization cover some of the costs associated with a
ransomware attack, such as ransom payment, data recovery, legal fees, etc., but it does not

guarantee the capability to restore clean data. Cyber insurance policies may have exclusions,
limitations, or conditions that affect the coverage and reimbursement. Moreover, cyber insurance
does not prevent or mitigate the ransomware attack itself, and it may not cover all the losses or
damages caused by the attack.

Encrypting sensitive production data may protect the confidentiality of the data from unauthorized
access or disclosure, but it does not prevent ransomware from encrypting the data again.
Ransomware does not need to decrypt the data to encrypt it, and it may use a different encryption
algorithm or key than the one used by the organization. Encrypting production data may also
increase the complexity and time required for data recovery, especially if the encryption keys are
lost or compromised.

Performing integrity checks on backups may help the organization verify that the backups are not
corrupted or tampered with, but it does not ensure the capability to restore clean data after a
ransomware attack. Integrity checks are a preventive measure that should be done before the
attack, not after. If the backups are already infected or encrypted by ransomware, performing
integrity checks will not help to recover the data. Integrity checks should be complemented by
other measures, such as isolation, versioning, and offline storage, to protect the backups from
ransomware. References = CISM Certified Information Security Manager Study Guide, Chapter 9:
Business Continuity and Disaster Recovery, page 3081; CISM Foundations: Module 4 Course,
Part Two: Business Continuity and Disaster Recovery Plans2; Ransomware recovery: 8 steps to
successfully restore from backup3; Ransomware Recovery: 5 Steps to Recover Data4

NEW QUESTION: 3

THIM— IR H T RN E RSB AREEIMEALT L ERERM 2
A. EMEHEERMN

B. EHAE:E IT TH5H 9K,

C. S EHEEHMEMIIREMME R,

D. f IT EHERMITEHERF—H

Answer: (SHOW ANSWER)
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The number of reported incidents has increased is the best evidence that a recently established
information security program is effective because it indicates that the organization has improved
its detection and reporting capabilities and has raised awareness among employees about
security issues. Regular IT balanced scorecards are communicated is not a good evidence
because it does not measure the actual performance or outcomes of the security program. Senior
management has reported fewer junk emails is not a good evidence because it does not reflect
the overall security posture or maturity of the organization. The number of tickets associated with
IT incidents have stayed consistent is not a good evidence because it does not show any
improvement or reduction in security incidents or risks. References:
https://www.isaca.org/resources/isaca- journal/issues/2016/volume-6/how-to-measure-the-
effectiveness-of-information-security-using-iso-27004
https://www.isaca.org/resources/isaca-journal/issues/2014/volume-6/how-to-measure-the-
effectiveness-of- your-information-security-management-system

NEW QUESTION: 4

—BHFRRABRRTENE, EBEMITTIM—ERE?

A. [REER L EMRIR,

B. BXEMEERE,

C. FRRMEIR,

D. BRIk R 4R,

Answer: (SHOW ANSWER)

Isolating the affected system is the first step in the incident response process, as it helps to
contain the attack, prevent further damage, and preserve the evidence for analysis. Isolating the
system can be done by disconnecting it from the network, blocking the malicious traffic, or
applying quarantine rules.

References = CISM Review Manual 2022, page 3121; CISM Exam Content Outline, Domain 4,
Task 4.22; Cybersecurity Incident Response Exercise Guidance3

NEW QUESTION: 5

THM—IEH N EELEREPHAEEBERER?

A. BASZEHIERR (KCI)

B. BISEIRIEIE (KRI)

C. FAREMIELR (KPI)

D. F#2 B RE1E (KGI)

Answer: (SHOW ANSWER)

= Security reporting is the process of providing relevant and timely information on the status and

performance of the information security program to the stakeholders. Security reporting should be
aligned with the business objectives and risk appetite of the organization, and should provide
meaningful insights and recommendations for decision making and improvement. Security
reporting should also include forward- looking trends, which are projections or predictions of
future events or conditions based on historical data, current situation, and external factors.
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Forward-looking trends can help the organization anticipate and prepare for potential risks and
opportunities, and adjust their strategies and plans accordingly.

One of the most effective ways to communicate forward-looking trends within security reporting is
to use key risk indicators (KRIs). KRIs are metrics that measure the level of exposure or likelihood
of a risk event occurring, and provide early warning signals of potential changes in the risk profile.
KRIs can help the organization monitor and manage the key risks that may affect the
achievement of their objectives, and take proactive actions to mitigate or avoid them. KRIs can
also help the organization identify emerging risks and trends, and evaluate the effectiveness of
their risk treatment options. KRIs should be aligned with the risk appetite and tolerance of the
organization, and should be regularly reviewed and updated to reflect the changing risk
environment.

The other options are not the most effective ways to communicate forward-looking trends within
security reporting. Key control indicators (KCls) are metrics that measure the effectiveness and
efficiency of the security controls implemented to reduce the impact or likelihood of a risk event.
KCls can help the organization assess and improve the performance of their security processes
and activities, and ensure compliance with the security policies and standards. However, KCls do
not directly measure the level of exposure or likelihood of a risk event, and may not provide
sufficient information on the future trends and scenarios. Key performance indicators (KPIs) are
metrics that measure the achievement of the security objectives and goals, and demonstrate the
value and contribution of the information security program to the organization. KPIs can help the
organization evaluate and communicate the results and outcomes of their security initiatives and
projects, and align them with the business strategy and vision. However, KPIs do not directly
measure the level of exposure or likelihood of a risk event, and may not provide sufficient
information on the future trends and scenarios. Key goal indicators (KGls) are metrics that
measure the progress and completion of the security goals and targets, and indicate the degree
of success and satisfaction of the information security program. KGls can help the organization
track and report the status and milestones of their security plans and actions, and ensure
alignment with the stakeholder expectations and requirements.

However, KGls do not directly measure the level of exposure or likelihood of a risk event, and
may not provide sufficient information on the future trends and scenarios. References = CISM
Review Manual, 16th Edition, ISACA, 2020, pp. 77-78, 81-821; CISM Online Review Course,
Domain 3: Information Security Program Development and Management, Module 4: Information
Security Program Resources, ISACA2

NEW QUESTION: 6
THM—IERERRRATLRENEETE?
A. BEEEFIIERE,

B. &K% E,

C. K& 1515721,

D. REFXERAMEE,

Answer: (SHOW ANSWER)
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A vulnerability assessment process is a systematic and proactive approach to identify, analyze
and prioritize the vulnerabilities in an information system. It helps to reduce the exposure of the
system to potential threats and improve the security posture of the organization. By implementing
a vulnerability assessment process, the organization can facilitate proactive risk management,
which is the PRIMARY benefit of this process.

Proactive risk management is the process of identifying, assessing and mitigating risks before
they become incidents or cause significant impact to the organization. Proactive risk management
enables the organization to align its security strategy with its business objectives, optimize its
security resources and investments, and enhance its resilience and compliance.

A: Threat management is enhanced. This is a secondary benefit of implementing a vulnerability
assessment process. Threat management is the process of identifying, analyzing and responding
to the threats that may exploit the vulnerabilities in an information system. Threat management is
enhanced by implementing a vulnerability assessment process, as it helps to reduce the attack
surface and prioritize the most critical threats.

However, threat management is not the PRIMARY benefit of implementing a vulnerability
assessment process, as it is a reactive rather than proactive approach to risk management.

B: Compliance status is improved. This is a secondary benefit of implementing a vulnerability
assessment process. Compliance status is the degree to which an organization adheres to the
applicable laws, regulations, standards and policies that govern its information security.
Compliance status is improved by implementing a vulnerability assessment process, as it helps to
demonstrate the organization's commitment to security best practices and meet the expectations
of the stakeholders and regulators. However, compliance status is not the PRIMARY benefit of
implementing a vulnerability assessment process, as it is a result rather than a driver of risk
management.

C: Security metrics are enhanced. This is a secondary benefit of implementing a vulnerability
assessment process. Security metrics are the quantitative and qualitative measures that indicate
the effectiveness and efficiency of the information security processes and controls. Security
metrics are enhanced by implementing a vulnerability assessment process, as it helps to provide
objective and reliable data for security monitoring and reporting. However, security metrics are
not the PRIMARY benefit of implementing a vulnerability assessment process, as they are a
means rather than an end of risk management.

References =

* CISM Review Manual 15th Edition, pages 1-301

* CISM Exam Content Outline2

* Risk Assessment for Technical Vulnerabilities3

* A Step-By-Step Guide to Vulnerability Assessment4

NEW QUESTION: 7
T —IEfEZ e EARETEMNTERRE?
A. KREER 2
B. EEHR



C. BIERA

D. B EE

Answer: (SHOW ANSWER)

According to the CISM Review Manual (Digital Version), Chapter 3, Section 3.2.1, strategic
alignment is the primary outcome of an information security program1. Strategic alignment means

that the information security program supports and is tailored to the organization's objectives and
business strategy1. It also means that the information security program is aligned with other
assurance functions, such as physical, human resources, quality, and IT1.

The CISM Review Manual (Digital Version) also states that strategic alignment is essential for
achieving a competitive advantage, enhancing customer trust, reducing legal and regulatory risks,
and improving organizational performance. Strategic alignment requires effective communication
and collaboration among all stakeholders, including senior management, information owners,
information security managers, information security steering committees, and external partners1.
The CISM Exam Content Outline also covers the topic of strategic alignment in Domain 3 -
Information Security Program Development and Management (33% exam weight)2. The
subtopics include:

3.2.1 Information Security Strategy

3.2.2 Information Security Governance

3.2.3 Information Security Risk Management

3.2.4 Information Security Compliance

| hope this answer helps you prepare for your CISM exam. Good luck!

NEW QUESTION: 8

THEE A E BB ERER SR ENEREGRMEKR ?

A. FERMEERBRAESEREH

B. BN ERMERIEERMWBLIRUESE

C. EM BB UMFRE TR EMERER

D. nEEEEREREARMERNERE

Answer: (SHOW ANSWER)

Embedding compliance requirements within operational processes ensures that they are
consistently followed and monitored as part of normal business activities. This provides ongoing
assurance that legal and regulatory compliance requirements can be met. The other choices are
not as effective as embedding compliance requirements within operational processes.
Regulatory compliance involves following external legal mandates set forth by state, federal, or
international government2. Compliance requirements may vary depending on the industry,
location, and nature of the organization2. Compliance helps organizations avoid legal penalties,
protect their reputation, and ensure ethical conduct2.

NEW QUESTION: 9
=i EEER TR AREERR (IPS) TRt REBELXFHESE TIHIW—RRieRHAEKNR
RERECHBERRUBRILRE 2
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A. R EE

B. B4R

C. B iR#R

D. ER¥ERIZ N

Answer: (SHOW ANSWER)

Decreasing false positives is the best indicator that the information security manager has tuned
the system to address senior management's concern that the organization's intrusion prevention
system (IPS) may repeatedly disrupt business operations. False positives are alerts generated by
the IPS when it mistakenly blocks legitimate traffic or activity, causing disruption or downtime.
Decreasing false positives means that the IPS has been configured to reduce such errors and
minimize unnecessary interruptions. Increasing false negatives is not a good indicator because it
means that the IPS has failed to detect or block malicious traffic or activity, increasing the risk of
compromise or damage. Decreasing false negatives is not a good indicator because it does not
affect business operations, but rather improves security detection or prevention. Increasing false
positives is not a good indicator because it means that the IPS has increased its errors and
interruptions, worsening senior management's concern. References:

https://www.isaca.org/resources/isaca-journal/issues

/2017 /volume-6/the-value-of-penetration-testing https://www.isaca.org/resources/isaca-
journal/issues/2016

/volume-5/security-scanning-versus-penetration-testing

NEW QUESTION: 10

SEERAENERELEEESY A 22 R g&gm&g@ﬁ@ﬁ:mﬁa ERRLEBEZARTT
B B—I R 7 -ree ;

A. S EBERHER,

B. EHERAEIEH,

C. A AR Z M,

D. #iE AIGHEMREE,

Answer: (SHOW ANSWER)

NEW QUESTION: 11

EERBHEE TH BT (BYOD) &8, T &R EEE L HE TIEEF RRENEin{# TR
EBITHERERFAREN, TIM-—EIRRBERNITEAE?

A HMREZEER, RFEREERME

B. 1t & T & imfF I Bl EFEH-MBUE

C. O#HRiwr=Im R R

D. ML L £ R AENFH R K

Answer: (SHOW ANSWER)

The most effective course of action when employees are using free cloud storage services to
store company data through their mobile devices is to assess the business need to provide a
secure solution, such as a corporate-approved cloud service or a virtual desktop environment.



https://www.freecram.net/q/62525-5666762/
https://www.freecram.net/q/62525-5666763/
https://www.freecram.net/q/62525-5666764/

Assessing the business need can help understand why employees are using free cloud storage
services, what kind of data they are storing, and what are the security risks and requirements.
Based on the assessment, the security manager can propose a secure solution that meets the
business needs and complies with the BYOD policy. The other options, such as allowing the
practice to continue, disabling remote access, or initiating remote wipe, may not address the
underlying business need or may cause disruption or data loss. References:

* https://www.digitalguardian.com/blog/byod-security-expert-tips-policy-mitigating-risks-
preventing- breach

* https://news.microsoft.com/en-xm/2021/03/18/how-to-have-secure-remote-working-with-a-byod-
policy/

* https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/-infosec-
guide- bring-your-own-device-byod

NEW QUESTION: 12

ERENEREEETETIREREE?

A EHNREEHIR

B. FARRAMETET (KRI)

C. ENREBUREX

D. Bl R LTARES

Answer: (SHOW ANSWER)

Key risk indicators (KRIs) are the most useful to include in an information security status report for

management because they measure and report the level of risk exposure or performance against
predefined risk thresholds or targets, and alert management of any deviations or issues that may
require attention or action. List of recent security events is not very useful to include in an
information security status report for management because it does not provide any analysis or
evaluation of the events or their impact on the organization's objectives or performance. Review
of information security policies is not very useful to include in an information security status report
for management because it does not reflect any progress or results of implementing or enforcing
the policies. Information security budget requests are not very useful to include in an information
security status report for management because they do not indicate any value or benefit of
investing in information security initiatives or controls. References:
https://www.isaca.org/resources/isaca- journal/issues/2016/volume-6/how-to-measure-the-
effectiveness-of-information-security-using-iso-27004

NEW QUESTION: 13

T 58— I8 2 $ T [ 2 TR B9 Web AR B #0 - 8 X BRERAR 7S (DDoS) W E MR K E 2
A BITRIQIZENGS

B. BHL $2#EEARS

C. B OR

D. RAEISHEFIE R

Answer: (SHOW ANSWER)



https://www.freecram.net/q/62525-5666765/
https://www.freecram.net/q/62525-5666766/

Prevention of authorized access is the greatest threat posed by a distributed denial of service
(DDoS) attack on a public-facing web server because it prevents legitimate users or customers
from accessing the web services or resources, causing disruption, dissatisfaction, and potential
loss of revenue or reputation. Execution of unauthorized commands is not a threat posed by a
DDoS attack, but rather by a remote code execution (RCE) attack. Defacement of website
content is not a threat posed by a DDoS attack, but rather by a web application attack.
Unauthorized access to resources is not a threat posed by a DDoS attack, but rather by a brute
force attack or an authentication bypass attack. References:
https://www.isaca.org/resources/isaca-journal/issues
[2017/volume-6/the-value-of-penetration-testing https://www.isaca.org/resources/isaca-
journal/issues/2016

/volume-5/security-scanning-versus-penetration-testing

NEW QUESTION: 14

HHEREt 817 AERRSENAR TS (SaaS), i HIETERIEMIER & LICEER ML BRI FHERE
T ?

A. OF BEH#ERMNBIR ST EE®E,

B. REMTEREERBHESEMERMRTEEITELERE,

C. 7 #7 ELbg 36 13 HH #2 AR R 5 1,

D. EREALTEEKRMINIE,

Answer: (SHOW ANSWER)

Defining information security requirements and processes is the FIRST thing that the information
security manager should do to support the initiative of utilizing Software as a Service (SaaS) and
selecting a vendor.

This is because information security requirements and processes provide the basis for evaluating
and comparing the SaaS vendors and solutions, as well as for ensuring the alignment of the
SaaS services with the organization's security objectives, policies, and standards. Information
security requirements and processes should include aspects such as data protection, access
control, encryption, authentication, authorization, audit, compliance, incident response, disaster
recovery, and service level agreements12. Reviewing independent security assessment reports
for each vendor (A) is a useful thing to do to support the initiative of utilizing SaaS and selecting a
vendor, but it is not the FIRST thing to do. Independent security assessment reports can provide
valuable information about the security posture, practices, and performance of the SaaS vendors
and solutions, such as their compliance with industry standards, frameworks, and regulations,
their vulnerability and risk management, and their security testing and auditing results. However,
reviewing independent security assessment reports should be done after defining the information
security requirements and processes, which can help to determine the scope, criteria, and
expectations for the security assessment12. Benchmarking each vendor's services with industry
best practices (B) is also a useful thing to do to support the initiative of utilizing SaaS and
selecting a vendor, but it is not the FIRST thing to do. Benchmarking each vendor's services with
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industry best practices can help to measure and compare the quality, performance, and value of
the SaaS vendors and solutions, as well as to identify the gaps, strengths, and weaknesses of the
SaaS services. However, benchmarking each vendor's services with industry best practices
should be done after defining the information security requirements and processes, which can
help to select the relevant and appropriate industry best practices for the SaaS services12.
Analyzing the risks and proposing mitigating controls is also a useful thing to do to support the
initiative of utilizing SaaS and selecting a vendor, but it is not the FIRST thing to do. Analyzing the
risks and proposing mitigating controls can help to identify and evaluate the potential threats,
vulnerabilities, and impacts that may affect the security, availability, and reliability of the SaaS
vendors and solutions, as well as to recommend and implement the necessary measures to
reduce or eliminate the risks. However, analyzing the risks and proposing mitigating controls
should be done after defining the information security requirements and processes, which can
help to establish the risk appetite, tolerance, and criteria for the SaaS services12. References =
1: CISM Review Manual 15th Edition, page 82-831; 2: How to Evaluate SaaS Providers and
Solutions by Developing RFP Criteria - Gartner2

NEW QUESTION: 15
TIRIEZAFREEAMEIESH 2
A BEHMBREREETHSE

B. Al =4 EEEHERBINFFTHARA
C. fH&=HBEEOMRE

D. 3 ZAGEBERMASZHEEE S
Answer: (SHOW ANSWER)

NEW QUESTION: 16

HEFEETHNZTEEHREER, EATEREEZANIT TN —HIEE?

A. AFEHEEAERIRBEEREN,

B. EHIRBEMNEHREIETE,

C. ETEERD,

D. sHEHERNTE,

Answer: (SHOW ANSWER)

Before implementing any changes to the security incident response plan, the information security

manager should first conduct a gap analysis to identify the current state of the plan and compare
it with the new requirements. A gap analysis is a systematic process of evaluating the differences
between the current and desired state of a system, process, or program. A gap analysis can help
to identify the strengths and weaknesses of the existing plan, the gaps that need to be addressed,
the priorities and dependencies of the actions, and the resources and costs involved. A gap
analysis can also help to create a business case for the changes and justify the investment. A
gap analysis can be conducted using various methods and tools, such as frameworks, standards,
benchmarks, questionnaires, interviews, audits, or tests1234.

References =


https://www.freecram.net/q/62525-5666768/
https://www.freecram.net/q/62525-5666769/

* CISM Review Manual 15th Edition, page 1631

* CISM certified information security manager study guide, page 452

* How To Conduct An Information Security Gap Analysis3

* PROACTIVE DETECTION - GOOD PRACTICES GAP ANALYSIS RECOMMENDATIONS4
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NEW QUESTION: 17
ErRRERE=ZAHERBER B RIEEENREHE, HEBERERELETIRN—E
HEE?

A. trEE LRI E O/ [EEE

B. EtEEMNEBREREXLTEBE—H

C. HtFER O EME IR IERI B R E

D. &+t FERG MR AY2:E R

Answer: (SHOW ANSWER)

The most important thing to include in the vendor selection criteria when procuring security

services from a third-party vendor is B. Alignment of the vendor's business objectives with
enterprise security goals. This is because the vendor should be able to understand and support
the enterprise's security vision, mission, strategy, and policies, and provide services that are
consistent and compatible with them. The vendor should also be able to demonstrate how their
services add value, reduce risk, and enhance the performance and maturity of the enterprise's
information security program. The alignment of the vendor's business objectives with enterprise
security goals can help to ensure a successful and long-term partnership, and avoid any conflicts,
gaps, or issues that may arise from misalignment or divergence.

The vendor should be able to understand and support the enterprise's security vision, mission,
strategy, and policies, and provide services that are consistent and compatible with them. (From
CISM Manual or related resources) References = CISM Review Manual 15th Edition, Chapter 3,
Section 3.2.1, page 1341; Third-Party Vendor Selection: If Done Right, It's a Win-Win2; Vendor
Selection Criteria: Key Factors in Procurement Success3

NEW QUESTION: 18

—REOMBMNEEEEEH THEBHRERISEARRMIENGE, BT BEEERELHE
&, EZRETSIW—IEEE ?

A REEFEAREFREETEESN
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B. HEMEHZ 2IEMNETHER

C. IR EI B ERMEEER

D. A& EH B EREMILMERALTEEBE

Answer: (SHOW ANSWER)

The first step is to research legal and regulatory requirements for the new locations. Different

countries have varying security and privacy laws, and understanding these is critical before
adapting policies or procedures.

"Security requirements will vary depending on local legal and regulatory obligations, which must
be understood as part of international expansion."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Compliance Requirements The ISACA CISM practice database also highlights this step as the
initial and critical move in international expansions.

NEW QUESTION: 19

TR —EREALEEHMIBIETENTEIFE ?

A. ZEANETAH

B. fffhiiiZ £t

C. ExRIRERE

D. TR 24K

Answer: (SHOW ANSWER)

Influencing human behavior is the primary benefit of an information security awareness training
program because it helps to reduce the human errors and vulnerabilities that can compromise the
security of data and systems. An information security awareness training program is a process or
a program that informs and empowers users to protect data and computing assets from security
risks and cyberattacks. It includes educational offerings that cover regulatory requirements,
compliance policies, and safe computing practices.

An information security awareness training program helps to influence human behavior by raising
awareness of the security threats and challenges, enhancing knowledge and skills of the security
best practices and controls, and fostering a positive security culture and attitude among the users.
By influencing human behavior, an information security awareness training program can improve
the security posture and performance of the organization, as well as prevent or mitigate the
impact of security incidents. Therefore, influencing human behavior is the correct answer.
References:

* https://www.isms.online/iso-27002/control-6-3-information-security-awareness-education-and-
training/

* https://www.isaca.org/resources/isaca-journal/issues/2019/volume-1/the-benefits-of-information-
security-and-privacy-awareness-training-programs

* https://threatcop.com/blog/benefits-and-purpose-of-security-awareness-training/.

NEW QUESTION: 20
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EZEEEARKEEARHESNMER uﬁ%@@_m%ﬁ%&ﬁﬁﬁ  AEERERE. THB—
BREZRSESEIN? Freelic

A. BIgERATREE B H A ZHRE,

B. R BERIREEHRETELS S RAMREIE,

C. fHEHEHIRTRe N B A4S,

D. IR EEHFETOXEREER,

Answer: (SHOW ANSWER)

Replacing key controls with weaker compensating controls may introduce new vulnerabilities or
increase the likelihood or impact of existing threats, thus raising the risk levels beyond the
acceptable limits defined by the risk appetite and tolerance of the organization. This may expose
the organization to unacceptable losses or damages, such as financial, reputational, legal, or
operational. Therefore, the information security manager should be most concerned about the
potential elevation of risk levels and ensure that the risk owner is aware of the consequences and

accountable for the decision.
References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk Management,
Section: Risk Treatment, page 941.

NEW QUESTION: 21

REABARENEZENEFBHRELH—EE RREZNE

A. EEINZ M

B. BZBOMKEER,

C.ZMRETE,

D. RE T MRIRIEHES,

Answer: (SHOW ANSWER)

Email software packages that provide native encryption of messages use proprietary algorithms
and formats that are not compatible with other email software packages. This means that the
encryption cannot interoperate across product domains, and the recipients of encrypted
messages must use the same email software package as the sender to decrypt and read the
messages. This limits the usability and scalability of native encryption, and may also pose
security risks if the encryption algorithms or formats are not well-tested or widely accepted. A
common drawback of email software packages that provide native encryption of messages is that
the encryption cannot interoperate across product domains1234. References = CISM Review
Manual 15th Edition, page 206. The Top 10 Email Encryption Solutions In 2023 - Expert
Insights2, The Best Email Encryption Services for 2023 | PCMag3, The Top 12 Email Encryption
Services for 2023 - Right Inbox4.

A common drawback of email software packages that provide native encryption of messages is
that the encryption cannot interoperate across product domains. This means that emails sent
from one product cannot be read by another product, as the encryption keys used are not
compatible. This can be a problem when sending emails to people who use different software
packages, as the encrypted emails cannot be read.
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NEW QUESTION: 22

EHBRAIEIT TEAREBER, UXFEFNEFAREEE T —EEZEEAREEEMN
T—%7

A. AZET AT IE

B. Rl & £ill#HEt=E,

C. EFREMER,

D. FT (b Ed s X SRR A — B,

Answer: (SHOW ANSWER)

NEW QUESTION: 23

%T BEMRENCREMNRMBTGERREA, SHRENRURIIEE EAXEKENRETEA
2HEE?

A. L HERSBOEER D ER

B. R\ IERUHZROER,

C. EETEE@L%’E%%EE‘J—WL

D. X EFFRAFZRABREHOLR,

Answer: (SHOW ANSWER)

The information security manager's best course of action is to report the findings of the risk

assessment to the key stakeholders, such as senior management, business owners, and

regulators. This will ensure that the stakeholders are aware of the potential impact of the risk and

can make informed decisions on how to address it. The other options are possible actions to take

after reporting the findings, but they are not the best course of action in this scenario.

References = CISM Domain 2: Information Risk Management (IRM) [2022 update] (section:

Information Risk Response) and CISM ITEM DEVELOPMENT GUIDE - ISACA (page 6, item

example 2)

NEW QUESTION: 24

—ﬁﬁﬁfé@ﬁ??* EBMMESEEEREE S AR ER TS REREL EBEH
TTSIMRIRIRE, LUBBRME S TAMEBEE LIREREEFNRR ?

ALuﬁﬁﬁlD%ﬁﬁﬁ%&%o

B. il % % AL B i Aot ub R R AR TR T,

C. BE{E 8 T &AM B i fo il

D. BRI/ B &% % £ i+t B EBS 7 B,

Answer: A (LEAVE A REPLY)

An organization-wide social media policy is a document that defines the rules and guidelines for

using social media platforms within the organization. It covers topics such as who can use social

media, what they can post, how they should protect confidential information, and what are the

consequences for violating the policy. An organization-wide social media policy helps to mitigate

the risk of confidential information being disclosed by employees on social media by providing a

clear and consistent framework for managing social media activities12.
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References = 1: CISM Review Manual (Digital Version), page 271 2: CISM Review Manual (Print
Version), page 271

NEW QUESTION: 25

— (U EALTERBKIEI, MEESEEIEARREALAEHRAPIER, ERT AEBERAER
EERENE-—SZHE?

A EEESEIENFIRER,

B. MTREFIED,

C. #hiBX 90 XOMMARMX ZETEEEDO,

D. #%1 CISO REHKERITA,

Answer: (SHOW ANSWER)

NEW QUESTION: 26

HEAREEHEREOLNME, EBEEZETIEE?

A. B O E¥H3th 50 Sk AT IR AR AR 4E

B. EHEARRMIEE (KRI)

C. sMEEHREIEE XA B RIRIA

D. FHAEHRIER MM

Answer: (SHOW ANSWER)

An information security post-incident review is a process that aims to identify the root causes,
impacts, lessons learned, and improvement actions of a security incident. The highest priority
during a post-incident review should be evaluating the effectiveness of the incident response,
which means assessing how well the incident response plan, procedures, roles, resources, and
communication were executed and aligned with the business objectives and requirements.
Evaluating the incident response effectiveness can help to identify the gaps, weaknesses,
strengths, and opportunities for improvement in the incident response process and capabilities.
Documenting actions taken in sufficient detail, updating key risk indicators (KRIs), and evaluating
the performance of incident response team members are also important activities during a post-
incident review, but they are not as critical as evaluating the incident response effectiveness,
which can provide a holistic and strategic view of the incident response maturity and value.
References =

*ISACA, CISM Review Manual, 16th Edition, 2020, page 2411

* ISACA, CISM Review Questions, Answers & Explanations Database - 12 Month Subscription,
2020, question ID 2192 During post-incident reviews, the highest priority should be given to
evaluating the effectiveness of the incident response effort. This includes assessing the accuracy
of the response to the incident, the timeliness of the response, and the efficiency of the response.
It is important to assess the effectiveness of the response in order to identify areas for
improvement and ensure that future responses can be more effective. Documenting the actions
taken in sufficient detail, updating key risk indicators (KRIs), and evaluating the performance of
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incident response team members are all important components of a post-incident review, but
evaluating incident response effectiveness should be given the highest priority.

NEW QUESTION: 27

THH—EZBEARPREEZMMBE?

A. E—EBIL A /MEBTIERIEL

B. RGBT

C. T2 F A OERENAAIIE R T TR

D. HEARER B 4F LU R B Th B K BRR 2

Answer: (SHOW ANSWER)

The most important issue in a penetration test is having a defined goal as well as success and

failure criteria.

A penetration test is a simulated cyber attack against a computer system or an application to
check for exploitable vulnerabilities. The goal of a penetration test is to identify and evaluate the
security risks and weaknesses of the target system or application, and to provide
recommendations for improvement. The success and failure criteria of a penetration test are the
metrics and indicators that measure the effectiveness and efficiency of the test, and the extent to
which the test achieves its goal. By having a defined goal as well as success and failure criteria,
the penetration tester can plan and execute the test in a systematic and structured manner, and
can communicate and report the results and findings in a clear and concise way. The other
options are not the most important issue in a penetration test, although they may be some factors
or considerations that affect the test. Having an independent group perform the test is a desirable
practice, as it can provide an unbiased and objective assessment of the target system or
application. However, it is not essential, as long as the penetration tester follows ethical hacking
principles and standards. Obtaining permission from audit is a mandatory requirement, as it
ensures that the penetration test is authorized and compliant with the organization's policies and
regulations. However, it is not an issue, as it is a prerequisite for conducting the test. Performing
the test without the benefit of any insider knowledge is an optional approach, as it simulates a
real-world attack by an external hacker who does not have access to the internal design or
configuration of the target system or application. However, it is not always feasible or effective, as
some vulnerabilities may be hidden or inaccessible from an outsider's perspective.

NEW QUESTION: 28

HREREFENEHARLASEAER, TR -—BEHNEALZEKERER?

A =HEEER

B. S4B HEKE

C. R AL

D. #B#8 R b 2 Fo i

Answer: (SHOW ANSWER)

The organizational risk register is the most useful for an information security manager when
determining the need to escalate an incident to senior management because it contains a list of
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identified risks to the organization, their likelihood and impact, and their predefined risk thresholds
or targets, which can help the information security manager assess the severity and urgency of
the incident and decide whether it requires senior management's attention or action. Incident
management procedures are not very useful for this purpose because they do not provide any
specific criteria or guidance on when to escalate an incident to senior management. Incident
management policy is not very useful for this purpose because it does not provide any specific
criteria or guidance on when to escalate an incident to senior management. System risk
assessment is not very useful for this purpose because it does not reflect the current risk
exposure or status of the organization as a whole. References:
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-6
/how-to-measure-the-effectiveness-of-information-security-using-iso-27004
https://www.isaca.org/resources
lisaca-journal/issues/2017/volume-5/incident-response-lessons-learned

NEW QUESTION: 29

#HROEALTEFHE BIrESHMNEFREN

A EZRBHIEBHVEER,

B. EREERERE,

C. ERIEFE,

D. {£RO&RFER,

Answer: (SHOW ANSWER)

When investigating an information security incident, details of the incident should be shared only
as needed, according to the principle of least privilege and the need-to-know basis. This means
that only the authorized and relevant parties who have a legitimate purpose and role in the
incident response process should have access to the incident information, and only to the extent
that is necessary for them to perform their duties.

Sharing incident details only as needed helps to protect the confidentiality, integrity, and
availability of the incident information, as well as the privacy and reputation of the affected
individuals and the organization.

Sharing incident details only as needed also helps to prevent unauthorized disclosure,
modification, deletion, or misuse of the incident information, which could compromise the
investigation, evidence, remediation, or legal actions.

References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident
Management, Section: Incident Response Process, page 2311; CISM Review Questions,
Answers & Explanations Manual,

10th Edition, Question 49, page 462.

NEW QUESTION: 30
B ERY SRR R RS RERNScERARR Y "
A. FEIEERIR

B. EXEALEEE
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C.BE R AERE
D. AEHE
Answer: B (LEAVE A REPLY)

NEW QUESTION: 31

EENREFHBHELUTHAERTRAR, ERERSHY

A BEAREREER,

B. AFRMOEZEHE,

C. EAR LK,

D. EAR £ KEE,

Answer: (SHOW ANSWER)

An information security program is best positioned for success when it is closely aligned with the
information security strategy, which defines the organization's vision, mission, goals, objectives,
and risk appetite for information security. The information security strategy provides the direction
and guidance for developing and implementing the information security program, ensuring that it
supports the organization's business processes and objectives. The information security strategy
also helps to establish the scope, boundaries, roles, responsibilities, and resources for the
information security program.

References = CISM Manual, Chapter 3: Information Security Program Development (ISPD),
Section 3.1:

Information Security Strategy1

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles
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NEW QUESTION: 32

THIH— e E AR T e SHENERE?
A FEBEHRENTEEHHE

B. EHiZ ML LIFEHMETIERLL

C. xRREREDNENHBNAEFHHHE

D. R EEHEMAE T EMNEENE S

Answer: (SHOW ANSWER)

NEW QUESTION: 33


https://www.freecram.net/q/62525-5666783/
https://www.freecram.net/q/62525-5666784/
https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/
https://www.freecram.net/q/62525-5666785/

T2 EBEORBXHARE LWEZEEAEREBORKEEZENFERETR, EALTSKEEZRLH
TTAN—IRRE

A. ML= 4 A REET 2

B. EREMNABMFIER RBAC)

C. Mifx ¥ & AR FFEIER

D. {ttE A MaF T MIBREAR

Answer: A (LEAVE A REPLY)

The first step is to invoke the incident response plan to ensure a systematic, controlled, and
compliant response to the security incident.

"The incident response plan should be activated immediately to investigate, contain, and resolve
incidents of unauthorized access."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Response Plan Execution* ISACA practice questions also reinforce that invoking the incident
response plan is the essential first response to contain the breach.

NEW QUESTION: 34

THM—IERHEEALTEHEBREB R —BERFRNAE?

A. ST EERBFERMERHMIGER,

B. OB BBRERISE (KPI),

C. sHMOEFHHEBMEE,

D. K5I XFERIZERSE,

Answer: (SHOW ANSWER)

The most effective way to determine the alignment of an information security program with the
business strategy is D. Engage business process owners. This is because business process
owners are the key stakeholders who are responsible for defining, executing, and monitoring the
business processes that support the organization's mission, vision, and goals. By engaging them,
the information security manager can understand their needs, expectations, and challenges, and
ensure that the information security program is aligned with their requirements and objectives.
Engaging business process owners can also help to establish trust, collaboration, and
communication between the information security function and the business units, and foster a
culture of security awareness and accountability.

Business process owners are the key stakeholders who are responsible for defining, executing,
and monitoring the business processes that support the organization's mission, vision, and goals.
By engaging them, the information security manager can understand their needs, expectations,
and challenges, and ensure that the information security program is aligned with their
requirements and objectives. (From CISM Manual or related resources) References = CISM
Review Manual 15th Edition, Chapter 1, Section 1.2.2, page 201; CISM Review Questions,
Answers & Explanations Manual 9th Edition, Question 78, page 20

NEW QUESTION: 35


https://www.freecram.net/q/62525-5666786/
https://www.freecram.net/q/62525-5666787/

THIH—EEXFIEZIER B R EERRKHNEN
A. Bt

B. &AM

C. &Eil%x%

D. AH1ER (HR)

Answer: D (LEAVE A REPLY)

NEW QUESTION: 36

HAEPHEEFEE (BYOD) ITHEXE, TIHIM—BEREATLRKERBRMEERE 2
ATEIRE AR X

EEREER—H

REEHE

ERERERZE

Answer: (SHOW ANSWER)

Inconsistent device security is the primary challenge for an information security manager when
deploying a bring your own device (BYOD) mobile program in an enterprise because it increases
the risk of data breaches and compromises. A BYOD mobile program allows employees to use
their personal devices, such as smartphones, tablets, or laptops, to access the organization's
network, applications, and data. However, personal devices may have different operating
systems, versions, configurations, and security settings than the organization's standard devices.
Moreover, personal devices may not be updated regularly, may have unauthorized or malicious
apps installed, or may not have adequate protection against malware or theft.

Inconsistent device security makes it difficult for the information security manager to enforce and
monitor the security policies and controls across all devices, as well as to ensure compliance with
the regulatory requirements for data privacy and security. Therefore, inconsistent device security
is the correct answer.

References:

https://simplemdm.com/blog/challenges-of-bring-your-own-device-byod-policy/
https://www.timedoctor.com/blog/byod-pros-and-cons/
https://www.ncsc.gov.uk/files/NCSC-Vendor-Security-Assessment.pdf

o0 w>»

NEW QUESTION: 37

TIHaTEREB L HEALR LT ET RN T ELE?

A XILBETERARLTA,

B. XItEETEXEHREMEL,

C. Wt AN HEEEAREEHNTEERE,

D. REETFEARLSEH, XILHEZEMR/

Answer: (SHOW ANSWER)

A culture that supports security encourages behaviors that protect information assets.
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"Organizational culture has a significant impact on how employees approach security, influencing
their behavior and adherence to policies."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program Development and
Management, Section: Security Culture®

NEW QUESTION: 38

SEEEBRECEEHERER, BEATIHIH—ERERTABEAENENALT SIERIEE LR EE
BT EEHEE ?

A BEEHE

B. AlzEE

C. FHizEH|&EE

D. @EEHE

Answer: (SHOW ANSWER)

According to the CISM Review Manual (Digital Version), Chapter 3, Section 3.2.2, change
management is the process of identifying, assessing, approving, implementing, and monitoring
changes to information systems and information security controls1. Change management is
essential for ensuring that changes are aligned with the organization's business strategy and
objectives, as well as complying with applicable laws and regulations1.

The CISM Review Manual (Digital Version) also states that change management should be
performed in conjunction with other processes, such as configuration management, access
control management, and risk management1. Configuration management is the process of
identifying, documenting, controlling, and verifying the configuration items (Cls) of an information
system1. Access control management is the process of granting or denying access to information
systems and information assets based on predefined policies and procedures1. Risk
management is the process of identifying, analyzing, evaluating, treating, monitoring, and
communicating risks to information systems and information assets1.

The CISM Exam Content Outline also covers the topic of change management in Domain 3 -
Information Security Program Development and Management (27% exam weight)2. The
subtopics include:

3.2.2 Change Management

3.2.3 Change Control

3.2.4 Change Implementation

3.2.5 Change Monitoring

| hope this answer helps you prepare for your CISM exam. Good luck! #

NEW QUESTION: 39
THM—EREERARMEPHRFETNLTEFAEEENREAKX?
A. BIREFEEEE S (BCP) BB,

B. i SERIEMIER (KPI) 8%,

C. EAEAXERHEED,

D. Rt FEEEM T £ FHIGMAER,
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Answer: (SHOW ANSWER)
Comprehensive and Detailed Step-by-Step Explanation:

The goal of securing funding for an information security program often requires aligning the
program with business goals and demonstrating its value to the organization. Here's an analysis
of each option:

* A. Demonstrate the effectiveness of business continuity plans (BCPs): While important, this
focuses on continuity rather than the overall value of the information security program to business
objectives. This is not the strongest method to justify funding.

* B. Report key performance indicator (KPI) trends: KPI trends are useful for tracking
performance but may not directly demonstrate how the program supports business activities or
adds value.

* C. Demonstrate that the program enables business activities: This is the BEST option because it
ties the information security program directly to business operations. When security is seen as an
enabler (e.g., reducing risks in critical areas like customer data protection), stakeholders are more
likely to allocate resources.

* D. Provide evidence of increased security events at peer organizations: This may indicate a
general threat landscape but does not provide concrete evidence of the program's value or
relevance to the organization's specific goals.

Reference: CISM Job Practice Area 1 (Information Security Governance) emphasizes aligning
information security strategies with organizational objectives to gain stakeholder support.

NEW QUESTION: 40

EEETEE , THB-E58RESA SR BT EMEE 2

A. fEHEEEET S

B. X#&[R5t= (DRP)

C. FH-MEIFEETE

D. X#5:EigMETE] (BCP)

Answer: (SHOW ANSWER)

A business continuity plan (BCP) is the best option that enables an organization to operate

smoothly with reduced capacities when service has been disrupted, as it defines the processes
and procedures to maintain or resume critical business functions and minimize the impact of the
disruption on the organization's objectives, customers, and stakeholders. A BCP also includes
strategies for resource management, communication, recovery, and testing.

References = CISM Review Manual 2022, page 3101; CISM Exam Content Outline, Domain 4,
Knowledge Statement 4.82; CISM 2020: Business Continuity3; Part Two: Business Continuity
and Disaster Recovery Plans4

NEW QUESTION: 41
THM—IEREAREHENNNRFARRER 7
A. BEARERE ARG

B. EAR £ EETHIH
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C. BBEEIHRMELERMNEREAER

D. FriEETHAARBEE

Answer: (SHOW ANSWER)

The explanation given in the manual is:

The information security manager's knowledge of the business is the most critical factor for
information security program success because it enables him or her to align security objectives
with business goals and communicate effectively with senior management and other
stakeholders. The other choices are important elements of an information security program but
not as critical as the information security manager's knowledge of the business.

An information security program is a set of policies, procedures, standards, guidelines, and tools

that aim to protect an organization's information assets from threats and ensure compliance with
laws and regulations.

An information security manager is a professional who oversees and coordinates the
implementation and maintenance of an information security program. An information security
manager should have a good understanding of the business environment, culture, strategy,
processes, and needs of an organization to ensure that security supports its objectives.

NEW QUESTION: 42

FRTERRI TN —EARREEERZ

A FREEFEORRSTHREER,

B. #EAEOMREHNEEO,

C. RERZRBEANENEO,

D. EMNEAEORIBARMED T,

Answer: (SHOW ANSWER)

A key consideration in the use of quantitative risk analysis is that it assigns numeric values to

exposures of information assets, such as the probability of occurrence, the frequency of
occurrence, the impact of occurrence, and the monetary value of the assets. These numeric
values help to measure and compare the risks in a more objective and consistent way, and to
support the decision-making process based on cost-benefit analysis. Quantitative risk analysis
also requires reliable and accurate data sources, and it may involve the use of statistical tools and
techniques.

References = CISM Review Manual, 16th Edition eBook1, Chapter 2: Information Risk
Management, Section: Risk Analysis, Subsection: Quantitative Risk Analysis, Page 84.

NEW QUESTION: 43

T ERARERBOBRAFNEAZTEX?
A BAREEHIENEES

B. M E AR EBERMERF

C. Bz = ABEBEMNEIR

D. $h@E M E AT £HRIT A8EE
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Answer: (SHOW ANSWER)
Information security awareness training and campaigns are the best way to enable the desired

information security culture within an organization because they help to educate, motivate and
influence the behavior and attitude of the employees towards information security. They also help
to raise the awareness of the risks, threats and best practices of information security among the
staff and stakeholders.

References = Organizational Culture for Information Security: A Systemic Perspective on the
Articulation of Human, Cultural and Social Systems, CISM Exam Content Outline

NEW QUESTION: 44

TH—IEEZERASEEREBRIMNEAREHTENREBRENETEERTR?

A. R EIRINFEEDEERIETR

B. X ERATBHIER

C. BRI E4EHIERTHKE

D. iRk E T R £ RIS

Answer: C (LEAVE A REPLY)

The primary focus of a status report on the information security program to senior management is

to demonstrate that the risk to the organization's information assets is managed at the desired
level, in alignment with the business objectives and risk appetite. This can be achieved by
providing relevant and meaningful metrics, indicators, and trends that show the performance,
effectiveness, and value of the information security program, as well as the current and emerging
risks and the corresponding mitigation strategies. (From CISM Review Manual 15th Edition)
References: CISM Review Manual 15th Edition, page 37, section 1.3.2.2.

NEW QUESTION: 45
ARTETEAREEKBHERT, UTH—ERE T RERNSEAKREESR

A. RLTEE

B. JE\fg & R it

C. RzsEH

D. ZFER

Answer: (SHOW ANSWER)

Laws and regulations provide the most useful input to determine the organization's information

security strategy because they define the legal and compliance requirements and obligations that
the organization must adhere to, and guide the development and implementation of the security
policies and controls that support them. Security budget is not a useful input to determine the
organization's information security strategy because it does not reflect the organization's security
needs or goals, but rather a resource to enable the security activities and initiatives. Risk register
is not a useful input to determine the organization's information security strategy because it does
not reflect the organization's security vision or mission, but rather a tool to identify and manage
the security risks. Risk score is not a useful input to determine the organization's information
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security strategy because it does not reflect the organization's security priorities or objectives, but
rather a measure of the level of risk exposure or performance. References: https://www.isaca.
org/resources/isaca-journal/issues/2016/volume-4/technical-security-standards-for-information-
systems
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-2/how-to-align-security-
initiatives-with- business-goals-and-objectives

NEW QUESTION: 46

ERREIEES T AR, FTHB—ESEARTHERRERMTELNREER?

A. RFRIRRIRREREXRIR, BEHREXMEREN,

B. it IR RREERM, BMEAERAREK,

C. tMBRIKNZRERAEXMEH,

D. R{EERMFAERREXPRERFTIEARKER,

Answer: (SHOW ANSWER)

After an intrusion has been detected and contained, the system should be recovered to a known

and trusted state. The best practice for ensuring the integrity of the recovered system is to install
the OS, patches, and application from the original source, such as the vendor's website or media.
This way, any malicious code or backdoors that may have been inserted by the intruder can be
eliminated. Restoring the OS, patches, and application from a backup may not guarantee the
integrity of the system, as the backup may have been compromised or outdated. Restoring the
application and data from a forensic copy may preserve the evidence of the intrusion, but it may
also reintroduce the vulnerability or malware that allowed the intrusion in the first place. Removing
all signs of the intrusion from the OS and application may not be sufficient or feasible, as the
intruder may have made subtle or hidden changes that are difficult to detect or undo.

References =

* ISACA, CISM Review Manual, 16th Edition, 2020, page 2401

* ISACA, CISM Review Questions, Answers & Explanations Database - 12 Month Subscription,
2020, question ID 2132 The BEST practice for ensuring the integrity of the recovered system after
an intrusion is to restore the OS, patches, and application from a backup. This will ensure that the
system is in a known good state, without any potential residual malicious code or changes from
the intrusion. Restoring from a backup also enables the organization to revert to a previous
configuration that has been tested and known to be secure. This step should be taken prior to
conducting a thorough investigation and forensic analysis to determine the cause and extent of
the intrusion.
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NEW QUESTION: 47

HERBF%iE (BYOD) 518l 2dl, REEMNR

A EETBEREEE (MDM) ¥Ee,

B. ST ERMBEFRAOET,

C. HIE AR MFERAEER,

D. OFBRIfEAMEARER,

Answer: (SHOW ANSWER)

Before implementing a BYOD program, it is most important to develop an acceptable use policy

that defines the roles and responsibilities of the organization and the employees, the security
requirements and controls for the devices, the acceptable and unacceptable behaviors and
activities, and the consequences of non- compliance. This policy will help to establish a clear and
consistent framework for managing the risks and benefits of BYOD.

References = CISM Review Manual, 16th Edition, page 197

NEW QUESTION: 48

THRERAPRER IT RBREEETHEBNEAZTEEK?

A. ZRE T RFREEEITHEEREEX

B. i IT RFBiREEEHHMSE

C.HOM IT —BEREAREER

D. B2 IT IRFBiRHEEEEXFERE

Answer: (SHOW ANSWER)

Requiring regular reporting from the IT service provider is the best way to ensure compliance with

the organization's information security requirements, as it allows the organization to monitor the
performance, security incidents, service levels, and compliance status of the IT service provider.
Reporting also helps to identify any gaps or issues that need to be addressed or resolved. (From
CISM Review Manual 15th Edition) References: CISM Review Manual 15th Edition, page 184,
section 4.3.3.2.

NEW QUESTION: 49

B EETHANEERFHR LEAFENEALFARMBREN, TN —EERRIFNTSE
&l ?

A. BILEIHIRREER

B. ETREEHE

C. EXRFEAE R HENEIE

D. BB FHMERESE

Answer: (SHOW ANSWER)
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The best security control for an organization that permits the storage and use of its critical and
sensitive information on employee-owned smartphones is establishing the authority to remote
wipe. Remote wipe is a feature that allows an authorized administrator or user to remotely erase
the data on a device in case of loss, theft, or compromise1. Remote wipe can help prevent
unauthorized access or disclosure of the organization's information on employee-owned
smartphones, as well as protect the privacy of the employee's personal data.

Remote wipe can be implemented through various methods, such as mobile device management
(MDM) software, native device features, or third-party applications2. However, remote wipe
requires the consent and cooperation of the employee, as well as a clear policy that defines the
conditions and procedures for its use.

The other options are not the best security controls for an organization that permits the storage
and use of its critical and sensitive information on employee-owned smartphones. Developing
security awareness training is an important measure to educate employees about the security
risks and responsibilities associated with using their own smartphones for work purposes, but it
does not provide a technical or physical protection for the data on the devices3. Requiring the
backup of the organization's data by the user is a good practice to ensure data availability and
recovery in case of device failure or loss, but it does not prevent unauthorized access or
disclosure of the data on the devices4. Monitoring how often the smartphone is used is a possible
way to detect abnormal or suspicious activities on the devices, but it does not prevent or mitigate
the impact of a data breach on the devices. References: 4. Mobile Device Backup - NIST 3:
Security Awareness Training - NIST

1: Remote Wipe - Lifewire 2: How Businesses with a BYOD Policy Can Secure Employee
Devices - IBM :

Mobile Device Security Policy - SANS

NEW QUESTION: 50

EREREEENMERRR LNERCERNEERER ET ke mERE S
A. FEREITEMBZLERE

B. BREEETEXMMOEREETR,

C. E0ARERREANLRBUE,

D. EREEERAFREMNRKENERY,

Answer: (SHOW ANSWER)

NEW QUESTION: 51

BEAREEERE, MSHNENR LEARASREENIBHTEZMKE, LARRAELHE
HIEFIER, TN —EHREALTERENRETH AR

A. 18R IT KBRS XBFRIBEEFIEIE,

B. iRt S EE BRI MEH R EEA,

C. stHMIEMHEHI O RIBIE,

D. #EFRMERER,
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Answer: (SHOW ANSWER)

The information security manager should present a business case for additional controls to senior
management, as this is the most effective way to communicate the risk and the need for
mitigation. The information security manager should not instruct IT to deploy controls based on
urgent business needs, as this may not align with the business objectives and may cause

unnecessary costs and delays. The information security manager should not solicit bids for
compensating control products, as this may not address the root cause of the risk and may not be
the best solution. The information security manager should not recommend a different application,
as this may not be feasible or desirable for the business. References = CISM Review Manual
2023, page 711; CISM Review Questions, Answers & Explanations Manual 2023, page 252

NEW QUESTION: 52

THM—IE R iR A AR R IEREHMNEENNRESRE?
A BITRERRS,

B. £1TEXBEZES T (BIA),

C. EITEHAEHANGR,

D. BITHIRBE R,

Answer: (SHOW ANSWER)

NEW QUESTION: 53
HEERABEEZEREREZARAIEHBNFEEN, EEIAKRZA, TIHH-IEERRTEESE
i ?
A. tEEAER PR E—hEEE,
B. AR 4tIEEREME T,

C. IEm MR S EBMN KT EFE,
D. TSt IER M E EEITBILEX,
Answer: (SHOW ANSWER)
The most important thing to verify before entering into a relationship with a third party to host
sensitive archived data is the vendor's controls are in line with the organization's security
standards. This is because the organization is ultimately responsible for the security and privacy
of its data, even if it is stored or processed by a third party. The organization should ensure that
the vendor has adequate and effective controls to protect the data from unauthorized access,
modification, disclosure, or destruction. The organization should also ensure that the vendor
complies with the applicable laws and regulations regarding data protection, such as the General
Data Protection Regulation (GDPR) in the European Union. The organization should conduct a
thorough risk assessment of the vendor and its services, and establish a clear contract that
defines the roles, responsibilities, expectations, and obligations of both parties.
References = CISM Review Manual 15th Edition, Chapter 3, Section 3.2.1, page 1341; CISM
Review Questions, Answers & Explanations Manual 9th Edition, Question 2, page 2
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NEW QUESTION: 54

EEEEEREEEFARELHENEN LR, HREALXLKEBEROREENRE
A. B EHEBREERRE,

B. @A X R E S,

C. ZEEMTEIM RIS B IR,

D. FIAORESE,

Answer: (SHOW ANSWER)

NEW QUESTION: 55
—FREBRERESTHEHNNHEHERREEHITEFESRE, BERM THEINMH, EEIER
ZHEB, THIH-—EHEERKENRETHAE?

A. PRIE#REEEEARE, EIREZTHITINT

B. TR EME L £ EIEET(E,

C. BEGRARMNEHARANBER BRI FE,

D. X —HEFEM ZKEETETHE

Answer: (SHOW ANSWER)

Leadership support reinforces the importance of security awareness and motivates employees to
engage with training.

"Security awareness programs are most effective when they have visible support from senior

management, reinforcing their importance."
- CISM Review Manual 15th Edition, Chapter 3: Information Security Program Development and
Management, Section: Security Awareness and Training*

NEW QUESTION: 56

B R EREETRARBREENSHNRY PR EAR ?

A. 5 E iR ET RS AT

B. RGIRMBNZT £ZETE

C. B aimiZMR 2154

D. #ERE S EHAEKES

Answer: (SHOW ANSWER)

The role of the information security manager in finalizing contract negotiations with service

providers is to ensure that the outsourcing process is aligned with the organization's information
security policies, standards, and objectives. One of the key aspects of this process is to perform a
risk analysis on the outsourcing process, which involves identifying, assessing, and mitigating the
potential threats and vulnerabilities that may arise from outsourcing activities. A risk analysis can
help the information security manager to determine the appropriate level of security controls and
requirements for the outsourced process, as well as to monitor and evaluate its performance and
compliance. A risk analysis can also help to avoid or minimize legal, financial, reputational, or
operational risks associated with outsourcing1. References =

* CISM Review Manual (Digital Version), Chapter 6: Information Security Program Management
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* CISM Review Manual (Print Version), Chapter 6: Information Security Program Management

NEW QUESTION: 57

EARERZREE (IDS) SEEMNSMEBMRERAMRER, THWM—IBEZEOMAERGSHEZERRA?
A. EOMREE

B. B AN EETEA

C. il = {4 Bl FE RS

D. B8 EH

Answer: (SHOW ANSWER)

NEW QUESTION: 58

BEAFAEEATNE=FE#IT, TIHIHN—BEZEENLERENEETEBAE?
A. TERZBIEMNIRIREL A2 R D SEIFR

B. FEREIT R ETAE LI ERER

C. MEfEEEEREHAOER

D. FREBRIERFAMENES

Answer: (SHOW ANSWER)

NEW QUESTION: 59

THH—IEREGEEEE O EAREHEXIENREAKX?

A. BHETEM LT EEHINE,

B. flE T2 4 REFEIE,

C. RZEMEMAXHHEEE,

D. R IT REEREREHEMEBEIER,

Answer: (SHOW ANSWER)

Positioning security as a business enabler is the BEST way to obtain organization-wide support

for an information security program, because it helps to demonstrate the value and benefits of
security to the organization's strategic objectives, performance, and reputation. By aligning
security with the business goals and needs, the information security manager can gain the buy-in
and commitment of senior management and other stakeholders, and foster a positive security
culture across the organization.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 37: "The information security manager
should position information security as a business enabler that supports the achievement of the
enterprise's business objectives and adds value to the enterprise." CISM Review Manual, 16th
Edition, ISACA, 2020, p. 39: "The information security manager should communicate the value
and benefits of information security to senior management and other stakeholders to obtain their
support and commitment for the information security program." CISM Review Manual, 16th
Edition, ISACA, 2020, p. 40: "The information security manager should promote a positive
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security culture within the enterprise by influencing the behavior and attitude of employees and
other parties toward information security."

NEW QUESTION: 60

HABREERS , 2iEgsEREpeEEB | BERET .

A —HHREME,

B. £ E&EX

C. RE&EHXIL

D. E<FHER

Answer: (SHOW ANSWER)

Consistent security is the primary reason for integrating the various assurance functions of an

organization for the information security manager because it ensures that the security policies
and standards are applied uniformly and effectively across different domains, processes, and
systems of the organization.

Comprehensive audits are not the primary reason for integrating the various assurance functions,
but rather a possible outcome or benefit of doing so. A security-aware culture is not the primary
reason for integrating the various assurance functions, but rather a desirable state or goal of the
organization. Compliance with policy is not the primary reason for integrating the various
assurance functions, but rather a basic requirement or expectation of the organization.
References: https://www.isaca.org/resources/isaca-journal/issues/2016
/volume-4/integrating-assurance-functions https://www.isaca.org/resources/isaca-
journal/issues/2017/volume-
3/how-to-measure-the-effectiveness-of-your-information-security-management-system

NEW QUESTION: 61

EinARFFHLIER A AR IEEWEE B AR, LUMERB ARIMBRITRAEZmRBE S, EMESFHMF
i,

THM—IAERE A ARIELRERINTESER?

A. BRI RIHBRIZEE

B. E5F A A RIREBERMIRAK

C. AEl AR LR

D. B ARIMREBUR

Answer: (SHOW ANSWER)

According to the CISM Review Manual, the security architecture of an organization defines the

security principles, standards, guidelines and procedures that support the information security
strategy and align with the business objectives. When acquiring another company, the information
security manager of the acquiring company should focus on ensuring that the security
architecture of the acquired company is compatible with its own, or that any gaps or conflicts are
identified and resolved.

References = CISM Review Manual, 27th Edition, Chapter 2, Section 2.1.2, page 751.
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NEW QUESTION: 62

RS HERIEMRRIEE, TIHWM—IEEFHRESET?
A. EFEEF RAMRRUELERREHEHIELE,

B. (G5t EBHERMIIBRESE,

C. RIEZFENRMLUEITIESEE,

D. R 2 ERN R LU L E—SBIR

Answer: (SHOW ANSWER)

NEW QUESTION: 63

TI—EfAeRESAEFEERENHERARREEREFIMEKR?

A FEREEZR

B. IT #2885

C. RigEEE

D.tX*

Answer: (SHOW ANSWER)

The business owner is the best suited role to validate user access requirements during an annual

user access review, because the business owner is responsible for determining the business
needs and objectives of the users, as well as defining the appropriate access rights and privileges
for each user role. The business owner is also accountable for ensuring that the user access is
aligned with the organization's policies and standards, and that the user access review is
conducted effectively and efficiently1. The access manager, the IT director, and the system
administrator are not as suitable as the business owner, because they are more involved in the
technical and operational aspects of user access management, rather than the business aspects.
References = Effective User Access Reviews

NEW QUESTION: 64
THH—HEZEEALTE R EEE R
A. HHiBRRE R AR dn

B. fHEEDAIER

C. EL 2K

D. FEEEHER

Answer: (SHOW ANSWER)
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The organization's vision and mission should be the PRIMARY basis for an information security
strategy, as they define the purpose and direction of the organization and its information security
needs. A comprehensive gap analysis is a tool to identify the current state and desired state of
information security, and the actions needed to close the gap. Information security policies are the
high-level statements of management's intent and expectations for information security, and are
derived from the information security strategy. Audit and regulatory requirements are external
factors that influence the information security strategy, but are not the primary basis for it.
References = CISM Review Manual, 16th Edition, pages 17-181; CISM Review Questions,
Answers & Explanations Manual, 10th Edition, page 782 The primary basis for an information
security strategy should be the organization's vision and mission. The organization's vision and
mission should be the foundation for the security strategy, and should inform and guide the
security policies, procedures, and practices that are implemented. The results of a
comprehensive gap analysis, information security policies, and audit and regulatory requirements
should all be taken into consideration when developing the security strategy, but should not be
the primary basis.

NEW QUESTION: 65

B R R EREKEIERE = ARBIRHENRNBEZTERRAER, BT REZMUT ERERE
{EfEI7E 2

A. L ERERRE (CRO),

B. E1TRIRD T,

C. EITRRR DT,

D. HETEFH{EES,

Answer: (SHOW ANSWER)

A risk analysis is the next step to identify and evaluate the potential security risks associated with

a third- party service provider and determine the appropriate risk response strategies. References
= CISM Review Manual, 16th Edition, Domain 2: Information Risk Management, Chapter 2: Risk
Identification, p. 97-981; Chapter 3: Risk Assessment, p. 109-1101; Chapter 4: Risk Response, p.
123-1241

NEW QUESTION: 66

THMIRER N AHEA R EE RS B EERWNIT?
A. 17 T RS HAERRBRH,

B. HZEENRMMITEEAA,

C. DBEAREXRBERNER,

D. SHaHET LR RARNZE,

Answer: (SHOW ANSWER)

NEW QUESTION: 67
TIAES, HRESHERBFEE?
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A SHEEERE

B. EAlRX £#KHE

C.IT #&1&

D. (TIEEHEEE

Answer: (SHOW ANSWER)

The process manager is the person who is responsible for overseeing and managing the

business processes and functions that are essential for the organization's operations and
objectives. The process manager has the most direct and detailed knowledge of the inputs,
outputs, dependencies, resources, and performance indicators of the business processes and
functions. Therefore, the process manager is in the best position to evaluate the business impacts
of a disruption or an incident that affects the availability, integrity, or confidentiality of the
information assets and systems that support the business processes and functions. The process
manager can identify and quantify the potential losses, damages, or consequences that could
result from the disruption or incident, such as revenue loss, customer dissatisfaction, regulatory
non-compliance, reputational harm, or legal liability. The process manager can also provide input
and feedback to the information security manager and the senior management on the business
continuity and disaster recovery plans, the risk assessment and treatment, and the security
controls and measures that are needed to protect and recover the business processes and
functions. References = CISM Review Manual 15th Edition, page 2301; CISM Practice Quiz,
question 1302

NEW QUESTION: 68

aEEOMARERARENX EHESFARFOERFEBZ (RTO) B, TIHH—HEZEREEMN
EE?

A. TEEERIREEZE (RPO)

B. IR P ETRI2E

C. IR{ERIGHER

D. SREEEEMER

Answer: (SHOW ANSWER)

NEW QUESTION: 69

HERRERARERTIM—ERRIEE ?

A BBE=ABERIEEABRED

B. e R ARFFE A AT A

C. A0mmREMKEZEDO

D. ftFEE iRt MIERRMER BRI 5E

Answer: (SHOW ANSWER)

= A supply chain attack is a type of cyberattack that targets the suppliers or service providers of

an organization, rather than the organization itself. The attackers exploit the vulnerabilities or
weaknesses in the supply chain to gain access to the organization's network, systems, or data.
The attackers may then use the compromised third-party resources to launch further attacks,
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steal sensitive information, disrupt operations, or damage reputation. Therefore, the most likely
risk scenario that emerges from a supply chain attack is the compromise of critical assets via
third-party resources. This scenario poses a high threat to the confidentiality, integrity, and
availability of the organization's assets, as well as its compliance and trustworthiness.
Unavailability of services provided by a supplier, loss of customers due to unavailability of
products, and unreliable delivery of hardware and software resources by a supplier are all
possible consequences of a supply chain attack, but they are not the most likely risk scenarios.
These scenarios may affect the organization's productivity, profitability, and customer satisfaction,
but they do not directly compromise the organization's critical assets. Moreover, these scenarios
may be caused by other factors besides a supply chain attack, such as natural disasters, human
errors, or market fluctuations. References = CISM Review Manual 2023, page

189 1; CISM Practice Quiz 2

NEW QUESTION: 70

FHB—ESERE T SR L ABREL DRE~TREEFET

A. BB Z 5 SN TR EHRME (ROI)

B. BEBMMNTHREEHH

C. EXHLEOMREEHMFYARER (MTTR)

D. A= REMENEOHAN MR RAHE

Answer: (SHOW ANSWER)

Average return on investment (ROI) associated with security initiatives is the best metric to

provide evidence of alignment of information security governance with corporate governance
because it demonstrates the value and benefits of security investments to the organization's
strategic goals and objectives. Average number of security incidents across business units is not
a good metric because it does not measure the effectiveness or efficiency of security initiatives or
their alignment with corporate governance. Mean time to resolution (MTTR) for enterprise-wide
security incidents is not a good metric because it does not measure the impact or outcome of
security initiatives or their alignment with corporate governance. Number of vulnerabilities
identified for high-risk information assets is not a good metric because it does not measure the
performance or improvement of security initiatives or their alignment with corporate governance.
References: https://www.
isaca.org/resources/isaca-journal/issues/2015/volume-6/measuring-the-value-of-information-
security- investments https://www.isaca.org/resources/isaca-journal/issues/2015/volume-1/how-
to-measure-the- effectiveness-of-information-security-governance

NEW QUESTION: 71
TEEERBHENREXENREZEEAR
A. XTSRS R — BB A,

B. (RSB BREZHIHEY,

C. MK EHRFHFHME,

D. #BfsE R,
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Answer: (SHOW ANSWER)
The most important information for influencing management's support of information security is an

demonstration of alignment with the business strategy because it shows how information security
contributes to the achievement of the organization's goals and objectives, and adds value to the
organization's performance and competitiveness. An identification of the overall threat landscape
is not very important because it does not indicate how information security addresses or mitigates
the threats or risks. A report of a successful attack on a competitor is not very important because
it does not indicate how information security prevents or responds to such attacks. An
identification of organizational risks is not very important because it does not indicate how
information security manages or reduces the risks. References: https://www.isaca.org
/resources/isaca-journal/issues/2016/volume-4/technical-security-standards-for-information-
systems
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-2/how-to-align-security-
initiatives-with- business-goals-and-objectives

NEW QUESTION: 72
THM—IEHNRERENALTLTERABRE —BRAETEE?
A. FAFEREBHREER

B. R AE R ATRIIEZ

C. ERRIELEITEELR

D. SfEEEEH# &

Answer: (SHOW ANSWER)

NEW QUESTION: 73
ERBEEEHER T -HREZZEIMTIH—IEREE?
A. B

B. k&

C. O

D. F#&k

Answer: (SHOW ANSWER)

NEW QUESTION: 74

HEH S EIREMASHRIETEMRRIFEIMTE?
A. BEHEFEHI S S EE R ARRIEE S

B. ESFR THRTERFEE

C. A REEZENEDO

D. IR BRI RIEIL 7B

Answer: (SHOW ANSWER)

The explanation given in the manual is:

Incident classification criteria enable an organization to prioritize incidents based on their impact
and urgency. This allows for an optimized allocation of recovery resources to minimize business
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disruption and ensure timely restoration of normal operations. The other choices are benefits of
incident management but not directly related to incident classification criteria.

NEW QUESTION: 75
ATREHNREEAEAMRAZENE BERLTEFIK :
A EREXEEO,

B. AT AMNZEFMIE,

C. IRERERZE&,

Answer: (SHOW ANSWER)
Security requirements should be defined concurrently with other requirements to ensure that

security is built into the software development process from the beginning and not added as an
afterthought. This will also improve the efficiency of the development process by reducing the
need for rework and testing. Security requirements should be based on the business objectives,
risk assessment, and security policies of the organization, not on code review, security
assessment tools, or functional requirements. References = CISM Review Manual 15th Edition,
page 1241; CISM Item Development Guide, page 62

NEW QUESTION: 76
THM—IEHREREAITEHEEAEREE?
A. B4 EIEEKEZEEE I,

B. ERFEERIFHAETEMBIRMAE,

C. ERFEERBXIFMIE,

D. EEITEHEIERAETM,

Answer: (SHOW ANSWER)
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NEW QUESTION: 77

METIM—IEL L BERERREARMRKREIZENNE 2
A. EEMH

B.EEM

C. REM™
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D. FRIEFE

Answer: C (LEAVE A REPLY)

Confidentiality is the security objective that best ensures that information is protected against
unauthorized disclosure. Confidentiality means that only authorized parties can access or view
sensitive or classified information. Integrity means that information is accurate and consistent and
has not been tampered with or modified by unauthorized parties. Authenticity means that
information is genuine and trustworthy and has not been forged or misrepresented by
unauthorized parties. Nonrepudiation means that information can be verified and proven to be
sent or received by a specific party without any possibility of denial. References:
https://www.csoonline.com/article/3513899/the-cia-triad-definition-components-and-
examples.html

NEW QUESTION: 78

T —IE RS AEARERBRRFER —BNRARATE?

A. FEHE 5+

B. /E\p %6 &

C. Z# I

D. (8

Answer: (SHOW ANSWER)

The most effective way to demonstrate alignment of information security strategy with business

objectives is to use a balanced scorecard. A balanced scorecard is a strategic management tool
that translates the vision and mission of an organization into a set of performance indicators that
measure its progress towards its goals. A balanced scorecard typically includes four perspectives:
financial, customer, internal process, and learning and growth. Each perspective has a set of
objectives, measures, targets, and initiatives that are aligned with the organization's strategy. A
balanced scorecard helps to communicate, monitor, and evaluate the performance of the
organization and its information security program in relation to its business objectives. A balanced
scorecard also helps to identify and prioritize improvement opportunities, as well as to align the
activities and resources of the organization with its strategy12.

The other options are not the most effective ways to demonstrate alignment of information
security strategy with business objectives. A risk matrix is a tool that displays the likelihood and
impact of various risks on a two-dimensional grid. A risk matrix helps to assess and prioritize
risks, as well as to determine the appropriate risk response strategies. However, a risk matrix
does not show how the information security strategy supports the business objectives, nor does it
measure the performance or the value of the information security program3. Benchmarking is a
process of comparing the performance, practices, or processes of an organization with those of
other organizations or industry standards. Benchmarking helps to identify best practices, gaps,
and areas for improvement, as well as to set realistic and achievable goals. However,
benchmarking does not show how the information security strategy aligns with the business
objectives, nor does it reflect the unique characteristics and needs of the organization4. A heat
map is a graphical representation of data using colors to indicate the intensity or frequency of a
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variable. A heat map can be used to visualize the distribution, concentration, or variation of risks,
controls, or incidents across different dimensions, such as business units, processes, or assets. A
heat map helps to highlight the areas of high risk or low control effectiveness, as well as to
facilitate decision making and resource allocation. However, a heat map does not show how the
information security strategy contributes to the business objectives, nor does it measure the
outcomes or the benefits of the information security program5. References =

* CISM Review Manual, 16th Edition | Print | English 2, Chapter 1: Information Security
Governance, pages 28-29, 31-32, 34-35.

* Balanced Scorecard - Wikipedia 1

* Risk Matrix - Wikipedia 3

* Benchmarking - Wikipedia 4

* Heat map - Wikipedia 5

NEW QUESTION: 79
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Answer: (SHOW ANSWER)

The best way to ensure appropriate security controls are built into software is to integrate security
throughout the development process. This means that security should be considered from the
initial stages of planning, design, coding, testing, deployment, and maintenance of the software.
Integrating security throughout the development process helps to identify and mitigate security
risks early, reduce the cost and complexity of fixing vulnerabilities later, improve the quality and
reliability of the software, and enhance the trust and confidence of the users and customers.
Integrating security throughout the development process also aligns with the best practices and
standards of information security governance, such as the CISM framework123.

References =

* CISM Review Manual 15th Edition, page 1631

* CISM domain 3: Information security program development and management [2022 update]2
* CISSP domain 8 overview: Software development security4
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The information security manager should do FIRST invoke the organization's incident response
plan, which is a predefined set of procedures and guidelines for handling security incidents in a
timely and effective manner. The incident response plan should include the roles and
responsibilities of the incident response team, the communication protocols and channels, the
escalation and reporting procedures, and the documentation and evidence collection
requirements. By invoking the incident response plan, the information security manager can
ensure that the incident is properly contained, analyzed, resolved, and reported, and that the
appropriate stakeholders are informed and involved. The other options are not the first actions
that the information security manager should take, as they are part of the communication process
that follows the incident response plan. Setting up communication channels for the target
audience, determining the needs and requirements of each audience, and creating a
comprehensive singular communication are all important steps for communicating effectively with
the board, regulatory agencies, and the media, but they are not the first priority in the event of a
security incident. The information security manager should first follow the incident response plan
to manage the incident and its impact, and then communicate the relevant information to the
target audience according to the plan. References = CISM Review Manual, 16th Edition, page
2261; CISM Review Questions, Answers & Explanations Manual, 10th Edition, page 1012
Determining the needs and requirements of each audience should be the FIRST step in
developing materials to update the board, regulatory agencies, and the media about a security
incident. This is because different audiences have different expectations, interests, and concerns
regarding the incident and its impact. By understanding the needs and requirements of each
audience, the information security manager can tailor the communication materials to address
them effectively and appropriately. This will also help to avoid confusion, misinformation, or
misinterpretation of the incident details and response actions

NEW QUESTION: 81
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Answer: A (LEAVE A REPLY)

The business process owner is the person who is responsible for overseeing and managing the

business processes and functions that are essential for the organization's operations and
objectives. The business process owner has the most direct and detailed knowledge of the inputs,
outputs, dependencies, resources, and performance indicators of the business processes and
functions. Therefore, the business process owner is the best person to calculate the recovery
time and cost estimates when performing a business impact analysis (BIA), which is a process of
identifying and quantifying the potential losses, damages, or consequences that could result from
a disruption or an incident that affects the availability, integrity, or confidentiality of the information
assets and systems that support the business processes and functions. The recovery time and
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cost estimates are the measures that indicate the time and money that are needed to resume and
restore the normal business operations and functions after the disruption or incident. The
recovery time and cost estimates can help to prioritize and protect the critical activities and
resources, to allocate the appropriate budget and resources, to implement the necessary controls
and measures, and to evaluate the effectiveness and efficiency of the business continuity and
disaster recovery plans.

The business continuity coordinator, the senior management, and the information security
manager are all important roles in the BIA process, but they are not the best ones to calculate the
recovery time and cost estimates. The business continuity coordinator is the person who is
responsible for coordinating and facilitating the BIA process, as well as the development,
implementation, and maintenance of the business continuity and disaster recovery plans. The
business continuity coordinator can help to define and communicate the scope, objectives, and
methodology of the BIA, to collect and analyze the data and information from the business
process owners and other stakeholders, to report and present the BIA results and
recommendations, and to provide feedback and suggestions for improvement and optimization of
the BIA and the plans. The senior management is the group of people who have the ultimate
authority and accountability for the organization's strategy, direction, and performance. The senior
management can help to approve and support the BIA process and the plans, to provide the
strategic guidance and vision for the business continuity and disaster recovery, to allocate the
necessary budget and resources, to oversee and monitor the BIA and the plans, and to make the
final decisions and approvals. The information security manager is the person who is responsible
for ensuring the security of the information assets and systems that support the business
processes and functions. The information security manager can help to identify and assess the
information security risks and issues that could affect the BIA and the plans, to implement and
manage the security controls and measures that are needed to protect and recover the
information assets and systems, to coordinate and collaborate with the business process owners
and other stakeholders on the security aspects of the BIA and the plans, and to provide the
security expertise and advice. References = CISM Review Manual 15th Edition, pages 228-2291;
CISM Practice Quiz, question 1722

NEW QUESTION: 82
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Answer: A (LEAVE A REPLY)

The first thing that should be done when a SIEM flags a potential event is A. Validate the event is
not a false positive. This is because a false positive is an event that is incorrectly identified as

malicious or suspicious by the SIEM, when in fact it is benign or normal. False positives can
waste the time and resources of the security team, and reduce the trust and confidence in the
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SIEM system. Therefore, it is important to verify the accuracy and validity of the event before
initiating any further actions, such as incident response, escalation, or compensating controls.
Validation can be done by analyzing the event data, comparing it with the baseline or normal
behavior, and checking for any anomalies or indicators of compromise.

A false positive is an event that is incorrectly identified as malicious or suspicious by the SIEM,
when in fact it is benign or normal. Validation can be done by analyzing the event data,

comparing it with the baseline or normal behavior, and checking for any anomalies or indicators of
compromise. (From CISM Manual or related resources) References = CISM Review Manual 15th
Edition, Chapter 4, Section 4.2.1, page 2091; CISM Review Questions, Answers & Explanations
Manual 9th Edition, Question 72, page 19

NEW QUESTION: 83
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Answer: (SHOW ANSWER)

According to the CISM Manual, updating procedures for managing security devices should be
based on changes in risk technology and process, not on the organization's security framework,

notification to management of the procedural changes, or review and approval of procedures by
management1. These are not the most important considerations when updating procedures for
managing security devices, as they do not reflect the actual impact of the changes on the security
posture of the organization.

The CISM Manual states that "procedures for managing security devices should be updated
whenever there are significant changes in the risk technology or process that affect the security
devices" (IR 8287A)1. For example, if a new security device is introduced or an existing one is
replaced, its procedures should be updated accordingly. Similarly, if a new risk technology or
process is implemented that affects how security devices are configured, monitored, or
maintained, its procedures should be updated as well1.

The CISM Manual also provides guidance on how to update procedures for managing security
devices in a systematic and consistent manner. It recommends using a change management
process that involves identifying, analyzing, approving, implementing, and evaluating changes to
security device procedures1. It also suggests using a change control board (CCB) that consists of
representatives from different stakeholders who review and approve changes to security device
procedures before they are implemented1.

References: 1: IR 8287A - Managing Security Devices | CSRC NIST

NEW QUESTION: 84
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Answer: C (LEAVE A REPLY)

The greatest concern to an information security manager if omitted from the contract with a
multinational cloud computing vendor would be the authority of the subscriber to approve access
to its data. This is because the subscriber's data may be subject to different legal and regulatory
requirements in different jurisdictions, and the subscriber may lose control over who can access,
process, or disclose its data. The subscriber should have the right to approve or deny access to
its data by the vendor or any third parties, and to ensure that the vendor complies with the
applicable data protection laws and standards. The authority of the subscriber to approve access
to its data is also one of the key elements of the ISACA Cloud Computing Management Audit
/Assurance Program1.

References = CISM Review Manual, 16th Edition eBook2, Chapter 3: Information Security
Program Development and Management, Section: Information Security Program Management,
Subsection: Cloud Computing, Page 142.

NEW QUESTION: 85
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Answer: (SHOW ANSWER)

A balanced scorecard is a tool that can be used to demonstrate the added value of an information

security program by measuring and reporting on key performance indicators (KPIs) and key risk
indicators (KRIs) aligned with strategic objectives. Security baselines, a gap analysis and a
SWOT analysis are all useful for assessing and improving security posture, but they do not
necessarily show how security contributes to business value.

NEW QUESTION: 86
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Answer: (SHOW ANSWER)

A security operations center (SOC) relies on the centralized logging server to collect, store,
analyze and correlate security events from various sources such as firewalls, intrusion detection
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systems, antivirus software, etc. The centralized logging server uses the timestamps of the
events to perform the analysis and correlation. If the IT system clocks are not synchronized with
the centralized logging server, the SOC will face difficulties in identifying the sequence and
causality of the events, which will affect its ability to detect and respond to potential security
breaches. Therefore, this presents the greatest challenge to the SOC's awareness of potential
security breaches.

Operating systems that are no longer supported by the vendor may pose a security risk, but they
can be mitigated by applying compensating controls such as isolation, segmentation, monitoring,
etc. The patch management system that does not deploy patches in a timely manner may also
increase the vulnerability exposure, but it can be remediated by prioritizing and applying the
critical patches as soon as possible. An organization that has a decentralized data center that
uses cloud services may face some challenges in ensuring the security and compliance of the
cloud environment, but it can leverage the cloud service provider' s security capabilities and tools
to enhance the SOC's visibility and control. Therefore, these options are not the greatest
challenges to the SOC's awareness of potential security breaches. References = CISM Certified
Information Security Manager Study Guide, Chapter 8: Security Operations and Incident
Management, page

2691; CISM Foundations: Module 4 Course, Part One: Security Operations and Incident
Management2; RSI Security, Common Challenges of SOC Teams3; Infosec Matter, Security
Operations Center: Challenges of SOC Teams4

NEW QUESTION: 87
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Answer: (SHOW ANSWER)

Following the escalation process ensures that the incident is managed in accordance with

established protocols, involving the right stakeholders and prioritizing the incident appropriately.
"Following the escalation process is critical to ensure that incidents are handled appropriately and
that the right personnel are engaged at the right time."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Escalation
Procedures™ ISACA practice questions highlight that proper escalation is vital to ensure incidents
are managed effectively and consistently.

NEW QUESTION: 88
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D. WEFF AeRRE
Answer: (SHOW ANSWER)

NEW QUESTION: 89
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Answer: (SHOW ANSWER)

According to the Certified Information Security Manager (CISM) Study Manual, a mature
information security culture is one in which staff members regularly consider risk in their
decisions. This means that they are aware of the risks associated with their actions and take
preventative steps to reduce the likelihood of negative outcomes. Other indicators of a mature
information security culture include mandatory information security training for all staff,
documented and communicated information security policies, and regular interaction between the
CISO and the board.

Maintaining an information security governance framework enables an organization to identify,
assess, and manage its information security risks. By establishing policies, procedures, and
controls that are aligned with the organization's objectives and risk tolerance, an information
security governance framework helps ensure that information security risks are managed to an
acceptable level.

According to the Certified Information Security Manager (CISM) Study Manual, "Information
security governance provides a framework for managing and controlling information security
practices and technologies at an enterprise level. Its primary objective is to manage and reduce
risk through a process of identification, assessment, and management of those risks." While the
other options listed (prioritizing resources, communicating guidelines, and remaining compliant
with regulations) are also important benefits of maintaining an information security governance
framework, they are all secondary to the primary benefit of managing business risks to an
acceptable level.

Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Pages 60-63.
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Asset classification is the process of assigning a value to information assets based on their
importance to the organization and the potential impact of their compromise, loss or damage1.
Asset classification helps to determine the level of protection required for assets, which is
proportional to their value and sensitivity2. Asset classification also facilitates risk assessment
and management, as well as compliance with legal, regulatory and contractual requirements3.
Asset classification does not primarily determine the insurance coverage, priority for replacement,
or replacement cost of assets, as these factors depend on other criteria such as risk appetite,
business impact, availability and market value4. References = 1: CISM - Information Asset
Classification Flashcards | Quizlet 2: CISM Exam Content Outline | CISM Certification | ISACA 3:
CIS Control 1: Inventory and Control of Enterprise Assets 4: CISSP versus the CISM Certification
| ISC2

NEW QUESTION: 91
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Answer: (SHOW ANSWER)

When preventive controls to appropriately mitigate risk are not feasible, the most important action
for the information security manager is to manage the impact, which means taking measures to
reduce the likelihood or severity of the consequences of the risk. Managing the impact can
involve using alternative controls, such as engineering, administrative, or personal protective
controls, that can lower the exposure or harm to the organization. The other options, such as
identifying unacceptable risk levels, assessing vulnerabilities, or evaluating potential threats, are
part of the risk assessment process, but they are not actions to mitigate risk when preventive
controls are not feasible. References:

* https://bcmmetrics.com/risk-mitigation-evaluating-your-controls/
* https://www.osha.gov/safety-management/hazard-prevention
* https://www.cdc.gov/niosh/topics/hierarchy/default.html
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NEW QUESTION: 93
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Answer: B (LEAVE A REPLY)

= The most useful source of information for a newly hired information security manager who has

been tasked with developing and implementing an information security strategy is the
organization's mission statement and roadmap. The mission statement defines the organization's
purpose, vision, values, and goals, and the roadmap outlines the organization's strategic
direction, priorities, and initiatives. By reviewing the mission statement and roadmap, the
information security manager can understand the organization's business objectives, risk
appetite, and security needs, and align the information security strategy with them. The
information security strategy should support and enable the organization's mission and roadmap,
and provide the security governance, policies, standards, and controls to protect the
organization's information assets and processes.

The capabilities and expertise of the information security team (A) are important factors for the
information security manager to consider, but they are not the most useful source of information
for developing and implementing an information security strategy. The information security team
is responsible for executing and maintaining the information security program and activities, such
as risk management, security awareness, incident response, and compliance. The information
security manager should assess the capabilities and expertise of the information security team to
identify the strengths, weaknesses, opportunities, and threats, and to plan the resource allocation,
training, and development of the team. However, the capabilities and expertise of the information
security team do not directly inform the information security strategy, which should be driven by
the organization's business objectives, risk appetite, and security needs.

A prior successful information security strategy is a possible source of information for the
information security manager to refer to, but it is not the most useful one. A prior successful
information security strategy is a strategy that has been implemented and evaluated by another
organization or a previous information security manager, and has achieved the desired security
outcomes and benefits. The information security manager can learn from the best practices,
lessons learned, and challenges of a prior successful information security strategy, and apply
them to the current organization or situation. However, a prior successful information security


https://www.freecram.net/q/62525-5666845/
https://www.freecram.net/q/62525-5666846/

strategy may not be relevant, applicable, or suitable for the organization, as it may not reflect the
current or future business objectives, risk appetite, and security needs of the organization, or the
changing threat landscape and business environment.

The organization's information technology (IT) strategy (D) is also a possible source of
information for the information security manager to consult, but it is not the most useful one. The
IT strategy is a strategy that defines the IT vision, goals, and initiatives of the organization, and
how IT supports and enables the business processes and activities. The information security
manager should review the IT strategy to understand the IT infrastructure, systems, and services
of the organization, and how they relate to the information security program and activities.
However, the IT strategy is not the primary driver of the information security strategy, which
should be aligned with the organization's business objectives, risk appetite, and security needs,
and not only with the IT objectives, capabilities, and requirements.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security Governance,
Section:

Information Security Strategy Development, page 23-241

NEW QUESTION: 94
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Answer: (SHOW ANSWER)

The most important thing to include in security incident escalation procedures is notification

criteria. This is because naotification criteria define who needs to be informed of an incident, when,
and how, depending on the severity, impact, and nature of the incident. Notification criteria help to
ensure that the appropriate stakeholders are aware of the incident and can take the necessary
actions to respond, mitigate, and recover from it. Notification criteria also help to comply with legal
and regulatory requirements for reporting incidents to external parties, such as customers,
authorities, or media.

Notification criteria define who needs to be informed of an incident, when, and how, depending on
the severity, impact, and nature of the incident. (From CISM Manual or related resources)
References = CISM Review Manual 15th Edition, Chapter 4, Section 4.2.2, page 2121; CISM
Review Questions, Answers & Explanations Manual 9th Edition, Question 1, page 1
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Answer: (SHOW ANSWER)
Before conducting full-functional continuity testing, an information security manager should verify

that teams and individuals responsible for recovery have been identified and trained on their roles
and responsibilities.

This will ensure that the testing can be executed effectively and efficiently, as well as identify any
gaps or issues in the recovery process. Risk acceptance by the business, copies of plans kept
offsite and plans documented in simple language are all good practices for continuity
management, but they are not as important as having clear roles and responsibilities defined
before testing.

NEW QUESTION: 96
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Answer: (SHOW ANSWER)

Reviewing controls listed in the vendor contract is the most helpful approach for properly scoping
the security assessment of an existing vendor because it helps to determine the security

requirements and expectations that the vendor has agreed to meet. A vendor contract is a legal
document that defines the terms and conditions of the business relationship between the
organization and the vendor, including the scope, deliverables, responsibilities, and obligations of
both parties. A vendor contract should also specify the security controls that the vendor must
implement and maintain to protect the organization's data and systems, such as encryption,
authentication, access control, backup, monitoring, auditing, etc. Reviewing controls listed in the
vendor contract helps to ensure that the security assessment covers all the relevant aspects of
the vendor's security posture, as well as to identify any gaps or discrepancies between the
contract and the actual practices.

Therefore, reviewing controls listed in the vendor contract is the correct answer.

References:

https://medstack.co/blog/vendor-security-assessments-understanding-the-basics/
https://www.ncsc.gov.uk/files/INCSC-Vendor-Security-Assessment.pdf
https://securityscorecard.com/blog/how-to-conduct-vendor-security-assessment
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Answer: (SHOW ANSWER)
Performing a risk analysis is the first step when implementing a security program because it helps

to identify and prioritize the potential threats and vulnerabilities that may affect the organization's
assets, processes, or objectives, and determine their impact and likelihood. Implementing data
encryption is not the first step, but rather a possible subsequent step that involves applying a
specific security control or technique to protect data from unauthorized access or modification.
Creating an information asset inventory is not the first step, but rather a possible subsequent step
that involves identifying and classifying the organization's assets based on their value and
sensitivity. Determining the value of information assets is not the first step, but rather a possible
subsequent step that involves estimating and quantifying the worth of information assets to the
organization. References: https://www.isaca.org/resources/isaca-
journal/issues/2015/volume-6/measuring-the- value-of-information-security-investments
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-
3/how-to-measure-the-effectiveness-of-your-information-security-management-system

NEW QUESTION: 98
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Answer: (SHOW ANSWER)

Information security program metrics are the best way to demonstrate the status of an

organization's information security program to the board of directors, as they provide relevant and
meaningful information on the performance, effectiveness, and value of the program, as well as
the current and emerging risks and the corresponding mitigation strategies. Information security
program metrics should be aligned with the business objectives and risk appetite of the
organization, and should be presented in a clear and concise manner that enables the board of
directors to make informed decisions and provide oversight. (From CISM Review Manual 15th
Edition) References: CISM Review Manual 15th Edition, page 37, section 1.3.2.2.

NEW QUESTION: 99
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Answer: (SHOW ANSWER)

Conducting a meeting to capture lessons learned is the next step after an incident management

team leader sends out a notification that the organization has successfully recovered from a
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cyberattack because it helps to identify the strengths and weaknesses of the current incident
response plan, capture the feedback and recommendations from the incident responders and
stakeholders, and implement the necessary improvements and corrective actions for future
incidents. Preparing an executive summary for senior management is not the next step, but rather
a subsequent step that involves reporting the incident details, impact, and resolution to the senior
management. Gathering feedback on business impact is not the next step, but rather a
concurrent step that involves assessing the extent and severity of the damage or disruption
caused by the incident.

Securing and preserving digital evidence for analysis is not the next step, but rather a previous
step that involves collecting and documenting the relevant data or artifacts related to the incident.
References:
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-5/incident-response-lessons-
learned
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-3/incident-response-lessons-
learned
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Answer: (SHOW ANSWER)

According to the CISM Review Manual, one of the primary roles of the information security

LA =

manager in application development is to ensure that security is integrated into the SDLC. This
means that security requirements, design, testing, deployment, and maintenance are all
considered and addressed throughout the application development process. By doing so, the
information security manager can help to prevent or mitigate security risks, ensure compliance
with standards and regulations, and improve the quality and reliability of the application1 The
other options are not as accurate as ensuring security is integrated into the SDLC. Ensuring
compliance with industry best practices is a secondary role of the information security manager in
application development, as it involves following established guidelines and frameworks for
secure application development. However, compliance alone does not guarantee that security is
actually implemented in the application. Ensuring enterprise security controls are implemented is
a tertiary role of the information security manager in application development, as it involves
applying existing policies and procedures for managing and monitoring security activities across
the organization. However, enterprise controls alone do not ensure that security is tailored to the
specific needs and context of each application. Ensuring control procedures address business
risk is a quaternary role of the information security manager in application development, as it
involves identifying and assessing potential threats and vulnerabilities that could affect the
business objectives and operations of each application. However, business risk alone does not
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ensure that security measures are aligned with the value proposition and benefits of each
application1 References = 1: CISM Review Manual, 16th Edition, ISACA, 2020, pp. 30-31...

NEW QUESTION: 101

TIRIEBRBFRETETEMNT R RIGRE 2

A. XIEREELAER

B. EFMREHEMEEIA,

C. BE=ATEHNETREER,

D. fARE B A FEME AR ZER —

Answer: (SHOW ANSWER)

Organizational units contribute to and agree on priorities is the best way to facilitate effective
strategic alignment of security initiatives because it ensures that the security initiatives are aligned
with the business goals and objectives, supported by relevant stakeholders, and prioritized based
on risk and value. The business strategy is periodically updated is not sufficient to facilitate
effective strategic alignment of security initiatives because it does not involve collaboration or
communication between different organizational units.

Procedures and standards are approved by department heads is not sufficient to facilitate
effective strategic alignment of security initiatives because it does not reflect the strategic
direction or vision of the organization.

Periodic security audits are conducted by a third-party is not sufficient to facilitate effective
strategic alignment of security initiatives because it does not address the planning or
implementation of security initiatives. References: https://www.isaca.org/resources/isaca-
journal/issues/2016/volume-2/how-to-align- security-initiatives-with-business-goals-and-objectives
https://www.isaca.org/resources/isaca-journal/issues
/2015/volume-1/how-to-measure-the-effectiveness-of-information-security-governance

NEW QUESTION: 102

EMEFTETEERNZERRN, EBEZEETIM—IE?

A FHTEEXH

B. MR B

C. REEBENXH

D. AMR{=8I%H% (IDS) B

Answer: (SHOW ANSWER)

Patch management files are the files that contain the patches or updates for the software

applications and systems that are installed on the compromised system. Patch management files
are essential to recover a compromised system that needs a complete rebuild, as they can help
to restore the functionality, security, and performance of the system. Without patch management
files, the system may not be able to run properly or securely, and may expose the organization to
further risks or vulnerabilities. Network system logs, configuration management files, and intrusion
detection system (IDS) logs are also important for recovering a compromised system, but they
should be considered after patch management files. Network system logs can help to identify the
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source and scope of the attack, configuration management files can help to restore the original
settings and policies of the system, and IDS logs can help to detect any malicious activities or
anomalies on the system. References = CISM Review Manual, 16th Edition, pages 193-1941;
CISM Review Questions, Answers & Explanations Manual, 10th Edition, page 672

NEW QUESTION: 103

THMEEE EEEF ARSI EETREMTIE?

A. FEEITE R ATRIE R ARG & (R A2

B. #FAETEWRINFRABMNRMEEMELN

C. ERAFHMAZEBHEFRLERERRA,

D. AZEEFEABEINADO S

Answer: (SHOW ANSWER)

The change management procedure that is MOST likely to cause concern to the information

security manager is the development manager migrating programs into production, because it
involves a high-risk activity that could compromise the confidentiality, integrity, and availability of
the information systems and data.

Migrating programs into production without proper testing, validation, and approval could
introduce errors, vulnerabilities, or conflicts that could affect the performance, functionality, or
security of the systems. Fallback processes are tested the weekend before changes are made,
users are not notified of scheduled system changes, and a manual rather than an automated
process is used to compare program versions are all acceptable change management
procedures that do not pose significant risks to the information security manager. References =
CISM Review Manual, 16th Edition, page 3121; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, page 1522

NEW QUESTION: 104

KR FRITTEN -

A. RE AR EEEEAATEES,

B. BA AR EHERABEMBE,

C. ALY ABETEHEEREFHNEE,

D. MEEFREFRRE, EFERR

Answer: (SHOW ANSWER)

Labeling information according to its security classification enhances the likelihood of people
handling information securely. Security classification is a process of categoriz-ing information
based on its level of sensitivity and importance, and applying appropri-ate security controls based
on the level of risk associated with that infor-mation1. Labeling is a process of marking the
information with the appropriate classifi-cation level, such as public, internal, confidential, secret,
or top secret2. The purpose of labeling is to inform the users of the information about its value
and protection re-quirements, and to guide them on how to handle it securely. Labeling can help
users to:
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*ldentify the information they are dealing with and its classification level

*Understand their roles and responsibilities regarding the information

*Follow the security policies and procedures for the information

*Avoid unauthorized access, disclosure, modification, or destruction of the information

*Report any security incidents or breaches involving the information

Labeling can also help organizations to:

*Track and monitor the information and its usage

*Enforce access controls and encryption for the information

*Audit and review the compliance with security standards and regulations for the infor-mation
*Educate and train employees and stakeholders on information security awareness and best
practices Therefore, labeling information according to its security classification enhances the
likelihood of people handling information securely, as it increases their awareness and
accountability, and supports the implementation of security measures. The other op-tions are not
the primary benefits of labeling information according to its security clas-sification. Reducing the
number and type of countermeasures required is not a benefit, but rather a consequence of
applying security controls based on the classification lev-el. Reducing the need to identify
baseline controls for each classification is not a bene-fit, but rather a prerequisite for labeling
information according to its security classifica-tion. Affecting the consequences if information is
handled insecurely is not a benefit, but rather a risk that needs to be managed by implementing
appropriate security con-trols and incident response procedures. References: 1: Information
Classification - Ad-visera 2:

Information Classification in Information Security - GeeksforGeeks : Infor-mation Security Policy -
NIST :

Information Security Classification Framework - Queensland Government

NEW QUESTION: 105

AT HEXHEARAREHET, HEBETFUTHM—EE?

A. S8 E5HE (DRP)

B. =4 EIFEETE

C. X 5EEMHETE (BCP)

D. X5 ERETE

Answer: (SHOW ANSWER)

= A business continuity plan (BCP) is the plan that should be invoked by an organization in an

effort to remain operational during a disaster. A disaster is a sudden, unexpected, or disruptive
event that causes significant damage, loss, or interruption to the organization's normal
operations, assets, or resources.

Examples of disasters are natural disasters, such as earthquakes, floods, or fires, or human-
made disasters, such as cyberattacks, sabotage, or terrorism. A BCP is a document that
describes the procedures, strategies, and actions that the organization will take to ensure the
continuity of its critical business functions, processes, and services in the event of a disaster. A
BCP also defines the roles and responsibilities of the staff, management, and other stakeholders
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involved in the business continuity management, and the resources, tools, and systems that will
support the business continuity activities. A BCP helps the organization to:

* Minimize the impact and duration of the disaster on the organization's operations, assets, and
reputation.

* Restore the essential functions and services as quickly and efficiently as possible.

* Protect the health, safety, and welfare of the staff, customers, and partners.

* Meet the legal, regulatory, contractual, and ethical obligations of the organization.

* Learn from the disaster and improve the business continuity capabilities and readiness of the
organization.

References = CISM Review Manual, 16th Edition, Chapter 3: Information Security Program
Development and Management, Section: Business Continuity Plan (BCP), page 1771; CISM
Review Questions, Answers & Explanations Manual, 10th Edition, Question 83, page 772.

NEW QUESTION: 106

BEARERETHE IT ABRAETEALTEERE RASEERREMNREER EFXeRES
TR E ?

A. 7T IT BaeEBFI O & TEREEFIEI,

B. B IT EHEAREBERMER,

C. fEE T E T BUR MR R,

D. RO REZHBUERS EREETEO,

Answer: (SHOW ANSWER)

The information security manager should first determine the risk related to noncompliance with

the policy, as this will help to understand the impact and likelihood of the policy violation and the
potential consequences for the organization. The information security manager can then use the
risk assessment results to communicate the importance of the policy to the IT personnel, propose
any necessary changes to the policy or the processes, or request an audit of the policy
development process, depending on the situation. Conducting user awareness training, updating
policies and procedures, or requesting an audit are possible actions that the information security
manager can take after determining the risk, but they are not the first step. References = CISM
Review Manual, 16th Edition, Chapter 2: Information Risk Management, Section: Risk
Assessment, page 86; CISM Review Questions, Answers & Explanations Manual, 10th Edition,
Question 59, page 60.
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NEW QUESTION: 107

THM—IEHERMNEARTERBELERK?

A. HBHgRY R A 2 RE

B. fAiEf51E

C. XRR&E%#

D. B L EEH

Answer: (SHOW ANSWER)

An organization's information security strategy should be aligned with its risk tolerance, which is
the level of risk that an organization is willing to accept in pursuit of its objectives. The strategy
should aim to balance the cost of security controls with the potential impact of security incidents
on the organization's objectives.

Therefore, an organization's risk tolerance has the greatest influence on its information security
strategy.

The organization's risk tolerance has the greatest influence on its information security strategy
because it determines how much risk the organization is willing to accept and how much
resources it will allocate to mitigate or transfer risk. The organizational structure, industry security
standards, and information security awareness are important factors that affect the
implementation and effectiveness of an information security strategy but not as much as the
organization's risk tolerance.

An information security strategy is a high-level plan that defines how an organization will achieve
its information security objectives and address its information security risks. An information
security strategy should align with the organization's business strategy and reflect its mission,
vision, values, and culture. An information security strategy should also consider the external and
internal factors that influence the organization's information security environment such as laws,
regulations, competitors, customers, suppliers, partners, stakeholders, employees etc.

NEW QUESTION: 108

ERFARIOMREBRIRFIRERE, REEZNSZERREZSREFIER
A. RFRET BRI Z4EH,

B. & @ {# A= in 7 B A AR 2R,

C. EEHMAM IT BHLEHE,

D. B~ EEMBEETENR,

Answer: (SHOW ANSWER)

NEW QUESTION: 109
THM—IEHREAEHEEAENRRREE?
A BEEEKER
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B. % ETE IT S

C. AR RES=

D. BF st FHRIETS

Answer: C (LEAVE A REPLY)

= Testing response scenarios is the most important factor in increasing the effectiveness of

incident responders, as it allows them to practice their skills, identify gaps and weaknesses,
evaluate the adequacy and feasibility of the incident response plan, and improve their
coordination and communication. Testing response scenarios can also help to enhance the
confidence and readiness of the incident responders, as well as to measure their performance
and compliance with the policies and procedures. Testing response scenarios can be done
through various methods, such as tabletop exercises, simulations, drills, or full-scale exercises,
depending on the scope, objectives, and complexity of the scenarios.

The other options are not as important as testing response scenarios, although they may also
contribute to the effectiveness of incident responders. Communicating with the management team
is important to ensure that the incident responders have the necessary support, resources, and
authority to carry out their tasks, as well as to report the status and outcomes of the incident
response. However, communication alone is not sufficient to increase the effectiveness of
incident responders, as they also need to have the relevant knowledge, skills, and experience to
handle the incidents. Integrating staff with the IT department may help to facilitate the
collaboration and information sharing between the incident responders and the IT staff, who may
have the technical expertise and access to the systems and data involved in the incidents.
However, integration alone is not enough to increase the effectiveness of incident responders, as
they also need to have the appropriate roles, responsibilities, and processes to manage the
incidents. Reviewing the incident response plan annually is important to ensure that the plan is
updated and aligned with the current risks, threats, and business requirements, as well as to
incorporate the lessons learned and best practices from previous incidents.

However, reviewing the plan alone is not enough to increase the effectiveness of incident
responders, as they also need to test and validate the plan in realistic scenarios and conditions.
References =

* CISM Review Manual, 16th Edition, ISACA, 2022, pp. 223-225, 230-231.

* CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1004.

NEW QUESTION: 110

THB—EHAERERET 1 BB AN ESRGLTAESE 7
A ZEHEBORAHERAZTEEHIEIN

B. B ERKE T ETHBRTEBEER

C. IT IRIFRIGH S B & E P R AR R £

D. ERREHEEMEENALTEHR

Answer: (SHOW ANSWER)

= Mature information security awareness training across the organization is the most important

-

factor for building a robust information security culture, because it helps to educate and motivate


https://www.freecram.net/q/62525-5666862/
https://www.freecram.net/q/62525-5666863/

the employees to understand and adopt the security policies, procedures, and best practices that
are aligned with the organizational goals and values. Information security awareness training
should be tailored to the specific roles, responsibilities, and needs of the employees, and should
cover the relevant topics, such as:

* The importance and value of information assets and the potential risks and threats to them

* The legal, regulatory, and contractual obligations and compliance requirements related to
information security

* The organizational security policies, standards, and guidelines that define the expected and
acceptable behaviors and actions regarding information security

* The security controls and tools that are implemented to protect the information assets and how
to use them effectively and efficiently

* The security incidents and breaches that may occur and how to prevent, detect, report, and
respond to them

* The security best practices and tips that can help to enhance the security posture and culture of
the organization Information security awareness training should be delivered through various
methods and channels, such as:

* Online courses, webinars, videos, podcasts, and quizzes that are accessible and interactive

* Classroom sessions, workshops, seminars, and simulations that are engaging and practical

* Posters, flyers, newsletters, emails, and social media that are informative and catchy

* Games, competitions, rewards, and recognition that are fun and incentivizing Information
security awareness training should be conducted regularly and updated frequently, to ensure that
the employees are aware of the latest security trends, challenges, and solutions, and that they
can demonstrate their knowledge and skills in a consistent and effective manner.

Mature information security awareness training can help to create a positive and proactive
security culture that fosters trust, collaboration, and innovation among the employees and the
organization, and that supports the achievement of the strategic objectives and the mission and
vision of the organization.

References = CISM Review Manual, 16th Edition, ISACA, 2021, pages 144-146, 149-150.

NEW QUESTION: 111

EEMABEERESHRERNABAAERBFBIREEETHRE, EXRENEETHEZZHE?
A RERMESZHRERKHEREERS,

B. FTAL 1R HIZ 4% B S5 S Sk B R 120

C. OB RRHENEZHERMEIZE,

D. EHEHFIRIRIE,

Answer: (SHOW ANSWER)

When an organization is aligning its incident response capability with a public cloud service
provider, the information security manager's first course of action should be to review the

provider's incident definitions and notification criteria. This is because the provider's incident
definitions and notification criteria may differ from the organization's own, and may affect the
scope, severity, and urgency of the incidents that need to be reported and handled. By reviewing
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the provider's incident definitions and notification criteria, the information security manager can
ensure that there is a common understanding and agreement on what constitutes an incident,
how it is classified, and when and how it is communicated. This will help to avoid confusion,
delays, or conflicts in the incident response process, and to establish clear roles and
responsibilities between the organization and the provider. References = CISM Review Manual,
16th Edition, page 1021 Reviewing the provider's incident definitions and notification criteria is the
FIRST course of action when aligning the organization's incident response capability with a public
cloud service provider. This is because the organization needs to understand how the provider
defines and classifies incidents, what their roles and responsibilities are, and how they will
communicate with the organization in case of an incident. This will help the organization align its
own incident response processes and expectations with the provider's and ensure a coordinated
and effective response.

NEW QUESTION: 112

HEEALREHEEEXENTARAMERINZ

A MEEEEEBREBFEENRTEN,

B. Eft £ EM R EEHMIIREE,

C. T ETREMARIERR,

D. HA[LE BN R 2B ETEERE,

Answer: (SHOW ANSWER)

= According to the CISM Review Manual, one of the key success factors for an information
security program is to maintain management support and commitment. This can be achieved by
providing regular reports to management on the security status of the organization, the
effectiveness of the security controls, and the alignment of the security program with the business
objectives and strategy. By informing management about the security of business operations, the

information security manager can demonstrate the value and benefits of the security program,
and ensure that management is aware of the security risks and issues that need to be addressed.
This technique can also help to build trust and confidence between the information security
manager and the senior management, and foster a culture of security within the organization1
The other options are not as effective as informing management about the security of business
operations.

Implementing a comprehensive security awareness and training program is important, but it is
mainly targeted at the end users and staff, not the senior management. Identifying the risks and
consequences of failure to comply with standards can help to justify the need for security controls,
but it can also create a negative impression of the security program as being too restrictive or
punitive. Benchmarking the security programs of comparable organizations can provide some
insights and best practices, but it may not reflect the specific needs and context of the
organization, and it may not be relevant or applicable to the management's expectations and
priorities1 References = 1: CISM Review Manual, 16th Edition, ISACA, 2020, pp. 28-29...

NEW QUESTION: 113


https://www.freecram.net/q/62525-5666865/

THM— IR EBEAREMERKHEBZ (RTO) OFMRK T HEBEBMEMKAER
FTE?

A mBEEEEK,

B. mEOMEMEEK,

C. EAERREMREHEER,

D. EBEKRERRE,

Answer: (SHOW ANSWER)

The primary purpose of business continuity and disaster recovery plans is to ensure that the

organization can resume its critical business functions within the stated recovery time objectives
(RTOs) after a disruptive event. RTOs are based on the business needs and the impact analysis
of each function or process. Therefore, meeting the business needs is the best indicator that the
plans are effective. Regulatory requirements, internal compliance requirements, and risk
management objectives are important factors that influence the development and testing of the
plans, but they are not the ultimate measure of their effectiveness. References = CISM Certified
Information Security Manager Study Guide, Chapter 9: Business Continuity and Disaster
Recovery, page 3071; CISM Foundations: Module 4 Course, Part Two: Business Continuity and
Disaster Recovery Plans2; Imperva, Business Continuity & Disaster Recovery Planning (BCP

& DRP)3

NEW QUESTION: 114

EENLEAEEBENTRE MK, TIHW-EETEZEERMFIE?

A REBXEOREDO

B. fEE % ID EFHRE

C. BB ZEAHEHBMITRMN

C. WEHE SRR

Answer: (SHOW ANSWER)

Information security governance is the process of establishing and maintaining a framework to
provide assurance that information security strategies are aligned with and support business
objectives, are consistent with applicable laws and regulations, and are effectively managed. By
aligning information security governance with corporate governance, the organization can ensure
that information security is integrated into the business processes and decision making, and that
the information security risks and opportunities are properly identified, assessed, and addressed.
References = CISM Review Manual, 16th Edition, Chapter 1, Section 1.1

NEW QUESTION: 115
EAREEEGMNETL S CEEEHREN SRR MERS SROOMESHE?
A. FER RS HIHTE (SLA)

B. #HtfERMB I ED

C. EihhEAsn

D. EAHOE 1 Bk 1E

=
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Answer: (SHOW ANSWER)

he greatest concern for an information security manager of a large multinational organization
when outsourcing data processing to a cloud service provider is the local laws and regulations
that may apply to the data and the cloud service provider. Local laws and regulations may vary
significantly across different jurisdictions and may impose different requirements or restrictions on
the data protection, privacy, security, sovereignty, retention, disclosure, transfer, or access.
These laws and regulations may also create potential conflicts or inconsistencies with the

organization's own policies, standards, or contractual obligations.

Therefore, an information security manager should conduct a thorough legal and regulatory
analysis before outsourcing data processing to a cloud service provider and ensure that the cloud
service provider complies with all the applicable laws and regulations in the relevant jurisdictions.
References = CISM Manual1, Chapter 3: Information Security Program Development (ISPD),
Section 3.1:

Outsourcing2

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles 2: 1 Outsourcing
data processing to a cloud service provider may expose the organization to different legal and
regulatory requirements depending on the location of the data and the vendor. This could affect
the organization's compliance and liability in case of a breach or dispute. Therefore, the
information security manager should be most concerned about the local laws and regulations that
apply to the outsourcing arrangement.

NEW QUESTION: 116

EREFEMNEFTRFRARIVEANREAZEHEFRMENHRED, TIHIM—EHEREEN?

A. LR

B. R & &R

C. REFHFHMER

D. 2 &Rz R ==

Answer: (SHOW ANSWER)

Security metrics are the most important to include in a report to key stakeholders regarding the
effectiveness of an information security program because they provide objective and measurable

evidence of security performance and progress. Security metrics can include measures such as
the number and severity of security incidents, the level of compliance with security policies and
standards, the effectiveness of security controls, and the return on investment (ROI) of security
initiatives. The other choices may also be included in a security report, but security metrics are
the most important.

An information security program is a set of policies, procedures, standards, guidelines, and tools
that aim to protect an organization's information assets from threats and ensure compliance with
laws and regulations.

The effectiveness of an information security program depends on various factors, such as the
organization's risk appetite, business objectives, resources, culture, and external environment.
Regular reporting to key stakeholders, such as senior management, the board of directors, and
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business partners, is critical to maintaining their support and buy-in for the program. The report
should provide clear and concise information on the program's status, achievements, challenges,
and future plans, and it should be tailored to the audience's needs and expectations.

NEW QUESTION: 117

T A — IR # N E MR B AT E EIE R h B ER 2

A. BEIRAEEE

B. miRsTA

C.ITk&RIEERE

D. BXFZE D (BIA)

Answer: (SHOW ANSWER)

A capability maturity model (CMM) is a framework that helps organizations assess and improve
their processes and capabilities in various domains, such as software development, project
management, information security, and others1. A CMM defines a set of levels or stages that
represent the degree of maturity or effectiveness of an organization's processes and capabilities
in a specific domain. Each level has a set of criteria or characteristics that an organization must
meet to achieve that level of maturity. A CMM also provides guidance and best practices on how
to progress from one level to another, and how to measure and monitor the performance and

improvement of the processes and capabilities2.

A CMM is most helpful in determining an organization's current capacity to mitigate risks,
because it provides a systematic and objective way to evaluate the strengths and weaknesses of
the organization's processes and capabilities related to risk management. A CMM can help an
organization identify the gaps and opportunities for improvement in its risk management
practices, and prioritize the actions and resources needed to address them. A CMM can also help
an organization benchmark its risk management maturity against industry standards or best
practices, and demonstrate its compliance with regulatory or contractual requirements3.

The other options are not as helpful as a CMM in determining an organization's current capacity
to mitigate risks, because they are either more specific, limited, or dependent on a CMM. A
vulnerability assessment is a process of identifying and analyzing the vulnerabilities in an
organization's systems, networks, or applications, and their potential impact on the organization's
assets, operations, or reputation. A vulnerability assessment can help an organization identify the
sources and levels of risk, but it does not provide a comprehensive or holistic view of the
organization's risk management maturity or effectiveness4. IT security risk and exposure is a
measure of the likelihood and impact of a security breach or incident on an organization's IT
assets, operations, or reputation. IT security risk and exposure can help an organization quantify
and communicate the level of risk, but it does not provide a framework or guidance on how to
improve the organization's risk management processes or capabilities5. A business impact
analysis (BIA) is a process of identifying and evaluating the potential effects of a disruption or
disaster on an organization's critical business functions, processes, or resources. A BIA can help
an organization determine the priorities and requirements for business continuity and disaster
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recovery, but it does not provide a method or standard for assessing or enhancing the
organization's risk management maturity or effectiveness. References = 1:

CMMI Institute - What is CMMI? - Capability Maturity Model Integration 2: Capability Maturity
Model and Risk Register Integration: The Right ... 3: Performing Risk Assessments of Emerging
Technologies - ISACA 4: CISM Review Manual 15th Edition, Chapter 4, Section 4.2 5: CISM
Review Manual 15th Edition, Chapter 4, Section 4.3 : CISM Review Manual 15th Edition, Chapter
4, Section 4.4

NEW QUESTION: 118

HRFH(EARENTHAMERKRDO, TIHWM—IEEZETERMIE?

A. $11T8ERE

B. REEA&EEH

C. REFHIN N iE
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Answer: B (LEAVE A REPLY)

User awareness is essential for improving detection capabilities in an immature environment.

Employees are often the first line of defense and can identify suspicious activities early.

"User awareness and training can significantly improve the detection of incidents by enabling
employees to recognize and report suspicious activities."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Detection and
Analysis* ISACA practice questions confirm that improving user awareness is the foundational
step before deploying new technologies.

NEW QUESTION: 119
EHRBIRAFERNE TR EREAREKEREEZENARB?
A. FHEERER R EEESZ RN E

B. Az EHAEREE, BEMMRZIHFEMN

C. THRHHBERNZE

 BOMERSNFMRFBEERIE (SLA)

Answer: C (LEAVE A REPLY)

o

NEW QUESTION: 120

ATEERRLEETISE N RHE BN ESEn PARS THE 5

A. LRI

B. B & IEHE SR

C. REfz{m4F

D. R&1F%#

Answer: (SHOW ANSWER)

= Risk appetite is the amount and type of risk that an organization is willing to accept in pursuit of

its objectives. It is a key factor that influences the information security strategy and objectives, as
well as the selection and implementation of security controls. Risk appetite must be defined in
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order for an information security manager to evaluate the appropriateness of controls currently in
place, as it provides the basis for determining whether the controls are sufficient, excessive, or
inadequate to address the risks faced by the organization. The information security manager
should align the controls with the risk appetite of the organization, ensuring that the controls are
effective, efficient, and economical. References = CISM Review Manual 15th Edition, page 29,
page 31.

NEW QUESTION: 121

HEMABEBRE T —EERREHEDRNERNIT R, ELEAEZLLHRTHE?

A B

B. B

C. 1M

D. #2x(

Answer: (SHOW ANSWER)

Procedures are the detailed steps or instructions for performing specific tasks or activities. They
are usually aligned with standards, policies and guidelines, but they are more specific and
prescriptive. System maintenance instructions and schedules are examples of procedures that
should be documented and followed to ensure the proper functioning and security of the system.
References: The CISM Review Manual 2023 defines procedures as "the lowest level in the
hierarchy of documentation. They are detailed steps that a user must follow to accomplish an
activity" (p. 80). The CISM Item Development Guide also provides the following explanation for
this answer: "Procedures are the correct answer because they provide the specific steps to be
followed to maintain the system" (p. 11).

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
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NEW QUESTION: 122
HEAREREMALNTREERNERTFERME"?
A REEAREEREH

B. REE XK ERMRIZEN

C. At XHEEREHRETREA

D. B R EMEEER

Answer: (SHOW ANSWER)
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The greatest benefit of incorporating information security governance into the corporate
governance framework is D. Management accountability for information security. This is because
management accountability for information security means that the senior management and the
board of directors are responsible for defining, overseeing, and supporting the information
security strategy, policies, and objectives of the organization, and ensuring that they are aligned
with the business goals, stakeholder expectations, and regulatory requirements. Management
accountability for information security also means that the senior management and the board of
directors are accountable for the performance, value, and effectiveness of the information security
program, and for the management and mitigation of the information security risks and incidents.
Management accountability for information security can help to foster a culture of security
awareness and responsibility, and to enhance the trust and confidence of the customers,
partners, and regulators in the organization's information security capabilities.

Management accountability for information security means that the senior management and the
board of directors are responsible for defining, overseeing, and supporting the information
security strategy, policies, and objectives of the organization, and ensuring that they are aligned
with the business goals, stakeholder expectations, and regulatory requirements. (From CISM
Manual or related resources) References = CISM Review Manual 15th Edition, Chapter 1,
Section 1.2.1, page 181; CISM domain 1:

Information security governance [Updated 2022] | Infosec2; Information Security Governance:
Guidance for Boards of Directors and Executive Management, 2nd Edition3

NEW QUESTION: 123

— (I EALEREBEKINZEBTREBFHHFANTEEHER SLESHERREREFIREBRH
B UrTReEMEARRFENINE T — R EEEHETEENENEAFNREITE
HE?

A. HA PR 4 [ FE R B ok BT A S 44

B. OBfEtiEE:TE, BAMEHRFREASH

C. BBEE /M AR =4 [l FERA R E T/ IR O

D. REBEEMDEEEHRFHETRESNRF

Answer: (SHOW ANSWER)

Prioritizing incidents based on data classification standards ensures that the most sensitive and
critical data exposures are addressed first, reducing the potential impact on the business.

"The impact of incidents should be evaluated based on the classification and sensitivity of the
data involved."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Incident
Classification and Prioritization* ISACA practice questions emphasize the importance of using
data classification to properly prioritize incident response efforts.

NEW QUESTION: 124
BB EERAE=AEmERRBFETRRREBRER, EAXERKETLEXMME?
A. %/tl. TR ﬁAE:F1E
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B. EHERENAH,

C. MITEERT,

D. HHFEBEK,

Answer: (SHOW ANSWER)

NEW QUESTION: 125

HEHELFHER, BHAREKERERNZRERRZZHE?

A. RS HEBEEEAZT EREGIERIETE

B. HEREHMEFHEFIMGTERF—E

C. REFENLR T EMEHIIGE

D. BRTARTTRE ZF180

Answer: (SHOW ANSWER)

= The most important consideration when developing a multi-year plan for information security is

to ensure alignment with the plans of other business units. Alignment means that the information
security plan supports and enables the achievement of the business objectives, strategies, and
priorities of the organization and its various units. Alignment also means that the information
security plan is consistent and compatible with the plans of other business units, and that it
addresses the needs, expectations, and requirements of the relevant stakeholders1 .

By ensuring alignment with the plans of other business units, the information security manager
can achieve the following benefits1 :

* Increase the value and effectiveness of information security: By aligning the information security
plan with the business goals and drivers, the information security manager can demonstrate the
value and contribution of information security to the organization's performance, growth, and
competitiveness.

The information security manager can also ensure that the information security plan addresses
the most critical and relevant risks and opportunities for the organization and its units, and that it
provides adequate and appropriate protection and support for the organization's assets,
processes, and activities.

* Enhance the communication and collaboration with other business units: By aligning the
information security plan with the plans of other business units, the information security manager
can enhance the communication and collaboration with the other business unit leaders and
managers, who are the key stakeholders and partners in information security. The information
security manager can also solicit and incorporate their input, feedback, and suggestions into the
information security plan, and provide them with timely and relevant information, guidance, and
support. The information security manager can also foster a culture of trust, respect, and
cooperation among the different business units, and promote a shared vision and commitment to
information security.

* Optimize the use and allocation of resources for information security: By aligning the information
security plan with the plans of other business units, the information security manager can
optimize the use and allocation of resources for information security, such as budget, staff, time,
or technology. The information security manager can also avoid duplication, conflict, or waste of
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resources among the different business units, and ensure that the information security plan is
feasible, realistic, and sustainable. The information security manager can also leverage the
resources and capabilities of other business units to enhance the information security plan, and
provide them with the necessary resources and capabilities to implement and maintain the
information security plan.

The other options are not the most important consideration when developing a multi-year plan for
information security, as they are less strategic, comprehensive, or impactful than ensuring
alignment with the plans of other business units. Ensuring contingency plans are in place for
potential information security risks is an important component of the information security plan, but
it is not the most important consideration, as it focuses on the reactive and preventive aspects of
information security, rather than the proactive and enabling aspects. Allowing the information
security program to expand its capabilities is an important objective of the information security
plan, but it is not the most important consideration, as it depends on the availability and suitability
of the resources, technologies, and opportunities for information security, and it may not align with
the organization's needs, priorities, or constraints. Demonstrating projected budget increases
year after year is an important outcome of the information security plan, but it is not the most
important consideration, as it reflects the cost and demand of information security, rather than the
value and benefit of information security, and it may not be justified or supported by the
organization's financial situation or expectations1 . References = CISM Domain 1: Information
Security Governance (ISG) [2022 update], CISM Domain 2: Information Risk Management (IRM)
[2022 update], Aligning Information Security with Business Strategy - ISACA, [Aligning
Information Security with Business Objectives - ISACA]

NEW QUESTION: 126

AHTXFAYMMEARRRE, TIHIREREE?

A. EEII R

B. Al &R

C. B EEAEBHRMENEZEE

D. BA%EE & BB it A R HliE e

Answer: (SHOW ANSWER)

To support effective risk decision making, it is most important to have risk reporting procedures in
place.

Risk reporting procedures define how, when, and to whom risk information is communicated
within the organization. Risk reporting procedures ensure that risk information is timely, accurate,
consistent, and relevant for the decision makers. Risk reporting procedures also facilitate the
monitoring and review of risk management activities and outcomes. Risk reporting procedures
enable the organization to align its risk appetite and tolerance with its business objectives and
strategies. Established risk domains are not the most important factor for effective risk decision
making. Risk domains are categories or areas of risk that reflect the organization's structure,
objectives, and operations. Risk domains help to organize and prioritize risk information, but they
do not necessarily support the communication and analysis of risk information for decision
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making. An audit committee consisting of mid-level management is not the most important factor
for effective risk decision making. An audit committee is a subcommittee of the board of directors
that oversees the internal and external audit functions of the organization. An audit committee
should consist of independent and qualified members, preferably from the board of directors or
senior management, not mid- level management. An audit committee provides assurance and
oversight on the effectiveness of risk management, but it does not directly support risk decision
making. Well-defined and approved controls are not the most important factor for effective risk
decision making. Controls are measures or actions that reduce the likelihood or impact of risk
events. Well-defined and approved controls are essential for implementing risk responses and
mitigating risks, but they do not directly support the identification, analysis, and evaluation of risks
for decision making. References = CISM Review Manual 15th Edition, page 207-208.

Established risk domains are important for effective risk decision making because they provide a
basis for categorizing risks and assessing their impact on the organization. Risk domains are also
used to assign risk ownership and prioritize risk management activities. Having established risk
domains in place helps ensure that risks are properly identified and addressed, and enables
organizations to make informed and effective decisions about risk. Risk reporting procedures, an
audit committee consisting of mid-level management, and well-defined and approved controls are
all important components of an effective risk management program, but established risk domains
are the most important for effective risk decision making.

NEW QUESTION: 127

EXBEGFELUTERER CEAESERENEALTLKREEEERALRN
A BEALREBERMBEFLAXBTK,

B. RIBHEB R EHNFAEEALTEEHE,

C. 1% & BRI RIR 5T EEREEER,

D. LBERHESHAEERBHNEBNMENALREESR,

Answer: (SHOW ANSWER)

NEW QUESTION: 128

HRESHEENERHENEINA S ?

A. B E 5 HTED

B. EflEEEE (DBA)

C. BF\KR & HrhEn

D. EXiGERE

Answer: (SHOW ANSWER)

= Data owner is the best suited to determine how the information in a database should be

classified, because data owner is the person who has the authority and responsibility for the data
and its protection. Data owner is accountable for the business value, quality, integrity, and
security of the data. Data owner also defines the data classification criteria and levels based on
the data sensitivity, criticality, and regulatory requirements.
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Data owner assigns the data custodian and grants the data access rights to the data users. Data
owner reviews and approves the data classification policies and procedures, and ensures the
compliance with them.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security Governance,
Section:

Data Classification, page 331

NEW QUESTION: 129

ENMHERMERIBEESR, BAREKHEEZEE
A EERERERNEZE,

B. HEEHHIRMIBEIZKIR,

C. B¥EIBHEIXHFEO,

D. BIEEOXOMELRE,

Answer: (SHOW ANSWER)

NEW QUESTION: 130

THAZS&EEEGEsastaaEspralll -t

A BEOXTLEERF—H

B. R £ FHEXH

C. EHE T R&EI

D. BB

Answer: (SHOW ANSWER)

Alignment to an industry security framework ensures that the organization adopts best practices

and standards for security control implementation and maintenance. References = CISM Review
Manual, 16th Edition, Domain 1: Information Security Governance, Chapter 1: Establish and
Maintain an Information Security Strategy, Section: Information Security Frameworks

NEW QUESTION: 131

BERERARIANEERBIREREM, LUE

A. IKEGEEE R REEBIR

B. B E—DIREMNIEE,

C. AFARFIZFAR AN B HEREIHIREK,

D. BHBITHREEEBRE,

Answer: (SHOW ANSWER)

Network isolation techniques are immediately implemented after a security breach to reduce the

extent of further damage by limiting the access and communication of the compromised systems
or networks with the rest of the environment. This can help prevent the spread of malware, the
exfiltration of data, or the escalation of privileges by the attackers. Network isolation techniques
can include disconnecting the affected systems or networks from the internet, blocking or filtering
certain ports or protocols, or creating separate VLANSs or subnets for the isolated systems or
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networks. Network isolation techniques are part of the incident response process and should be
performed as soon as possible after detecting a security breach. References = CISM Review
Manual 15th Edition, page 308-3091; CISM Review Questions, Answers & Explanations
Database -

12 Month Subscription, Question ID: 1162

NEW QUESTION: 132

EHSEHRTFE TN —EREE?

A BEEMEREE

B. TR EIRMDE

C. Rz EMMEHEER

D. [EIfEFIE H ZE K

Answer: (SHOW ANSWER)

The categorization of incidents is most important for evaluating the risk severity and incident
priority, as these factors determine the impact and urgency of the incident, and the appropriate
level of response and escalation.

The categorization of incidents helps to classify the incidents based on their type, source, cause,
scope, and affected assets or services. By categorizing incidents, the information security
manager can assess the potential or actual harm to the organization, its stakeholders, and its

objectives, and assign a priority level that reflects the need for immediate action and resolution.
The risk severity and incident priority also influence the allocation of resources, the response and
containment requirements, and the communication channels, but they are not the primary
purpose of categorization.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.4.1, page 2371; CISM
Online Review Course, Module 4, Lesson 4, Topic 12; CIRT Case Classification (Draft) - FIRST3

NEW QUESTION: 133

EETIEROZE, BARSKEES

A TERLFRE L OB RIGHER,

B. E#iEEE L E T [RIRE R,

C. itimintiisE AN,

D. FARA It EFT E L fAARER,

Answer: (SHOW ANSWER)

= A forensic examination is a process of collecting, preserving, analyzing, and presenting digital

evidence in a manner that is legally acceptable. The first step in conducting a forensic
examination is to create an image of the original data on new media, such as a hard disk, a CD-
ROM, or a USB drive. This is done to ensure that the original data is not altered, damaged, or
destroyed during the examination. An image is an exact copy of the data, including the file
system, the slack space, and the deleted files. Creating an image also allows the examiner to
work on a duplicate of the data, rather than the original, which may be needed as evidence in
court. Booting the original hard disk on a clean system is not a good practice, as it may change
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the data on the disk, such as the timestamps, the registry entries, and the log files. Duplicating
data from the backup media is not sufficient, as the backup media may not contain all the data
that is relevant to the investigation, such as the deleted files, the temporary files, and the swap
files. Shutting down and relocating the server is not advisable, as it may cause data loss,
corruption, or tampering. The server should be kept running and isolated from the network until an
image is created. References = CISM Review Manual 15th Edition, page 204-205.

Prior to conducting a forensic examination, an information security manager should create an
image of the original data on new media. This is done in order to preserve the evidence, as
making changes to the original data could potentially alter or destroy the evidence. Creating an
image of the data also helps to ensure that the data remains intact and free from any interference
or tampering.

NEW QUESTION: 134

THREREXFEALTEFHARMAREET

A. BRI E AR FRERTE

B. &z B iEThAE

C. AfEBhERMBE

D. FEERARTFEFH/IHE (SLA)

Answer: D (LEAVE A REPLY)

The best way to support effective communication during information security incidents is to have

predetermined service level agreements (SLAs) because they define the expectations and
responsibilities of the parties involved in the incident response process, and specify the
communication channels, methods, and frequency for reporting and updating on the incident
status and resolution. Frequent incident response training sessions are not very effective because
they do not address the communication needs or challenges during an actual incident.
Centralized control monitoring capabilities are not very effective because they do not address the
communication needs or challenges during an actual incident. Responsibilities defined within role
descriptions are not very effective because they do not address the communication needs or
challenges during an actual incident. References: https://www.isaca.org/resources/isaca-
journal/issues/2017/volume-5/incident- response-lessons-learned
https://www.isaca.org/resources/isaca-journal/issues/2018/volume-3/incident- response-lessons-
learned

NEW QUESTION: 135
ETEHRIGHNEERER -
A EFHEEHIEE,

B. IR,

C. Al =R,

D. #ERKRRA,

Answer: D (LEAVE A REPLY)
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= The PRIMARY objective of performing a post-incident review is to identify the root cause of the
incident, which is the underlying factor or condition that enabled the incident to occur. Identifying
the root cause helps to prevent or mitigate future incidents, as well as to improve the incident
response process. Re-evaluating the impact of incidents, identifying vulnerabilities, and identifying
control improvements are secondary objectives of a post-incident review, which are derived from
the root cause analysis. References = CISM Review Manual, 16th Edition, page 3061; CISM
Review Questions, Answers & Explanations Manual, 10th Edition, page 1512 The primary
objective of performing a post-incident review is to identify the root cause of the incident. After an
incident has occurred, the post-incident review process involves gathering and analyzing
evidence to determine the cause of the incident. This analysis will help to identify both the
underlying vulnerability that allowed the incident to occur, as well as any control improvements
that should be implemented to prevent similar incidents from occurring in the future. Additionally,
the post-incident review process can also be used to re-evaluate the impact of the incident, as
well as any potential implications for the organization.

NEW QUESTION: 136

THM—EREHIEHABLTEBBRENEERRA?

A. B2 ERBAERBT SR RETLHER

B. A EERBEERZERFIMER

C. il EAREER AR LIBREHEE

D. EERAMEMEAR SRS

Answer: A (LEAVE A REPLY)

The primary reason to perform regular reviews of the cybersecurity threat landscape is to

compare emerging trends with the existing organizational security posture, as this helps the
information security manager to identify and prioritize the gaps and risks that need to be
addressed. The cybersecurity threat landscape is dynamic and constantly evolving, and the
organization's security posture may not be adequate or aligned with the current and future
threats. By reviewing the threat landscape regularly, the information security manager can assess
the effectiveness and maturity of the security program, and recommend appropriate actions and
controls to improve the security posture and reduce the likelihood and impact of cyberattacks.
References = CISM Review Manual 2023, page 831; CISM Review Questions, Answers &
Explanations Manual 2023, page 322; ISACA CISM - iSecPrep, page 173
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NEW QUESTION: 137
THH—EZAREANNERARECEZHRHRETIERE?
A. BB iTERRS

B. THAREA R

C. SIEM

D. M AREARIR

Answer: (SHOW ANSWER)

Comprehensive and Detailed Step-by-Step Explanation:

Security Information and Event Management (SIEM) systems are designed to collect, analyze,
and correlate data from multiple sources, making them the BEST choice for identifying and
correlating intrusion attempt alerts.

* A. Threat analytics software: While this can provide insights, it is not specialized for real-time
correlation and alerting across various platforms.

* B. Host intrusion detection system (HIDS): HIDS monitors individual hosts and detects
intrusions, but it does not correlate alerts from multiple sources.

* C. SIEM: This is the BEST answer because SIEM integrates logs from diverse systems, applies
correlation rules, and provides actionable insights into intrusion attempts.

* D. Network intrusion detection system (NIDS): While NIDS detects network-level anomalies, it
does not correlate alerts from other systems.

Reference: CISM Job Practice Area 3 (Information Security Program Development and
Management) discusses tools and techniques for monitoring and detecting security events.

NEW QUESTION: 138

T —IEREAREEEEHRREFEFERMEERR ?
A. R ERAE LG RR

B. 5 T ERE FI

C. BRZRR =Tk

D. & T RfEH R R

Answer: (SHOW ANSWER)

NEW QUESTION: 139

EAMEBREORE—BRERNROFRS, AREFEEHRBAL EREGF, HREE
FEZAMH E 2

A. TEEFIRFE IR 2 1EH,

B. B &5TE!,

C. &t ¥ B AR RESITZ IR 4T

D. A& IR IRRT,
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Answer: (SHOW ANSWER)
A gap analysis is a process of comparing the current state of an organization's security posture

with the desired or required state, and identifying the gaps or discrepancies that need to be
addressed. A gap analysis helps to determine the current level of compliance with relevant
regulations, standards, and best practices, and to prioritize the actions and resources needed to
achieve the desired level of compliance1. A gap analysis should be performed first when
developing a security strategy in support of a new service that is subject to regulations, because it
provides the following benefits2:

* It helps to understand the scope and impact of the new service on the organization's security
objectives, risks, and controls.

* It helps to identify the legal, regulatory, and contractual requirements that apply to the new
service, and the potential penalties or consequences of non-compliance.

* It helps to assess the effectiveness and efficiency of the existing security controls, and to
identify the gaps or weaknesses that need to be remediated or enhanced.

* It helps to align the security strategy with the business goals and objectives of the new service,
and to ensure the security strategy is consistent and coherent across the organization.

* It helps to communicate the security requirements and expectations to the stakeholders involved
in the new service, and to obtain their support and commitment.

The other options, such as determining security controls for the new service, establishing a
compliance program, or hiring new resources to support the service, are not the first steps when
developing a security strategy in support of a new service that is subject to regulations, because
they depend on the results and recommendations of the gap analysis. Determining security
controls for the new service requires a clear understanding of the security requirements and risks
associated with the new service, which can be obtained from the gap analysis. Establishing a
compliance program requires a systematic and structured approach to implement, monitor, and
improve the security controls and processes that ensure compliance, which can be based on the
gap analysis. Hiring new resources to support the service requires a realistic and justified
estimation of the human and financial resources needed to achieve the security objectives and
compliance, which can be derived from the gap analysis. References = 1: What is a Gap
Analysis? | Smartsheet 2: CISM Review Manual 15th Edition, page 121 : CISM Review Manual
15th Edition, page 122 : CISM Review Manual 15th Edition, page 123 : CISM Review Manual
15th Edition, page 124 : CISM Review Manual 15th Edition, page 125 Learn more:

1. infosectrain.com2. resources.infosecinstitute.com3. resources.infosecinstitute.com4.
resources.

infosecinstitute.com+2 more

NEW QUESTION: 140
THE-EEREKNEEEERER R RataeREdEES -
A. FE S SR R A T E B A

B. BEREHEBRNRLRARE

C. EERMARET S
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D. REEHERMFILEL
Answer: (SHOW ANSWER)
Annualized loss resulting from security incidents is the most appropriate metric to demonstrate

the effectiveness of information security controls to senior management, as it quantifies the
financial impact of security breaches on the organization's assets, operations, and reputation.
This metric helps to communicate the value of security investments, justify the security budget,
and prioritize the security initiatives based on the potential loss reduction. Annualized loss
resulting from security incidents can be calculated by multiplying the annualized rate of
occurrence (ARO) of an incident by the single loss expectancy (SLE) of an incident. ARO is the
estimated frequency of an incident occurring in a year, and SLE is the estimated cost of an
incident. For example, if an organization estimates that a ransomware attack may occur once
every two years, and that each attack may cost $100,000 to recover, then the annualized loss
resulting from ransomware attacks is $50,000 ($100,000 / 2).

References = CISM Review Manual 2022, page 3171; CISM Exam Content Outline, Domain 4,
Knowledge Statement 4.112; Key Performance Indicators for Security Governance, Part 1;
Performance Measurement Guide for Information Security

NEW QUESTION: 141

B e TR AR AR RERER

A. EEARERRK DS) |

B. #OE—& A (SSO) B8 L&,

C. MEAEREHEARELEHN TR,

D. #EFEHBIERFRITEF AT,

Answer: (SHOW ANSWER)

The best way to identify the risk associated with a social engineering attack is to test user

knowledge of information security practices. Social engineering is a type of attack that exploits
human psychology and behavior to manipulate, deceive, or influence users into divulging
sensitive information, granting unauthorized access, or performing malicious actions. Therefore,
user knowledge of information security practices is a key factor that affects the likelihood and
impact of a social engineering attack. By testing user knowledge of information security practices,
such as through quizzes, surveys, or simulated attacks, the information security manager can
measure the level of awareness, understanding, and compliance of the users, and identify the
gaps, weaknesses, or vulnerabilities that need to be addressed.

Monitoring the intrusion detection system (IDS) (A) is a possible way to detect a social
engineering attack, but not to identify the risk associated with it. An IDS is a system that monitors
network or system activities and alerts or responds to any suspicious or malicious events.
However, an IDS may not be able to prevent or recognize all types of social engineering attacks,
especially those that rely on human interaction, such as phishing, vishing, or baiting. Moreover,
monitoring the IDS is a reactive rather than proactive approach, as it only reveals the occurrence
or consequences of a social engineering attack, not the potential or likelihood of it.
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Reviewing single sign-on (SSO) authentication lags (B) is not a relevant way to identify the risk
associated with a social engineering attack. SSO is a method of authentication that allows users
to access multiple applications or systems with one set of credentials. Authentication lags are
delays or failures in the authentication process that may affect the user experience or
performance. However, authentication lags are not directly related to social engineering attacks,
as they do not indicate the user's knowledge of information security practices, nor the attacker's
attempts or success in compromising the user's credentials or access.

Performing a business risk assessment of the email filtering system (D) is also not a relevant way
to identify the risk associated with a social engineering attack. An email filtering system is a
system that scans, filters, and blocks incoming or outgoing emails based on predefined rules or
criteria, such as spam, viruses, or phishing. A business risk assessment is a process that
evaluates the potential threats, vulnerabilities, and impacts to the organization's business
objectives, processes, and assets. However, performing a business risk assessment of the email
filtering system does not address the risk associated with a social engineering attack, as it only
focuses on the technical aspects and performance of the system, not the human factors and
behavior of the users.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk Management,
Section: Risk |dentification, Subsection: Threat Identification, page 87-881

NEW QUESTION: 142

EEESETKRE—RFOE, TIHM—EREENAEES ZIREHNFRBENENEDOMNRERS
=2

A EEWNFEEREEKR

B. sH R &2,

C. #WITRpEET(d

D. OF&RZEHE,

Answer: (SHOW ANSWER)

Performing a risk assessment is the best approach to determine how to protect newly acquired

data assets prior to integration, as it will help to identify the threats, vulnerabilities, impacts, and
likelihoods of the data assets, and to prioritize the appropriate risk treatment options. Including
security requirements in the contract is a good practice, but it may not be sufficient to address the
specific risks of the data assets. Assessing security controls and reviewing data architecture are
also important steps, but they should be done after performing a risk assessment, as they will
depend on the risk level and the risk app The best approach to determine how to protect newly
acquired data assets prior to integration is to perform a risk assessment. A risk assessment will
identify the various threats and vulnerabilities associated with the data assets and help the
organization develop an appropriate security strategy. This risk assessment should include an
assessment of the security controls in place to protect the data, a review of the data architecture,
and a review of any contractual requirements related to security.

NEW QUESTION: 143
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TIM—IERREARNENLRERBREENETA?
A. BRIEFTEMREIREE

B. HEE RN RTEMERBRERF

C. XBERIBHFTXR

D. B\ bz Bl X 75 22 & 5T

Answer: (SHOW ANSWER)

NEW QUESTION: 144

TIH—EHEREREALT S RBBEERMRERFE?

A. BETEE|EE,

B. RIEEHM L EFHIIR,

C. EBMMOR+PEELTEME,

D. L LEER,

Answer: (SHOW ANSWER)

Security awareness training is the most effective way to ensure information security policies are

understood, as it educates employees on the purpose, content and importance of the policies,
and how to comply with them. (From CISM Review Manual 15th Edition) References: CISM
Review Manual 15th Edition, page 183, section 4.3.3.1.

NEW QUESTION: 145

A THAHBBMEAZEDRE -—SWIRE TIHIH-—EILEN?

A. SRR

B. {2514

C. EXFTAE

D. B3 E K

Answer: (SHOW ANSWER)

The answer to the question is A. Classification model. This is because a classification model is a

system of assigning labels or categories to information assets based on their value, sensitivity,
and criticality to the organization. A classification model helps to ensure consistent protection for
the organization's information assets by:

Providing a common language and criteria for defining and communicating the security
requirements and expectations for the information assets Enabling the identification and
prioritization of the information assets that need the most protection and resources Facilitating the
implementation and enforcement of the appropriate level of security controls and measures for
the information assets, based on their classification Supporting the compliance with the legal,
regulatory, and contractual obligations regarding the information assets, such as the General
Data Protection Regulation (GDPR) or the Health Insurance Portability and Accountability Act
(HIPAA) A classification model is a system of assigning labels or categories to information assets
based on their value, sensitivity, and criticality to the organization. A classification model helps to
ensure consistent protection for the organization's information assets by providing a common
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language and criteria for defining and communicating the security requirements and expectations
for the information assets, enabling the identification and prioritization of the information assets
that need the most protection and resources, facilitating the implementation and enforcement of
the appropriate level of security controls and measures for the information assets, based on their
classification, and supporting the compliance with the legal, regulatory, and contractual
obligations regarding the information assets. (From CISM Manual or related resources)
References = CISM Review Manual 15th Edition, Chapter 2, Section 2.2.1, page 751; CISA
Domain 5 - Protection of Information Assets2; CISM domain 3: Information security program
development and management [2022 update]3; CISM Domain 2: Information Risk Management
(IRM) [2022 update]4

NEW QUESTION: 146
—EEBEEZEEERERBIRRRARERSMEOEHMEITIE, 2T IFHEEEE, EAXEl
HESE L

A EFERBRAEREMBBREOEREM,

B. EEEALEERNEREFK,

C. M BT &AL SRR,

D. HE REIBARRATEMEALTEER,

Answer: (SHOW ANSWER)

Assessing potential information security risk to the organization is the first step that the

information security manager should take when considering the feasibility of implementing a big
data solution to analyze customer data, as it helps to identify and evaluate the threats,
vulnerabilities, and impacts that may arise from the collection, processing, storage, and sharing of
large volumes and varieties of customer data. Assessing risk also helps to determine the risk
appetite and tolerance of the organization, and to prioritize the risk treatment options and security
controls that are needed to protect the customer data and the big data solution. (From CISM
Review Manual 15th Edition) References: CISM Review Manual 15th Edition, page 64, section
2.2.1.2; Big Data Security and Privacy Issues in Healthcare1, page 1, section 1. Introduction.

NEW QUESTION: 147

HEIRERAREHXER REILEETIHR-EASREE?

A. BANEFEBREAFTETRMR SIS,

B. E T IEENRK/NERRAI,

C. TRENAEOMENHNRAREEEREE,

D. MEEIMEREEE,

Answer: D (LEAVE A REPLY)

= The most important message to convey to employees in building a security risk-aware culture is
that the responsibility for security rests with all employees, not just the information security
function or the management. A security risk-aware culture is a collective mindset of the people in
the organization working every day to protect the enterprise and its information assets from
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internal and external threats. A security risk- aware culture requires the workforce to know the
security risks and the processes for avoiding or mitigating them, and to make thoughtful decisions
that align with security policies and standards. A security risk-aware culture also incorporates a
broader corporate culture of day-to-day actions that encourage employees to report security
incidents, share security best practices, and participate in security awareness and training
programs.

A security risk-aware culture helps to reduce the human factor that causes 90 percent of all
cyberattacks, and to offset the impact of corrupted or lost data, decreased revenue, regulatory
fines, and reputational damage. A security risk-aware culture turns people from assets that must
be protected into assets that actively contribute to the cybersecurity and risk management
posture and elevate security to being a business enabler rather than a business impediment123.
Personal information requires different security controls than sensitive information is a true
statement, but it is not the most important message to convey to employees in building a security
risk-aware culture. Personal information is any information that can identify or relate to a natural
person, such as name, address, email, phone number, social security number, etc. Sensitive
information is any information that is confidential, proprietary, or has a high value or impact to the
organization, such as trade secrets, financial data, customer data, intellectual property, etc.
Different types of information may have different legal, regulatory, contractual, or ethical
obligations to protect them from unauthorized access, use, disclosure, modification, or
destruction. Therefore, different security controls may be applied to personal and sensitive
information based on their classification, such as encryption, access control, retention, disposal,
etc. However, this message does not address the broader concept of security risk-aware culture,
which is not limited to information classification and protection, but also encompasses the
behaviors, attitudes, and values of the employees towards security.

Employee access should be based on the principle of least privilege is a good practice, but it is
not the most important message to convey to employees in building a security risk-aware culture.
The principle of least privilege states that users should only have the minimum level of access
and permissions that are necessary to perform their job functions, and no more. This principle
helps to reduce the risk of unauthorized or inappropriate actions, such as data leakage, fraud,
sabotage, etc., by limiting the exposure and impact of user activities. However, this message
does not capture the essence of security risk-aware culture, which is not only about access
control, but also about the awareness, understanding, and commitment of the employees to
security.

Understanding an information asset's value is critical to risk management is a valid point, but it is
not the most important message to convey to employees in building a security risk-aware culture.
Understanding an information asset's value is essential to determine the potential impact and
likelihood of a security risk, and to prioritize the appropriate risk response strategies, such as
avoidance, mitigation, transfer, or acceptance.

However, this message does not reflect the holistic nature of security risk-aware culture, which is
not only about risk assessment, but also about risk communication, risk treatment, and risk
monitoring. References =



* Building a Culture of Security - ISACAZ2
* The Risk-Conscious, Security-Aware Culture: The Forgotten Critical Security Control - Cisco3
* CISM ITEM DEVELOPMENT GUIDE - ISACA4

NEW QUESTION: 148

BEAREREZTAENASBEFE=-FNERERE, TR —EHRERKENRETH?

A. I EERR B OMEZLUSKER,

B. S EMEHNBILIRESZTEFRUBRERFRAR,

C. ETHHEGRREAEHEMNETEFTHE,

D. e ARG I iE RIRRIGEMBEFE,

Answer: (SHOW ANSWER)

= Information classification is the process of assigning appropriate labels to information assets

based on their sensitivity and value to the organization. Information classification should be
aligned with the business objectives and risk appetite of the organization, and should be reviewed
periodically to ensure its accuracy and relevance. The information security manager is
responsible for establishing and maintaining the information classification policy and procedures,
as well as providing guidance and oversight to the data owners and custodians. Data owners are
the individuals who have the authority and accountability for the information assets within their
business unit or function. Data owners are responsible for determining the appropriate
classification level and security controls for their information assets, as well as ensuring
compliance with the information classification policy and procedures. Data custodians are the
individuals who have the operational responsibility for implementing and maintaining the security
controls for the information assets assigned to them by the data owners.

If the information security manager believes that information has been classified inappropriately,
increasing the risk of a breach, the best action is to complete a risk assessment and refer the
results to the data owners. A risk assessment is a systematic process of identifying, analyzing,
and evaluating the risks associated with the information assets, and recommending appropriate
risk treatment options. By conducting a risk assessment, the information security manager can
provide objective and evidence-based information to the data owners, highlighting the potential
impact and likelihood of a breach, as well as the cost and benefit of implementing additional
security controls. This will enable the data owners to make informed decisions about the
appropriate classification level and security controls for their information assets, and to justify and
document any deviations from the information classification policy and procedures.

The other options are not the best actions for the information security manager. Refering the
issue to internal audit for a recommendation is not the best action, because internal audit is an
independent and objective assurance function that provides assurance on the effectiveness of
governance, risk management, and control processes. Internal audit is not responsible for
providing recommendations on information classification, which is a management responsibility.
Re-classifying the data and increasing the security level to meet business risk is not the best
action, because the information security manager does not have the authority or accountability for


https://www.freecram.net/q/62525-5666901/

the information assets, and may not have the full understanding of the business context and
objectives of the data owners. Instructing the relevant system owners to reclassify the data is not
the best action, because system owners are not the same as data owners, and may not have the
authority or accountability for the information assets either. System owners are the individuals
who have the authority and accountability for the information systems that process, store, or
transmit the information assets. System owners are responsible for ensuring that the information
systems comply with the security requirements and controls defined by the data owners and the
information security manager. References = CISM Review Manual, 16th Edition, ISACA, 2020,
pp. 49-51, 63-64, 69-701; CISM Online Review Course, Domain 3:

Information Security Program Development and Management, Module 2: Information Security
Program Framework, ISACA2

NEW QUESTION: 149

—ZEIRRAMEETLT A AREANEATHRE, EALTEREEZLENTT IR —EE
E?

A OBEHEFE,

B. Az n

C. O#HXIHESR,

D. 1T EMRET(E,

Answer: (SHOW ANSWER)

Initiating incident response is the first course of action for an information security manager when
an employee reports the loss of a personal mobile device containing corporate information. This
will help to contain the incident, assess the impact, and take appropriate measures to prevent or
mitigate further damage.

According to ISACA, incident management is one of the key processes for information security
governance.

Initiating a device reset, disabling remote access, and conducting a risk assessment are possible
subsequent actions, but they should be part of the incident response plan. References: 1: Find,
lock, or erase a lost Android device - Google Account Help 2: Find, lock, or erase a lost Android
device - Android Help 3: Lost or Stolen Mobile Device Procedure - Information Security Office :
CISM Practice Quiz | CISM Exam Prep | ISACA : 200 CISM Exam Prep Questions | Free Practice
Test | Simplilearn : CISM practice questions to prep for the exam | TechTarget

NEW QUESTION: 150

THEB—ERLETEH# BIA NSEBHecrali-1*~"
A EELTEHBEHBE

B. fEE IR EHMENZE (ROI)

C. B EHEEMRA

D. BEEAEONEEN

Answer: (SHOW ANSWER)
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A business impact analysis (BIA) is a process that identifies and evaluates the potential effects of
disruptions to critical business operations as a result of a disaster, accident or emergency. The
primary purpose of a BIA is to determine the criticality of information assets and the impact of
their unavailability on the organization's mission, objectives and reputation. (From CISM Review
Manual 15th Edition) References: CISM Review Manual 15th Edition, page 178, section 4.3.2.1.

NEW QUESTION: 151

HEHEAZREREAR, TIHIMERENTIREERZHEBFRENREERR?
A. BEEEKIRHEREEMEREN

B. ATHHLEREREEMOBIEAE

C. BB =4 MFERTE

D. BREBHERNWERKEE

Answer: (SHOW ANSWER)

N
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NEW QUESTION: 152
EFREKETERSEEEBHRERMSEMIMURFERD, ANELRER, THM—EHNE
BHRER?

A. EXE®=

B. BB RAMETEIE (KRIS)

C. fH{EEHI

D. BEMEBZE

Answer: (SHOW ANSWER)

The most important information to communicate with regard to the open items from the risk
register to senior management is the potential business impact of these risks. The potential
business impact is the estimated consequence or loss that the organization may suffer if the risk
materializes or occurs. The potential business impact can be expressed in quantitative or
qualitative terms, such as financial, operational, reputational, legal, or strategic impact.
Communicating the potential business impact of the open items from the risk register helps senior
management to understand the severity and urgency of these risks, and to prioritize the risk
response actions and resources accordingly. Communicating the potential business impact also
helps senior management to align the risk management objectives and activities with the
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business objectives and strategies, and to ensure that the risk appetite and tolerance of the
organization are respected and maintained.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk Management,
Section: Risk Assessment, page 831; CISM Review Manual, 16th Edition, Chapter 2: Information
Risk Management, Section: Risk Reporting, page 1012.

NEW QUESTION: 153

B L KB THIEAMBEERNTERTERNTRE, EREEERRANITTIH—IE
RE?

A HEEHRBEE T LIEAFREDRE,

B. RS A RERRANEEREHMERENER,

C. HE T EIT RIRET(E,

D. BIREOXERHFIREN T,

Answer: (SHOW ANSWER)

= The first step that the information security manager should recommend when learning of a new

standard related to an emerging technology is to determine whether the organization can benefit
from adopting the new standard. This involves evaluating the business objectives, needs, and
requirements of the organization, as well as the potential advantages, disadvantages, and
challenges of implementing the new technology and the new standard. The information security
manager should also consider the alignment of the new standard with the organization's existing
policies, procedures, and standards, as well as the impact of the new standard on the
organization's information security governance, risk management, program, and incident
management. By conducting a preliminary analysis of the feasibility, suitability, and desirability of
the new standard, the information security manager can provide a sound basis for further decision
making and planning.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security Governance,
Section:

Information Security Standards, page 391; CISM Review Questions, Answers & Explanations
Manual, 10th Edition, Question 43, page 412.

NEW QUESTION: 154

—EERE I T 57 2 Bl A0 B B FI T sk PR B B 3R BRASARBR RO LB, TE RS %A T B BIFE R,
MEEEREB RN TIM—EHREE?

A. ERRAE

B. RRAFIAERA R R PR

C. WREBEEFHHBENRERE

D. R FRURETZEMERESE

Answer: (SHOW ANSWER)

The most important information to present to senior management when reporting on the
performance of the initiative to mitigate risk associated with ransomware is the cost and
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associated risk reduction, which means showing the value and effectiveness of the technical and
administrative controls in terms of reducing the likelihood and impact of ransomware incidents
and data extortion, and comparing them with the investment and resources required to implement
and maintain them. The cost and associated risk reduction can help senior management to
evaluate the return on investment (ROI) and the alignment with the business objectives and risk
appetite of the initiative.

References = Ransomware Risk Management - NIST, #StopRansomware Guide | CISA

NEW QUESTION: 155

HEMEARSEEAMARER L THY, IBENHERORERSE TEFOEMERME
W% L, AR EEEE Mt E?

A. BATEBLZE D (BIA),

B. ’HER T 4B E M BUEEREE,

C. O8=#MmIERK,

D. ExsE i mER R RS,

Answer: (SHOW ANSWER)

The first thing that the information security manager should do after reading about a vendor

product compromise on social media is to validate the risk to the organization. This means
verifying the source and credibility of the information, determining if the organization uses the
affected product, and assessing the potential impact and likelihood of the compromise on the
organization's data and systems. Validating the risk to the organization will help the information
security manager to decide on the appropriate course of action, such as activating the incident
response program, notifying relevant stakeholders, or performing a BIA.

References: The CISM Review Manual 2023 states that "the information security manager is
responsible for identifying and assessing the risks associated with the use of third-party products
and services" and that "the information security manager should monitor and review the security
performance and incidents of third-party products and services on a regular basis and take
corrective actions when deviations or violations are detected" (p. 138). The CISM Review
Questions, Answers & Explanations Manual 2023 also provides the following rationale for this
answer: "Validating the risk to the organization is the correct answer because it is the first and
most important step to take after reading about a vendor product compromise on social media, as
it will help the information security manager to confirm the accuracy and relevance of the
information, and to evaluate the potential consequences and probability of the compromise on the
organization's data and systems" (p. 63). Additionally, the article Defending Against Software
Supply Chain Attacks from the CISA website states that "the first step in responding to a software
supply chain attack is to validate the risk to the organization by verifying the source and credibility
of the information, determining if the organization uses the affected software, and assessing the
potential impact and likelihood of the compromise on the organization's data and systems" (p. 2)

NEW QUESTION: 156
ATHBAERNENALREREER, LARITIWH—IE?
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. REEFIBEEE

EEZNREIEE

BEEERE

. REMRARE

Answer: (SHOW ANSWER)

Security policy provisions are the statements or rules that define the information security
objectives, principles, roles and responsibilities, and requirements for the organization. Security

Uo_w>

policy provisions must be established to maintain an effective information security governance
framework, as they provide the foundation and direction for the information security activities and
processes within the organization. Security policy provisions also help to align the information
security governance framework with the business strategy and objectives, and ensure compliance
with relevant laws and regulations. The other options, such as security controls automation,
defined security metrics, or change management processes, are important components of an
information security governance framework, but they are not essential to establish it. References:
https://www.iso.org/standard/74046.html

https://www.nistf.gov/cyberframework

https://www.iso.org/standard/27001

NEW QUESTION: 157

EREOBRADSEREHBTERERTA, AEREEPHETIH-—EREE?

A. EFR 5% A RO R RE FO MBS

B. & A& LRNE R BIEHHIER

C. EREFERMIBARIREA

D. #t¥E REERAESILREF

Answer: (SHOW ANSWER)

The underlying reason for the user error is the most important factor to determine during the post-
incident review, as this helps the information security manager to understand the root cause of
the breach, and to implement corrective and preventive actions to avoid similar incidents in the
future. The underlying reason for the user error may be related to the lack of training, awareness,

guidance, or motivation of the user, or to the complexity, usability, or design of the system or
process that the user was using. By identifying the underlying reason for the user error, the
information security manager can address the human factor of the information security program,
and improve the security culture and behavior of the organization. The time and location that the
breach occurred, evidence of previous incidents caused by the user, and appropriate disciplinary
procedures for user error are not the most important factors to determine during the post-incident
review, as they do not provide a comprehensive and holistic understanding of the breach, and
may not help to prevent or reduce the likelihood or impact of future incidents. References = CISM
Review Manual 2023, page

1671; CISM Review Questions, Answers & Explanations Manual 2023, page 382; ISACA CISM -
iSecPrep, page 233
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NEW QUESTION: 158

THM—IEE AR EEEAREAEZH -t RESRIE?

A. ZEFBREMIER (KPI)

B. EX&ER&EIL

C. EiZEBKREN

D. sl EERBEY

Answer: D (LEAVE A REPLY)

Alignment between corporate and information security governance means that the information

security program supports the organizational goals and objectives, and is integrated into the
enterprise governance structure. The best evidence of alignment is the senior management
sponsorship, which demonstrates the commitment and support of the top-level executives and
board members for the information security program.

Senior management sponsorship also ensures that the information security program has
adequate resources, authority, and accountability to achieve its objectives and address the risks
and issues that affect the organization. Senior management sponsorship also helps to establish a
culture of security awareness and compliance throughout the organization, and to communicate
the value and benefits of the information security program to the stakeholders.

References =

CISM Review Manual 15th Edition, page 1631

CISM 2020: Information Security & Business Process Alignment, video 22

Certified Information Security Manager (CISM), page 33

NEW QUESTION: 159

T - AR TR EEERASOETHERAR e SHTEME RS ?

A. ZEEHBERD

B. K& EHFHRAVEEZ BN

C. BbREFHTE

D. EMZTEFHEEE

Answer: (SHOW ANSWER)

The best indicator of the effectiveness of a recent information security awareness campaign
delivered across the organization is the increase in the number of reported security incidents.
This means that the employees have become more aware of the security threats and issues, and
have learned how to recognize and report them to the appropriate authorities. Reporting security
incidents is a vital part of the incident response process, as it helps to identify and contain the
incidents, prevent further damage, and initiate the recovery actions. Reporting security incidents
also helps to collect and analyze the incident data, which can be used to improve the security
controls and policies, and to prevent or mitigate similar incidents in the future. An increase in the
number of reported security incidents shows that the awareness campaign has successfully
raised the level of security knowledge, attitude, and behavior among the employees, and has
encouraged them to take an active role in protecting the organization's information assets.
References =
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* CISM Review Manual 15th Edition, page 1631

* Measuring and Evaluating the Effectiveness of Security Awareness Improvement Methods2
* Developing metrics to assess the effectiveness of cybersecurity awareness program3

* How to build a successful information security awareness programme - BCS4

* How to Increase Cybersecurity Awareness - ISACAS

NEW QUESTION: 160

HEGANEATOSMARE BART | g
rEgsrsErRRaRRsScEEeel

A. OFEOML LKL,

B. 1T R TG LIHEE R £ BIRFE AT SIS,

C. aBERKMERAEANEFIUEFIEX,

D. 5REtE—& A (SSO) & 7,

Answer: (SHOW ANSWER)

= The best approach for developing a physical access control policy for the organization is to

m.net

conduct a risk assessment to determine the security risks and mitigating controls that are relevant
and appropriate for the organization's data center. A risk assessment is a process of identifying,
analyzing, and evaluating the information security risks that could affect the availability, integrity,
or confidentiality of the servers, applications, and data that are hosted in the data center. A risk
assessment can help to determine the likelihood and impact of the unauthorized or inappropriate
physical access to the data center, such as theft, damage, sabotage, or espionage, and the
potential consequences for the organization and its customers, such as service disruption, data
loss, data breach, or legal liability. A risk assessment can also help to identify and prioritize the
appropriate risk treatment options, such as implementing technical, administrative, or physical
controls to prevent, detect, or respond to the physical access incidents, such as locks, alarms,
cameras, guards, badges, or logs. A risk assessment can also help to communicate and report
the risk level and status to the senior management and the relevant stakeholders, and to provide
feedback and recommendations for improvement and optimization of the physical access control
policy and the risk management process.

Reviewing customers' security policies, developing access control requirements for each system
and application, and designing single sign-on (SSO) or federated access are all possible steps
that the organization can take after conducting the risk assessment, but they are not the best
ones. Reviewing customers' security policies is a process of understanding and complying with
the customers' expectations and requirements for the security of their servers, applications, and
data that are hosted in the data center, and ensuring that the organization's physical access
control policy is consistent and compatible with them. Developing access control requirements for
each system and application is a process of defining and implementing the specific rules and
criteria for granting or denying the physical access to the servers and applications that are hosted
in the data center, based on the roles, responsibilities, and privileges of the users, and the
sensitivity and criticality of the systems and applications. Designing single sign-on (SSO) or
federated access is a process of enabling and facilitating the authentication and authorization of
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the users who need to access the servers and applications that are hosted in the data center, by
using a single or shared identity and credential across multiple systems and domains. References
= CISM Review Manual 15th Edition, pages 51-531; CISM Practice Quiz, question 1542

NEW QUESTION: 161

THM—EHREEBRERANEHEEEK?

A EHREEEERBRES

B. 5 BHXEMEMIHFEE

C. 2 &#EHlB &L

D. EHTE T EBRERERF

Answer: (SHOW ANSWER)

The supportive tone at the top regarding security is the greatest impact on efforts to improve an
organization's security posture. This means that senior management should demonstrate their

commitment and leadership to information security by setting clear goals, allocating adequate
resources, communicating effectively, and rewarding good practices. A supportive tone at the top
can also influence the culture and behavior of the organization, as well as foster trust and
collaboration among stakeholders12. References = CISM Review Manual 15th Edition, page
1261; CISM Item Development Guide, page 82

NEW QUESTION: 162

THAEREFREAZTERENEH ?

A. F{LB KA (ALE) #2840

B. & EHHEEM

C. RIEFEIRKLTFEH (ALE)

D. REFHHERLD

Answer: (SHOW ANSWER)

A reduction in annualized loss expectancy (ALE) demonstrates that implemented controls have
effectively reduced the organization's exposure to risk.

"ALE reduction is a key indicator of the cost-effectiveness of security investments and the
improvement of the risk posture."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Cost-Benefit
Analysis*

NEW QUESTION: 163

TIM—IERER I EHREREAZSRFNETEREEXMNREEENTE ?
A. BT B HAE

B. @& E =& RE

C. ) HEZHERE

D. [RERBHER LA (TCO)

Answer: (SHOW ANSWER)
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According to the web search results, a cloud access security broker (CASB) is a software solution
that stands between the cloud service provider and the cloud service user to enforce security
controls. One of the most important benefits of using a CASB when migrating to a cloud
environment is enhanced data governance, as it helps to protect sensitive information from
unauthorized access, sharing, or loss. A CASB can also provide data classification, encryption,
data loss prevention (DLP), and other features that enable organizations to manage and secure
their data in the cloud.

References = What Is a Cloud Access Security Broker (CASB)?, A beginner's guide to cloud
access security brokers

NEW QUESTION: 164

PEREEEHFER —ERAEMRRGI TIRE EXEEREXBFEITIH—IE ?

A. Kk BT FRIFE (SLA),

B. R:EZZERFRE BZ (RTO),

C. RARRARMKMEE,

D. [FIE R R AR EHIEE,

Answer: (SHOW ANSWER)

= After a ransomware incident, the most important concern for the information security manager

is to identify the root cause of the incident and prevent it from happening again. The root cause
analysis (RCA) is a systematic process of finding and eliminating the underlying factors that led to
the incident, such as vulnerabilities, misconfigurations, human errors, or malicious actions.
Without performing a RCA, the organization may not be able to address the root cause and may
face the same or similar incidents in the future, which could result in more damage, costs, and
reputational loss. Therefore, the information security manager should prioritize the RCA over
other concerns, such as meeting the SLA, RTO, or notification requirements, which are important
but secondary to the RCA.

References = CISM Review Manual 15th Edition, page 254-2551; CISM Review Questions,
Answers & Explanations Database - 12 Month Subscription, QID 4202

NEW QUESTION: 165

ERN—EBEEAEREENNT ARG LM, 2REARSCHEE LEXMAE?
A. BTIERAFZEEE (G (PIA),

B. B{TEREH T,

C. $\fTRIRFEE,

D. BTEFZE DI (BIA),

Answer: (SHOW ANSWER)

NEW QUESTION: 166
EREHRMPRREEMHER TIHREREERIFFIRE?
A. RARRA D4
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B. & &5 4

C. Al SEMIBR R 1D

D. SR kIR RRTER

Answer: (SHOW ANSWER)
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NEW QUESTION: 167

ERFENESHERIEBNRE, THIR-—EHIRETHAE"?

A.OFERMEER,

B. E:ERN,

C.EE—E%H4,

D. ENINEEH,

Answer: (SHOW ANSWER)

Declaring an incident is the best course of action when confidential information is inadvertently

disseminated outside the organization, as it triggers the incident response process, which aims to
contain, analyze, eradicate, recover, and learn from the incident. Declaring an incident also helps
to communicate the exposure to the relevant stakeholders, such as senior management, legal
authorities, customers, or regulators, and to comply with the applicable laws and regulations
regarding notification and disclosure. Changing the encryption keys, reviewing compliance
requirements, or communicating the exposure are possible steps within the incident response
process, but they are not the first course of action.

References = CISM Review Manual 2022, page 3121; CISM Exam Content Outline, Domain 4,
Task

4.12; CISM 2020: Incident Management; How to Respond to a Data Breach

NEW QUESTION: 168
HEWEREZMEER, TIW—ERREEMNER?
A. FEHNE

B. REEX B

C. RO

D. BS1R4E

Answer: (SHOW ANSWER)
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Chain of custody is the MOST important requirement when collecting admissible evidence,
because it ensures the integrity and authenticity of the evidence by documenting its history,
handling, and storage. Chain of custody records who, what, when, where, why, and how the
evidence was collected, analyzed, and preserved.

Without a proper chain of custody, the evidence may be challenged or rejected in a court of law.
Need to know, preserving audit logs, and due diligence are important aspects of evidence
collection, but they are not as critical as chain of custody. References = CISM Review Manual,
16th Edition, page 3031; CISM Review Questions, Answers & Explanations Manual, 10th Edition,
page 1492The most important requirement when collecting admissible evidence is the chain of
custody. The chain of custody is a documented record of who had control of the evidence at any
given time, from the point of collection until the evidence is presented in court. This is important in
order to ensure the evidence can be authenticated and is not subject to tampering or any other
form of interference. Other important considerations include need to know, preserving audit logs,
and due diligence.

NEW QUESTION: 169

PRIEHFE B4R (RTO) RIFBELUTRARIRE :

A. Xi5IRE

B. X75:&EtER

C. MITEHEE

D. ¥ EEHEE (DBA),

Answer: (SHOW ANSWER)

Business managers are best suited to determine the recovery time objectives (RTOs) for their
business processes and functions, as they have the knowledge and authority to assess the
impact of downtime and the acceptable level of service continuity. RTOs are the maximum

acceptable time that a business process or function can be disrupted before it causes significant
harm to the organization's objectives, reputation, or compliance. References = CISM Review
Manual, 16th Edition, Chapter 5, Section 5.2.1.11

NEW QUESTION: 170
THB-—EnARERTETEREenEseapalll-
A. {BRIE

B. {EIE {2 il

C. TRFG#ES

D. f5 H =

Answer: (SHOW ANSWER)

LR =

NEW QUESTION: 171
THM—RRGAREEHRARNAE?
A. S RIEMR & BIRETE,

B. 2R EEE,
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C. 7B EARER,

D. S #rimiRETE,

Answer: (SHOW ANSWER)

Analyzing security anomalies is the most effective way to detect security incidents, as it involves
comparing the current state of the information system and network with the expected or normal
state, and identifying any deviations or irregularities that may indicate a security breach or
compromise. Security anomalies can be detected by using various tools and techniques, such as
security information and event management (SIEM) systems, intrusion detection and prevention
systems (IDS/IPS), log analysis, network traffic analysis, and behavioral analysis. (From CISM
Review Manual 15th Edition) References: CISM Review Manual 15th Edition, page 181, section
4.3.2.4; CISM: Information Security Incident Management Part 11, section recognize security
anomalies.

NEW QUESTION: 172

THM—IERERERBR (RPO)?

A. X#1ER5TE (DRP)

B. EF&Z 2512

C. EHEIFEET=

D. X7%5:&{g 14512 (BCP)

Answer: (SHOW ANSWER)

A recovery point objective (RPO) is required in a disaster recovery plan (DRP), because it

indicates the earliest point in time to which it is acceptable to recover data after a disaster. It
effectively quantifies the permissible amount of data loss in case of interruption. It is determined
based on the acceptable data loss in case of disruption of operations1. A DRP is a document that
defines the procedures, resources, and actions to restore the critical IT systems and data in the
event of a disaster that affects the normal operations of the organization2. A DRP should include
the RPO for each critical system and data, as well as the backup and restoration methods,
frequency, and location to achieve the RPO3.

A RPO is not required in an information security plan, an incident response plan, or a business
continuity plan (BCP), because these plans have different purposes and scopes. An information
security plan is a document that defines the objectives, policies, standards, and guidelines for
information security management in the organization4. An incident response plan is a document
that defines the procedures, roles, and responsibilities for identifying, analyzing, responding to,
and learning from security incidents that may compromise the confidentiality, integrity, or
availability of information assets. A BCP is a document that defines the procedures, resources,
and actions to ensure the continuity of the essential business functions and processes in the
event of a disruption that affects the normal operations of the organization. These plans may
include other metrics, such as recovery time objective (RTO), which is the amount of time after a
disaster in which business operation is resumed, or resources are again available for use, but
they do not require a RPO.
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References = 1: IS Disaster Recovery Objectives - RunModule 2: Information System
Contingency Planning Guidance - ISACA 3: CISM Certified Information Security Manager -
Question1411 4: CISM Review Manual, 16th Edition, ISACA, 2021, page 23. : CISM Review
Manual, 16th Edition, ISACA, 2021, page 223.

CISM Review Manual, 16th Edition, ISACA, 2021, page 199. : RTO vs. RPO - What is the
difference? - Advisera

NEW QUESTION: 173
HEGMERREFREREHFALFHERFEAENR L EREBERER , BT R E?
A BREBEREXRFEHETENR,

B. & Bl IT IREETRRET,

C. TRREEHRIMEFAM,

D. FELITAZ R B AT T £ 5K,

Answer: (SHOW ANSWER)

The next step for the information security manager should be to inventory and review the current

security policies to understand the existing security requirements, controls, and gaps. This will
help to identify the areas that need to be updated, revised, or replaced to align with the current
business needs and objectives, as well as the legal and regulatory requirements. Updating the
policies in accordance with the best business practices, performing a risk assessment of the
current IT environment, or gaining an understanding of the current business direction are
important activities, but they should be done after reviewing the current security policies.
References = CISM Review Manual, 16th Edition eBook1, Chapter 1: Information Security
Governance, Section: Information Security Policies, Standards, Procedures and Guidelines,
Subsection: Information Security Policies, Page 28.

NEW QUESTION: 174
T 5 AR ME = 44 [0 FEBES B 8 R TEME I R B EME M EIR R BN R ERAR R TEN 2
A. B%

B. %

C. k18

D. &5l

Answer: (SHOW ANSWER)

NEW QUESTION: 175

—RELHEFIETHFE—EAFERRE XRAEREMAHOFARESRR HEBHEENRIHE
T, FII—HEZREN T EEETERIMEE?

A REOAEREZATAFRMAET

- BHRIEFEMNTS T

BB E

- B EHIe &R A Ak

OO0 w
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Answer: (SHOW ANSWER)

NEW QUESTION: 176

TIfERAEEETHEIEAREHE?

A. BRI EMEEEBE X FF

B. LB AR

C. M AMEHREIFERR

D. RRMLXEER

Answer: (SHOW ANSWER)

= Strong senior management support is the best factor to enable staff acceptance of information

security policies, as it demonstrates the commitment and leadership of the organization's top
executives in promoting and enforcing a security culture. Senior management support can also
help ensure that the information security policies are aligned with the business goals and values,
communicated effectively to all levels of the organization, and integrated into the performance
evaluation and reward systems. Senior management support can also help overcome any
resistance or challenges from other stakeholders, such as business units, customers, or
regulators123. References =

* 1: CISM Review Manual 15th Edition, page 26-274

* 2: CISM Practice Quiz, question 1102

* 3: Information Security Governance: Guidance for Boards of Directors and Executive
Management,

2nd Edition, page 5-6

NEW QUESTION: 177

EHREETEHEREDR, UTH-—EHENRLKEEREA?

A. HERBIR B E A

B. WEEMAME

C. KEEFERAMRESLE

D. sk B AR{EHIRHE (IDS) BEERIEFMER

Answer: (SHOW ANSWER)

= The method of operation used by the attacker is the most useful information for an information

security manager when conducting a post-incident review of an attack. This information can help
identify the root cause of the incident, the vulnerabilities exploited, the impact and severity of the
attack, and the effectiveness of the existing security controls. The method of operation can also
provide insights into the attacker's motives, skills, and resources, which can help improve the
organization's threat intelligence and risk assessment. The cost of the attack to the organization,
the location of the attacker, and the details from IDS logs are all relevant information for a post-
incident review, but they are not as useful as the method of operation for improving the incident
handling process and preventing future attacks. References = CISM Review Manual 2022, page
316; CISM Item Development Guide 2022, page 9; ISACA CISM: PRIMARY goal of a post-
incident review should be to?
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NEW QUESTION: 178

T oI —I18 2 ¥ BN R AR R IR T A BB R ERENREAKX?

A. IR RRER (KRI),

B. EAEERMEIMLTIE,

C. TR B EE B RS R EEEK R

D. FEHRESZ S ERAIREEE,

Answer: (SHOW ANSWER)

= Requiring steering committee approval of risk treatment plans is the best way to help ensure an
organization's risk appetite will be considered as part of the risk treatment process because the
steering committee is composed of senior management and key stakeholders who are
responsible for defining and communicating the risk appetite and ensuring that it is aligned with
the business objectives and strategy. The steering committee can review and approve the risk
treatment plans proposed by the information security manager and ensure that they are
consistent with the risk appetite and the risk tolerance levels. The steering committee can also
monitor and evaluate the effectiveness of the risk treatment plans and provide feedback and
guidance to the information security manager. Establishing key risk indicators (KRIs), using
quantitative risk assessment methods, and providing regular reporting on risk treatment to senior
management are not the best ways to help ensure an organization's risk appetite will be
considered as part of the risk treatment process, although they may be useful tools and
techniques to support the risk management process. KRIs are metrics that measure the level of
risk exposure and the performance of risk controls. Quantitative risk assessment methods are
techniques that use numerical values and probabilities to estimate the likelihood and impact of
risk events. Regular reporting on risk treatment to senior management is a way to communicate
the status and results of the risk treatment process and to obtain feedback and support from
senior management.

However, none of these methods can ensure that the risk treatment plans are approved and
aligned with the risk appetite, which is the role of the steering committee. References = CISM
Review Manual 2023, Chapter

2, Section 2.4.3, page 76; CISM Review Questions, Answers & Explanations Database - 12
Month Subscription, Question ID: 121.

NEW QUESTION: 179
TIH—EHEESRAREEENLETENRAE?
A ZETEHESE

B. fHi Rz (R 47

C. Rz AR

D. £ 1E1E

Answer: (SHOW ANSWER)
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Security metrics are the best way to determine the maturity of an information security program
because they are quantifiable indicators of the performance and effectiveness of the security
controls and processes.

Security metrics help to evaluate the current state of security, identify gaps and weaknesses,
measure progress and improvement, and communicate the value and impact of security to
stakeholders. Therefore, security metrics are the correct answer.

References:
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-6/key-performance-indicators-
for-security- governance-part-1
https://www.gartner.com/en/publications/protect-your-business-assets-with-roadmap-for-
maturing- information-security

NEW QUESTION: 180

EEEEESR Y ANM AT ET RS SEn FaFe i Ery 2
A. 5| ABES M EOFEHIFE TE LASRHLE ST BUR,,

B. AEMEEEBHREERBRMIEDR,

C. EEMIEREEEETREEHIIE,

D. #ERFIOMRIFEITIRIRFEE,

Answer: (SHOW ANSWER)

NEW QUESTION: 181

THM—IEEEEMNANBEEERE AR EENEHEMRES L

A. BB KR B SR p B

B. 2k B Q&R 2R B9 B A E #2 3R fm

C. R B &R IR AY ping JAIER

D. & # 5 XEREELLEO R (DoS) W E

Answer: (SHOW ANSWER)

A validation of the current firewall rule set is the best method for determining whether a firewall

has been configured to provide a comprehensive perimeter defense because it verifies that the
firewall rules are consistent, accurate, and effective in allowing or blocking traffic according to the
security policies and standards of the organization. A port scan of the firewall from an internal
source is not a good method because it does not test the firewall's behavior from an external
perspective, which is more relevant for perimeter defense. A ping test from an external source is
not a good method because it only tests the firewall's availability and responsiveness, not its
security or functionality. A simulated denial of service (DoS) attack against the firewall is not a
good method because it only tests the firewall's resilience and performance under high traffic
load, not its security or functionality. References: https://www.isaca.org/resources/isaca-journal
lissues/2016/volume-4/technical-security-standards-for-information-systems
https://www.isaca.org/resources
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lisaca-journal/issues/2017/volume-2/the-value-of-penetration-testing
https://www.isaca.org/resources/isaca- journal/issues/2016/volume-5/security-scanning-versus-
penetration-testing
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NEW QUESTION: 182

T A —EfE 1R &E & s A E @ AniRiE 2

A. BEHEEHHIFYIEHEERA

B. [B] & ER 7 R 2 il € 18 A4 B

C. BExRITAAMTHEHH

D. #238  #i & EFE 2 fE S B R B e

Answer: (SHOW ANSWER)

Elapsed time between detection, reporting, and response is the most appropriate metric for

evaluating the incident notification process because it measures how quickly and effectively the
organization identifies, communicates, and responds to security incidents. The incident
notification process is a critical part of the incident response plan that defines the roles and
responsibilities, procedures, and channels for reporting and escalating security incidents to the
relevant stakeholders. Elapsed time between detection, reporting, and response helps to assess
the performance and efficiency of the incident notification process, as well as to identify any
bottlenecks or delays that may affect the incident resolution and recovery. Therefore, elapsed
time between detection, reporting, and response is the correct answer.

References:

* https://www.atlassian.com/incident-management/kpis/common-metrics

* https://securityscorecard.com/blog/how-to-use-incident-response-metrics/

* https://lwww.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf

NEW QUESTION: 183

T —EE AR BEFTOREZRNEREZERK?
A. fEkRYIEH B 1R

B. #E A E R E B LR

C. #Bfr Rz R 1T

D. B Je B 4% Al B R

Answer: C (LEAVE A REPLY)
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The most influential factor on an organization's response to a new industry regulation is the
organization's risk appetite. This is because the risk appetite defines the level of risk that the
organization is willing to accept in pursuit of its objectives, and it guides the decision-making
process for managing risks. The risk appetite also determines the extent to which the organization
needs to comply with the new regulation, and the resources and actions required to achieve
compliance. The risk appetite should be aligned with the organization's strategy, culture, and
values, and it should be communicated and monitored throughout the organization.

NEW QUESTION: 184

HEEHEATEBERLLBEEIERE, EAXERERESE -

A. ZETRAB EIRTER (KRI)

B. BMTEIED T

C. BN IEHRSE

D. EHFARGEHIER (KPI)

Answer: (SHOW ANSWER)

A gap analysis identifies the differences between current practices and the new regulatory

requirements, ensuring targeted and effective policy updates.

"Performing a gap analysis is critical to identify the areas where the current policy falls short of
new regulatory requirements."

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Compliance™ ISACA practice questions confirm that a gap analysis is the foundational step before
engaging stakeholders or updating policies.

NEW QUESTION: 185

T —EREE D REFHITEHRETE?

A. REXEIEMSIA

B. R EHMESR

C. BAEE BB M T BT

D. £H iR A

Answer: (SHOW ANSWER)

Definition of trigger events is the best way to enable the timely execution of an incident response

plan because it helps to specify the conditions or criteria that initiate the incident response
process. Trigger events are predefined scenarios or indicators that signal the occurrence or
potential occurrence of a security incident, such as a ransomware attack, a data breach, a denial-
of-service attack, or an unauthorized access attempt.

Definition of trigger events helps to ensure that the incident response team is alerted and
activated as soon as possible, as well as to determine the appropriate level and scope of
response based on the severity and impact of the incident. Therefore, definition of trigger events
is the correct answer.

References:

* https://www.atlassian.com/incident-management/kpis/common-metrics
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* https://www.varonis.com/blog/incident-response-plan/
* https://holierthantao.com/2023/05/03/minimizing-disruptions-a-comprehensive-guide-to-incident-
response-planning-and-execution/

NEW QUESTION: 186

TIM—IERE SRS EABPERESGHENANABRENRKRERE ?
A. IRZREXHE

B. RZAMFBEEMAR

C. Hili BBz — 5t

D. RZ B REIBTE

Answer: (SHOW ANSWER)

NEW QUESTION: 187

THM—IEEHAENRLHENRERS?

A ZE2EHEHREEHE,

B. K& HIENTEE,

C. R&&R&iElt,

D. REBEZHBERIBL,

Answer: (SHOW ANSWER)

A mature information security program is one that is aligned with the business strategy,

objectives, and culture, and that delivers value to the organization by effectively managing the
information security risks and enhancing the security posture. Optimizing the security resources
means that the program uses the available human, financial, and technical resources in the most
efficient and effective way, and that it continuously monitors and improves the performance and
maturity of the security processes and controls.

References = CISM Review Manual 2022, page 331; CISM Exam Content Outline, Domain 1,
Knowledge Statement 1.22; What is a Mature Information Security Program?; How to Measure
the Maturity of Your Cybersecurity Program

NEW QUESTION: 188

THREFAFRIRERRBZEEHMERMNERN?

A. RIREENETFIRAS

B. X#E/R5tE (DRP)

C. &K

D. /& &E M EEENZR

Answer: (SHOW ANSWER)

The best option to facilitate recovery of data lost as a result of a cybersecurity incident is offsite
data backups.

This is because offsite data backups provide a secure and reliable way to restore data that may

have been corrupted, deleted, or encrypted by malicious actors. Offsite data backups also reduce
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the risk of data loss due to physical damage, theft, or natural disasters that may affect the primary
data storage location. Offsite data backups should be part of a comprehensive disaster recovery
plan (DRP) that defines the roles, responsibilities, procedures, and resources for restoring normal
operations after a cyber incident.

NEW QUESTION: 189

LUTAEH, MBS &IERSFETIUES X REREA R 2

A. ENERE

B.t%X*

C. L &ifLE

D. & RREHE

Answer: (SHOW ANSWER)

The business owner is the most appropriate person to own the risk associated with the failure of a

privileged access control because they are ultimately responsible for the protection and use of the
information in their business unit1. The data owner is responsible for determining the access
rights for specific data sets, but not for the access control mechanisms2. The information security
manager is responsible for implementing and enforcing the security policies and standards, but
not for owning the risk3. The compliance manager is responsible for ensuring that the
organization meets the regulatory requirements, but not for owning the risk3.

References: 1 https://www.cyberark.com/resources/blog/how-do-you-prioritize-risk-for-privileged-
access- management 3 https://www.isaca.org/resources/isaca-
journal/issues/2017/volume-1/capability-framework-for- privileged-access-management 2
https://security.stackexchange.com/questions/218049/what-is-the-difference- between-data-
owner-data-custodian-and-system-owner

NEW QUESTION: 190

ERVTHEHEALLAESSER T -mreFafLERs 7

A. BRE TREALTEEH,

B. KEAEERMBERA,

C. BB EHWE,

D. & RREEMMAITIEE,

Answer: (SHOW ANSWER)

= The most important consideration when establishing an organization's information security

governance committee is to ensure that members represent functions across the organization.
This is because the information security governance committee is responsible for setting the
direction, scope, and objectives of the information security program, and for ensuring that the
program aligns with the organization's business goals and strategies. By having members from
different functions, such as finance, human resources, operations, legal, and IT, the committee
can ensure that the information security program considers the needs, expectations, and
perspectives of various stakeholders, and that the program supports the organization's mission,
vision, and values. Having a diverse and representative committee also helps to foster a culture
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of security awareness and accountability throughout the organization, and to promote
collaboration and communication among different functions.

Members having knowledge of information security controls, members being business risk
owners, and members being rotated periodically are all desirable characteristics of an information
security governance committee, but they are not the most important consideration. Members
having knowledge of information security controls can help the committee to understand the
technical aspects of information security and to evaluate the effectiveness and efficiency of the
information security program. However, having technical knowledge is not sufficient to ensure that
the information security program is aligned with the organization's business goals and strategies,
and that the program considers the needs and expectations of various stakeholders. Members
being business risk owners can help the committee to identify and prioritize the information
security risks that affect the organization's business objectives, and to allocate appropriate
resources and responsibilities for managing those risks. However, being a business risk owner
does not necessarily imply that the member has a comprehensive and balanced view of the
organization's information security needs and expectations, and that the member can represent
the interests and perspectives of various functions. Members being rotated periodically can help
the committee to maintain its independence and objectivity, and to avoid conflicts of interest or
complacency. However, rotating members too frequently can also reduce the continuity and
consistency of the information security program, and can affect the committee' s ability to monitor
and evaluate the performance and progress of the information security program. References =

* ISACA, CISM Review Manual, 16th Edition, 2020, pages 36-37.

* ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID

1014.

NEW QUESTION: 191

T —IEEREFETFREERMRERE?

A. RIZEER AR E TR M ZE O FHI S LA,

B.: EFH%EE%‘H%J‘JEFHE&%

C. FHEEZAEEONINGG

D. IRIZE AR EELﬁ?ﬁ%'J%D*Dﬁ'WHtt/E

Answer: (SHOW ANSWER)

= Residual risk is the risk that remains after applying security controls. It reflects the actual
exposure of the organization to noncompliance issues. Therefore, basing mandatory review and
exception approvals on residual risk is the best approach for governing noncompliance with
security requirements. It ensures that the organization is aware of the potential impact and
likelihood of noncompliance and can make informed decisions about accepting, mitigating, or
transferring the risk. References = CISM Review Manual 15th Edition, page 78.

NEW QUESTION: 192
T oI — RN E D 2 B EERAR TS (DDoS) B ERER ?
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A. $H{7] AR 25 HE AR AR BRI,

B. fiusBhi M £ 1@ ISP £,

C. tIRERRAIE TR EE

D. BILHWRELZE,

Answer: B (LEAVE A REPLY)

The answer to the question is B. Spread a site across multiple ISPs. This is because spreading a
site across multiple Internet service providers (ISPs) can help to reduce the impact of a
distributed denial of service (DDoS) attack by increasing the bandwidth and redundancy of the
site, and making it harder for the attacker to target and overwhelm a single point of failure.
Spreading a site across multiple ISPs can also help to distribute the traffic load and balance the
performance of the site, and to mitigate the effects of regional or network-specific outages or

disruptions. Spreading a site across multiple ISPs can be done by using various techniques, such
as anycast routing, content delivery networks (CDNSs), or cloud-based services12.

Spreading a site across multiple ISPs can help to reduce the impact of a DDoS attack by
increasing the bandwidth and redundancy of the site, and making it harder for the attacker to
target and overwhelm a single point of failure. (From CISM Manual or related resources)
References = CISM Review Manual 15th Edition, Chapter 4, Section 4.2.1, page 2091; DDoS
Attacks-A Cyberthreat and Possible Solutions2

NEW QUESTION: 193

ERTERRZETEXEAEERER TIMERREEMRIREERLE?
A &

B. #&f%

C. #&%

D. #%

Answer: (SHOW ANSWER)

NEW QUESTION: 194

THM—E RO A EFERSRRREREAELNEN?

A. TEHH

B. 8%

C.EX

D. iR 1%

Answer: (SHOW ANSWER)

= An incremental backup method only backs up the data that has changed since the last backup,
whether it was a full or an incremental backup. This method requires the least amount of time and

storage space for backup, but it requires the most time to restore data for an application. To
restore data from an incremental backup, the latest full backup and all the subsequent
incremental backups are needed. A full backup method backs up all the data in a system or an
application at a point in time. This method requires the most amount of time and storage space
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for backup, but it requires the least time to restore data for an application. To restore data from a
full backup, only the latest full backup is needed. A differential backup method backs up the data
that has changed since the last full backup. This method requires more time and storage space
for backup than the incremental method, but less than the full backup method. It also requires
less time to restore data for an application than the incremental method, but more than the full
backup method. To restore data from a differential backup, the latest full backup and the latest
differential backup are needed. A disk mirroring method creates an exact copy of a disk on
another disk in real time. This method provides the highest level of availability and fault tolerance,
but it also requires twice the amount of disk space. To restore data from a disk mirroring method,
the mirrored disk can be used as the primary disk in case of a failure. References = CISM Review
Manual 15th Edition, page 201-202.

The method that requires the MOST time to restore data for an application is a Full Backup. Full
backups contain all the data that is required to restore an application, but the process of restoring
the data is the most time-consuming as it involves copying all the data from the backup to the
application. Incremental backups only backup the changes made since the last backup,
differential backups only backup changes made since the last full backup, and disk mirroring
provides real-time data replication, so the data is immediately available.

NEW QUESTION: 195

HRRRHFRREREFEFRMSHRETSR, THH-—ERFEEE?

A BEEMIIENRTA,

B. AEBENFEELERE,

C. EFHEm It R EEIR,

D. i A EEREILENA A,

Answer: (SHOW ANSWER)

Data backups are recoverable from an offsite location is the most important thing to verify when

testing an incident response plan for recovery from a ransomware attack, as it ensures that the
organization can restore its data and resume its operations without paying the ransom or losing
critical information. Data backups should be performed regularly, stored securely, and tested for
integrity and availability. (From CISM Review Manual 15th Edition) References: CISM Review
Manual 15th Edition, page 191, section 4.3.4.1.

NEW QUESTION: 196
rEREEMEAEXARS L HRESRRNEGE, TIHMERRAEZES?
A. ERBA R T ELEERAIERR

B. ENZRAERM LB,

C. REX RIFHIHNER R,

D. MTHERRMRIE,

Answer: (SHOW ANSWER)
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Restoring the system from a known good backup is the most appropriate eradication method
when responding to an incident resulting in malware on an application server, as it ensures that
the system is free of any malicious code and that the data and applications are consistent with the
expected state. Disconnecting the system from the network may prevent further spread of the
malware, but it does not eradicate it from the system. Changing passwords on the compromised
system may reduce the risk of unauthorized access, but it does not remove the malware from the
system. Performing operation system hardening may improve the security configuration of the
system, but it does not guarantee that the malware is eliminated from the system.

References = CISM Review Manual 2022, page 3131; CISM Exam Content Outline, Domain 4,
Task 4.4
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NEW QUESTION: 197

B ZEGIREAELE, MTRESEGRENEIERER

A. B BEMEDOMRE,

B. REBRLDMIT AEESR,

C. EHIREHRAMKE,

D. A EZEE,

Answer: (SHOW ANSWER)

The primary advantage of performing black-box control tests as opposed to white-box control
tests is that they simulate real-world attacks. Black-box control tests are a software testing
methodology in which the tester analyzes the functionality of an application without a thorough
knowledge of its internal design. Conversely, in white-box control tests, the tester is
knowledgeable of the internal design of the application and analyzes it during testing. By
performing black-box control tests, the tester can mimic the perspective and behavior of an
external attacker who does not have access to the source code or the implementation details of
the application.

This way, the tester can evaluate how the application responds to different inputs and scenarios,
and identify any vulnerabilities or errors that may affect its functionality or security. The other
options are not the primary advantage of performing black-box control tests, although they may
be some benefits or drawbacks depending on the context. Causing fewer potential production
issues is not necessarily true, as black-box control tests may still introduce errors or disruptions to
the application if not performed carefully. Requiring less IT staff preparation is not always true, as
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black-box control tests may still require a lot of planning and documentation to ensure adequate
test coverage and quality. Identifying more threats is not necessarily true, as black-box control
tests may miss some threats that are hidden in the internal logic or structure of the application.

NEW QUESTION: 198

HEHEAEDETHER, EAXEKEIZINZEAO0ENEREAESEMAES

A BB ERIKGEMEEES (DBA),

B. OF&EMEFHMEROR,

C. a=mMEREBEHF —HEMNERS,

D. e B MERIRESTEFR,

Answer: (SHOW ANSWER)

Information asset classification is the process of identifying, labeling, and categorizing information

assets based on their value, sensitivity, and criticality to the organization. Information asset
classification helps to establish appropriate security controls, policies, and procedures for
protecting the information assets from unauthorized access, use, disclosure, modification, or
destruction. One of the key elements of information asset classification is assigning owners to
each information asset. Owners are responsible for managing the information asset throughout its
lifecycle, including defining its security requirements, implementing security controls, monitoring
its usage and performance, reporting any incidents or breaches, and ensuring compliance with
legal and regulatory obligations. Therefore, assigning responsibility to the database administrator
(DBA) is the best way to address the situation where several production databases do not have
owners assigned to them. References = CISM Review Manual 15th Edition1, page 256;
Information Asset and Security Classification Procedure2.

NEW QUESTION: 199

EHEEAREPEREENTIERRE

A. HEFFERIGRIBE B,

B. REBEMMISE 4o EEES],

C. HRRBLE I R1EZ BRI

D. R ZHEMRFINGIERE,

Answer: (SHOW ANSWER)

The primary goal of the eradication phase in an incident response process is to remove the threat

and restore affected systems because it eliminates any traces or remnants of malicious activity or
compromise from the systems or network, and returns them to their normal or secure state.
Maintaining a strict chain of custody is not a goal of the eradication phase, but rather a
requirement for preserving and documenting digital evidence throughout the incident response
process. Providing effective triage and containment of the incident is not a goal of the eradication
phase, but rather a goal of the containment phase, which isolates and stops the spread of
malicious activity or compromise. Obtaining forensic evidence from the affected system is not a
goal of the eradication phase, but rather a goal of the identification phase, which collects and
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analyzes data or artifacts related to malicious activity or compromise. References:
https://www.isaca.org/resources/isaca-journal/issues
[2017/volume-5/incident-response-lessons-learned https://www.isaca.org/resources/isaca-
journal/issues/2018

/volume-3/incident-response-lessons-learned

NEW QUESTION: 200

HIEEHSEME (BCP) BEAHA THBERER 1V T
A. TEEABRREE,

B. REMBRIENELIERF,

C. BRI AMMRRIZEE,

D. OF BHaIrE R KRS,

Answer: (SHOW ANSWER)

NEW QUESTION: 201

RABARSERNTIENRECRY

A. RIERIFTEIEE B,

B. K& HRRHREIER,

C. ERmMuFAMEH,

D. Z# LR,

Answer: (SHOW ANSWER)

A standardized security control is a set of rules, guidelines, or best practices that are designed to

protect the confidentiality, integrity, and availability of information assets and systems. An
information security framework is a collection of standardized security controls that are aligned
with the organization's objectives, strategy, and risk appetite. Adopting an information security
framework provides a primary benefit of ensuring consistency, efficiency, and effectiveness in the
implementation and management of information security across the organization.

References = CISM Review Manual 2022, page 321; CISM Exam Content Outline, Domain 1,
Knowledge Statement 1.22; What is an Information Security Framework?; Information Security
Frameworks: What Are They and Why Do You Need One?

NEW QUESTION: 202

THM—IERHEERRMT EEAFARMRESZE?
A. SEFEE TR b 5 O

B. EHAHE TR A

C. EHETZEEX

D. BEMREERED

Answer: B (LEAVE A REPLY)

NEW QUESTION: 203
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HERERBEEEESIEETE KEEMIER

A EHEMZERREEA X,

B. E&EAMEEIRIZ,

C. AL RAFEAR SR,

D. R E R K E B EHEL

Answer: (SHOW ANSWER)

When integrating security risk management into an organization, it is most important to ensure
that the risk management methodology follows an established framework, such as ISO 31000,
NIST SP 800-30, or COBIT. This is because a framework provides a consistent and structured
approach to identify, assess, treat, and monitor risks, and to align the risk management process

with the organization's objectives, culture, and governance. A framework also helps to ensure
compliance with relevant standards and regulations, and to facilitate communication and reporting
of risks to stakeholders.

References: The CISM Review Manual 2023 states that "the risk management methodology
should follow an established framework that provides a consistent and structured approach to risk
management" and that "the framework should be aligned with the enterprise's objectives, culture,
and governance, and should comply with applicable standards and regulations" (p. 94). The
CISM Review Questions, Answers & Explanations Manual 2023 also provides the following
rationale for this answer: "The risk management methodology follows an established framework is
the correct answer because it is the most important factor to ensure the successful integration of
security risk management into an organization, as it provides a common language and process
for managing risks across the organization" (p. 29). Additionally, the article Integrating Risk
Management into Business Processes from the ISACA Journal 2018 states that "a risk
management framework provides a systematic and comprehensive approach to risk management
that covers the entire risk management cycle, from risk identification to risk monitoring and
reporting" and that "a risk management framework should be aligned with the organization's
strategy, culture, and governance, and should follow recognized standards and best practices,
such as ISO 31000, NIST SP 800-30, or COBIT" (p. 1)

NEW QUESTION: 204
HRERKERDO TRHTHEHHRRTNEREMNESERHETEBCP) N, TIH—EHERREEMW
EERR?
A. R0 Bl ERHE FE I 2 HARIE,
B. A& H £ X uhRAFNEHBha B0 2 I EE R,
C. [RrE L EmELHEEN FHEDO,
D. 2 EMMEIEAI LITE IR RBFB R B,
Answer: (SHOW ANSWER)

NEW QUESTION: 205
ERAENLRERENEERRZEANUTRERRE, EMBRREXR
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A. BB EREFIRRABEEE,

B. REXEFHELRHTEMFETAIIEX (ALE),

C. RE—HB TR AET(E,

D. EEEEBEXEZ R,

Answer: (SHOW ANSWER)

Management decisions concerning information security investments will be most effective when

they are based on the reporting of consistent and periodic assessments of risks. This will help
management to understand the current and emerging threats, vulnerabilities, and impacts that
affect the organization's information assets and business processes. It will also help management
to prioritize the allocation of resources and funding for the most critical and cost-effective security
controls and solutions. The reporting of consistent and periodic assessments of risks will also
enable management to monitor the performance and effectiveness of the information security
program, and to adjust the security strategy and objectives as needed. References = CISM
Review Manual 15th Edition, page 28.

NEW QUESTION: 206

ERHENREREGENIITRENREZEERS -

A EEMREESR,

B. M2 ERE

C. EEBIIMZTEMREE,

D. EEMEBEREBRER,

Answer: (SHOW ANSWER)

The most important element in achieving executive commitment to an information security
governance program is to align the program with the identified business drivers of the
organization. Business drivers are the factors that influence the strategic objectives, goals, and
priorities of the organization. They reflect the needs and expectations of the stakeholders,
customers, regulators, and other parties that are relevant to the organization's mission and vision.
By aligning the information security governance program with the business drivers, the executive
can demonstrate the value and benefits of information security to the organization's performance,
reputation, and competitiveness. The other options are not the most important element, although
they may be part of an information security governance program. A defined security framework is
a set of standards, guidelines, and best practices that provide a structure and direction for
implementing information security. A process improvement model is a methodology that helps to
identify, analyze, and improve the processes related to information security. Established security
strategies are the plans and actions that define how information security supports and enables
the business objectives and goals. These elements are important for developing and executing an
information security governance program, but they do not necessarily ensure executive
commitment unless they are aligned with the business drivers

NEW QUESTION: 207


https://www.freecram.net/q/62525-5666958/
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TIfERHEMEARESHRERNAE?

A BEREEANEHEE (SIEM) TR

B. Bt B TR & MBS

C. ME—HMEMHRIESE

D. EHIRIREFHEAREINTE

Answer: (SHOW ANSWER)

The most effective way to prevent information security incidents is to implement a security

awareness training program for employees. Security awareness training provides employees with
the knowledge and skills they need to identify potential security threats and protect their systems
from unauthorized access and malicious activity. Security awareness training also helps to ensure
that employees understand their roles and responsibilities when it comes to information security,
and can help to reduce the risk of information security incidents by making employees more
aware of potential risks. Additionally, implementing a security information and event management
(SIEM) tool, deploying a consistent incident response approach, and deploying intrusion detection
tools in the network environment can also help to reduce the risk of security incidents

NEW QUESTION: 208

TIH—EREEEAEFNERUEREEN M ERF —BHNRERE?
A BERERMEERIRBINE=S,

B. B BEIFBESERENFIVER

C. HFREMEEERODAZESMEE,

D. Z AER XK —EREZEHTER,
Answer: (SHOW ANSWER)

NEW QUESTION: 209

ATEEITARBEBHNEAREBE - BEZETIIM—EEHEEER 2
A. Zifi ke
B. FE & &=

C. EfeR &1

D. EE LT £

Answer: (SHOW ANSWER)

NEW QUESTION: 210

ERARERS  STLLEERZEHSRBERARE S "
A HATHTEH,

B. #E TR EEAE,

C. JTBBAIR,

D. #fTER TG,

Answer: (SHOW ANSWER)
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According to the CISM Review Manual, the first step an information security manager should take
when a vulnerability has been disclosed is to conduct a risk assessment to determine the
likelihood and impact of the vulnerability being exploited, and the appropriate response strategy.
Performing a patch update, a penetration test or an impact assessment are possible subsequent
steps, but not the first one.

References = CISM Review Manual, 27th Edition, Chapter 3, Section 3.3.2, page 1331.

NEW QUESTION: 211

REEFMTIGE SR IR NN EFEEEEOMNEIERER -

A. ERITIBIEPEREE A,

B. REENEERRERIBEM,

C. AT BTEhERE TR,

D. £ e £ BERR R R,

Answer: (SHOW ANSWER)

The disk hash value is a unique identifier that is calculated from the binary data of the disk. It is

used to verify that the disk image is an exact copy of the original disk and that no changes have
occurred during the acquisition or analysis process. The disk hash value is stored externally, such
as on a CD-ROM or a USB drive, to prevent tampering or corruption. The disk hash value can
also be used as evidence in court to prove the authenticity and reliability of the digital
evidence123 References = 1: CISM Review Manual 15th Edition, ISACA, 2017, page 2532:
Guide to Computer Forensics and Investigations Fourth Edition, page 4-103:

Forensic disk acquisition over the network, Andrea Fortuna, 2018.

The main purpose of creating and storing an external disk hash value when performing forensic
data acquisition from a hard disk is to validate the integrity of the data during the analysis. This is
done by comparing the original hash value of the disk to the hash value created during the
acquisition process, which can be used to ensure that the data has not been tampered with or
corrupted in any way. Additionally, by creating a hash value of the disk, it can be used to quickly
verify the integrity of any data that is accessed from the disk in the future.
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NEW QUESTION: 212
T —IEH 2 R R RN F 7
A. BERRE
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B. {Z 1t B R pE R R E B

C. hHEREIEHI

D. VTR AR 74T

Answer: (SHOW ANSWER)

Improving security controls is an example of risk mitigation, which is the process of reducing the

likelihood or impact of a risk. Risk mitigation can be achieved by implementing various strategies,
such as purchasing insurance, discontinuing the activity associated with the risk, or improving
security controls. Purchasing insurance is a form of risk transfer, which is the process of shifting
the responsibility or burden of a risk to another party. Discontinuing the activity associated with
the risk is a form of risk avoidance, which is the process of eliminating or avoiding a potential
source of harm. Performing a cost-benefit analysis is a form of risk evaluation, which is the
process of assessing the costs and benefits of different options to manage a risk. References =
CISM Review Manual, 16th Edition, page 1741; CISM Review Questions, Answers &
Explanations Manual, 10th Edition, page 802

NEW QUESTION: 213
TIH—EEHNHERASEZFRRMNEESUNNEALTERBEERY ?
A. BHEIREBBE

B. EIEAREEITRAELER

C. HIEBUERIEE

D. EAEON$E

Answer: (SHOW ANSWER)

NEW QUESTION: 214

—ERBESN D E KB ERETHHIIT, S EBEPEETIN - EREE?

A. EEMFES K8

B. EHRIE m B EKR

C. EIRFFFE B4R (RTO)

D. KEERBEETE

Answer: (SHOW ANSWER)

The most important thing to include in the outsourcing agreement for disaster recovery activities
is the recovery time objectives (RTOs). RTOs are the maximum acceptable time frames within
which the critical business processes and information systems must be restored after a disaster
or disruption. RTOs are based on the business impact analysis (BIA) and the risk assessment,
and they reflect the business continuity requirements and expectations of the organization. By
including the RTOs in the outsourcing agreement, the organization can ensure that the service
provider is aware of and committed to meeting the agreed service levels and minimizing the
downtime and losses in the event of a disaster. The other options are not as important as the
RTOs, although they may be relevant and useful to include in the outsourcing agreement
depending on the scope and nature of the disaster recovery services. References = CISM Review
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Manual 15th Edition, page 2471; CISM Review Questions, Answers & Explanations Database -
12 Month Subscription, Question ID: 1033

NEW QUESTION: 215

T & A R e R AR E IR R R IE 2

A. £ N RREREZFEHEER LG8

B. ST ERE O St | 4 LLign

C. E1Tiatl & £ IR St FER LL 51380

D. & X EmANMERT 7 LM

Answer: (SHOW ANSWER)

This answer best indicates the effectiveness of the vendor risk management process because it

shows that the organization has established and enforced clear and consistent security
requirements and expectations for its vendors, and that the vendors have demonstrated their
compliance and commitment to security best practices.

A globally recognized security standard, such as ISO 27001, NIST CSF, or COBIT, provides a
comprehensive and objective framework for assessing and improving the security posture and
performance of vendors.

References: The CISM Review Manual 2023 states that "the information security manager is
responsible for ensuring that the security requirements and expectations for third-party products
and services are defined, communicated, and enforced" and that "the information security
manager should verify that the third parties have implemented adequate security controls and
practices, and that they comply with applicable standards and regulations" (p. 138). The CISM
Review Questions, Answers & Explanations Manual 2023 also provides the following rationale for
this answer: "Increase in the percentage of vendors certified to a globally recognized security
standard is the correct answer because it best indicates the effectiveness of the vendor risk
management process, as it shows that the organization has established and enforced clear and
consistent security requirements and expectations for its vendors, and that the vendors have
demonstrated their compliance and commitment to security best practices" (p. 63). Additionally,
the article Vendor Risk Management Demystified from the ISACA Journal 2015 states that "a
globally recognized security standard provides a common language and framework for evaluating
and improving the security posture and performance of vendors" and that "a vendor certification
to a globally recognized security standard can help to reduce the risk of security breaches,
increase the trust and confidence of customers and stakeholders, and enhance the reputation
and competitiveness of the vendor" (p. 3

NEW QUESTION: 216

AEABRGEEALTERKER, TIHRERENNEREERRIIME ?
A. ZBESHT

B. EX5TE!

C. milFzT4h

D. BEZE 51T (BIA)
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Answer: (SHOW ANSWER)
Gap analysis is the MOST helpful tool for understanding where to focus efforts when developing

an information security strategy for an organization, because it helps to identify the current state
and the desired state of the information security governance, and the gaps between them. Gap
analysis also helps to prioritize the actions and resources needed to close the gaps and achieve
the information security objectives.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 36: "Gap analysis is the process of
comparing the current state and the desired state of information security governance and
identifying the gaps that need to be addressed.”" CISM Review Manual, 16th Edition, ISACA,
2020, p. 37: "Gap analysis should be performed periodically to assess the effectiveness and
efficiency of the information security strategy and program and to identify the areas for
improvement." CISM domain 1: Information security governance [Updated 2022] - Infosec
Resources: "Gap analysis: This is a comparison of the current state of security with the desired
state. It helps to identify the gaps in security and prioritize the actions required to close them."

NEW QUESTION: 217
EEEBMNEAREERERINETNZEEZAEE2 LIRX TRARELM, TEERZAT
T5IH—I18?

A RBBELERIEHFRESE,

B. X FEAREXNERBERS,

C. RIs#EAITEET ERARMRK,

D. B2iEfF TR E B MBER,

Answer: (SHOW ANSWER)

The most concerning issue for the information security steering committee should be that no

owners were identified for some risks in the risk register. This means that there is no clear
accountability and responsibility for managing and mitigating those risks, and that the risks may
not be properly addressed or monitored. The risk owners are the persons who have the authority
and ability to implement the risk treatment options and to accept the residual risk. The risk owners
should be identified and assigned for each risk in the risk register, and they should report the
status and progress of the risk management activities to the information security steering
committee.

References = CISM Review Manual, 16th Edition eBook1, Chapter 2: Information Risk
Management, Section: Risk Management, Subsection: Risk Register, Page 104.

NEW QUESTION: 218

HEITERZEDHT BIA) WEEZBHN2HET :
A EBIRERMFHEIR,

B. £#5EE MM E

C. ERIFH B4E (RTO),
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D. E{4-[MIfEET S RISEE
Answer: (SHOW ANSWER)

NEW QUESTION: 219

EREANEBRLHBEETR, TIHEREXXEEAREEE?

A. EXHTERERKEEFETE

B. s8 TR EEHEI

C. ERZEMEMRITECH

D. AR &L ERKOEILRE

Answer: (SHOW ANSWER)

Ensuring current documentation of security processes is the best way to support information

security management in the event of organizational changes in security personnel.
Documentation of security processes provides a clear and consistent reference for the roles,
responsibilities, procedures, and standards of the information security program. It helps to
maintain the continuity and effectiveness of the security operations, as well as the compliance
with the security policies and regulations. Documentation of security processes also facilitates the
knowledge transfer and training of new or existing security personnel, as well as the
communication and collaboration with other stakeholders. By ensuring current documentation of
security processes, the information security manager can minimize the impact of organizational
changes in security personnel, and ensure a smooth transition and alignment of the security
program. References = CISM Review Manual 15th Edition, page 43, page 45.

NEW QUESTION: 220
BEEANEREWN SIS B 95 = EREE
A. LB

B. JRBEILEh

C. Z\FukhBh

D. 1TEh#Auh

Answer: C (LEAVE A REPLY)

A hot site is the most reliable type of recovery site and can support stringent recovery
requirements because it is a fully operational facility that mirrors the primary production center. A

£ Eﬁi"ﬂ o1 A=

hot site has all the hardware, software, data, network, and personnel ready to resume the critical
business functions within minutes of a disruptive event. A hot site also has backup power,
security, and communication systems to ensure the continuity of operations.

References: The CISM Review Manual 2023 defines a hot site as "a fully operational facility that
mirrors the primary production center" and states that "a hot site can support stringent recovery
requirements and provide the shortest recovery time" (p. 190). The CISM Review Questions,
Answers & Explanations Manual 2023 also provides the following rationale for this answer: "A hot
site is the correct answer because it is the most reliable type of recovery site and can support
stringent recovery requirements, as it is a fully operational facility that mirrors the primary
production center and can resume the critical business functions within minutes of a disruptive
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event" (p. 96). Additionally, the web search result 1 states that "the recovery site can be hot,
warm, cold or mobile. Hot sites are facilities that mirror the primary production center" and that
"hot sites are the most reliable and can support stringent recovery requirements" (p. 1).

NEW QUESTION: 221

THM—EEHREREREBENMEHEAEALTEESE?

A. IT 1R AR TS

B. EfzE2rEt

C. iR LTEWE

D. Bl T —H#RIM

Answer: (SHOW ANSWER)

Changes to the risk landscape are the most likely events to require an organization to revisit its

information security framework, because they may affect the organization's risk appetite, risk
tolerance, risk profile, and risk treatment strategies. The information security framework should be
aligned with the organization's business objectives and risk management approach, and should
be reviewed and updated regularly to reflect the changing internal and external environment.
References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 35: "The information security framework
should be reviewed and updated regularly to ensure that it remains aligned with the enterprise's
business objectives and risk management approach and reflects the changing internal and
external environment." CISM Review Manual, 16th Edition, ISACA, 2020, p. 36: "Changes in the
risk landscape may require the enterprise to revisit its risk appetite, risk tolerance, risk profile, and
risk treatment strategies."”

NEW QUESTION: 222
BEAReRBPaETIM—EREE?
A. Eff

B. EIEH1Z

C. xfEEE

D. BAE KA

Answer: (SHOW ANSWER)

NEW QUESTION: 223

BIREHEEFEMREAENE

A. REEREHI=R (ROI)

B. IRt BRAEHI A A LRI EIER

C. iRk emiEER

D. B R HHEE

Answer: B (LEAVE A REPLY)

The fundamental purpose of establishing security metrics is to provide feedback on the

effectiveness of the information security controls and processes. Security metrics are quantitative
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or qualitative measures that indicate how well the organization is achieving its security objectives
and goals. Security metrics can help the information security manager to monitor, evaluate, and
improve the performance of the information security program, as well as to identify gaps,
weaknesses, and areas for improvement. Security metrics can also help the organization to
demonstrate compliance with internal and external standards, regulations, and best practices.
Increasing return on investment (ROI), adopting security best practices, and establishing security
benchmarks are possible outcomes or benefits of using security metrics, but they are not the
fundamental purpose of establishing them. References = CISM Review Manual, 16th Edition,
pages 46-471; CISM Review Questions, Answers & Explanations Manual, 10th Edition, page 642
Learn more:

1. isaca.org2. amazon.com3. gov.uk

Security metrics are used to measure the effectiveness of controls and evaluate the overall
security posture of an organization. This feedback provides an understanding of the progress
made towards achieving security objectives and allows organizations to make necessary
adjustments.

NEW QUESTION: 224
BERIIER L
A. 7 ER X FEERRR TS (DDoS) MEFTE ISR RFBEH,
B. REtEM L & HEMERMRKIEH
C. ﬁﬁﬁﬁgﬁ;ﬁ*ﬁﬁ'ﬁ%ﬁwﬁﬁﬁﬂiﬁ&o
D. AFAREEEERAMERNETNEKIE,
Answer: C (LEAVE A REPLY)
Capacity planning is the process of estimating and allocating the required resources (such as
CPU, memory, disk space, bandwidth, etc.) to meet the current and future demands of the
information systems and applications. Capacity planning would prevent application failures arising
from insufficient hardware resources, as it would ensure that the applications have enough

resources to function properly and efficiently, and avoid performance degradation, errors, or
crashes.

References = CISM Review Manual 2022, page 3081; CISM Exam Content Outline, Domain 4,
Knowledge Statement 4.92; What is Capacity Planning? Definition and Examples

NEW QUESTION: 225

REEMABKD T AOMER, REfHELEXEHEEHENE SEAOKETHRZEEMREHEE
B3R, THM—IBERRIFMITEIAE?

A. ETEERFE,

B. IRRZ 2 EH R,

C. ERZEENRM,

D. OEEH4EIFE,

Answer: (SHOW ANSWER)
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The best course of action when the organization receives complaints from users that some of
their files have been encrypted and they are receiving demands for money to decrypt the files is
to initiate incident response.

This is because the organization is facing a ransomware attack, which is a type of malicious
software that encrypts the victim's data and demands a ransom for the decryption key.
Ransomware attacks can cause significant disruption, damage, and loss to the organization's
operations, assets, and reputation. Therefore, the organization needs to quickly activate its
incident response plan and team, which are designed to handle such security incidents in a
coordinated, effective, and efficient manner. The incident response process involves the following
steps1:

* Preparation: The incident response team prepares the necessary resources, tools, and
procedures to respond to the incident. The team also establishes the roles, responsibilities, and
communication channels among the team members and other stakeholders.

* |dentification: The incident response team identifies the scope, source, and severity of the
incident. The team also collects and preserves the relevant evidence and logs for further analysis
and investigation.

* Containment: The incident response team isolates the affected systems and networks to
prevent the spread of the ransomware and limit the impact of the incident. The team also
implements temporary or alternative solutions to restore the essential functions and services.

* Eradication: The incident response team removes the ransomware and any traces of its
infection from the affected systems and networks. The team also verifies that the systems and
networks are clean and secure before restoring them to normal operations.

* Recovery: The incident response team restores the affected systems and networks to normal
operations.

The team also decrypts or restores the encrypted data from backups or other sources, if possible.
The team also monitors the systems and networks for any signs of recurrence or residual issues.
* Lessons learned: The incident response team conducts a post-incident review to evaluate the
effectiveness and efficiency of the incident response process and team. The team also identifies
the root causes, lessons learned, and best practices from the incident. The team also
recommends and implements the necessary improvements and corrective actions to prevent or
mitigate similar incidents in the future.

References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident
Management, Section: Incident Response Process, pages 229-2331; CISM Review Questions,
Answers & Explanations Manual, 10th Edition, Question 45, page 432.

NEW QUESTION: 226

ATEMROEAREHNEAEERRAMNEEESER BRA0EEREENIHE?
A. BERFEER

B. EMTERFERF

C. EXHRFE O MAERE

D. EH MR



Answer: (SHOW ANSWER)

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
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NEW QUESTION: 227
TIH—HE R U EREGEEALTEHENRA?

A XHRRHEENEEEZNES

B. £ EXEEENTEHIEEES

C. MOXEEHETHERMEILIEEES

D. #nERieR et ENSBERFR/ENE—HBFIH
Answer: (SHOW ANSWER)

NEW QUESTION: 228

ERIEALTEREERR, BHARLEEEREENRETH
A. XL,

B. BBIRE,

C. ENREREE,

D. B E BRI,

Answer: (SHOW ANSWER)

NEW QUESTION: 229

HETIHH-—ERHEENRERBEEB BT —BENRBESE?

A. lHIE AMRE IR E

B. 2l EEBEOMEBFELHE

C. EHNMNEHBHBEHERD

D. BEREIXBFREDMEFINE DL

Answer: (SHOW ANSWER)

Measuring the percentage of controls integrated into business processes is the most accurate
way to determine the alignment of an information security strategy with organizational goals, as
this reflects the extent to which the information security program supports and enables the
business objectives and activities, and reduces the friction and resistance from the business

stakeholders. The percentage of controls integrated into business processes also indicates the
maturity and effectiveness of the information security program, and the level of awareness and
acceptance of the information security policies and standards among the business users. Number
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of blocked intrusion attempts, number of business cases reviewed by senior management, and
trends in the number of identified threats to the business are not the most accurate ways to
determine the alignment of an information security strategy with organizational goals, as they do
not measure the impact and value of the information security program on the business
performance and outcomes, and may not reflect the business priorities and expectations.
References = CISM Review Manual 2023, page 291; CISM Review Questions, Answers &
Explanations Manual 2023, page 372; ISACA CISM - iSecPrep, page 223; CISM Exam Overview
- Vinsys4

NEW QUESTION: 230

FHB-ERnEsHEEERIIEbssmEnr Al T

A. BITEHERIEE,

B. B FHEAREMIER (KPI),

C. ERRML B A E1TENEX,

D. BERIFELTEE,

Answer: (SHOW ANSWER)

Performing post-incident reviews is the best way to enhance training for incident response teams

because it allows them to identify the strengths and weaknesses of their response, learn from the
lessons and best practices, and implement corrective actions and improvement plans for future
incidents. Post-incident reviews also help to evaluate the effectiveness and efficiency of the
incident response process and procedures, and to update them as needed.

References: The CISM Review Manual 2023 states that "post-incident reviews are an essential
part of the incident response process" and that "they provide an opportunity to assess the
performance of the incident response team, identify areas for improvement, and document
lessons learned and best practices" (p. 191).

The CISM Review Questions, Answers & Explanations Manual 2023 also provides the following
rationale for this answer: "Performing post-incident reviews is the best way to enhance training for
incident response teams, as it enables them to learn from their experience and improve their skills
and knowledge" (p. 97).

NEW QUESTION: 231

TH—IEEZEEIEHEENAREHER NG T EZERE 2

A. FIeREfz

B. BRI E R

C. RzA&Z6E S

D. #ZHI B8

Answer: (SHOW ANSWER)

The primary basis for establishing metrics that measure the effectiveness of an information
security program should be the risk tolerance of the organization, which is the degree of risk that
the organization is willing to accept or avoid in pursuit of its objectives. Metrics based on risk
tolerance can help to evaluate whether the information security program is aligned with the
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business strategy, supports the risk management process, and delivers value to the organization.
Residual risk, regulatory requirements, and control objectives are also important factors to
consider when developing metrics, but they are not as fundamental as the risk tolerance.
References = CISM Review Manual, 16th Edition, page 69

NEW QUESTION: 232

T —EZRO T LENESREHNEENRERE?

A. R IHE

B. SRMERMZEL

C. #HIB 1t

D. REET{EMES

Answer: (SHOW ANSWER)

= Standardization of compliance requirements is the best approach to reduce unnecessary

duplication of compliance activities, as it allows for a common understanding of the objectives and
expectations of various stakeholders, such as regulators, auditors, customers, and business
partners. Standardization also facilitates the alignment of compliance activities with the
organization's risk appetite and tolerance, and enables the identification and elimination of
redundant or conflicting controls. References = CISM Review Manual, 27th Edition, page 721;
CISM Review Questions, Answers & Explanations Database, 12th Edition, question 952 Learn
more:

NEW QUESTION: 233

THIMM—IEHMITKEERFTE DRP) MEENER KM ETEE?

A BEtEREERMME

B. MATAE FIERAGRAEEZETE

C. EHAE#ETE

D. #EtEIETER

Answer: (SHOW ANSWER)

A walk-through of the disaster recovery plan (DRP) is a method of testing the plan by simulating a
disaster scenario and having the participants review their roles and responsibilities, as well as the
procedures and resources required to execute the plan. A walk-through has the greatest positive
impact on the ability to execute the DRP, as it helps to identify and resolve any gaps, errors, or
inconsistencies in the plan, as well as to enhance the awareness and readiness of the
stakeholders involved in the recovery process. References = CISM Review Manual, 16th Edition,
Chapter 5, Section 5.3.2.21

NEW QUESTION: 234
THM—IEEEAE O EHREKIFER ?
A. BB EEERZEB R (RPO)

B. ABFE T ARMBURIRH AR

C. XEEHE &t
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D. EXERATAE

Answer: (SHOW ANSWER)

The greatest benefit of information asset classification is providing a basis for imple-menting a
need-to-know policy. Information asset classification is a process of catego-rizing information

based on its level of sensitivity and importance, and applying appro-priate security controls based
on the level of risk associated with that information1. A need-to-know policy is a principle that
states that access to information should be granted only to those individuals who require it to
perform their official duties or tasks2. The purpose of a need-to-know policy is to limit the
exposure of sensitive information to unauthorized or unnecessary parties, and to reduce the risk
of data breaches, leaks, or misuse. Information asset classification provides a basis for
implementing a need-to-know policy by:

*Defining the value and protection requirements of different types of information

*Labeling the information with the appropriate classification level, such as public, internal,
confidential, secret, or top secret

*Establishing the roles and responsibilities of information owners, custodians, and users
*Enforcing access controls and encryption for the information

*Documenting the security policies and procedures for the information

By providing a basis for implementing a need-to-know policy, information asset classi-fication can
help organizations to protect their sensitive information, comply with rele-vant laws and
regulations, and achieve their business objectives. The other options are not the greatest benefits
of information asset classification.

Helping to determine the recovery point objective (RPO) is not a benefit, but rather a
consequence of applying security controls based on the classification level. RPO is the
acceptable amount of data loss in case of a disruption3. Supporting segregation of duties is not a
benefit, but rather a prerequisite for implementing a need-to-know policy. Segregation of duties is
a principle that states that no single individual should have control over two or more phases of a
business process or transaction that are susceptible to errors or fraud4.

De-fining resource ownership is not a benefit, but rather a component of information asset
classification.

Resource ownership is the assignment of accountability and authority for an information asset to
an individual or a group5. References: 1: Information Classifi-cation - Advisera 2: Need-to-Know
Principle - NIST 3:

Recovery Point Objective - NIST 4: Segregation of Duties - NIST 5: Resource Ownership - NIST :
Information Classification in Information Security - GeeksforGeeks : Information Asset
Classification Policy

- UCI

NEW QUESTION: 235

—RFRLFELEORETRET SEFERANHERAERF, RRIRETLXEED BEST ##
A RE AR RARMEREXRREE?

A EREZATHERAREAETEREE,
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B. LR £ TEMM TR AMGFZER,

C. HENALTEMARAMEEEE

D. Rl —EHEREXLRLRAEZAE,

Answer: (SHOW ANSWER)

Comprehensive and Detailed Explanation From Exact Extract:

Integrating information security into existing change management processes ensures that security
considerations are included in all application changes and deployments. This addresses the root
cause of bypassed security reviews and provides a consistent, repeatable process to manage risk
going forward.

"Integrating security into change management ensures that changes to systems and applications

undergo appropriate security review and testing prior to implementation, thereby addressing
vulnerabilities proactively."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program Development and
Management, Section: Change Management*

NEW QUESTION: 236

EZRTEFHHIELER, BAWQA -

A FEXERIRE,

B. B4 EEEFEIL,

C. EAWENTER,

D. FEMEEKR,

Answer: (SHOW ANSWER)

When developing a categorization method for security incidents, the categories must have

agreed-upon definitions. This means that the categories should be clear, consistent, and
understandable for all the parties involved in the incident response process, such as the incident
handlers, the stakeholders, the management, and the external authorities. Having agreed-upon
definitions for the categories can help to ensure that the incidents are classified and reported
accurately, that the appropriate actions and resources are allocated, and that the communication
and coordination are effective. Aligning with industry standards, creating by the incident handler,
and aligning with reporting requirements are not mandatory for developing a categorization
method for security incidents, although they may be desirable or beneficial depending on the
context and objectives of the organization. Aligning with industry standards can help to adopt best
practices and benchmarks for incident response, but it may not be feasible or suitable for all types
of incidents or organizations. Creating by the incident handler can allow for flexibility and
customization of the categories, but it may also introduce inconsistency and ambiguity if the
definitions are not shared or agreed upon by others. Aligning with reporting requirements can help
to comply with legal or contractual obligations, but it may not cover all the aspects or dimensions
of the incidents that need to be categorized. References = CISM Review Manual, 16th Edition,
pages 200-2011; CISM Review Questions, Answers & Explanations Manual,

10th Edition, page 822
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When developing a categorization method for security incidents, the categories MUST have
agreed-upon definitions. This is because having clear and consistent definitions for each category
of incidents will help to ensure a common understanding and communication among the incident
response team and other stakeholders. It will also facilitate the accurate and timely identification,
classification, reporting and analysis of incidents. Having agreed-upon definitions will also help to
avoid confusion, ambiguity and inconsistency in the incident management process

NEW QUESTION: 237

THH—EERBAZEE A EEEREREEHNREERRA?

A REEAREEH

B. BEFMHHIRAEEA

C. ¥R RY 17 =%

D. EsFAREMNBIRE

Answer: (SHOW ANSWER)

Complying with regulations regarding notification is the most important reason for an organization
to communicate to affected parties that a security incident has occurred, as it helps to avoid legal

penalties, fines, or sanctions that may result from failing to notify the relevant authorities,
customers, or other stakeholders in a timely and appropriate manner. Additionally, complying with
regulations regarding notification may also help to preserve the trust and reputation of the
organization, as well as to facilitate the investigation and resolution of the incident.

References = CISM Review Manual 2022, page 3151; CISM Exam Content Outline, Domain 4,
Task 4.5

NEW QUESTION: 238

ATERFESREEHENSHRETE=AMERD, FHEFEEKE :

A. fmif 2 REH R,

B. REEE,

C. HZRFMRIMEITIRE,

D. BREE®EE,

Answer: (SHOW ANSWER)

According to the CISM Review Manual, the incident response team should preserve the evidence

as the first step to prepare for a third-party forensics investigation, as it helps to maintain the
integrity and admissibility of the evidence in a court of law. Preserving the evidence may include
isolating and imaging the infected systems, but these are not the only actions required. Cleaning
the malware may destroy or alter the evidence and should be avoided until the investigation is
completed.

References = CISM Review Manual, 27th Edition, Chapter 3, Section 3.6.2, page 165

NEW QUESTION: 239
E RS R A EE (IoT) RIGHEREIRERER, F—PRIEHE?
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A. BSHERER,

B. WTERE DT,

C. & A% i BL A B A & 2,

D. F#k == 4 EIFEE

Answer: (SHOW ANSWER)

= Disconnecting the device from the network is the first step when an loT device in an

organization's network is confirmed to have been hacked, as it prevents the attacker from further
compromising the device or using it as a pivot point to attack other devices or systems on the
network. Disconnecting the device also helps preserve the evidence of the attack for later forensic
analysis and remediation. Disconnecting the device should be done in accordance with the
incident response plan and the escalation procedures123. References =

* 1: CISM Review Manual 15th Edition, page 2004

* 2: CISM Practice Quiz, question 1072

* 3: loT Security: Incident Response, Forensics, and Investigations, section "loT Incident
Response"

NEW QUESTION: 240

—~FEBTASEHEREAEST B@E%Eﬁﬁi&iﬂﬁmjﬁﬁéﬁ%ﬂ%wﬁﬁﬂ+ﬂzﬁn FHIB—
HERESNEREELRE"? =ree

A BEMBREZ2RR,

B. B AXERREX TR R,
C. FLLERZEAER,

D. AFEREXERMERR,

Answer: (SHOW ANSWER)

NEW QUESTION: 241

ETKBERAGZNEERESEUTRMZE

A. IE%%%UIL*EEE%E:&E °

B. X75:&1g14512| (BCP) EE#,

C. X2 AR REEX

D. EREBTAREH,

Answer: (SHOW ANSWER)

The most appropriate time to conduct a disaster recovery test would be after the business
continuity plan (BCP) has been updated, as it ensures that the disaster recovery plan (DRP) is
aligned with the current business requirements, objectives, and priorities. The BCP should be
updated regularly to reflect any changes in the business environment, such as new threats, risks,

processes, technologies, or regulations. The disaster recovery test should validate the
effectiveness and efficiency of the DRP, as well as identify any gaps, issues, or improvement
opportunities123. References =

1: CISM Review Manual 15th Edition, page 2114

2: CISM Practice Quiz, question 1042


https://www.freecram.net/q/62525-5666992/
https://www.freecram.net/q/62525-5666993/
https://www.freecram.net/q/62525-5666994/

3: Business Continuity Planning and Disaster Recovery Testing, section "Testing the Plan"
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NEW QUESTION: 242

EAHESHREFEMEIREEH7 8K, TIW-—ERUETEAEEONER?
A. E75:E1E1EE1 S8 (BCP)

B. £ E 571 (BIA) R

C. R AR

D. SR EEHENESE

Answer: (SHOW ANSWER)

NEW QUESTION: 243

THREREERBENERELREH?

A. EEETEREEHIE,

B. BG5S EERBHEAR 2R,

C. EITE#hE XN (DLP) E,

D. s&HI 1T & FHEEIR NN EE SR AE

Answer: (SHOW ANSWER)

Conducting periodic user awareness training is the best way to mitigate accidental data loss
events because it can educate the users on the causes, consequences, and prevention of data
loss, and increase their awareness of the security policies and procedures of the organization.
User awareness training can also help users to identify and report potential data loss incidents,
and to adopt good practices such as backing up data, encrypting data, and using secure channels
for data transmission and storage.

References: The article Mistakes Happen-Mitigating Unintentional Data Loss from the ISACA
Journal 2018 states that "user awareness training is the most effective way to prevent
unintentional data loss" and that "user awareness training should include information on the types
and sources of data loss, the impact and cost of data loss, the legal and regulatory requirements
for data protection, the organization's data security policies and procedures, the roles and
responsibilities of users in data security, the best practices and tools for data security, and the
reporting and escalation process for data loss incidents" (p. 2)1. The Data Spill Management
Guide from the Cyber.gov.au website also states that "user awareness training is an important
preventative measure to reduce the likelihood of data spills" and that "user awareness training
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should cover topics such as data classification, data handling, data storage, data transmission,
data disposal, and data spill reporting” (p. 2)

NEW QUESTION: 244

EREEEEBRXNEARSRERER, TIM—EREE?

A. B REETEZR (KRI)

B. ElR£BERED

C. ERETEER

D. AR EFHIIR

Answer: (SHOW ANSWER)

According to the CISM Review Manual, key risk indicators (KRIs) are the most important
information to include in an information security status report to senior management, as they
provide a measure of the current level of risk exposure and the effectiveness of the risk
management activities. KRIs also help to identify trends, patterns and emerging risks that may
require management attention or action.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 209

NEW QUESTION: 245

T —IEREEAG T ERARTAMAZEX IT EXEMEmEHR?
A. S RBEETE A OARFE % EH S

B. HEEICEE /T RRET (5

C. HERLLFEERAM ITIRB

D. ZEFZeREBUEREERAE

Answer: (SHOW ANSWER)

NEW QUESTION: 246

TIHH— AR AR AT EEEBHIBRAMEZE?
A Bk EKHE

B. ERREXHEEE

C. ZENKEA

D. S EEE

Answer: (SHOW ANSWER)

NEW QUESTION: 247

RSB ERETE (DRP) HECE I REF A KM ERIEES, THM—RE2RAHIERIFERLTH
THRERE?

A BXHERXHERFELAES,

B. £ 5 — BB R E—ES 2B P D,

C. ERFTARABRRE T KB E R,

D. RIBEERE THFEEKHERINE,
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Answer: (SHOW ANSWER)
= The best way to ensure that the disaster recovery plan (DRP) can be carried out in an

emergency is to provide annual disaster recovery training to the appropriate staff, such as the
disaster recovery team, the business process owners, and the IT staff. Disaster recovery training
is a process of educating and preparing the staff for their roles, responsibilities, and actions in the
event of a disaster that affects the availability, integrity, or confidentiality of the information assets
and systems that support the business processes and functions. Disaster recovery training can
help to ensure that the staff are aware, capable, and confident to execute the DRP, as well as to
minimize the impact and damage to the business continuity, reputation, and value. Disaster
recovery training can also help to evaluate the adequacy, accuracy, and applicability of the DRP,
as well as to identify and address any gaps, weaknesses, or errors that could hinder or
compromise the disaster recovery process. Disaster recovery training can also help to document
and report the training details, activities, and outcomes, and to provide feedback and
recommendations for improvement and optimization of the DRP and the training process.

Storing disaster recovery documentation in a public cloud, maintaining an outsourced contact
center in another country, and requiring disaster recovery documentation be stored with all key
decision makers are all possible ways to ensure the availability and accessibility of the DRP in an
emergency, but they are not the best ones. Storing disaster recovery documentation in a public
cloud is a process of using a third-party service provider to store and manage the DRP
documents online, which can offer benefits such as scalability, flexibility, and cost-efficiency, but
also risks such as data breach, data loss, or service disruption. Maintaining an outsourced
contact center in another country is a process of using a third-party service provider to handle the
communication and coordination of the disaster recovery process with the internal and external
stakeholders, such as the customers, partners, or regulators, which can offer benefits such as
redundancy, reliability, and expertise, but also risks such as cultural, legal, or contractual issues.
Requiring disaster recovery documentation be stored with all key decision makers is a process of
ensuring that the senior management and the business process owners have a copy of the DRP
documents, which can offer benefits such as accountability, authority, and visibility, but also risks
such as inconsistency, duplication, or unauthorized access. References = CISM Review Manual
15th Edition, pages 233-2341; CISM Practice Quiz, question 1602

NEW QUESTION: 248

HEXFBEEMEE (BCP) P EREREKRE, TIM-—ERREEMEERER?

A EEMEEEK

B. ¥4 KEERY AT RETE

C. MR AR5 P ER S B E

D. {F{nubBER IR (5 &

Answer: (SHOW ANSWER)

= The organizational tolerance to service interruption is the most important consideration when

defining a recovery strategy in a business continuity plan (BCP), as it reflects the degree of risk
that the organization is willing to accept in the event of a disaster. The organizational tolerance to


https://www.freecram.net/q/62525-5667000/
https://www.freecram.net/q/62525-5667001/

service interruption determines the acceptable level of downtime, data loss, or disruption that the
organization can tolerate, and thus guides the selection of recovery objectives, strategies, and
resources. Legal and regulatory requirements are external factors that influence the recovery
strategy, but are not the primary consideration. Likelihood of a disaster is a factor that affects the
recovery strategy, but is not the most important one. Geographical location of the backup site is a
factor that affects the recovery strategy, but is not as critical as organizational tolerance to service
interruption. References = CISM Review Manual, 16th Edition, page 1731; CISM Review
Questions, Answers & Explanations Manual, 10th Edition, page 792 Learn more:

1. isaca.org2. amazon.com3. gov.uk

NEW QUESTION: 249

—EEE SR K PER T WAEBLK, TIIEREEBIEBMHITIRE 2SR 2
A. E75:E{E1EE1 S8 (BCP)

B. X#1E/R&t= (DRP)

C. X522 E 71 (BIA)

D. S EIFEETE

Answer: (SHOW ANSWER)

NEW QUESTION: 250
THB-—EREFELANNTERE L AncraAlll:
A. EFERAFEHALRREESEN,

B. T &M RFZALLREE SEM,

C. ReHAZHAL A ESEMN,

D. LA S EMEUARH EEMFIE,

Answer: (SHOW ANSWER)

= A security exception is a formal authorization to deviate from a security policy, standard, or

LA -

control, due to a valid business reason or requirement. The primary reason for granting a security
exception is that the risk associated with the deviation is justified by the benefit to the business,
such as increased efficiency, productivity, customer satisfaction, or competitive advantage. The
security exception should be approved by the appropriate authority, such as the senior
management or the risk committee, based on a risk assessment and a cost-benefit analysis. The
security exception should also be documented, communicated, monitored, and reviewed
periodically123. References =

* 1: CISM Review Manual 15th Edition, page 364

* 2: CISM Practice Quiz, question 1132

* 3: Security Policy Exception Management, section "Security Policy Exception Management
Process"

NEW QUESTION: 251
T A —IERA BN ERAR S HERITE (DRP) AT ?
A 2RSSR T 2 EEEEEM,
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B. ZEHEIENITEREERE,
C. KHEREXIHK T RIEL R

D. &g I%hgﬁuﬁﬁzﬂaii*zu%_fﬁ
Answer: (SHOW ANSWER)
The best way to ensure the effective execution of a disaster recovery plan (DRP) is to make sure

that the procedures are available at both the primary and the failover location, so that the staff
can access them in case of a disaster. The procedures should be clear, concise, and updated
regularly to reflect the current situation and requirements. Having the procedures available at both
locations also helps to avoid confusion and delays in the recovery process.

References = CISM Review Manual, 16th Edition eBook1, Chapter 9: Business Continuity and
Disaster Recovery, Section: Disaster Recovery Planning, Subsection: Disaster Recovery Plan
Development, Page 373.

NEW QUESTION: 252
EiBREEEMGEER, BBRERABHRIKBYOD) KIE, EARLEET —HEMHTE?
A. il 1B AR R BUR
B. EfE{TEIRE BIE (MDM) fiRiR A ZE
”rﬁllzﬁﬁJr%’f BYOD E &A1&l
FIEHIZER
Answer. (SHOW ANSWER)
Defining control requirements is the next step to ensure the security policy framework

encompasses the new business model because it is a process of identifying and specifying the
security measures and standards that are needed to protect the data and applications accessed
by the BYOD devices. Defining control requirements helps to establish the baseline security level
and expectations for the BYOD strategy, as well as to align them with the business objectives and
risks. Therefore, defining control requirements is the correct answer.

References:
https://www.digitalguardian.com/blog/ultimate-guide-byod-security-overcoming-challenges-
creating- effective-policies-and-mitigating
https://learn.microsoft.com/en-us/mem/intune/fundamentals/byod-technology-decisions

NEW QUESTION: 253

THM—IEH RN EEESEEBENEREEREEN?

A. X#EIRETE (DRP)

B. X5 E 741 (BIA)

C. X75EEMETEI (BCP)

D. 2 h#HE SAR)

Answer: (SHOW ANSWER)

Business impact analysis (BIA) is the most helpful in determining the criticality of an
organization's business functions because it is a process of identifying and evaluating the
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potential effects of disruptions or interruptions to those functions. BIA helps to prioritize the
recovery of the most critical functions and to estimate the resources and time needed for the
recovery. Therefore, business impact analysis (BIA) is the correct answer.

References:

* https://www.linkedin.com/pulse/business-continuity-critical-functions-tino-marquez

* https://lwww.techtarget.com/searchitchannel/feature/Business-impact-analysis-for-business-
continuity- Understanding-impact-criticality

NEW QUESTION: 254

T A —IE AR B EER AL ?

A BITEHRHREEANERBY TERATUREEMNERE

B. EX A EREAIEFELNEE SFRkLTERAMR

C. EEHBERIREMESENXE

D. —EHEENMNERRE

Answer: (SHOW ANSWER)

A buffer overflow is a software coding error or vulnerability that occurs when a function is carried
out with more data than the function can handle, resulting in adjacent memory locations being
overwritten or corrupted by the excess data1. A program contains a hidden and unintended
function that presents a security risk is not a buffer overflow, but rather a backdoor2. Malicious
code designed to interfere with normal operations is not a buffer overflow, but rather malware3. A
type of covert channel that captures data is not a buffer overflow, but rather a keylogger.
References: 1 https://www.fortinet.com/resources/cyberglossary/buffer- overflow 2
https://www.fortinet.com/resources/cyberglossary/backdoor 3 https://www.fortinet.com/resources
/cyberglossary/malware https://www.fortinet.com/resources/cyberglossary/keylogger

NEW QUESTION: 255

KA O AT FARSBA LRS-

A. fEO/RT (DoS) W E

B. §5ERE

C. MM AE

D. HEFFHEERTIE (IP) #kER

Answer: (SHOW ANSWER)

Reverse lookups can be used to prevent successful IP spoofing. IP spoofing is a type of attack in
which an attacker sends packets with a false source IP address in order to disguise their identity
or impersonate another system. By performing reverse lookups on the source IP address of
incoming packets, the system can verify that the packets are coming from a trusted source, and

any packets with an invalid or spoofed source IP can be discarded. This is an important measure
for preventing IP spoofing, and can help to reduce the risk of other types of attacks, such as DoS
attacks, session hacking, and phishing attacks.

NEW QUESTION: 256


https://www.freecram.net/q/62525-5667007/
https://www.freecram.net/q/62525-5667008/

HEMRERETUESBREUTORKEIFHIEREEE

A ZEEEEHIE,

B. ERMELTEEK,

C. R £ KIBEE,

D. R &R X HHIHTE,

Answer: (SHOW ANSWER)

= A quality process is a set of activities that ensures that the products or services delivered by an

organization meet the customer's expectations and comply with the applicable standards and
regulations. A quality process can support security management by providing assurance that
security requirements are met throughout the development, implementation and maintenance of
information systems and processes. A quality process can also help to identify and correct
security defects, measure security performance and effectiveness, and improve security practices
and procedures. References = CISM Review Manual, 15th Edition, page 671; CISM Review
Questions, Answers & Explanations Database, question ID 2092.

An organization's quality process can BEST support security management by providing
assurance that security requirements are met. This means that the quality process can be used to
ensure that security controls are being implemented as intended and that they are achieving the
desired results. This helps to ensure that the organization is properly protected and that it is in
compliance with security regulations and standards.

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
CISM-CN exam questions have been updated and answers have been corrected get the
newest ExamDiscuss.com CISM-CN dumps with Test Engine here:
https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/ (1041 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 257

#EOMRT DoS) WELMKE, BERHAIMEEERE

A. BHE IR EE E REARR

B. iR FIFELIRIEEEE, FHLH T REFHEO

C. ERtskr R & EH a4

D. FEHALA, (REAFR U HRR

Answer: (SHOW ANSWER)

Any weaknesses identified, even after an unsuccessful attack, should be tracked and reported
until they are fully resolved. This ensures accountability, remediation, and prevention of future

incidents. Ignoring or delaying action increases exposure to future threats.
"All vulnerabilities must be tracked, assigned for remediation, and closed out following proper
documentation and validation."


https://www.freecram.net/q/62525-5667009/
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- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Remediation and
Lessons Learned ISACA's guidance in the practice questions clearly recommends formal tracking
and resolution of vulnerabilities as the best practice for ongoing security management.

NEW QUESTION: 258

TR —EEEALREHEPREEMNER"?

A. RIBFE BB R EH T EETEERR

B. iRIBEFAERRET SR R TR B LK

C. EMAECIR B A A

D. ERGEERAMNEXEEER

Answer: (SHOW ANSWER)

Involving functional managers in program development is the most essential element of an

information security program, because they are responsible for ensuring that the information
security policies, standards, and procedures are implemented and enforced within their respective
business units. They also provide input and feedback on the information security requirements,
risks, and controls that affect their operations and objectives.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 37: "Functional managers are responsible
for ensuring that the information security policies, standards, and procedures are implemented
and enforced within their respective business units." CISM Review Manual, 16th Edition, ISACA,
2020, p. 38: "Functional managers should be involved in the development of the information
security program to provide input and feedback on the information security requirements, risks,
and controls that affect their operations and objectives."

NEW QUESTION: 259

AEEZEHEBER TIW-ERREENBZBERR?

A XRZEER

B. EFL£EZE

C. #HlH A BRI EE

D. #H#8 Y R IR {R &F

Answer: D (LEAVE A REPLY)

The organization's risk appetite is the most important factor to consider when defining control

objectives, because it reflects the amount and type of risk that the organization is willing to accept
or avoid in pursuit of its goals. Control objectives should align with the risk appetite and support
the achievement of the organization's objectives. Industry best practices, an information security
framework, and control recommendations from a recent audit are also useful sources of
guidance, but they are not as critical as the risk appetite.

References = CISM Review Manual, 16th Edition, page 75

NEW QUESTION: 260 .
AT THEESN RS  HEveRassEErRt -

LA -
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ORI E ARG AER,
OFBRENREZHHHE,
ERBEERIMNTEIER,
EMERRERE TERER,
Answer: (SHOW ANSWER)
According to the CISM Review Manual, an organization's security posture is the overall condition

UOW>

of its information security, which is determined by the effectiveness of its security program and
the alignment of its security objectives with its business goals. To understand the security
posture, the senior leadership needs to have a holistic view of the security risks and the actions
taken to address them. Therefore, assessing the progress of risk mitigation efforts is the most
important activity for the senior leadership, as it provides them with the information on how well
the security program is performing and whether it is meeting the expected outcomes. Evaluating
the results of the most recent incident response test, reviewing the number of reported security
incidents, and ensuring established security metrics are reported are all useful activities for the
senior leadership, but they are not sufficient to understand the security posture. They only provide
partial or isolated information on the security performance, which may not reflect the overall
security condition or the alignment with the business objectives. References = CISM Review
Manual, 16th Edition, Chapter 1, Information Security Governance, pages 28-29.

NEW QUESTION: 261

EMEREAEHBREANFRFHUEEHREIESS, —BEH4AHBE, HEXMDREFRRKRR
E?

A. EERKHE

B. =B FEE B

C. R5HEEE

D. EAL&KHE

Answer: (SHOW ANSWER)

NEW QUESTION: 262
HEAREETHESIETEERETNERITER
A AERBHEZSHRMNERIRHERNEL,

B. (REMB R R RIERIENEE,

C. RFTEMERIASHEEE P,

D. REGCERZUKNMEERE
Answer: (SHOW ANSWER)

NEW QUESTION: 263

—ERBESERENERMVERREX, ERIIMWBILBENRBRETASTRFER, LLTH—
IHERIFHREEA K ?

A. BefERRX A FERERRBREEBERA,
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B. fifhimiR 2T EABMRARAZEEDO,

C. ZFLE—THBERHKREEVNDARER,

D. EEE K EIRRFIIMESE

Answer: (SHOW ANSWER)

The best way to proceed when an independent penetration test results show a high-rated
vulnerability in a cloud-based application that is close to going live is to assess whether the
vulnerability is within the organization's risk tolerance levels. This is because the organization
should not implement the application without understanding the potential impact and likelihood of
the vulnerability being exploited, and the cost and benéefit of fixing or mitigating the vulnerability.
The organization should also consider the contractual and legal obligations, service level
agreements, and performance expectations of the cloud service provider and the application
users. By assessing the risk tolerance levels, the organization can make an informed and rational
decision on whether to accept, transfer, avoid, or reduce the risk, and how to allocate the
resources and responsibilities for managing the risk.

Implementing the application and requesting the cloud service provider to fix the vulnerability is
not the best way to proceed, because it exposes the organization to unnecessary and
unacceptable risk, and it may violate the terms and conditions of the cloud service contract. The
organization should not rely on the cloud service provider to fix the vulnerability, as the provider
may not have the same level of urgency, accountability, or capability as the organization. The
organization should also not assume that the vulnerability will not be exploited, as cyberattackers
may target the cloud-based application due to its high visibility, accessibility, and value.
Commissioning further penetration tests to validate initial test results is not the best way to
proceed, because it may delay the implementation of the application, and it may not provide any
additional or useful information.

The organization should trust the results of the independent penetration test, as it is conducted by
a qualified and obijective third party. The organization should also not waste time and resources
on conducting redundant or unnecessary tests, as it may affect the budget, schedule, and quality
of the project.

Postponing the implementation until the vulnerability has been fixed is not the best way to
proceed, because it may not be feasible or desirable for the organization. The organization should
consider the business impact and opportunity cost of postponing the implementation, as it may
affect the organization's reputation, revenue, and customer satisfaction. The organization should
also consider the technical feasibility and complexity of fixing the vulnerability, as it may require
significant changes or modifications to the application or the cloud environment. The organization
should not adopt a zero-risk or risk-averse approach, as it may hinder the organization's
innovation and competitiveness. References =

*ISACA, CISM Review Manual, 16th Edition, 2020, pages 97-98, 101-102, 105-106, 109-110.
*ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID

1025.
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NEW QUESTION: 264

HEEERFEAQREATHREMEED, TIHIREZERKENTIERT?

A. FEREMEIRZEIRINGE,

B. £E1TR&EHIIKE,

C. 2R BHM AR MR,

D. A&RE LiafIiTHBINENMNE,

Answer: (SHOW ANSWER)

The primary responsibility of an information security manager in an organization that is

implementing the use of company-owned mobile devices in its operations is to review and update
existing security policies. Security policies are the foundation of an organi-zation's security
program, as they define the goals, objectives, principles, roles, respon-sibilities, and requirements
for protecting information and systems. Security policies should be reviewed and updated
regularly to reflect changes in the organization's envi-ronment, needs, risks, and technologies1.
Implementing the use of company-owned mobile devices in its operations is a significant change
that may introduce new threats and vulnerabilities, as well as new opportunities and benefits, for
the organiza-tion. Therefore, the information security manager should review and update existing
security policies to address the following aspects2:

*The scope, purpose, and ownership of company-owned mobile devices

*The acceptable and unacceptable use of company-owned mobile devices

*The security standards and best practices for company-owned mobile devices

*The roles and responsibilities of users, managers, IT staff, and vendors regarding compa-ny-
owned mobile devices

*The procedures for provisioning, managing, monitoring, and decommissioning company-owned
mobile devices

*The incident response and reporting process for company-owned mobile devices By reviewing
and updating existing security policies, the information security manager can ensure that the
organization's security program is aligned with its business objec-tives and risk appetite, as well
as compliant with applicable laws and regulations. The other options are not the primary
responsibility of an information security manager in an organization that is implementing the use
of company-owned mobile devices in its operations. They are possible actions or controls that
may be derived from or support-ed by the updated security policies. Requiring remote wipe
capabilities for devices is a technical control that can help prevent data loss or theft in case of
device loss or com-promise3. Conducting security awareness training is an administrative control
that can help educate users about the security risks and responsibilities associated with using
company-owned mobile devices. Enforcing passwords and data encryption on the de-vices is a
technical control that can help protect data confidentiality and integrity on company-owned mobile
devices. References:

1: Information Security Policy - NIST 2: Mobile Device Security Policy - SANS 3: Remote Wipe:
What It Is

& How It Works - Lifewire : Security Awareness Training - NIST : Mobile Device Encryption - NIST
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NEW QUESTION: 265

HEEAKBLNEXEEZRAR, LHESFETIH—IE?

A. BRREEFS

B. &FEAOHRA

C. EFAMEER

D. FEEHIZE R

Answer: (SHOW ANSWER)

A privacy statement should inform the users of the website how their personal information will be
collected, used, shared, and protected by the organization. References = CISM Review Manual,
16th Edition, Chapter 4, Section 4.2.1.11

NEW QUESTION: 266

TH— a2 AR FRARRARER KRI) BREZENER?

A. IREFHRBER (ROI)

B. &I ER

C. BEXM

D. EFAARNEZE M

Answer: (SHOW ANSWER)

A key risk indicator (KRI) is a metric that provides an early warning of potential exposure to a risk.
A KRI should be relevant, measurable, timely, and actionable. The most important factor in an
organization's selection of a KRl is the criticality of information, which means that the KRI should
reflect the value and sensitivity of the information assets that are exposed to the risk. For
example, a KRI for data breach risk could be the number of unauthorized access attempts to a
database that contains confidential customer data. The criticality of information helps to prioritize
the risks and focus on the most significant ones. References:
https://www.isaca.org/credentialing/cism https://www.wiley.com/en-us
/CISM+Certified+Information+Security+Manager+Study+Guide-p-9781119801948

NEW QUESTION: 267

T —ERFRHEALTLEBERNAYEREZERK?

A. BEEHER

B. &k

C. EEXH

D. AR

Answer: (SHOW ANSWER)

Management support is the factor that has the greatest influence on the successful
implementation of information security strategy goals. Management support refers to the
commitment and involvement of senior executives and other key stakeholders in defining,
approving, funding, and overseeing the information security strategy. Management support is
essential for aligning the information security strategy with the business objectives, ensuring
adequate resources and budget, fostering a security-aware culture, and enforcing accountability
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and compliance. According to ISACA, management support is one of the critical success factors
for information security governance1. The other options are not factors that influence the
successful implementation of information security strategy goals, but rather outcomes or
components of the information security strategy. Regulatory requirements are external obligations
that the information security strategy must comply with2. Compliance acceptance is the degree to
which the organization adheres to the information security policies and standards3. Budgetary
approval is the process of allocating financial resources for the information security activities and
initiatives4. References: 2: Information Security: Goals, Types and Applications - Exabeam 3:
How to develop a cybersecurity strategy: Step-by-step guide 4: Information Security Goals And
Objectives 1: The Importance of Building an Information Security Strategic Plan

NEW QUESTION: 268

AHESHFRRER, SIFNAEERBUTRREEHETHE

A. FRETPRIERFRE,

B. X EMEAEDO,

C. BREEZ (RPO),

D. HIRKREEA,

Answer: (SHOW ANSWER)

The best approach to developing an incident escalation process is to classify incidents based on

the information assets affected, because this will help to determine the impact and severity of the
incidents, as well as the appropriate response and recovery actions. The information assets
affected by an incident can indicate the potential loss of confidentiality, integrity, or availability of
the information, as well as the legal, regulatory, contractual, or reputational implications. By
classifying incidents based on the information assets affected, the organization can prioritize the
incidents and escalate them to the relevant stakeholders and authorities.

References = CISM Review Manual, 16th Edition, page 2901; A Practical Approach to Incident
Management Escalation2

NEW QUESTION: 269

TS FRAMMBRENATS !

A. RlzEE

B. EXEHE

C. R

D. %4 #E

Answer: (SHOW ANSWER)

A balanced scorecard enables information security governance by providing a framework for

aligning security objectives with business goals and measuring performance against them. The
other choices are not directly related to governance but may be supported by it.

A balanced scorecard is a strategic management tool that describes the cause-and-effect
linkages between four high-level perspectives of strategy and execution: financial, customer,
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internal process, and learning and growth2. It helps organizations communicate and monitor their
vision and strategy across different levels and functions2.

NEW QUESTION: 270
THE-—ERARtBERRRRRssEEEs AT
A. BREMHEEETERRBE,

B. {E/E BRI B 48 (RTO) LL1E/RE5H 4 (RPO) 43,

C. (HAE Bt KA T ERBL A2,

D. FERE K g B P hE,

Answer: (SHOW ANSWER)

NEW QUESTION: 271
TIHH—EHRAERNEEAREHEREREBIELMREERRA?
A. EEBERImE S RMEER,

B. EAMMIMRERA R STAEE LA,

C. T mEBREARHEALLEE,

D. RS HHEFEMEBOETFEZE,

Answer: (SHOW ANSWER)

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
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CISM-CN exam questions have been updated and answers have been corrected get the
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NEW QUESTION: 272

EEBRZOMERNBRETSRMMEBROR, BREARESHBERALMERRONR
EHERRAE?

A. R EA LT EEKEGE I,

B. EREHRIERERAIF RAMELTE,

C. BENGEEEMERER,

D. AR A M ZHTHHEIGE A E]

Answer: (SHOW ANSWER)

NEW QUESTION: 273
AEDNRFAEMEREPHEMPOFIIESE, TIR—REZZEEALTEREENTEREE?
A. RiZHERES BRI R L B O E 77 BUE Sl
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B. B &% /R Bl i sk i E S B E R G

C. FERER T TR FT EFIERE AFEER

D. BRI 17 E s R EBUR BB

Answer: (SHOW ANSWER)

The principle of least privilege-ensuring access is granted only to those whose job functions
require it-is the primary control for securing data, especially in cloud environments.

"Access to information and systems should be based on the principles of least privilege and need
to know, regardless of environment."

- CISM Review Manual 15th Edition, Chapter 3: Information Security Program Development and

Management, Section: Access Control Management ISACA's CISM practice questions
consistently highlight this principle as central to effective cloud security.

NEW QUESTION: 274

TIH—EHIEHEHEBHE TREREIREFIRL AIHEBHRERMTE ?

A. FEEH/EEAR

B. REZESMEE

C. B HLERRNE

D. BHBITHEHNZIEER

Answer: (SHOW ANSWER)

Social engineering is a technique used by attackers to manipulate individuals into divulging

sensitive information or performing actions that can compromise the security of an organization.
Multi-factor authentication (MFA) is a security mechanism that requires users to provide at least
two forms of authentication to verify their identity. By requiring MFA, even if an attacker
successfully obtains a user's credentials through social engineering, they will not be able to
access the network without the additional form of authentication.

NEW QUESTION: 275

THH—IEEREERERAEX R R RANRERE?

A. ERABIREPETE LA,

B. RZ & FHEAIFARRIESD

C. EXFTREMITRAMRE ST,

D. a2 iR EEARALTEER

Answer: (SHOW ANSWER)

Integrating security activities within the development process is the best option to lower the cost

to implement application security controls because it ensures that security is considered and
addressed throughout the software development life cycle (SDLC), from design to deployment,
and reduces the likelihood and impact of security flaws or vulnerabilities that may require costly
fixes or patches later on. Performing security tests in the development environment is not the best
option because it may not detect or prevent all security issues that may arise in different
environments or scenarios. Performing a risk analysis after project completion is not a good
option because it may be too late to identify or mitigate security risks that may have been


https://www.freecram.net/q/62525-5667026/
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introduced during the project. Including standard application security requirements is not a good
option because it may not account for specific or unique security needs or challenges of different
applications or projects. References: https://www.isaca.org/resources/isaca-
journal/issues/2017/volume-2/secure-software- development-lifecycle
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-4/technical-security-
standards-for-information-systems

NEW QUESTION: 276

—RIRLRITRRERETHIRIHEIRKE, RITEZE L -

A. [REEZ L EMREE,

B. IZEFEHMERAREE,

C. FH&EEAFEAER (Pll) REZERRE,

D. FARAZ{EHRES,

Answer: (SHOW ANSWER)

The online bank should first isolate the affected network segment, as this is the most effective

/

way to contain the attack and prevent it from spreading to other parts of the network or
compromising more data or systems.

Isolating the affected network segment also helps to preserve the evidence and facilitate the
investigation and recovery process. Reporting the root cause to the board of directors, assessing
whether personally identifiable information (PIl) is compromised, and shutting down the entire
network are not the first actions that the online bank should take, as they may not be feasible or
appropriate at the time of the attack, and may cause more disruption, confusion, or damage to the
business operations and reputation. References = CISM Review Manual 2023, page 1641; CISM
Review Questions, Answers & Explanations Manual 2023, page 362; ISACA CISM - iSecPrep,
page 213

NEW QUESTION: 277

T —EHERREEARERERREHEEBFTRMNRESRE?

A. OFFEREMIER (KPI) ERR

B. {17 E £ 1HFAMIRA R AR (KRI)

C. ExHZEH| B HEFT{E (CSA) ER

D. E0E L &£ &K

Answer: (SHOW ANSWER)

Security-related KRIs are metrics that measure the effectiveness of the information security
profile in achieving the business objectives and managing the risks. Reviewing security-related
KRIs can help to determine if the information security profile is aligned with business
requirements, as they reflect the security performance and outcomes that are relevant for the
business. Reviewing other options, such as KPIs, CSAs, or audits, may provide some insights
into the security status, but they are not the best way to assess the alignment with business
requirements, as they may not capture the business context and goals adequately.
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References:

* https://www.nist.gov/cyberframework/examples-framework-profiles

* https://www.isaca.org/resources/isaca-journal/issues/2019/volume-5/accountability-for-
information- security-roles-and-responsibilities-part-1

* https://www.isaca.org/resources/isaca-journal/issues/2017/volume-4/enterprise-security-
architecturea- top-down-approach

NEW QUESTION: 278

FEIHRMIRES, TIHIH—EEAREEHROFTRERIIRE?
A. FEEES

B. E8mME

C. FE£EHAR

D. Bifar) % O

Answer: (SHOW ANSWER)

NEW QUESTION: 279

TR —IERE AL R BN EF BRI RN EARESHRREENTH A ?

A. ETEFHRIRIE,

B. ¥ G EE,

C. BAMEENL,

D. Bt EBIALE,

Answer: (SHOW ANSWER)

When responding to a major security incident that could disrupt the business, the information
security manager's most important course of action is to follow the escalation process. The
escalation process is a predefined set of steps and procedures that define who should be notified,
when, how, and with what information in the event of a security incident. The escalation process

helps to ensure that the appropriate stakeholders, such as senior management, business units,
legal counsel, public relations, and external parties, are informed and involved in the incident
response process. The escalation process also helps to coordinate the actions and decisions of
the incident response team and the business continuity team, and to align the incident response
objectives with the business priorities and goals. The escalation process should be documented
and communicated as part of the incident response plan, and should be reviewed and updated
regularly to reflect the changes in the organization's structure, roles, and responsibilities.
References =

CISM Review Manual 15th Edition, page 1631

CISM 2020: Incident Management and Response, video 32

Incident Response Models3

NEW QUESTION: 280 _
EENIARE LN SEEE R SR GeEER TS i TRu SRR -
A. REREE TR
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B. 2FHERSHEBEER,

C. ARz EERE,

D. REFAOEBEESHAZIFRARTEFL,
Answer: (SHOW ANSWER)

NEW QUESTION: 281

AREREEZRGREIER, TIHH-—EHIREEMNEE"

A. B EOMBA

B. ZB5M R AR TR TRAG R A

C. FEHE K (ALE)

D. FRAER

Answer: (SHOW ANSWER)

= Annual loss expectancy (ALE) is the most important criterion when deciding whether to accept
residual risk, because it represents the expected monetary loss for an asset due to a risk over a
one-year period. ALE is calculated by multiplying the annual rate of occurrence (ARO) of a risk
event by the single loss expectancy (SLE) of the asset. ARO is the estimated frequency of a risk
event occurring within a one-year period, and SLE is the estimated cost of a single occurrence of
a risk event. ALE helps to compare the cost and benefit of different risk responses, such as
avoidance, mitigation, transfer, or acceptance. Risk acceptance is appropriate when the ALE is
lower than the cost of other risk responses, or when the risk is unavoidable or acceptable within
the organization's risk appetite and tolerance. ALE also helps to prioritize the risks that need more
attention and resources.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk Management,
Section: Risk Assessment, page 831; CISM Review Questions, Answers & Explanations Manual,
10th Edition, Question

22, page 242

NEW QUESTION: 282

HREEOMOR, THIHM-—EHIREEMEERR?

A. EOREKHRAE

B. £ 55/ AI

C. RIgE R A

D. BEMEBEX

Answer: (SHOW ANSWER)

Potential business loss is the most important factor to consider when determining asset valuation,

as it reflects the impact of losing or compromising the asset on the organization's objectives and
operations. Asset recovery cost, asset classification level, and cost of insurance premiums are
also relevant, but not as important as potential business loss, as they do not capture the full value
of the asset to the organization. References = CISM Review Manual 2023, page 461; CISM
Review Questions, Answers & Explanations Manual 2023, page 292
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NEW QUESTION: 283

TN —EEENE I THRAEARERTEFARNAEL?

A. EEHEHHERBERRICERIE,

B. Z REIBMERALTEEHIEI,

C.5EIHZERENE,

D. B ORAFEEEARERE,

Answer: (SHOW ANSWER)

The most effective way to help staff members understand their responsibilities for information

security is to require them to participate in information security awareness training. Information
security awareness training is a program that educates and motivates the staff members about
the importance, benefits, and principles of information security, and the roles and responsibilities
that they have in protecting the information assets and resources of the organization. Information
security awareness training also provides the staff members with the necessary knowledge, skills,
and tools to comply with the information security policies, procedures, and standards of the
organization, and to prevent, detect, and report any information security incidents or issues.
Information security awareness training also helps to create and maintain a positive and proactive
information security culture among the staff members, and to increase their confidence and
competence in performing their information security duties.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security Governance,
Section:

Information Security Culture, page 281; CISM Review Manual, 16th Edition, Chapter 3:
Information Security Program Development and Management, Section: Information Security
Awareness, Training and Education, pages 197-1982.

NEW QUESTION: 284

BEAREREFHE=-ARRHEETETTAEORZE (SOW), TIM—ERRETHA
A. it R SR EERE,

B. ML A B EIFHREE,

C. OB &HEHHA,

D. EMh BB EIRRE,

Answer: D (LEAVE A REPLY)

The first course of action when the information security manager becomes aware that a third-

v

?

party provider is not in compliance with the SOW is to assess the extent of the issue, which
means determining the nature, scope, and impact of the non-compliance on the security of the
enterprise's data and systems. The assessment should also identify the root cause of the non-
compliance and the possible remediation actions. The assessment will help the information
security manager to decide the next steps, such as notifying senior management, reporting the
issue to legal personnel, initiating contract renegotiation, or terminating the contract.
References = Ensuring Vendor Compliance and Third-Party Risk Mitigation, A Risk-Based
Management Approach to Third-Party Data Security, Risk and Compliance
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NEW QUESTION: 285

TIHH—EEEAL R ERERSHBENAREHEFRNENRESRE?

A EEARRLT WAL ZFERIEE,

B. B 1T BAeER M S /EMEE 2 HIl4E T,

C. E#EIZHIREFAEEALTEEK,

D. 45 IT BiFM BB LLER BB L T 2 E,

Answer: (SHOW ANSWER)

The best way for an information security manager to improve the effectiveness of an

organization's information security program is to collaborate with business and IT functions in
determining controls.

Collaboration is a key factor for ensuring that the information security program is aligned with the
organization's business objectives, risk appetite, and security strategy, and that it supports the
business processes and activities. Collaboration also helps to gain the buy-in, involvement, and
ownership of the business and IT functions, who are the primary stakeholders and users of the
information security program.

Collaboration also facilitates the communication, coordination, and integration of the information
security program across the organization, and enables the information security manager to
understand the needs, expectations, and challenges of the business and IT functions, and to
propose the most appropriate and effective security controls and solutions.

Focusing on addressing conflicts between security and performance (A) is a possible way to
improve the effectiveness of an information security program, but not the best one. Security and
performance are often competing or conflicting goals, as security controls may introduce
overhead, complexity, or delays that affect the efficiency, usability, or availability of the systems or
processes. Addressing these conflicts may help to optimize the balance and trade-off between
security and performance, and to enhance the user satisfaction and acceptance of the security
controls. However, focusing on addressing conflicts between security and performance does not
necessarily improve the alignment, integration, or communication of the information security
program with the business and IT functions, nor does it ensure the involvement or ownership of
the stakeholders.

Including information security requirements in the change control process is also a possible way
to improve the effectiveness of an information security program, but not the best one. The change
control process is a process that manages the initiation, approval, implementation, and review of
changes to the systems or processes, such as enhancements, updates, or fixes. Including
information security requirements in the change control process may help to ensure that the
changes do not introduce new or increased security risks or impacts, and that they comply with
the security policies, standards, and procedures. However, including information security
requirements in the change control process does not necessarily improve the collaboration,
communication, or coordination of the information security program with the business and IT
functions, nor does it ensure the buy-in or involvement of the stakeholders.


https://www.freecram.net/q/62525-5667038/

Obtaining assistance from IT to implement automated security controls (D) is also a possible way
to improve the effectiveness of an information security program, but not the best one. Automated
security controls are security controls that are implemented by using software, hardware, or other
technologies, such as encryption, firewalls, or antivirus, to perform security functions or tasks
without human intervention. Obtaining assistance from IT to implement automated security
controls may help to improve the efficiency, consistency, or reliability of the security controls, and
to reduce the human errors, negligence, or malicious actions. However, obtaining assistance from
IT to implement automated security controls does not necessarily improve the collaboration,
communication, or integration of the information security program with the business and IT
functions, nor does it ensure the ownership or involvement of the stakeholders.

References = CISM Review Manual, 16th Edition, Chapter 1: Information Security Governance,
Section:

Information Security Strategy Development, Subsection: Collaboration, page 24-251

NEW QUESTION: 286

—EHEHEEF K E—En R H T, ABECIETEFNREERAOMNEERRAR

A HEERERE,

B. sMLB AL M EENREN,

C. ERFFEBIFRIRE,

D. FHh R £ REFIZZE,

Answer: (SHOW ANSWER)

Information security due diligence is the process of assessing the current state of information

security in an organization, identifying any gaps, risks, or vulnerabilities, and estimating the costs
and efforts required to remediate them. Performing information security due diligence prior to
making the purchase is important to determine the security exposures that may affect the value,
reputation, or liability of the organization, as well as the feasibility and compatibility of integrating
the security systems and processes of the two organizations.

References = CISM Review Manual 2022, page 361; CISM Exam Content Outline, Domain 1,
Task 1.22; Information Security Due Diligence Questionnair
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NEW QUESTION: 287
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£ Web FEREEXMNE B ADIGEEN TR FERINGES TENE=ARBEHEE THH—ER
EEEHRSCERBAOMMEE?

A FEREARERAZEEARBE

B. FEAREXELE T [EH M FER =S

C. X MERE —RiERED

D. FaaflETERRARSFNE SRR E

Answer: (SHOW ANSWER)

Server-based malware protection is not enforced is the issue that would be of GREATEST
concern to an information security manager, as it exposes the web-based application and its data

to potential threats from malicious software that can compromise the confidentiality, integrity, and
availability of the information.

Server-based malware protection is a security control that monitors and blocks malicious activities
on the server where the application runs, such as viruses, worms, trojans, ransomware, etc.
Without server-based malware protection, the web-based application may be vulnerable to
attacks that can damage or destroy the data stored on the server, or disrupt the normal
functioning of the application. The other issues are also important, but not as critical as server-
based malware protection. The application does not use a secure communications protocol may
expose sensitive data in transit to eavesdropping or interception by unauthorized parties. The
application is configured with restrictive access controls may limit the access rights of legitimate
users to authorized resources, but it does not prevent unauthorized users from accessing them
through other means. The business process has only one level of error checking may result in
incorrect or inconsistent data entry or processing, but it does not guarantee data quality or
accuracy. References = CISM Review Manual, 16th Edition, page 1751; CISM Review Questions,
Answers & Explanations Manual, 10th Edition, page 812

NEW QUESTION: 288

TEIR— I e E R AN E RN EARSERERT) ?
A EBIMNZEEHH=IEM

B. K2 RKBEEHERL

C. R BERBERUERL

D. EREBRIEZBEIEM

Answer: (SHOW ANSWER)

NEW QUESTION: 289
THM—IRR M THTE IT RRATEREFRWRERA ?
A.BEONEE

B. TR 4
C. BN
D. O&FEZIER
Answer: (SHOW ANSWER)
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NEW QUESTION: 290

EHELUTERE , 3ENRESSBY A acrallV ™"

A. FTRMRENAG LR,

B. T RIRIEERETH,

C. FEHTELREMERR,

D. B4R 25 H,

Answer: (SHOW ANSWER)

= Penetration testing is most appropriate when a new system is about to go live, because it is a
method of evaluating the security of a system by simulating an attack from a malicious source.
Penetration testing can help to identify and exploit vulnerabilities, assess the impact and risk of a
breach, and provide recommendations for remediation and improvement. Penetration testing can
also help to validate the effectiveness of the security controls and policies implemented for the
new system, and ensure compliance with relevant standards and regulations. Penetration testing
is usually performed after the system has undergone other types of testing, such as functional,
performance, and usability testing, and before the system is deployed to the production
environment. Penetration testing is not as appropriate when a new system is being designed,
because the system is still in the early stages of development and may not have all the features
and functionalities implemented. Penetration testing at this stage may not provide a realistic or
comprehensive assessment of the system's security, and may cause delays or disruptions in the
development process. Penetration testing is also not as appropriate when a security policy is
being developed, because the policy is a high-level document that defines the goals, objectives,
and principles of information security for the organization. Penetration testing is a technical and
operational activity that tests the implementation and enforcement of the policy, not the policy
itself. Penetration testing is also not as appropriate when a security incident has occurred,
because the incident may have already compromised the system and caused damage or loss.
Penetration testing at this stage may not be able to prevent or mitigate the incident, and may
interfere with the incident response and recovery efforts. Penetration testing after an incident may
be useful for forensic analysis and lessons learned, but it is not the primary or immediate
response to an incident. References = CISM Review Manual, 16th Edition, ISACA, 2021, pages
229-230, 233-234.

NEW QUESTION: 291
THMIEREEREEEATERENSHRERERRTEARENARZNEHRMLE?
A. EHHIREETAS

B. EitHE

C.BERERE

D. EAZEEHHE

Answer: (SHOW ANSWER)

NEW QUESTION: 292
T E R AERE BB E MR BRI R IEBREK ?
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A EBFER

B. X% E 74 (BIA)

C. AFERE XK

D. Alz{R T

Answer: (SHOW ANSWER)

NEW QUESTION: 293

THM—IEEABPIERAREEANIERRE?

A. B8 EER AR

B. E&BE

C. FEfRRAE T

D. HFaHT IR e R b

Answer: (SHOW ANSWER)

The primary reason to assign a risk owner in an organization is to ensure accountability for the

risk and its treatment. A risk owner is a person or entity that has the authority and responsibility to
manage a specific risk and to implement the appropriate risk response actions. By assigning a
risk owner, the organization can ensure that the risk is monitored, reported, and controlled in
accordance with the organization's risk appetite and tolerance.

References: The CISM Review Manual 2023 defines risk owner as "the person or entity with the
accountability and authority to manage a risk" and states that "the risk owner is responsible for
ensuring that the risk is treated in a manner consistent with the enterprise's risk appetite and
tolerance" (p. 93). The CISM Review Questions, Answers & Explanations Manual 2023 also
provides the following rationale for this answer: "To ensure accountability is the correct answer
because it is the primary reason to assign a risk owner in an organization, as it ensures that the
risk and its treatment are managed by a person or entity that has the authority and responsibility
to do so" (p. 29). Additionally, the article Risk Ownership: The First Step of Effective Risk
Management from the ISACA Journal 2019 states that "risk ownership is the first and most
important step of effective risk management" and that "risk ownership ensures that there is clear
accountability and responsibility for each risk and that risk owners are empowered to make risk
decisions and implement risk responses” (p. 1)

NEW QUESTION: 294

B EESEIARTS (SaaS) HEEEBAERITAR, BHREKERSKEEBRENRERS
= FAm—Ia?

A BESEAMERERM,

B. EfthEMtIEREH,

C. #& 1t EABLFERGRIBR R,

D. EFHtIER BT,

Answer: (SHOW ANSWER)
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NEW QUESTION: 295

TIH—HEZREALTE A EERNETERE?

A RitmEcRBT S MR EREMELE,

B. B REEEERBIAE,

C. MR ERFRARTETOEREER,

D. EREREETHBMWEALTERE,

Answer: (SHOW ANSWER)

According to the Certified Information Security Manager (CISM) Study Manual, "The primary
objective of information security governance is to provide a framework for managing and

controlling information security practices and technologies at an enterprise level. Its goal is to
manage and reduce risk through a process of identification, assessment, and management of
those risks." While demonstrating senior management commitment, compliance with industry
best practices, and ensuring user compliance with policies are all important aspects of information
security governance, they are not the primary objective. The primary objective is to manage and
reduce risk by establishing a framework for managing and controlling information security
practices and technologies at an enterprise level.

Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Page 60.

NEW QUESTION: 296
EEHROREEEEHLEFTESEMNFEDOSTR, E4EEEBKERRT SIM—EEE 2
A. FELLEFSEE 4 ETE] (BCP),

B. #&ig@aR0,

C. OE AR,

D. Bt fatd EEBE X,

Answer: (SHOW ANSWER)

NEW QUESTION: 297

EREENARIERRM (IDS) EBKERLUT EHMIGEE -

A EERBITAUSEREISERZBHER

B. EEMRIT AL R XERFHIESTUEREER ER

C. ERHRTALRKEREREERTHNER

D. REEELEHHNKRBEXER

Answer: (SHOW ANSWER)

An anomaly-based intrusion detection system (IDS) operates by gathering data on normal
network behavior and using it as a baseline for measuring abnormal activity. This is important
because it allows the IDS to detect any activity that is outside of the normal range of usage for the
network, which can help to identify potential malicious activity or security threats. Additionally, the
IDS will monitor for any changes in the baseline behavior and alert the administrator if any
irregularities are detected. By contrast, signature-based IDSs operate by gathering attack pattern
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signatures from historical data and comparing them against incoming traffic in order to identify
malicious activity.

NEW QUESTION: 298

T —IEEREFERREAAEALRETERNANETERENRERAE?

A. B EA R A E ET S

B. R251E KPI T

C. EAREERIK

D. ER £ R &M

Answer: (SHOW ANSWER)

An information security dashboard is the most effective way to present quarterly reports to the

board on the status of the information security program, because it provides a concise, visual,
and high-level overview of the key performance indicators (KPIs), metrics, and trends of the
information security program. An information security dashboard can help the board to quickly
and easily understand the current state, progress, and performance of the information security
program, and to identify any gaps, issues, or areas of improvement. An information security
dashboard can also help the board to align the information security program with the
organization's business goals and strategies, and to support the decision-making and oversight
functions of the board.

A capability and maturity assessment is a way of measuring the effectiveness and efficiency of
the information security program, and of identifying the strengths and weaknesses of the
program. However, a capability and maturity assessment is not the most effective way to present
quarterly reports to the board, because it may not provide a clear and timely picture of the status
of the information security program, and it may not reflect the changes and dynamics of the
information security environment. A capability and maturity assessment is more suitable for
periodic or annual reviews, rather than quarterly reports.

A detailed analysis of security program KPls is a way of evaluating the performance and progress
of the information security program, and of determining the extent to which the program meets the
predefined objectives and targets. However, a detailed analysis of security program KPls is not
the most effective way to present quarterly reports to the board, because it may be too technical,
complex, or lengthy for the board to comprehend and appreciate. A detailed analysis of security
program KPls is more suitable for operational or tactical level reporting, rather than strategic level
reporting.

An information security risk register is a tool for recording and tracking the information security
risks that affect the organization, and for documenting the risk assessment, treatment, and
monitoring activities.

However, an information security risk register is not the most effective way to present quarterly
reports to the board, because it may not provide a comprehensive and balanced view of the
information security program, and it may not highlight the achievements and benefits of the
program. An information security risk register is more suitable for risk management or audit
purposes, rather than performance reporting. References =


https://www.freecram.net/q/62525-5667051/

*ISACA, CISM Review Manual, 16th Edition, 2020, pages 47-48, 59-60, 63-64, 67-68.

* ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID

1019.

An information security dashboard is an effective way to present quarterly reports to the board on
the status of the information security program. It allows the board to quickly view key metrics and
trends at a glance and to drill down into more detailed information as needed. The dashboard
should include metrics such as total incidents, patching compliance, vulnerability scanning
results, and more. It should also include high-level overviews of the security program and its
components, such as the security policy, security architecture, and security controls.

NEW QUESTION: 299

THIM—IER R GRAREAREEONET2EFMNEZRE?
A. FEEH AR IR T 2 B KGR

B. RIEEHAEDNRBMNLTLMEB L

C. B ZEHIFH L RBLIREILER

D. R IT RFFHFEEMEZ M

Answer: (SHOW ANSWER)

NEW QUESTION: 300

FEELAZRT ARNT A EANEEL. SREEBER TRAEZ AT THB—ERE 7

A OORHRBEER,

B. EHEHEMEIIGEE,

C. EFEfFEER,

D. OOfmF1EFR RS,

Answer: (SHOW ANSWER)

The next thing that the information security manager should do after identifying a large volume of

old data that appears to be unused is to consult the record retention policy. The record retention
policy is a document that defines the types, formats, and retention periods of data that the
organization needs to keep for legal, regulatory, operational, or historical purposes. By consulting
the record retention policy, the information security manager can determine if the old data is still
required to be stored, archived, or disposed of, and how to do so in a secure and compliant
manner.

References: The CISM Review Manual 2023 states that "the information security manager is
responsible for ensuring that the data lifecycle management process is in alignment with the
organization's record retention policy" and that "the record retention policy defines the types,
formats, and retention periods of data that the organization needs to keep for legal, regulatory,
operational, or historical purposes” (p. 140). The CISM Review Questions, Answers &
Explanations Manual 2023 also provides the following rationale for this answer: "Consult the
record retention policy is the correct answer because it is the next logical step to take after
identifying a large volume of old data that appears to be unused, as it will help the information


https://www.freecram.net/q/62525-5667052/
https://www.freecram.net/q/62525-5667053/

security manager to decide on the appropriate data lifecycle management actions for the old data,
such as storage, archiving, or disposal" (p. 64). Additionally, the article Data Retention Policy:
What It Is and How to Create One from the ISACA Journal 2019 states that "a data retention
policy is a document that outlines the types, formats, and retention periods of data that an
organization needs to keep for various purposes, such as legal compliance, business operations,
or historical records" and that "a data retention policy can help an organization to manage its data
lifecycle, optimize its storage capacity, reduce its costs, and enhance its security and privacy" (p.
1)1.

NEW QUESTION: 301

SHRUTIRRE, EFTERERMERARERE

A. EHI B TREAR G,

B. EfZXEMHEMEEFR,

C. R EMRIBHEE,

D. HEEDHE,

Answer: (SHOW ANSWER)

= Reevaluation of risk is a vital aspect of the risk management process that helps organizations to
identify and analyze new or evolving threats, vulnerabilities, and impacts on their assets, and
implement the necessary controls to mitigate them. Reevaluation of risk is most critical when
there is a change in the threat landscape, which refers to the external and internal factors that
influence the likelihood and severity of potential attacks on the organization's information assets.
A change in the threat landscape may be caused by various factors, such as technological
innovations, geopolitical events, cybercrime trends, regulatory changes, or organizational
changes. A change in the threat landscape may introduce new risks or alter the existing risk
profile of the organization, requiring a reassessment of the risk appetite, tolerance, and strategy.
Reevaluation of risk helps the organization to adapt to the changing threat landscape and ensure
that the information security program remains effective, efficient, and aligned with the business
objectives.

References =

* CISM Review Manual 15th Edition, page 1131

* CISM Domain 2: Information Risk Management (IRM) [2022 update]2

* Reevaluation of Risk | CISM Exam Question Answer | ISACA3

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
CISM-CN exam questions have been updated and answers have been corrected get the
newest ExamDiscuss.com CISM-CN dumps with Test Engine here:
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NEW QUESTION: 302

THM—IEREERENALT e ERARBER —BNRERE?

A BIBEFRELEEERZAE,

B. RALREAERMNAZETEAEORE,

C. FIAEARFHAIREIEEE,

D. AEF eI ERMRTEEHIEI,

Answer: (SHOW ANSWER)

The best way to help ensure alignment of the information security program with organizational
objectives is A: Establish an information security steering committee. This is because an
information security steering committee is a cross-functional group of senior executives and
managers who provide strategic direction, oversight, and support for the information security
program. An information security steering committee can help to ensure that the information
security program is aligned with the organizational objectives by:

Communicating and promoting the vision, mission, and value of information security to the
organization and its stakeholders Defining and approving the information security policies,
standards, and procedures Establishing and monitoring the information security goals, metrics,
and performance indicators Allocating and prioritizing the resources and budget for information
security initiatives and projects Resolving any conflicts or issues that may arise between the
information security function and the business units Reviewing and endorsing the information
security risk assessment and treatment plans Ensuring compliance with the legal, regulatory, and
contractual obligations regarding information security An information security steering committee
is a cross-functional group of senior executives and managers who provide strategic direction,
oversight, and support for the information security program. (From CISM Manual or related
resources) References = CISM Review Manual 15th Edition, Chapter 1, Section 1.2.2, page 20;
CISM Review Questions, Answers & Explanations Manual 9th Edition, Question 9, page 3;
Information Security Governance: Guidance for Boards of Directors and Executive Management,
2nd Edition

NEW QUESTION: 303

HEAFNEIRRBERGA LT EEGR, THH-—EREE?

A. RIBER AR A T RIE R B ERE

B. TR ERBEIIZIRAIESF IT K

C. EEFHRIERKLUARERSMEmERRER 2B BHIE

D. MITEHBZE S (BIA) LUEHIEIRERBATHMER

Answer: (SHOW ANSWER)

The most important factor when designing security controls for new cloud-based services is to

understand the business and IT strategy for moving resources to the cloud. This will help to align


https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/
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the security controls with the business objectives, requirements, and risks, and to select the
appropriate cloud service delivery and deployment models. The security controls should also be
based on the shared responsibility model, which defines the roles and responsibilities of the cloud
service provider and the cloud customer in ensuring the security of the cloud environment.
Evaluating different types of deployment models, defining an incident response policy, and
performing a business impact analysis are also important activities, but they should be done after
understanding the business and IT strategy.

References = CISM Review Manual, 16th Edition eBook1, Chapter 3: Information Security
Program Development and Management, Section: Information Security Program Management,
Subsection: Cloud Computing, Page 141-142.

NEW QUESTION: 304

THEE A B RERE RS EMNTRIRERE?

A. B REIER

B. Elf&E R 153

C. R &5 B HRAIERPE

D. nEERARA

Answer: (SHOW ANSWER)

Assigning a risk owner is the best way to ensure a risk response plan will be developed and
executed in a timely manner, because a risk owner is responsible for monitoring, controlling, and
reporting on the risk, as well as implementing the appropriate risk response actions. A risk owner
should have the authority, accountability, and resources to manage the risk effectively.
Establishing risk metrics, training on risk management procedures, and reporting on documented
deficiencies are all important aspects of risk management, but they do not guarantee that a risk
response plan will be executed promptly and properly. Risk metrics help to measure and
communicate the risk level and performance, but they do not assign any responsibility or action.

Training on risk management procedures helps to increase the awareness and competence of
the staff involved in risk management, but it does not ensure that they will follow the procedures
or have the authority to do so. Reporting on documented deficiencies helps to identify and
communicate the gaps and weaknesses in the risk management process, but it does not provide
any solutions or corrective actions. References = CISM Review Manual, 16th Edition, ISACA,
2021, pages 125-126, 136-

137.

NEW QUESTION: 305
HllE K HERFTE (DRP) RIEBIT T HIMILEATFE 2
A. HIERIEETE,

B. 0T EHREE,

C. ExMEEKAR,

D. fEE B IRFMHE B1E (RTO),
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Answer: (SHOW ANSWER)

= Developing the test plan is the task that should be performed once a disaster recovery plan
(DRP) has been developed. The test plan is a document that describes the objectives, scope,
methods, and procedures for testing the DRP. The test plan should also define the roles and
responsibilities of the test team, the test scenarios and criteria, the test schedule and resources,
and the test reporting and evaluation. The purpose of testing the DRP is to verify its effectiveness,
identify any gaps or weaknesses, and improve its reliability and usability. Testing the DRP also
helps to increase the awareness and readiness of the staff and stakeholders involved in the

disaster recovery process. Analyzing the business impact, defining response team roles, and
identifying recovery time objectives (RTOs) are all tasks that should be performed before
developing the DRP, not after. These tasks are part of the business continuity planning (BCP)
process, which aims to identify the critical business functions and assets, assess the potential
threats and impacts, and determine the recovery strategies and requirements. The DRP is a
subset of the BCP that focuses on restoring the IT systems and services after a disaster.
Therefore, the DRP should be based on the results of the BCP process, and tested after it has
been developed. References = CISM Review Manual 2023, page 218 1; CISM Practice Quiz 2

NEW QUESTION: 306

EREANEZHANRMABREESNEEMER TR R, EAREEEERRTIMERET
gy

A. FERGIEE A BREEMETE,

B. Bt & fEERAR TS (DDoS) #4l ,

C. HMEHREIERKEE,

D. T HHHIEARBEUIEE (KPI),

Answer: (SHOW ANSWER)

A penetration test is a proactive way to identify and remediate security vulnerabilities in a

network. When a penetration test reveals a security exposure due to a firewall that is not
configured correctly, the information security manager's best course of action is to ensure a plan
with milestones is developed to address the issue.

This plan should include the root cause analysis, the corrective actions, the responsible parties,
the deadlines, and the verification methods. This way, the information security manager can
ensure that the security exposure is resolved in a timely and effective manner, and that the
firewall configuration is aligned with the security policy and the business objectives.

References =

CISM Review Manual (Digital Version), page 193: "The information security manager should
ensure that a plan with milestones is developed to address the issues identified during the
penetration test."

NEW QUESTION: 307
HREHSEPRZEENRE, THB-RIRFAEROEE?
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A. RETHREAF T IERE,

B. RIS ABRETRIEHE,

C. FHREXIFEY,

D. HERFHEAIZIRE,

Answer: C (LEAVE A REPLY)

The greatest concern resulting from the lack of severity criteria in incident classification is that
escalation procedures will be ineffective because they rely on severity criteria to determine when

and how to escalate an incident to higher levels of authority or responsibility, and what actions or
resources are required for resolving an incident. Statistical reports will be incorrect is not a great
concern because they do not affect the incident response process directly, but rather provide
information or analysis for improvement or evaluation purposes.

The service desk will be staffed incorrectly is not a great concern because it does not affect the
incident response process directly, but rather affects the availability or efficiency of one of its
components. Timely detection of attacks will be impossible is not a great concern because it does
not depend on severity criteria, but rather on monitoring and alerting mechanisms. References:
https://www.isaca.org/resources/isaca-journal
lissues/2017/volume-5/incident-response-lessons-learned https://www.isaca.org/resources/isaca-
journall/issues

/2018/volume-3/incident-response-lessons-learned

NEW QUESTION: 308
TIfIEREXFEAREHENIRE?
A. BEEEH

B. Rl AR

C. X E DM (BIA)

D. ZES iR

Answer: (SHOW ANSWER)

NEW QUESTION: 309
—REMEBIEBIRE PN THERRER, THM— AR EEREXZEEHRMENER
I 2

A. TEERETFE X

B. #FRERENIE 0 4 HA R

C. EEELHAM

D. ERA&EEYCAIE (UAT) 2

Answer: (SHOW ANSWER)

NEW QUESTION: 310 |
KRESRESHS R, BEAT T B gcralnt-t
A QB ZHENRG

B. REEGES
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C. 1w B4 O HESTLEER

D. BIREE

Answer: (SHOW ANSWER)

The first step when performing triage of a malware incident is to contain the affected system,

which means isolating it from the network and preventing any further communication or data
transfer with the attacker or other compromised systems. Containing the affected system helps to
limit the scope and impact of the incident, preserve the evidence, and prevent the spread of the
malware to other systems.

References = NIST SP 800-61 Revision 2, CISM Review Manual 15th Edition

NEW QUESTION: 311

EfEEh RN BERM T EZERREZHER

A. &5 eTA,

B.EER&HMAT,

C. SRR EERE

D. RERATLUEE

Answer: (SHOW ANSWER)

Ensuring the business can operate is the primary consideration when responding to a

ransomware attack because it helps to minimize the disruption and impact of the attack on the
organization's mission-critical functions and services. Ransomware is a type of malware that
encrypts the files or systems of the victims and demands payment for their decryption.
Ransomware attacks can cause significant operational, financial, and reputational damage to
organizations, especially if they affect their core business processes or customer data.
Therefore, ensuring the business can operate is the primary consideration when responding to a
ransomware attack.

References:

https://www.cisa.gov/stopransomware/ransomware-guide
https://csrc.nist.gov/Projects/ransomware-protection-and-response
https://learn.microsoft.com/en-us/azure/security/fundamentals/ransomware-detect-respond

NEW QUESTION: 312

TIH—EHREAR LK EERFTZANRERFEAAAEEAROMNTIERRE?
A HERZHEZERTEEA

B. Bh 1L A & RE

C. R FE T B

D. Bh b KRG =R FEREFER

Answer: (SHOW ANSWER)

NEW QUESTION: 313
BT EREBELPITTIIMIEIRERFERERNH BB EEERMFE=AERERAEXEREM
J&\fiz ?
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A. ZEEHHEETLTEEK,

B. E#E &M,

C. MR FFm,

D. &R il fE A2 X IR,

Answer: (SHOW ANSWER)

Consulting with the business owner is the FIRST course of action that the information security

manager should take to address the risk associated with a new third-party cloud application that
will not meet organizational security requirements, because it helps to understand the business
needs and expectations for using the application, and to communicate the security risks and
implications. The information security manager and the business owner should work together to
evaluate the trade-offs between the benefits and the risks of the application, and to determine the
best course of action, such as modifying the requirements, finding an alternative solution, or
accepting the risk.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 41: "The information security manager
should consult with the business owners to understand their needs and expectations for using
third-party services, and to communicate the security risks and implications." CISM Review
Manual, 16th Edition, ISACA, 2020, p. 42: "The information security manager and the business
owners should collaborate to evaluate the trade-offs between the benefits and the risks of using
third- party services, and to determine the best course of action, such as modifying the
requirements, finding an alternative solution, or accepting the risk." Best Practices to Manage
Risks in the Cloud - ISACA: "The information security manager should work with the business
owner to define the security requirements for the cloud service, such as data protection, access
control, incident response, and compliance."

NEW QUESTION: 314

EF/NMERFRIFTEFTERT :

A TEBE

B. E¥lERE

C. TEREEF,

D. Emag iz il

Answer: (SHOW ANSWER)

Implementing the principle of least privilege primarily requires the identification of job duties. Job
duties are the specific tasks and responsibilities that an individual performs as part of their role in
the organization. By identifying the job duties, the organization can determine the minimum
access privileges necessary for each individual to perform their assigned function, and nothing
more. This helps to reduce the risk of unauthorized access, misuse, or compromise of information
and resources. The principle of least privilege is a key security principle that states that every
module (such as a user, a process, or a program) must be able to access only the information
and resources that are necessary for its legitimate purpose12.
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The other options are not the primary factors that require identification for implementing the
principle of least privilege. Data owners are the individuals or entities that have the authority and
responsibility to define the classification, usage, and protection of data. Data owners may be
involved in granting or revoking access privileges to data, but they are not the ones who identify
the job duties of the data users. Primary risk factors are the sources or causes of potential harm
or loss to the organization. Primary risk factors may influence the level of access privileges
granted to users, but they are not the ones who define the job duties of the users.
Authentication controls are the mechanisms that verify the identity of users or systems before
granting access to resources. Authentication controls may enforce the principle of least privilege,
but they are not the ones who determine the job duties of the users. References = Principle of
least privilege What Is the Principle of Least Privilege and Why is it Important? - F5 1

4

NEW QUESTION: 315
TEIM—IERESHEIETENERBERILMN ?
A. EHRFERRE MTTR)

B. EREHE EIE RTO)

C. FIZRABRANEEETE

D. B EtEiERF

Answer: (SHOW ANSWER)

NEW QUESTION: 316

—EREETHEE, ERERNAETHB4EREBNTRREREEFRNKESBIE LTS
&, T 5 — I8 2 RHE R RN R RN R ETA 7

A. R HEEME TRUEHIR,

B. HITRIZH & L BRI A M BIERLT,

C. FRAEHEEEME THMEFEH,

D. R EEHMMERE,

Answer: (SHOW ANSWER)

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
CISM-CN exam questions have been updated and answers have been corrected get the
newest ExamDiscuss.com CISM-CN dumps with Test Engine here:
https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/ (1041 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 317
BEBREREMHR, TIHIAEREEMNELIECERETEMERE?
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A FTEEHRE

B. TR &N

C. BITRE NI

D. REER

Answer: (SHOW ANSWER)

The best way to determine corrective actions after a major information security incident is to
conduct a postmortem assessment, which is a systematic and structured review of the incident,
its causes, its impacts, and its lessons learned. A postmortem assessment can help to identify the
root causes of the incident, the strengths and weaknesses of the incident response process, the
gaps and deficiencies in the security controls, and the opportunities for improvement and
remediation. A postmortem assessment can also help to document the recommendations and
action plans for preventing or minimizing the recurrence of similar incidents in the future.
References = CISM Review Manual, 16th Edition eBook1, Chapter 4: Information Security
Incident Management, Section: Incident Response, Subsection: Postincident Activities, Page 211.

NEW QUESTION: 318
TWW—E%TE”:ﬁLﬁéﬁﬂﬂ%ﬁﬁ&ﬁﬁféﬁEMEﬁﬁﬁ%?
A BEE=FHEMEBRAREERE,

B. EOEABUEEMMPANE=ZAEH,

C. HE= A HEBETEAREEH,

D. ERIXEBELERETE,

Answer: (SHOW ANSWER)

NEW QUESTION: 319

BEFReRRAELER TIEZHEE?

A BEIEE

B. AWERBA

C. BEIBHI&L

D. BT

Answer: (SHOW ANSWER)

Reputational damage is often intangible, subjective, and hard to quantify, making it the most
challenging aspect to measure.

"Reputation impact is difficult to quantify and may have long-term effects that are not immediately
apparent.”

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Post-incident
Analysis* ISACA practice questions highlight that reputational damage is uniquely challenging to
measure accurately.

NEW QUESTION: 320 _ _
EEEEfEENTRES  STEcEESEAERET ZLS=tnk -
A. 1R85
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B. IT SRE&EHE

C. #HElnEE

D. HEZES K

Answer: (SHOW ANSWER)

A new security project is more likely to be approved if it aligns with the organization's goals,

objectives, and strategies. This shows that the project supports the business needs and adds
value to the organization. Organizational alignment is one of the key elements of a business case
for information security, as stated in the CISM Review Manual, 16th Edition1, page 41. IT strategy
alignment, threats to the organization, and existing control costs are also important factors to
consider, but they are not as persuasive as organizational alignment in obtaining approval for a
new security project. References = 1: CISM Review Manual, 16th Edition by Isaca (Author) Learn
more:

1. isaca.org2. amazon.com3. gov.uk

NEW QUESTION: 321

TIfRIEREFEARTERBEMALTEHE?

A. TEMNEALREBUEREZE

B. EAXBARNENLRLIEEREE

C. EEMMhAEMENRR

D. SREEEEBHMAZEALERE

Answer: (SHOW ANSWER)

= The best way to enable the integration of information security governance into corporate

governance is to establish an information security steering committee with business
representation. An information security steering committee is a group of senior executives and
managers from different business units and functions who are responsible for overseeing,
directing, and supporting the information security program and strategy of the organization. An
information security steering committee with business representation can enable the integration of
information security governance into corporate governance by providing the following benefits12:
Align the information security objectives and priorities with the business objectives and priorities,
and ensure that the information security program and strategy support and enable the
achievement of the organizational goals and performance.

Communicate and promote the value and importance of information security to the board of
directors, senior management, and other stakeholders, and ensure that information security is
considered and incorporated in the decision making and planning processes of the organization.
Provide guidance and direction to the information security manager and the information security
team, and ensure that they have the necessary authority, resources, and support to implement
and maintain the information security program and strategy effectively and efficiently.

Monitor and evaluate the performance and outcomes of the information security program and
strategy, and ensure that they are aligned with the expectations and requirements of the
organization and its stakeholders, as well as the relevant laws, regulations, standards, and best
practices.


https://www.freecram.net/q/62525-5667073/
https://www.freecram.net/q/62525-5667074/

Identify and address the issues, challenges, and opportunities related to information security, and
ensure that the information security program and strategy are continuously improved and updated
to reflect the changes and developments in the internal and external environment.

The other options are not the best way to enable the integration of information security
governance into corporate governance, as they are less comprehensive, effective, or influential
than establishing an information security steering committee with business representation. Well-
documented information security policies and standards are important components of the
information security program and strategy, but they are not sufficient to enable the integration of
information security governance into corporate governance, as they may not reflect or align with
the business needs, priorities, or expectations, and they may not be communicated, implemented,
or enforced properly or consistently across the organization. Clear lines of authority across the
organization are important factors for the information security governance structure, but they are
not sufficient to enable the integration of information security governance into corporate
governance, as they may not ensure the involvement, participation, or support of the senior
executives, managers, and other stakeholders who are responsible for or affected by information
security. Senior management approval of the information security strategy is an important
outcome of the information security governance process, but it is not sufficient to enable the
integration of information security governance into corporate governance, as it may not ensure
the alignment, communication, or monitoring of the information security strategy with the business
strategy, and it may not ensure the accountability, responsibility, or authority of the information
security manager and the information security team12. References = CISM Domain 1:
Information Security Governance (ISG) [2022 update], Information Security Governance for CISM
| Pluralsight, Aligning Information Security with Business Strategy - ISACA, Aligning Information
Security with Business Objectives - ISACA

NEW QUESTION: 322

EAEBRIEEAREEREE, TN EHEZZEREENEZEERR?

A. BiifEd e iEOER £ REEHEK,

B. KRBEEH—RX,

C. EfEEBXFELHR,

D. EEBEREITERETERRE—,

Answer: (SHOW ANSWER)

The most important consideration when establishing information security policies for an

organization is to ensure that senior management supports the policies. Senior management
support is essential for the successful implementation and enforcement of information security
policies, as it demonstrates the commitment and accountability of the organization's leadership to
information security. Senior management support also helps to allocate adequate resources,
establish clear roles and responsibilities, and promote a security-aware culture within the
organization. Without senior management support, information security policies may not be
aligned with the organization's goals and objectives, may not be communicated and disseminated
effectively, and may not be followed or enforced consistently.


https://www.freecram.net/q/62525-5667075/

Job descriptions that include requirements to read security policies are a way of ensuring that
employees are aware of their security obligations, but they are not the most important
consideration when establishing information security policies. The policies should be relevant and
applicable to the employees' roles and functions, and should be reinforced by regular training and
awareness programs.

The policies should be updated periodically to reflect the changes in the organization's
environment, risks, and requirements, but updating them annually may not be sufficient or
necessary. The frequency of updating the policies should depend on the nature and impact of the
changes, and should be determined by a defined policy review process.

The policies should be aligned with industry best practices, standards, and frameworks, but this is
not the most important consideration when establishing information security policies. The policies
should also be customized and tailored to the organization's specific context, needs, and
expectations, and should be consistent with the organization's vision, mission, and values.
References =

* ISACA, CISM Review Manual, 16th Edition, 2020, pages 37-38.

* ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020,
question ID

1009.

NEW QUESTION: 323

THREREEEREA LT 2AHE '\E;“‘EE—E&’?

A BFEITRREOMNTEEERZEE

B. —HHAREEAE

C. BRI S M

D. X EHMEE/INAAHMES

Answer: (SHOW ANSWER)

The best way to ensure information security governance is aligned with corporate governance is
to integrate security reporting into corporate reporting. This will enable the board and senior
management to oversee and monitor the performance and effectiveness of the information
security program, as well as the alignment of information security objectives and strategies with
business goals and risk appetite. Security reporting should provide relevant, timely, accurate, and
actionable information to support decision making and accountability. The other options are
important components of information security governance, but they do not ensure alignment with
corporate governance by themselves. References = CISM Review Manual 15th Edition, page
411; CISM Review Questions, Answers & Explanations Database - 12 Month Subscription,
Question ID: 1027

NEW QUESTION: 324

EEFRED, BEUEFREEABRLTEFETE, FAHTERNINEERE
HERGBLLEE ZH, REEMNREALT KBRS

A. (£ B AT F1ZEEE R T £ RIE,
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B. EEAZEESNAXIMOREERR,

C. B EMATRMMRFER,

D. BRI LUERIIEEE OMET,

Answer: (SHOW ANSWER)

Before relying on a vendor's certification for international security standards, such as ISO/IEC

27001, it is most important that the information security manager confirms that the certification
scope is relevant to the service being offered. The certification scope defines the boundaries and
applicability of the information security management system (ISMS) that the vendor has
implemented and audited. The scope should cover the processes, activities, assets, and locations
that are involved in delivering the service to the client. If the scope is too narrow, too broad, or not
aligned with the service, the certification may not provide sufficient assurance of the vendor's
security capability and performance.

The current international standard was used to assess security processes (A) is an important
factor, but not the most important one. The information security manager should verify that the
vendor's certification is based on the latest version of the standard, which reflects the current best
practices and requirements for information security. However, the standard itself is generic and
adaptable, and does not prescribe specific security controls or solutions. Therefore, the
certification does not guarantee that the vendor has implemented the most appropriate or
effective security processes for the service being offered.

The certification will remain current through the life of the contract (B) is also an important factor,
but not the most important one. The information security manager should ensure that the vendor's
certification is valid and up to date, and that the vendor maintains its compliance with the
standard throughout the contract period.

However, the certification is not a one-time event, but a continuous process that requires periodic
surveillance audits and recertification every three years. Therefore, the certification does not
ensure that the vendor's security capability and performance will remain consistent or satisfactory
for the duration of the contract.

The certification can be extended to cover the client's business (D) is not a relevant factor, as the
certification is specific to the vendor's ISMS and does not apply to the client's business. The
information security manager should not rely on the vendor's certification to substitute or
supplement the client's own security policies, standards, or controls. The information security
manager should conduct a due diligence and risk assessment of the vendor, and establish a clear
and comprehensive service level agreement (SLA) that defines the security roles, responsibilities,
expectations, and metrics for both parties.

References = CISM Review Manual, 16th Edition, Chapter 3: Information Security Program
Development and Management, Section: Information Security Program Management,
Subsection: Procurement and Vendor Management, page 142-1431

NEW QUESTION: 325
FHRIEEXERERAREX CHKE, ETREZIITTIIMEIRE?
A R EE 2R FEIGE ATERAKRE
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B. 2 EEARE X ETRRRETE

C. FERFERNBMBEEERE,

D. i 2R E B R B X A HERED 7 Pt

Answer: (SHOW ANSWER)

The next thing an incident response team should do after establishing that an application has
been breached is to isolate the impacted systems from the rest of the network, which means
disconnecting them from the internet or other network connections to prevent further spread of
the attack or data exfiltration. Isolating the impacted systems can help to contain the breach and
limit its impact on the organization. The other options, such as maintaining the affected systems
in a forensically acceptable state, conducting a risk assessment, or informing senior
management, may be done later in the incident response process, after isolating the impacted
systems. References:

https://www.crowdstrike.com/cybersecurity-101/incident-response/
https://learn.microsoft.com/en-us/security/operations/incident-response-playbooks
https://www.invicti.com/blog/web-security/incident-response-steps-web-application-security/

NEW QUESTION: 326

T A — IR A] L& fR IR B TE R RIR MR TR RS R R EFIRMRERA 2

A. BTG

B. X757 E 747 (BIA)

C. 2EAIEKER

D. FiFlfFaiaR

Answer: (SHOW ANSWER)

Risk assessment is the BEST input to a business case for a technical solution to address

potential system vulnerabilities, because it helps to identify and prioritize the most critical risks
that the solution should mitigate or reduce. Risk assessment also helps to evaluate the costs and
benefits of the solution in terms of reducing the likelihood and impact of potential threats and
incidents.

References =

CISM Review Manual, 16th Edition, ISACA, 2020, p. 47: "Risk assessment is the process of
identifying and analyzing information security risks and determining their potential impact on the
enterprise's business objectives." CISM Review Manual, 16th Edition, ISACA, 2020, p. 48: "Risk
assessment provides input to the business case for information security investments by
identifying and prioritizing the most critical risks that need to be addressed and evaluating the
costs and benefits of the proposed solutions."

NEW QUESTION: 327
HREEERALERELRHFEEEE FEIRAT
A XEFREHE,

B. it X EEHAENNIHE,
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C. ®Z£MHANEIR (HR) BREMRFF—EL,

D. B ITRME,

Answer: (SHOW ANSWER)

Comprehensive and Detailed Explanation: Employee accountability is the degree to which
employees are responsible for their actions and outcomes related to information security. It
reflects the extent to which employees understand their roles and responsibilities, follow the
policies and procedures, report incidents and breaches, and comply with legal and regulatory
requirements. Embedding security responsibilities into job descriptions helps to clarify the
expectations and obligations of employees, as well as the consequences of non-compliance or
negligence. It also helps to align the security objectives with the business goals and strategies,
and to foster a culture of security awareness and responsibility.

References: 1: CISM Review Manual, 15th Edition, Chapter 3, Section 3.2.1.2

NEW QUESTION: 328

HEHRBHITHBFAEEERR LBERT, ZMBIAFEEARLRKE, SETREFGE HLZKRE
e, RIRiEZRitEERLT AS1RHE

A EEREE (CRO),

B. EXEREE,

C. BIL&iFHE,

D. 58E,

Answer: (SHOW ANSWER)

Risk acceptance is the decision to accept the level of residual risk after applying security controls,
and to tolerate the potential impact and consequences of a security incident. Approval of risk
acceptance should be provided by business senior management, as they are the owners and
accountable parties of the business processes, activities, and assets that are exposed to the risk.
Business senior management should also have the authority and responsibility to allocate the
resources, personnel, and budget to implement and monitor the risk acceptance decision, and to
report and escalate the risk acceptance status to the board of directors or the executive
management.

The chief risk officer (CRO) (A) is a senior executive who oversees the organization's risk
management function, and provides guidance, direction, and support for the identification,

assessment, treatment, and monitoring of risks across the organization. The CRO may be
involved in the risk acceptance process, such as by reviewing, endorsing, or advising the risk
acceptance decision, but the CRO is not the ultimate approver of risk acceptance, as the CRO is
not the owner or accountable party of the business processes, activities, and assets that are
exposed to the risk.

The information security manager is the manager who leads and coordinates the information
security function, and provides guidance, direction, and support for the development,
implementation, and maintenance of the information security program and activities. The
information security manager may be involved in the risk acceptance process, such as by


https://www.freecram.net/q/62525-5667080/
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conducting the risk assessment, recommending the risk treatment options, or documenting the
risk acceptance decision, but the information security manager is not the ultimate approver of risk
acceptance, as the information security manager is not the owner or accountable party of the
business processes, activities, and assets that are exposed to the risk.

The compliance officer (D) is the officer who oversees the organization's compliance function,
and provides guidance, direction, and support for the identification, assessment, implementation,
and monitoring of the compliance requirements and obligations across the organization. The
compliance officer may be involved in the risk acceptance process, such as by verifying,
validating, or advising the risk acceptance decision, but the compliance officer is not the ultimate
approver of risk acceptance, as the compliance officer is not the owner or accountable party of
the business processes, activities, and assets that are exposed to the risk.

References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk Management,
Section: Risk Treatment, Subsection: Risk Acceptance, page 95-961

NEW QUESTION: 329

BERREFFREARRARFRE, THH—E

A ERRMAFRRERTIRENSETENR,

B. EHIEFHMITRIE 24T,

C. ABERENEREFTA

D. B E TSR EERR,

Answer: (SHOW ANSWER)

An email digital signature will verify to recipient the integrity of an email message because it
ensures that the message has not been altered or tampered with during transit, and confirms that
the message originated from the sender and not an imposter. An email digital signature will not

protect the confidentiality of an email message because it does not encrypt or hide the message
content from unauthorized parties. An email digital signature will not automatically correct
unauthorized modification of an email message because it does not change or restore the
message content if it has been altered or tampered with. An email digital signature will not
prevent unauthorized modification of an email message because it does not block or stop any
attempts to alter or tamper with the message content. References:
https://support.microsoft.com/en-us/office/secure- messages-by-using-a-digital-
signature-549ca2f1-a68f-4366-85fa-b3f4b5856fc6 https://www.techtarget.com
/searchsecurity/definition/digital-signature

NEW QUESTION: 330
THB—ESEg RSk enEr e SsaEalll-
A RN REEENRE

B. [F{EIZEH|E# %

C. BB EEAIEE N

D. BE{EHH% =P

Answer: (SHOW ANSWER)

LR
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The reduction of organizational risk is the desired outcome that best supports a decision to invest
in a new security initiative. The organizational risk is the level of exposure or uncertainty that the
organization faces in achieving its objectives. The organizational risk is influenced by various
factors, such as the threat landscape, the vulnerability of the assets, the impact of the incidents,
and the effectiveness of the controls. The information security manager should evaluate the
organizational risk and propose security initiatives that can reduce the risk to an acceptable level.
The security initiatives should be aligned with the business goals, the risk appetite, and the
available resources of the organization. The security initiatives should also provide a positive
return on investment (ROI) or value for money (VFM) for the organization. The reduction of
organizational risk is the ultimate goal and benefit of any security initiative, as it enhances the
security posture, performance, and resilience of the organization. Enhanced security monitoring
and reporting, reduced control complexity, and enhanced threat detection capability are all
possible outcomes of security initiatives, but they are not the best ones to support a decision to
invest in a new security initiative. These outcomes are more specific and technical, and they may
not directly relate to the business objectives or the risk appetite of the organization. These
outcomes are also intermediate or enabling, rather than final or ultimate, as they may not
necessarily lead to the reduction of organizational risk. For example, enhanced security
monitoring and reporting may improve the visibility and awareness of the security status, but it
may not prevent or mitigate the incidents. Reduced control complexity may simplify the security
management and maintenance, but it may not address the emerging or evolving threats.
Enhanced threat detection capability may increase the speed and accuracy of identifying the
attacks, but it may not reduce the impact or the likelihood of the attacks. Therefore, the reduction
of organizational risk is the best outcome to support a decision to invest in a new security
initiative, as it demonstrates the value and effectiveness of the security initiative for the
organization. References = CISM Review Manual 2023, page 40 1; CISM Practice Quiz 2

NEW QUESTION: 331

THM—EAGREFERBOMNTEXE?

A. BEREEFAZREE (CISO)

B. & (CIO)

C. #17&k CEO)

D. &:&E & (COO)

Answer: (SHOW ANSWER)

The CEO is the best able to influence the security culture within an organization because the

CEO sets the tone and direction for the organization and has the authority and responsibility to
ensure that the organization' s objectives are aligned with its strategy. The CEO can also
communicate the importance and value of information security to all stakeholders and foster a
culture of security awareness and accountability. The CISO, CIO and COO are important roles in
information security management, but they do not have the same level of influence and authority
as the CEO. References = CISM Review Manual, 16th Edition, page 221; CISM Exam Content
Outline, Domain 1, Task 12 The Chief Information Security Officer (CISO) is responsible for
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leading and coordinating an organization's information security program, and as such, isin a
prime position to influence the security culture within the organization. The CISO is responsible
for setting policies and standards, educating employees about security risks and best practices,
and ensuring that the organization is taking appropriate measures to mitigate security risks. By
demonstrating a strong commitment to information security, the CISO can help to create a
security- aware culture within the organization.

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
CISM-CN exam questions have been updated and answers have been corrected get the
newest ExamDiscuss.com CISM-CN dumps with Test Engine here:
https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/ (1041 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 332
BEMPETERLUTARRET
A.Z2EEE,

B. EMERE,

C. EHREA,

D. 5EEHEE,

Answer: (SHOW ANSWER)

NEW QUESTION: 333

TSI — I8 2 5T Ed {3 A ERAS BN AR TS (SaaS) IERHRAM RIS RE AL ?

A BEEHNIEEALEENALTEEKRK,

B. MitfEEFEREOBE,

C. FtEETREAREME,

D. R St FER BT FI G ISR,

Answer: (SHOW ANSWER)

Reviewing the results of the vendor's independent control reports is the best way to assess the
risk associated with using a SaaS vendor because it provides an objective and reliable evaluation
of the vendor's security controls and practices. Independent control reports, such as SOC 2 or
ISO 27001, are conducted by third-party auditors who verify the vendor's compliance with
industry standards and best practices. These reports can help the customer identify any gaps or
weaknesses in the vendor's security posture and determine the level of assurance and trust they
can place on the vendor.

Verifying that information security requirements are included in the contract is a good practice, but
it does not provide sufficient assurance that the vendor is actually meeting those requirements.
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The contract may also have limitations or exclusions that reduce the customer's rights or
remedies in case of a breach or incident.

Requesting customer references from the vendor is not a reliable way to assess the risk
associated with using a SaaS vendor because the vendor may only provide positive or biased
references that do not reflect the true experience or satisfaction of the customers. Customer
references may also not have the same security needs or expectations as the customer who is
conducting the assessment.

Requiring vendors to complete information security questionnaires is a useful way to gather
information about the vendor's security policies and procedures, but it does not provide enough
evidence or verification that the vendor is actually implementing and maintaining those policies
and procedures. Information security questionnaires are also subject to the vendor's self-reporting
and interpretation, which may not be accurate or consistent. References =

* CISM Review Manual 15th Edition, page 144

* SaaS Security Risk and Challenges - ISACA1

* SaaS Security Checklist & Assessment Questionnaire | LeanlX2

* Risk Assessment Guide for Microsoft Cloud3

NEW QUESTION: 334

T5IfaIE B RERE R K B | BT SE 77 ERARTS 2

A. e[ B

B. EE%

C. Al

D. EREHE B Z (RTO)

Answer: (SHOW ANSWER)

= According to the CISM Review Manual, availability is the degree to which information and
systems are accessible to authorized users in a timely and reliable manner1. Availability ensures

that services are delivered to the users as expected and agreed upon. Nonrepudiation is the
ability to prove the occurrence of a claimed event or action and its originating entities1. It ensures
that the parties involved in a transaction cannot deny their involvement. Authenticity is the quality
or state of being genuine or original, rather than a reproduction or fabrication1. It ensures that the
identity of a subject or resource is valid. Recovery time objective (RTO) is the maximum
acceptable period of time that can elapse before the unavailability of a business function severely
impacts the organization. It is a metric used to measure the recovery capability of a system or
service, not a factor that ensures timely and reliable access to services. References = CISM
Review Manual, 16th Edition, Chapter 2, Information Risk Management, pages 66-67.

NEW QUESTION: 335

BEAREREREFTRMUTRERNZTSBREFAEKRESS, ETREZNITTIIMIERE?
A. SEERRIEEZER,

B. ESUERIM R £ 1L REE,
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C. LT EMIER,

D. ETEALTEEK,

Answer: (SHOW ANSWER)

Assessing the consequences of noncompliance is the next step that should be done after
determining that there are a significant number of exceptions to a newly released industry-
required security standard. The information security manager should evaluate the potential impact
and exposure of the organization due to the noncompliance with the security standard. The
assessment should consider the legal, regulatory, contractual, and reputational implications of the
noncompliance, as well as the likelihood and severity of the incidents or penalties that may result
from the noncompliance. The assessment should also compare the cost and benefit of complying
with the security standard versus accepting the risk of noncompliance. The assessment should
provide the basis for making informed and rational decisions about how to address the
noncompliance issue and prioritize the actions and resources needed to achieve compliance.
Documenting risk acceptances, revising the organization's security policy, and conducting an
information security audit are all possible actions that may be taken to address the
noncompliance issue, but they are not the next steps that should be done. These actions should
be performed after assessing the consequences of noncompliance, and based on the results and
recommendations of the assessment. Documenting risk acceptances may be appropriate if the
organization decides to accept the risk of noncompliance, and if the risk is within the risk appetite
and tolerance of the organization. Revising the organization's security policy may be necessary if
the organization decides to comply with the security standard, and if the policy needs to be
updated to reflect the new requirements and expectations. Conducting an information security
audit may be useful if the organization wants to verify the level of compliance and identify the
gaps and weaknesses in the security controls and processes. Therefore, assessing the
consequences of noncompliance is the next step that should be done after determining that there
are a significant number of exceptions to a newly released industry-required security standard, as
it helps the information security manager to understand the risk and impact of the noncompliance
and to make informed and rational decisions about how to address it. References = CISM Review
Manual

2023, page 43 1; CISM Practice Quiz 2

NEW QUESTION: 336

THM—IEREEELZED T BIA) REFPETHMNREEZERA?

A. {2 BIA RHIE R PR T

B. RETEFNZTRAFRAHEALTEMES

C. HERIRME R A Z 6 R AN K IEAEE A bz

D. RIGE RS MR TERAMNER

Answer: (SHOW ANSWER)

The most important reason to conduct interviews as part of the business impact analysis (BIA)

process is to obtain input from as many relevant stakeholders as possible. A BIA is a process of
identifying and analyzing the potential effects of disruptive events on the organization's critical
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business functions, processes, and resources. A BIA helps to determine the recovery priorities,
objectives, and strategies for the organization's continuity planning. Interviews are one of the
methods to collect data and information for the BIA, and they involve direct and interactive
communication with the stakeholders who are involved in or affected by the business functions,
processes, and resources. By conducting interviews, the information security manager can obtain
input from as many relevant stakeholders as possible, such as business owners, managers,
users, customers, suppliers, regulators, and partners. This can help to ensure that the BIA covers
the full scope and complexity of the organization's business activities, and that the BIA reflects
the accurate, current, and comprehensive views and expectations of the stakeholders. Interviews
can also help to validate, clarify, and supplement the data and information obtained from other
sources, such as surveys, questionnaires, documents, or systems. Interviews can also help to
build rapport, trust, and collaboration among the stakeholders, and to increase their awareness,
involvement, and commitment to the information security and continuity planning.

References = CISM Review Manual, 16th Edition, Chapter 3: Information Security Program
Development and Management, Section: Business Impact Analysis (BIA), pages 178-1801; CISM
Review Questions, Answers & Explanations Manual, 10th Edition, Question 65, page 602.

NEW QUESTION: 337

THH—EHERNEHKBEALTERRMIRERE?

A. BIEHMERART EREHRE,

B. B ENLEIEEEEE,

C. B EHBHMLE I/,

D. BN SHEEEREE,

Answer: (SHOW ANSWER)

= According to the CISM Review Manual (Digital Version), page 9, an information security
steering committee is a group of senior managers from different business units and functions who
provide guidance and oversight for the information security program. An information security
steering committee is the best approach to make strategic information security decisions because
it can:

* Ensure alignment of information security strategy with business objectives and risk appetite1

* Facilitate communication and collaboration among different stakeholders and promote
information security awareness and culture2

* Provide direction and support for information security initiatives and projects3

* Monitor and review the performance and effectiveness of the information security program4

* Resolve conflicts and issues related to information security policies and practices5 Establishing
regular information security status reporting, business unit security working groups, and periodic
senior management meetings are useful activities for information security management, but they
are not sufficient to make strategic information security decisions without the involvement and
guidance of an information security steering committee. References = 1: CISM Review Manual
(Digital Version), page

92:13:24:.35: 4
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An Information Security Steering Committee is a group of stakeholders responsible for providing
governance and guidance to the organization on all matters related to information security. The
committee provides oversight and guidance on security policies, strategies, and technology
implementation. It also ensures that the organization is in compliance with relevant laws and
regulations. Additionally, it serves as a forum for discussing security-related issues and ensures
that security is taken into account when making strategic decisions.

NEW QUESTION: 338

THM— IR SR EMEie Mt EE A RMIBREA 2

A. BLEEERE

B. X5 E 741 (BIA)

C. IR#EE ki E (SLA)

D. X#5:E g 1451 (BCP)

Answer: D (LEAVE A REPLY)

The document that should include contact information for representatives of equipment and
software vendors is the business continuity plan (BCP) because it provides the guidance and
procedures for restoring the organization's critical business functions and operations in the event
of a disruption or disaster, and may require contacting external parties such as vendors for
assistance or support. Information security program charter is not a good document for this
purpose because it does not provide any guidance or procedures for business continuity or
disaster recovery. Business impact analysis (BIA) is not a good document for this purpose
because it does not provide any guidance or procedures for business continuity or disaster
recovery.

Service level agreements (SLAs) are not good documents for this purpose because they do not
provide any guidance or procedures for business continuity or disaster recovery. References:
https://www.isaca.org
/resources/isaca-journal/issues/2017/volume-2/business-continuity-management-lifecycle
https://www.isaca.
org/resources/isaca-journal/issues/2016/volume-4/business-impact-analysis

NEW QUESTION: 339

THM—IER EHEHMEHEBEMKAERXHNTERRE ?

A. EBHEBITREMERBIZER

B. #ELEELER

C. R mEERMERMEER

D. fEREFEERI R A

Answer: (SHOW ANSWER)

The primary reason to regularly update business continuity and disaster recovery documents is to

ensure that the plans and procedures are aligned with the current business needs and objectives,
and that they can effectively support the availability of business operations in the event of a
disaster. Updating the documents also helps to enforce security policy requirements, maintain
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business asset inventories, and ensure audit and compliance requirements are met, but these are
secondary benefits.

References = CISM Review Manual, 16th Edition eBook1, Chapter 9: Business Continuity and
Disaster Recovery, Section: Business Continuity Planning, Subsection: Business Continuity Plan
Maintenance, Page

378.

NEW QUESTION: 340

EESERTEAEREENIERER L Al o

A. B ZRFHREIRENTI,

B. RSIRB R E,

C. LN RXIRBHEAT—E,

D. RHAEEAEBMHEEERE,

Answer: (SHOW ANSWER)

A single point of administration in network monitoring is a centralized system that allows network

administrators to manage and monitor the entire network from one location. A single point of
administration can provide several benefits, such as:

* Promoting efficiency in control of the environment: A single point of administration can simplify
and streamline the network management tasks, such as configuration, troubleshooting,
performance optimization, security updates, backup and recovery, etc. It can also reduce the time
and cost of network maintenance and administration, as well as improve the consistency and
quality of network services.

* Reducing unauthorized access to systems: A single point of administration can enhance the
network security by implementing centralized authentication, authorization and auditing
mechanisms. It can also enforce consistent security policies and standards across the network,
and detect and respond to any unauthorized or malicious activities.

* Preventing inconsistencies in information in the distributed environment: A single point of
administration can ensure the data integrity and availability by synchronizing and replicating the
data across the network nodes. It can also provide a unified view of the network status and
performance, and facilitate the analysis and reporting of network data.

* Allowing administrative staff to make management decisions: A single point of administration
can support the decision-making process by providing relevant and timely information and
feedback to the network administrators. It can also enable the administrators to implement
changes and improvements to the network based on the business needs and objectives.
Therefore, the primary benefit of introducing a single point of administration in network monitoring
is that it promotes efficiency in control of the environment, as it simplifies and streamlines the
network management tasks and improves the network performance and quality. References =
CISM Review Manual, 16th Edition eBook | Digital | English1, Chapter 4: Information Security
Program Development and Management, Section

4.3: Information Security Program Resources, Subsection 4.3.1: Information Security
Infrastructure and Architecture, Page 205.
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NEW QUESTION: 341

TH—IE 2t EE R T RN RAENREER?

A. 5Tk FE R LR B I TR AR AT R O T 1Y e R

B. EtaitER ABRIEMMEF R DLt

C. kR EREETHNETEXMRERT I

D. X &EXERMBKEOMHMERHRE

Answer: (SHOW ANSWER)

The percentage of vendors that are regularly reviewed against defined criteria is the best indicator
of the maturity level of a vendor risk management process, as it reflects the extent to which the
organization has established and implemented a consistent, repeatable, and effective process to
monitor and evaluate the security performance and compliance of its vendors. A high percentage
indicates a mature process that covers all vendors and applies clear and relevant criteria based
on the organization's risk appetite and objectives. A low percentage indicates a less mature
process that may be ad hoc, incomplete, or outdated. (From CISM Review Manual 15th Edition)
References: CISM Review Manual 15th Edition, page 184, section 4.3.3.2.

NEW QUESTION: 342

T —EREEEABNENELTEEH?

A. EgET

B. BNE21E

C. Frigeatz

D. £ L#&HE

Answer: (SHOW ANSWER)

= Continuous monitoring is the process of collecting, analyzing, and reporting on the security
status of an organization's information systems and networks. Continuous monitoring enables an

organization to identify and contain security incidents by providing timely and accurate information
on the security events, alerts, incidents, and threats that may affect the organization. Continuous
monitoring also helps to measure the effectiveness and compliance of the security controls,
policies, and procedures that are implemented to protect the organization's information assets.
Continuous monitoring can be performed using various tools and methods, such as security
information and event management (SIEM) tools, intrusion detection and prevention systems
(IDS/IPS), vulnerability scanners, log analyzers, and audit trails.

References = CISM Manual1, Chapter 6: Incident Response Planning (IRP), Section 6.2:
Continuous Monitoring2

1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles 2: 3

NEW QUESTION: 343

HR R R % Hh (5 FAERBSANAR 7S (SaaS) 2RERAX IT FERBRXMOMAENXIE, FTHWM—EREE
HRRBRRZRENREHMENRARAE?

A. HEFARE BRI EMARBEIRE,
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B. X BEEKIRHEEHEAR IR,

C. M IT EBNMEHMREBERER UL EREETT,

D. 728 SaaS #IERRRB S PRHIMITERE,

Answer: (SHOW ANSWER)

The best way to ensure that information security concerns are considered during the procurement

of SaaS solutions is to integrate information security risk assessments into the procurement
process. This will allow the organization to identify and evaluate the potential security risks and
impacts of using a SaaS provider, and to select the most appropriate solution based on the risk
appetite and tolerance of the organization.

Information security risk assessments should be conducted at the early stages of the
procurement process, before selecting a vendor or signing a contract, and should be updated
periodically throughout the contract lifecycle.

Providing regular information security training to the procurement team (B) is a good practice, but
it may not be sufficient to address the specific security issues and challenges of SaaS solutions.
The procurement team may not have the expertise or the authority to conduct information security
risk assessments or to negotiate security requirements with the vendors.

Inviting IT members into regular procurement team meetings to influence best practice is also a
good practice, but it may not be effective if the IT members are not involved in the actual
procurement process or decision making. The IT members may not have the opportunity or the
influence to conduct information security risk assessments or to ensure that security concerns are
adequately addressed in the procurement contracts.

Enforcing the right to audit in procurement contracts with SaaS vendors (D) is an important
control, but it is not the most effective way to ensure that information security concerns are
considered during the procurement process. The right to audit is a post-contractual measure that
allows the organization to verify the security controls and compliance of the SaaS provider, but it
does not prevent or mitigate the security risks that may arise from using a SaaS solution. The
right to audit should be complemented by information security risk assessments and other
security requirements in the procurement contracts.

References = CISM Review Manual (Digital Version), Chapter 3: Information Security Program
Development and Management, Section: Information Security Program Management,
Subsection:

Procurement and Vendor Management, Page 141-1421

NEW QUESTION: 344
T EREERELE B HEELAMMERSE 2
A EEERBRAE

B. £7%5:& /&4 513 (BCP)

C. EEIMIFHRRE

D. E&MBEERAI

Answer: (SHOW ANSWER)
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= The allocation of resources during a security incident response depends on the defined levels
of severity, which indicate the potential impact and urgency of the incident. The levels of severity
help prioritize the response activities and assign the appropriate roles and responsibilities. Senior
management commitment, a business continuity plan (BCP), and an established escalation
process are important factors for an effective incident response, but they do not directly determine
the allocation of resources. References = CISM Review Manual, 16th Edition, page 3011; CISM
Review Questions, Answers & Explanations Manual, 10th Edition, page 1462 Learn more:

1. isaca.org2. amazon.com3. gov.uk

Defined levels of severity is the best determinant of the allocation of resources during a security
incident response. Having defined levels of severity allows organizations to plan for and allocate
resources for each level of incident, depending on the severity of the incident. This ensures that
the right resources are allocated in a timely manner and that incidents are addressed
appropriately.

NEW QUESTION: 345

ERBNEREETRERER EETIM—EREE"?
A BRESHENAZE

B. EEHASEARE

C. P RHIZEEHESEE

D. EEMEEMAEIES

Answer: (SHOW ANSWER)

NEW QUESTION: 346

THIH—EHEZEERN A ELUBREERANE—L 2

A. InSEEHMIERE,

B. MUITRAK ST,

C. AIEREEBIREREERFEXK,

D. Fta s a1 A R E TR O,

Answer: (SHOW ANSWER)

The first step to gain approval for outsourcing to address a security gap is to perform a cost-

benefit analysis, because it helps to evaluate the feasibility and viability of the outsourcing option
and compare it with other alternatives. A cost-benefit analysis is a method of estimating and
comparing the costs and benefits of a project or a decision, in terms of financial, operational, and
strategic aspects. A cost-benefit analysis can help to:

* ldentify and quantify the expected costs and benefits of outsourcing, such as the initial and
ongoing expenses, the potential savings and revenues, the quality and efficiency of the service,
the risks and opportunities, and the alignment with the business objectives and requirements

* Assess and prioritize the criticality and urgency of the security gap, and the impact and
likelihood of the related threats and vulnerabilities
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* Determine the optimal level and scope of outsourcing, such as the type, duration, and frequency
of the service, the roles and responsibilities of the parties involved, and the performance and
security standards and metrics

* Justify and communicate the rationale and value proposition of outsourcing, and provide
evidence and support for the decision making process

* Establish and document the criteria and process for selecting and evaluating the outsourcing
provider, and the contractual and legal terms and conditions A cost-benefit analysis should be
performed before submitting a funding request to senior management, because it can help to
demonstrate the need and the return on investment of the outsourcing project, and to secure the
budget and the resources. A cost-benefit analysis should also be performed before beginning due
diligence on the outsourcing company, because it can help to narrow down the list of potential
candidates and to focus on the most relevant and suitable ones. Collecting additional metrics may
be a part of the cost-benefit analysis, but it is not the first step, because it requires a clear
definition and understanding of the objectives and scope of the outsourcing project.

References = CISM Review Manual, 16th Edition, ISACA, 2021, pages 173-174, 177-178.

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
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https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/ (1041 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 347
TIHTERERTBESHERAENEIERRE?
A. HEREARR RIREIRIE

B. R E ML HRAE LR

C. HaEFEE R ZR 2 T E 4

D. EREEEEHXEF

Answer: (SHOW ANSWER)

NEW QUESTION: 348
ATEMHEREARSEIGFEREN, HOREZZ
A ETINEALREHER,

B. EXBFRERFE -

C.ENREIAR

D. EMNGEBAMEY

Answer: (SHOW ANSWER)
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"An information security training program should be tailored to the specific roles and
responsibilities of employees. This will help them understand how their actions affect information
security and what they need to do to protect it. A generic training program that is focused on
policy, business processes or recent incidents may not be relevant or effective for all employees."

NEW QUESTION: 349
HATEARIGEEMEZEFTEERAZEREFA R E T AL ?
A SREERE

B. AR £KHE

C. &Eil\lERE

D. 5% HE

Answer: (SHOW ANSWER)

NEW QUESTION: 350

FIB—EALSsERASREREYsEaEraI V- T

A. B E S (BIA)

B. J&\f= & 5C it

C. 2&AIR

D. "R h

Answer: (SHOW ANSWER)

A risk register is a document that records and tracks the information security risks facing an
organization, such as their sources, impacts, likelihoods, responses, and statuses. A risk register
provides the most comprehensive insight into ongoing threats facing an organization, as it covers
both internal and external threats, as well as their current and potential effects on the
organization's assets, processes, and objectives. A risk register also helps to prioritize and
monitor the risk mitigation actions and controls, and to communicate the risk information to

relevant stakeholders. Therefore, option B is the most appropriate answer.

Option A is not the best answer because a business impact analysis (BIA) is a process that
identifies and evaluates the critical business functions, assets, and dependencies of an
organization, and assesses their potential impact in the event of a disruption or loss. A BIA does
not provide a comprehensive insight into ongoing threats facing an organization, as it focuses
more on the consequences of the threats, rather than their sources, likelihoods, or responses. A
BIA is mainly used to support the business continuity and disaster recovery planning, rather than
the information security risk management.

Option C is not the best answer because penetration testing is a method of simulating a malicious
attack on an organization's IT systems or networks, to evaluate their security posture and identify
any vulnerabilities or weaknesses that could be exploited by real attackers. Penetration testing
does not provide a comprehensive insight into ongoing threats facing an organization, as it only
covers a specific scope, target, and scenario, rather than the whole range of threats, sources, and
impacts. Penetration testing is mainly used to validate and improve the technical security controls,
rather than the information security risk management.
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Option D is not the best answer because vulnerability assessment is a process of scanning and
analyzing an organization's IT systems or networks, to detect and report any flaws or gaps that
could pose a security risk.

Vulnerability assessment does not provide a comprehensive insight into ongoing threats facing an
organization, as it only covers the technical aspects of the threats, rather than their business,
legal, or regulatory implications. Vulnerability assessment is mainly used to identify and remediate
the security weaknesses, rather than the information security risk management. References =
CISM Review Manual 15th Edition1, pages 258-259; CISM Review Questions, Answers &
Explanations Database - 12 Month Subscription, QID 306.

A risk register provides the MOST comprehensive insight into ongoing threats facing an
organization. This is because a risk register is a document that records and tracks the identified
risks, their likelihood, impact, mitigation strategies, and status. A risk register helps an
organization to monitor and manage the threats that could affect its objectives, assets, and
operations. A risk register also helps an organization to prioritize its response efforts and allocate
its resources accordingly.

NEW QUESTION: 351

B E = A ERAREENXEZEEREREEONSAMERARER, THIMEZEHERED
RAMEEARSRR ?

A EHEFMESNFE ST EREIFRIESR

B. B {FRAR AMEER (KRI)

C. FHRHtERENLEEFTEFINHEHROA

D. EIRRMEE N 2 FHIBE 7 B

Answer: B (LEAVE A REPLY)

NEW QUESTION: 352

EERTEZELERAEFABFZHRMNBR, RMEIZKTRFEEBREEZEENEEVFENTRE
i, T —IEEZEEALRERENERITHAE"?

A. BREER,

B. BUTIRAKRERRA ST,

C. E1TRMmET(E,

D. EEr#ZMERABER,

Answer: (SHOW ANSWER)

= The information security manager's first course of action in this situation should be to conduct a
risk assessment, which is a process of identifying, analyzing, and evaluating the information
security risks that arise from the violation of the policy prohibiting the use of cameras at the office.
The risk assessment can help to determine the likelihood and impact of the unauthorized or
inappropriate use of the cameras on the smartphones and tablet computers, such as capturing,
transmitting, or disclosing sensitive or confidential information, compromising the privacy or
security of the employees, customers, or partners, or violating the legal or regulatory
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requirements. The risk assessment can also help to identify and prioritize the appropriate risk
treatment options, such as implementing technical, administrative, or physical controls to disable,
restrict, or monitor the camera usage, enforcing the policy compliance and awareness, or revising
the policy to reflect the current business needs and environment. The risk assessment can also
help to communicate and report the risk level and status to the senior management and the
relevant stakeholders, and to provide feedback and recommendations for improvement and
optimization of the policy and the risk management process.

Revising the policy, performing a root cause analysis, and communicating the acceptable use
policy are all possible courses of action that the information security manager can take after
conducting the risk assessment, but they are not the first ones. Revising the policy is a process of
updating and modifying the policy to align with the business objectives and strategy, to address
the changes and challenges in the business and threat environment, and to incorporate the
feedback and suggestions from the risk assessment and the stakeholders.

Performing a root cause analysis is a process of investigating and identifying the underlying
causes and factors that led to the violation of the policy, such as the lack of awareness, training,
or enforcement, the inconsistency or ambiguity of the policy, or the conflict or gap between the
policy and the business requirements or expectations. Communicating the acceptable use policy
is a process of informing and educating the employees and the other users of the smartphones
and tablet computers about the purpose, scope, and content of the policy, the roles and
responsibilities of the users, the benefits and consequences of complying or violating the policy,
and the methods and channels of reporting or resolving any policy issues or incidents.
References = CISM Review Manual 15th Edition, pages 51-531; CISM Practice Quiz, question
1482

NEW QUESTION: 353

ARBEXBHAER THBEENEAEXTZASEEERER, EAXERERZEIITT I
IHigE?

A. IEBEREEIRIE,

B. EHEEEERRIE,

C. EEPEMEE I ImILRE,

D. tA O+ MpRERE,

Answer: (SHOW ANSWER)

An information security manager should first discuss the issue with senior leadership to escalate
the problem and seek their support and guidance. Bypassing the change management process
can introduce significant risks to the organization, such as unauthorized access, data loss,
system instability, or compliance violations.

The information security manager should explain the potential impact and consequences of the
incident, and recommend corrective actions to remediate the situation. The information security
manager should also review the root cause of the incident and identify any gaps or weaknesses
in the existing policies, procedures, or controls that allowed the business unit to implement the
new application without proper authorization, testing, or documentation. The information security
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manager should then revise the procurement process, update the change management process,
or implement other measures to prevent similar incidents from occurring in the future. Removing
the application from production may not be feasible or desirable, depending on the business
needs and the severity of the risks involved. References = CISM Review Manual,

16th Edition, pages 100-1011; CISM Review Questions, Answers & Explanations Manual, 10th
Edition, page

2692

Learn more:

1. isaca.org2. amazon.com3. gov.uk

NEW QUESTION: 354

BRTESREIEXEMEXBHIAZN, TIHREHREALTLELAEREE?

A REHIFTAE

B. E@~FHR

C. R A EKIE

D. I E IR EL

Answer: (SHOW ANSWER)

Information security governance is the process of establishing and maintaining a framework to

provide assurance that information security strategies are aligned with business objectives and
consistent with applicable laws and regulations. In addition to executive sponsorship and
business alignment, a critical factor for effective information security governance is ownership of
security, which means that the roles and responsibilities for information security are clearly
defined and assigned to the appropriate stakeholders, such as business owners, information
owners, information custodians, and users. Ownership of security also implies accountability for
the protection of information assets and the management of security risks.

References: https://www.isaca.org/credentialing/cism
https://www.nist.gov/publications/information-security- handbook-guide-managers

NEW QUESTION: 355

THM—IEH R EGESREEBHARERS AT ERENIERENR?

A. SHERBMTEEIEHLERIERRR

B. R FHFAMBRERELEH LHAKRR

C. FBEAR S HM ML £ EHI B 75 B 1F48k

D. Rt L EHERM A LT 2 BTG

Answer: (SHOW ANSWER)

The most effective way to gain senior management approval of security investments in network
infrastructure is by demonstrating that targeted security controls tie to business objectives.
Security investments should be tied to business objectives and should support the overall goals of
the organization. By demonstrating that the security controls will directly support the
organization's business objectives, senior management will be more likely to approve the

investment.
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According to the Certified Information Security Manager (CISM) Study Manual, "To gain senior
management's approval for investments in security, it is essential to show how the security
controls tie to business objectives and are in support of the overall goals of the organization."
While performing penetration tests against the network, highlighting competitor performance, and
presenting comparable security implementation estimates from vendors are all useful in
presenting the value of security investments, they are not as effective as demonstrating how the
security controls will support the organization's business objectives.

Reference:

Certified Information Security Manager (CISM) Study Manual, 15th Edition, Page 305.

NEW QUESTION: 356
EREEERALEMENRARIFRMOKHEREE DRP),
THIM—IER LR R AT ERIRER 2

A. HE#EAIE

B. ST & F T RIE

C. HEHEIL/ER

D. F4TAIEL

Answer: (SHOW ANSWER)

NEW QUESTION: 357

MR ERENALREERINEANNEREERESR, THIH—IBEEXEE—D?

A FRREEBHEREETEENS, UKHER

B. st EIRE#HKEE (ROI),

C. {2t HR T E IR,

D. FHM&EREHNEHB B,

Answer: (SHOW ANSWER)

The first step when integrating information security into HR management processes is to assess

the business objectives of the processes, which means understanding the purpose, scope, and
expected outcomes of the HR functions and activities, and how they relate to the organization's
strategy and goals. The assessment will help to identify the information security requirements,
risks, and controls that are relevant and applicable to the HR processes, and to align the
information security objectives with the business objectives.

References = CISM Review Manual 15th Edition, CISM: Overview of domains [updated 2022]

NEW QUESTION: 358

ATIERET, MBSEAIREZTETHEEZRMEAR -
A. 8 THEFIFER AT ERIEES,

B. BEZRERXBERBER,

C. TEMRMAREHE THRBMERRIFRLT,

D. B FERMAER T B,
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Answer: (SHOW ANSWER)

An organization is most likely to accept the risk of noncompliance with a new regulatory
requirement when the cost of complying with the regulation exceeds the potential penalties. In
such cases, from a cost-benefit perspective, the organization might find it more economical to

absorb potential fines or penalties rather than implementing costly controls or processes to
comply with the regulation.

"Risk acceptance occurs when the cost of mitigating or transferring the risk exceeds the benefit of
the mitigation. This also applies to regulatory noncompliance if the penalties are less than the
costs of compliance."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Risk Treatment
Options™* ISACA's practice questions highlight that risk acceptance is a legitimate treatment when
costs outweigh potential penalties or impact.

NEW QUESTION: 359

HTHAFTEREAFSENLTERKE, RIFHAER

A ZERzIMEOEAEINZ 2K,

B. ERZERERESINEE,

C. WITRIR DT,

D. EAEKERAEANTEN,

Answer: (SHOW ANSWER)

Performing a vulnerability analysis is the best option to ensure that a new application complies

with information security policy because it helps to identify and evaluate any security flaws or
weaknesses in the application that may expose it to potential threats or attacks, and provide
recommendations or solutions to mitigate them. Reviewing the security of the application before
implementation is not a good option because it may not detect or prevent all security issues that
may arise after implementation or deployment. Integrating security functionality at the
development stage is not a good option because it may not account for all security requirements
or challenges of the application or its environment. Periodically auditing the security of the
application is not a good option because it may not address any security issues that may occur
between audits or after deployment. References: https://www.isaca.org/resources/isaca-
journal/issues/2017/volume-2/secure- software-development-lifecycle
https://www.isaca.org/resources/isaca-journal/issues/2016/volume-4
/integrating-assurance-functions

NEW QUESTION: 360

THB—EREHNEEETSE DM2) SnRETRED!
A. FERRR X AR

B. B rh {7 AR 35

C. M EFRS

D. {7 IR ES

Answer: (SHOW ANSWER)
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NEW QUESTION: 361

—REBEERSEIEEEE, TN - ERENXEeRERNESFEEENERCENRES
i

A. BrZRODFEEEECHNER, UHBERIEEEEL

B. EO&A OfAtL PRSI BIMERALOREE, EERZEEINER

C. #{F—mEANFTERERMSRE HPaERKRBERRIERR

D. iR EREMNEFERAERE A ENEBRLE

Answer: (SHOW ANSWER)

Senior leadership needs to understand how Zero Trust supports risk reduction and business
needs.

Communicating the impact on risk reduction and user experience aligns security initiatives with
business goals.

"Communicating how security initiatives support business objectives and risk reduction is critical
for gaining senior management support.”

- CISM Review Manual 15th Edition, Chapter 1: Information Security Governance, Section:
Business Alignment*

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
CISM-CN exam questions have been updated and answers have been corrected get the
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https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/ (1041 Q&As Dumps,

35%O0FF Special Discount Code: freecram)

NEW QUESTION: 362
T —IEREEERAEUNEAEODERIE?
A. EREBAREPEAEREEKR
B. D HTRERIER
C. #0O&OMEIREFHE B4R (RTO) EK
D. HECF A
Answer: (SHOW ANSWER)
Assigning ownership is the best way to enable an effective information asset classification

process, as it establishes the authority and responsibility for the information asset and its
protection. The owner of the information asset should be involved in the classification process, as
they have the best knowledge of the value, sensitivity, and criticality of the asset, as well as the
impact of its loss or compromise. The owner should also ensure that the asset is properly labeled,
handled, and secured according to its classification level.

(From CISM Review Manual 15th Edition)
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References: CISM Review Manual 15th Edition, page 64, section 2.2.1.2; Information Asset and
Security Classification Procedure1, section 3.1.

NEW QUESTION: 363

ENReRETAMNTIH—EERSs el EERRAED?

A. BERR

B. IR E bz

C. IREHHEN = (ROI)

D. ¥R 5 IR

Answer: (SHOW ANSWER)

Residual risk is the risk that remains after implementing risk mitigation actions. It is the most

valuable component for senior management because it helps them to evaluate the effectiveness
and efficiency of risk management and make informed decisions about risk acceptance, transfer
or avoidance. References = CISM Review Manual, 16th Edition, Chapter 2, Section 2.3.41

NEW QUESTION: 364

EREREIENMBENREFEMWETRER, TIM-—EIREENEZERER?

A. B ERESTEA

B. EAESBEEZMINES

C. A iREEE

D. & TR R MRZ AT DI E RIE

Answer: (SHOW ANSWER)

= When briefing executives about the current state of the information security program, the most

important consideration is to use appropriate language for the target audience. This means
avoiding technical jargon, acronyms, and details that may confuse or bore the executives, and
instead focusing on the business value, risks, and benefits of the information security program.
The other options are not as important or relevant as using appropriate language, although they
may also be useful to include in the briefing. For example, a situational forecast may be helpful to
show the future trends and challenges, but it is not as essential as communicating the current
state clearly and concisely. Similarly, trend charts for metrics and a rating system to demonstrate
program effectiveness may be useful to support the briefing, but they are not as critical as using
language that the executives can understand and relate to. References =

* Information Security Guide for Government Executives, page 7: "Reminding employees of their
responsibilities and demonstrating management's commitment to the security program are key to
maintaining effective security within the constantly changing information security environment.”

* Information security guide for government executives - NIST, page 3: "The executive should
communicate the importance of information security to the organization and its staff, using
language that is meaningful to the target audience."

* Information Security Committee Charter - SecurityStudio, page 1: "The committee also
coordinates and communicates the direction, current state, and oversight of the information
security program."
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NEW QUESTION: 365

BN eREEREREE ITHADRMRFUNEFIEREESFIE  EFSRHKEREFRMEEHNE
BIER, TIHH—IEEZERTAEEN?

A. IRZ R A

B. iR Z E &l

C. B#EXRE

D. HEREA TS

Answer: (SHOW ANSWER)

The greatest concern with the situation of privileged employee access requests to production
servers being approved but not logged is the lack of accountability, which means the inability to

trace or verify the actions and decisions of the privileged users. Lack of accountability can lead to
security risks such as unauthorized changes, data breaches, fraud, or misuse of privileges.
Logging user actions is a key component of privileged access management (PAM), which helps
to monitor, detect, and prevent unauthorized privileged access to critical resources. The other
options, such as lack of availability, improper authorization, or inadequate authentication, are not
directly related to the situation of not logging user actions. References:

* https://www.microsoft.com/en-us/security/business/security-101/what-is-privileged-access-
management-pam

* https://www.ekransystem.com/en/blog/privileged-user-monitoring-best-practices

* https://www.beyondtrust.com/resources/glossary/privileged-access-management-pam

NEW QUESTION: 366

FEEARM/NEEBERAT —MFNEALTELKE, MBEHRRE—GT EIHES2ETRREES . ¥
+EHE BENEEESDBA) NEAEXEEANBE, ETBAHIMTE?

A BEELERBREEE,

B. Bi&EHIEAERETS,

C. Bt |IT EIEEFHMETFE,

D. EXEEHk IT EEEFH,

Answer: (SHOW ANSWER)

NEW QUESTION: 367

T S EEBIRNETEOERREENRT (laaS) B2, TIHWH—IEERHARMNEERR?
A. EHEE R R NHERKEEMEIRGEEMNZEIRESR,

B. M AIREEFERAALE B ol e Z REER,

C.MRBALXLRRA, FHEEREFEZLZIRE]

D. RERBFERERAIGETERA,

Answer: (SHOW ANSWER)

NEW QUESTION: 368
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RAFEAMEEZEBMNRE

A. ERIRAHF A ZAHEERR

B. IR HIERFE

C. 1Rt A A bs R & H R IR AR AR

D. BEIEERR

Answer: (SHOW ANSWER)

The primary purpose of identifying vulnerabilities is to remediate them before they can be
exploited by malicious actors. While risk reporting and prioritization are part of the overall
process, the most immediate goal is remediation.

"Vulnerability assessments identify weaknesses that need to be addressed to reduce risk to
acceptable levels and prevent potential exploits."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Risk Assessment
and Analysis This aligns with ISACA's official practice questions, where vulnerability identification
directly aims to prevent exploitation.

NEW QUESTION: 369

—@ﬁﬁﬂzn— AEHEFHTHEAREBERNGE, EAReRET -SMtTE?

A. ETRMEFTE,

B. m*ljiﬁﬁq{$A1§L ©E,

C. E#rHis R R s S 5o i,

D. #l 7 BURHISFREE,

Answer: (SHOW ANSWER)

Communicating the changes to stakeholders is the next step after updating and publishing the
information security policy and standards, as it ensures that the stakeholders are aware of the
new or revised requirements, expectations and responsibilities, and can provide feedback or raise
concerns if needed. Communication also helps to promote the acceptance and adoption of the
policy and standards, and to reinforce the security culture and awareness within the organization.
(From CISM Review Manual 15th Edition) References: CISM Review Manual 15th Edition, page
183, section 4.3.3.1.

NEW QUESTION: 370

—REWEBNEERBFES TSERR ﬁm%ﬁﬁﬁ HAEEER , BREESWL
# R THIB—E ? iﬁf@%*@
A. iTAiﬁJ‘LB MEE,

mAMEENRE,

C. iﬂ‘tﬂ 38| d: 007

D. Rt Al E BT E

Answer: (SHOW ANSWER)

Comprehensive and Detailed Explanation = The impact on the risk culture is the greatest concern
for the information security manager, because it reflects the attitude and behavior of the
organization towards risk management. If management accepts an operational risk that
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compromises a critical monitoring process, it may indicate a lack of awareness, commitment, or
accountability for risk management. This may erode the trust and confidence of the stakeholders,
regulators, and customers, and expose the organization to further risks. The impact on
compliance risk, the inability to determine short-term impact, and the deviation from risk
management best practices are also important, but they are secondary to the impact on the risk
culture.

References = CISM Review Manual 15th Edition, page 48. CISM Review Questions, Answers &
Explanations Database - 12 Month Subscription, question ID 421.

NEW QUESTION: 371
FEERKESBTEBIERNREREHFRA ZRFREE, BEARERERIEMXH, BE
ERFVMEEHMER, BAZRMHERBESEHTMLHREAFE?

A ETEBE D,

B. B BT LB HIEINEE,

C. EIUBIHEERETE,

D. RIZEALEEEREE,

Answer: (SHOW ANSWER)

NEW QUESTION: 372

T A — BRI e FFE M RIEA MIERIFTE 2

A. BRARRR S

B. S &EO

C. BiZEfE

D. E#4-ECEk

Answer: (SHOW ANSWER)

A post-incident review (PIR) is the process of evaluating the effectiveness of the incident

response after the incident has been resolved. A PIR aims to identify the strengths and
weaknesses of the response process, the root causes and impacts of the incident, the lessons
learned and best practices, and the recommendations and action plans for improvement1. A PIR
can help an organization enhance its incident response capabilities, reduce the likelihood and
severity of future incidents, and increase its resilience and maturity2.

A PIR is the best process to support the evaluation of incident response effectiveness, because it
provides a systematic and comprehensive way to assess the performance and outcomes of the
response process, and to identify and implement the necessary changes and improvements. A
PIR involves collecting and analyzing relevant data and feedback from various sources, such as
incident logs, reports, evidence, metrics, surveys, interviews, and observations. A PIR also
involves comparing the actual response with the expected or planned response, and measuring
the achievement of the response objectives and the satisfaction of the stakeholders3.

A PIR also involves documenting and communicating the findings, conclusions, and
recommendations of the evaluation, and ensuring that they are followed up and implemented.
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https://www.freecram.net/q/62525-5667125/

The other options are not as good as a PIR in supporting the evaluation of incident response
effectiveness, because they are either more specific, limited, or dependent on a PIR. A root cause
analysis (RCA) is a technique to identify the underlying factors or reasons that caused the
incident, and to prevent or mitigate their recurrence. An RCA can help an organization understand
the nature and origin of the incident, and to address the problem at its source, rather than its
symptoms. However, an RCA is not sufficient to evaluate the effectiveness of the response
process, because it does not cover other aspects, such as the response performance, outcomes,
impacts, lessons, and best practices. An RCA is usually a part of a PIR, rather than a separate
process. A chain of custody (CoC) is a process of maintaining and documenting the integrity and
security of the evidence collected during the incident response. A CoC can help an organization
ensure that the evidence is reliable, authentic, and admissible in legal or regulatory proceedings.
However, a CoC is not a process to evaluate the effectiveness of the response process, but
rather a requirement or a standard to follow during the response process. A CoC does not provide
any feedback or analysis on the response performance, outcomes, impacts, lessons, or best
practices. An incident logging is a process of recording and tracking the details and activities of
the incident response. An incident logging can help an organization monitor and manage the
response process, and to provide an audit trail and a source of information for the evaluation.
However, an incident logging is not a process to evaluate the effectiveness of the response
process, but rather an input or a tool for the evaluation. An incident logging does not provide any
assessment or measurement on the response performance, outcomes, impacts, lessons, or best
practices. References = 1: CISM Review Manual 15th Edition, Chapter 5, Section 5.5 2: Post-
Incident Review: A Guide to Effective Incident Response 3: Post-Incident Review: A Guide to
Effective Incident Response : CISM Review Manual 15th Edition, Chapter 5, Section 5.5 : CISM
Review Manual 15th Edition, Chapter 5, Section 5.5 : CISM Review Manual 15th Edition, Chapter
5, Section 5.4 : CISM Review Manual 15th Edition, Chapter 5, Section 5.3

NEW QUESTION: 373

HEEHRBEETZERARRMUARELZ SN, REARACEMRERKE, EFEUMEEE?
A. EB&EEE

B. X7%5:&#g 14512 (BCP)

C. EFmEIfEEt=|

D. X#1E/R&t= (DRP)

Answer: (SHOW ANSWER)

NEW QUESTION: 374

T —IE R R E R EEEE S| (BCP) ME—L 2
A FEERREIR,

B. #EEARBEERKHEERE RTO) MEREL
C. YHBEARRTENIE,

D. HEE E 5 IR1E REE

Answer: C (LEAVE A REPLY)



https://www.freecram.net/q/62525-5667126/
https://www.freecram.net/q/62525-5667127/

NEW QUESTION: 375

EAREEFEEIMEEAEZEOMMEEMNSHEEER, EFABLESEHAORBOLEEEE
2 TIHIM—IEREREENRETHAE"?

A. REZ R LEFEZE,

B. AR ORMZT & ZH T,

C. ELEHBHNRERME,

D. 250X REE,

Answer: (SHOW ANSWER)

NEW QUESTION: 376

ARBRESEMMEMETS XHEEBEEERTEAR2AR HNERKERD, KEEMNIHE
*®:

A GCEREEEY,

B. EHAIEHREZER,

C. ERHEBRIE—,

D. E~FREMEEZEE,

Answer: (SHOW ANSWER)

= In an organization with a rapidly changing environment, the information security risk landscape

may also change frequently due to new threats, vulnerabilities, impacts, or controls. Therefore,
the information security manager should ensure that the risk acceptance decisions made by the
business management are periodically reviewed to verify that they are still valid and aligned with
the current risk appetite and tolerance of the organization. The rationale for acceptance should be
documented and updated as necessary to reflect the changes in the risk environment and the
business objectives. The information security manager should also monitor the accepted risks
and report any deviations or issues to the business management and the senior management.
References =

* CISM Review Manual 15th Edition, page 1131

* CISM Review Questions, Answers & Explanations Manual 9th Edition, page 482

* CISM Domain 2: Information Risk Management (IRM) [2022 update]3

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
CISM-CN exam questions have been updated and answers have been corrected get the
newest ExamDiscuss.com CISM-CN dumps with Test Engine here:
https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/ (1041 Q&As Dumps,

35%OFF Special Discount Code: freecram)
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NEW QUESTION: 377

FERAILERER, EAERBERAR :

A BRHEFHEMISEEEATERH

B. AR EEREX{ XA

C. K& BHtR & i 3 5l R R

D. HEZ B R B ERAZEEEFAR

Answer: (SHOW ANSWER)

Gaining illegal entry to a secure system by faking the sender's address is one of the reasons why
spoofing should be prevented. Spoofing is a technique that involves impersonating someone or
something else to deceive or manipulate the recipient or target. Spoofing can be applied to
various communication channels, such as emails, websites, phone calls, IP addresses, or DNS
servers. One of the common goals of spoofing is to gain unauthorized access to a secure system
by faking the sender's address, such as an email address or an IP address. For example, an
attacker may spoof an email address of a trusted person or organization and send a phishing
email that contains a malicious link or attachment. If the recipient clicks on the link or opens the
attachment, they may be redirected to a fake website that asks for their credentials or downloads
malware onto their device. Alternatively, an attacker may spoof an IP address of a trusted source
and send packets to a secure system that contains malicious code or commands. If the system
accepts the packets as legitimate, it may execute the code or commands and compromise its
security. Therefore, gaining illegal entry to a secure system by faking the sender's address is one
of the reasons why spoofing should be prevented.

References:

* https://www.kaspersky.com/resource-center/definitions/spoofing

* https://www.cisa.gov/resources-tools/resources/business-case-security

* https://www.avast.com/c-spoofing

NEW QUESTION: 378

HREFZBEENZTEEMHE, BREERRAMEHOESSESFE LR +EFHRI EHET
S RIERE?

A. BIFESE 4 BF

B. R & E HAM

C. EH-&REOAAM

D. EfgEHTME

Answer: (SHOW ANSWER)

During post-incident review is the best time to update the incident response plan after observing
several deficiencies in the current plan while responding to a high-profile security incident. A post-
incident review is a process of analyzing and evaluating the incident response activities,
identifying the lessons learned, and documenting the recommendations and action items for
improvement. Updating the incident response plan during post-incident review helps to ensure
that the plan reflects the current best practices, addresses the gaps and weaknesses, and



https://www.freecram.net/q/62525-5667130/
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incorporates the feedback and suggestions from the incident response team and other
stakeholders. Therefore, during post-incident review is the correct answer.

References:
https://www.cisa.gov/sites/default/files/publications/Incident-Response-Plan-Basics_508c.pdf
https://www.techtarget.com/searchsecurity/feature/5-critical-steps-to-creating-an-effective-
incident-response- plan
https://www.integrify.com/blog/posts/incident-response-plan-need-an-update/

NEW QUESTION: 379

ERERRRIEEELER, TIH—EAAEAEENERAMEMEELE?

A. RIgFrE#E

B. EHBERE

C. X RifERE

D. ERAEXERE

Answer: (SHOW ANSWER)

The control owner is the individual accountable for implementing and managing specific controls

that mitigate risks. While the risk owner is responsible for the overall risk and decision-making, it
is the control owner who ensures the selected mitigation is effectively implemented and
maintained.

"The control owner is responsible for ensuring that the control is properly designed, implemented,
and operating effectively."

- CISM Review Manual 15th Edition, Chapter 2: Risk Management, Section: Risk Treatment
ISACA practice questions stress this distinction: the control owner is tasked with the execution of
mitigation strategies.

NEW QUESTION: 380

FHEREeERLA%  SREERAASGTAERERAE T

A. EITRAER T,

B. BERE A BLA R REER

C. EHENLTEMRE,

D. WTERD,

Answer: (SHOW ANSWER)

When a new cybersecurity regulation has been introduced, an information security manager

should first consult corporate legal counsel to understand the scope, applicability, and
implications of the regulation for the organization. Legal counsel can also advise on the
compliance obligations and deadlines, as well as the potential penalties or sanctions for non-
compliance. Based on this information, the information security manager can then perform a gap
analysis to assess the current state of compliance and identify any areas that need improvement.
The information security policy can then be updated accordingly to reflect the new regulatory
requirements. References: https://www.isaca.org/credentialing/cism https://www.wiley.com/en-us
/CISM+Certified+Information+Security+Manager+Study+Guide-p-9781119801948
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NEW QUESTION: 381

THM—EIEHEHRERRZAEER?

A. AMR{ERIZREE (IDS)

B. im2h{= R EL[EIFE (EDR) 2R A =E

C. ERERERITANH

D. FiRFEETIER

Answer: (SHOW ANSWER)

An endpoint detection and response (EDR) solution provides advanced visibility, detection, and

response capabilities at the endpoint level, which are critical for investigating and responding to
incidents.

"EDR solutions help identify, investigate, and respond to threats on endpoints quickly, making
them vital for incident response teams."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Tools and
Technologies for Incident Response* ISACA's practice questions highlight EDR as the most
helpful tool for comprehensive incident analysis and response.

NEW QUESTION: 382

TIH—EHREAR R EE NI ERFTNERT B BN ETNRREENITE A 7
A. EREELEE (EA) PRESERBEMAANRR,

B. B B R IEMRABRB LS AR REE RS,

C.UHIMEMEHEBEREREE, LUMEMERAEMRE

D. FHa#FBE —EAREHEBMEZE,

Answer: (SHOW ANSWER)

NEW QUESTION: 383

THM—IEHNEREFHEEREEHFREE?

A. LEETEIFEXRITE,

B. s%atBIE BB =R,

C. &ZitEIBEEH —R,

D. XEtEIRBEREEE,

Answer: (SHOW ANSWER)

Regular testing ensures that the incident management plan is practical and effective in real-world

scenarios.

"Regular testing of the incident response plan is essential to verify that it can be executed
effectively and that staff understand their roles."

- CISM Review Manual 15th Edition, Chapter 4: Incident Management, Section: Testing and
Evaluation®

NEW QUESTION: 384
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TIH—EHEHNREEEZARAZERFEERE APT) REEM?

A. BT &R

B. EEMREEE

C. BB 1FHR

D. EHAFEEH

Answer: B (LEAVE A REPLY)

Threat intelligence is the most helpful method for protecting an enterprise from advanced

persistent threats (APTs), as it provides relevant and actionable information about the sources,
methods, and intentions of the adversaries who conduct APTs. Threat intelligence can help to
identify and anticipate the APTs that target the enterprise, as well as to enhance the detection,
prevention, and response capabilities of the information security program. Threat intelligence can
also help to reduce the impact and duration of the APTs, as well as to improve the resilience and
recovery of the enterprise. Threat intelligence can be obtained from various sources, such as
internal data, external feeds, industry peers, government agencies, or security vendors.

The other options are not as helpful as threat intelligence, as they do not provide a specific and
timely way to protect the enterprise from APTs. Updated security policies are important to
establish the rules, roles, and responsibilities for information security within the enterprise, as well
as to align the information security program with the business objectives, standards, and
regulations. However, updated security policies alone are not enough to protect the enterprise
from APTs, as they do not address the dynamic and sophisticated nature of the APTs, nor do
they provide the technical or operational measures to counter the APTs. Defined security
standards are important to specify the minimum requirements and best practices for information
security within the enterprise, as well as to ensure the consistency, quality, and compliance of the
information security program. However, defined security standards alone are not enough to
protect the enterprise from APTs, as they do not account for the customized and targeted nature
of the APTs, nor do they provide the situational or contextual awareness to deal with the APTs.
Regular antivirus updates are important to keep the antivirus software up to date with the latest
signatures and definitions of the known malware, viruses, and other malicious code. However,
regular antivirus updates alone are not enough to protect the enterprise from APTs, as they do
not detect or prevent the unknown or zero-day malware, viruses, or other malicious code that are
often used by the APTs, nor do they provide the behavioral or heuristic analysis to identify the
APTs. References =

* CISM Review Manual, 16th Edition, ISACA, 2022, pp. 211-212, 215-216, 233-234, 237-238.

* CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1021.

* Advanced Persistent Threats and Nation-State Actors 1

* Book Review: Advanced Persistent Threats 2

* Advanced Persistent Threat (APT) Protection 3

* Establishing Advanced Persistent Security to Combat Long-Term Threats 4

* What is the difference between Anti - APT (Advanced Persistent Threat) and ATP (Advanced
Threat Protection)5
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NEW QUESTION: 385

HEAEAEEALEDORE, EBRMETEEZEGHERE THWM—IExA URERARR ?

A. EHREIEES TS

B. iRZixEEO

C. BEIZEHITE

D. #RZ M B

Answer: (SHOW ANSWER)

Change control is the process of ensuring that changes to an information system are authorized,

tested, documented and implemented in a controlled manner. Inadequate change control can
result in deficient technical security controls, such as missing patches, misconfigurations,
vulnerabilities or errors in the new application.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 2291

NEW QUESTION: 386

HNERIENEmMAAFARATEMERKRO, TR -—EIREMNEHRIESE?

A ZRERER®ENZHRIERRK,

B. =4 EEMNETERHKERREHRSE,

C. lEEHARAMEHEEREL,

D. B EHEERER LEEEIRIRE,

Answer: D (LEAVE A REPLY)

The best approach to incident response for an organization migrating to a cloud-based solution is
to revise the existing incident response procedures to encompass the cloud environment. This is
because the cloud environment introduces new challenges and risks that may not be adequately
addressed by the current procedures. For example, the cloud provider may have different roles
and responsibilities, service level agreements, notification and escalation processes, data
protection and privacy requirements, and legal and regulatory obligations than the organization.
Therefore, the organization should review and update its incident response procedures to align
with the cloud provider's policies and practices, as well as the organization's business objectives
and risk appetite. The organization should also ensure that the incident response team members
are trained and aware of the changes in the procedures and the cloud environment.

The other options are not the best approaches because they do not consider the specific
characteristics and implications of the cloud environment. Adopting the cloud provider's incident
response procedures may not be feasible or desirable, as the organization may have different
needs and expectations than the cloud provider. Transferring responsibility for incident response
to the cloud provider may not be possible or advisable, as the organization may still retain some
accountability and liability for the security and availability of its data and services in the cloud.
Continuing to use the existing incident response procedures may not be effective or efficient, as
the procedures may not cover the scenarios and issues that may arise in the cloud environment.
References =
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* CISM Review Manual (Digital Version) 1, Chapter 4: Information Security Incident Management,
pages 191-192, 195-196, 199-200.

* Cloud Incident Response Framework - A Quick Guide 2, pages 3-4, 6-7, 9-10.

* CISM ITEM DEVELOPMENT GUIDE 3, page 18, Question 1.

NEW QUESTION: 387
EEBHEIHREERTEHSHRENANEELFRBRERFINRESRE

A ZIHEREFRAREIR,

B. #1E ER(HERR,

C. =imiEPRER

D. Ak EFEHAEETHE

Answer: (SHOW ANSWER)

The best step to address the situation of losing a smartphone that contains sensitive information

is to remotely wipe the device, which means erasing all the data on the device and restoring it to
factory settings. Remotely wiping the device can prevent unauthorized access to the sensitive
information and protect the organization from data breaches or leaks. Remotely wiping the device
can be done through services such as Find My Device for Android or Find My iPhone for iOS, or
through mobile device management (MDM) solutions. The other options, such as disabling the
user's access, terminating the device connectivity, or escalating to the user' s management, may
not be effective or timely enough to secure the sensitive information on the device.

References:

* https://www.security.org/resources/protect-data-lost-device/

* https://support.google.com/android/answer/61604917?hl=en

* https://www.pcmag.com/how-to/locate-lock-erase-how-to-find-lost-android-phone

NEW QUESTION: 388

THH—EREAEONBEHNTEER?

A. B RiR

B. 8EHE

C. RlzEHE

D. BE&/ME

Answer: (SHOW ANSWER)

The primary objective of information asset classification is C. Risk management. This is because
information asset classification is a process of assigning labels or categories to information assets
based on their value, sensitivity, and criticality to the organization. Information asset classification
helps the organization to identify, assess, and treat the risks associated with the information
assets, and to apply the appropriate level of protection and controls to them. Information asset
classification also helps the organization to comply with the legal, regulatory, and contractual
obligations regarding the information assets, and to optimize the use of resources and costs for
information security.
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Information asset classification is a process of assigning labels or categories to information
assets based on their value, sensitivity, and criticality to the organization. Information asset
classification helps the organization to identify, assess, and treat the risks associated with the
information assets, and to apply the appropriate level of protection and controls to them. (From
CISM Manual or related resources) References = CISM Review Manual 15th Edition, Chapter 2,
Section 2.2.1, page 751; CISM Review Questions, Answers & Explanations Manual 9th Edition,
Question 7, page 3; Certified Information Security Manager Exam Prep Guide - Packt
Subscription2

NEW QUESTION: 389
THIH—EHEHNRERFEE LSS (BCP) REE?
A. faeikEZEA

B. SLEkRAREEFEIRIE

C. Bl EHTE

D. B IT EMRRRAE

Answer: A (LEAVE A REPLY)

NEW QUESTION: 390

EHRTHBERSE (DRP) B2 S AR OMEEREY

A. FBERIMEERBEN LS T E

B. RZEZZEGRAENER

C. AORIEHER

D. #BF9 2 iR Z 175 5

Answer: (SHOW ANSWER)

A disaster recovery plan (DRP) test is a simulation of a disaster scenario to evaluate the

effectiveness and readiness of the DRP. The greatest inherent risk when performing a DRP test
is the disruption to the production environment, which could cause operational issues, data loss,
or system damage. Therefore, it is essential to plan and execute the DRP test carefully, with
proper backup, isolation, and rollback procedures.

Poor documentation, lack of communication, and lack of coordination are also potential risks, but
they are not as severe as disrupting the production environment. References = CISM Review
Manual 15th Edition, page

253; CISM Review Questions, Answers & Explanations Database - 12 Month Subscription, QID
224,

The greatest inherent risk when performing a disaster recovery plan (DRP) test is disruption to
the production environment. A DRP test involves simulating a disaster scenario to ensure that the
organization's plans are effective and that it is able to recover from an incident. However, this
involves running tests on the production environment, which has the potential to disrupt the
normal operations of the organization. This inherent risk can be mitigated by running tests on a
non-production environment or by running tests at times when disruption will be minimized.
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NEW QUESTION: 391

THM—EH R EEESEEEMEENLTERBREEY?

A. T4

B. X5 E 741 (BIA)

C. miREF&

D. XAREEE

Answer: (SHOW ANSWER)

Information security policies are high-level statements or rules that define the goals and

objectives of information security in an organization, and provide the framework and direction for
implementing and enforcing security controls and processes1. Information security policies should
be aligned with the organization's business goals and objectives, and reflect the organization's
risk appetite and tolerance?2.

Therefore, the most helpful activity for determining which information security policies should be
implemented by an organization is a risk assessment.

A risk assessment is a systematic process of identifying, analyzing, and evaluating the risks that
an organization faces, and determining the appropriate risk responses3. A risk assessment helps
to determine the following aspects of information security policies:

The scope and applicability of the policies, based on the assets, threats, and vulnerabilities that
affect the organization's security objectives and requirements.

The level and type of security controls and processes that are needed to mitigate the risks, based
on the likelihood and impact of the risk scenarios and the cost-benefit analysis of the risk
responses.

The roles and responsibilities of the stakeholders involved in the implementation and enforcement
of the policies, based on the risk ownership and accountability.

The metrics and indicators that are used to measure and monitor the effectiveness and
compliance of the policies, based on the risk appetite and tolerance.

The other options, such as a business impact analysis (BIA), a vulnerability assessment, or
industry best practices, are not as helpful as a risk assessment for determining which information
security policies should be implemented by an organization, because they have the following
limitations:

A business impact analysis (BIA) is a process of identifying and evaluating the potential effects of
disruptions or incidents on the organization's critical business functions and processes, and
determining the recovery priorities and objectives. A BIA can help to support the risk assessment
by providing information on the impact and criticality of the assets and processes, but it cannot
identify or analyze the threats and vulnerabilities that pose risks to the organization, or determine
the appropriate risk responses or controls.

A vulnerability assessment is a process of identifying and measuring the weaknesses or flaws in
the organization's systems, networks, or applications that could be exploited by threat actors. A
vulnerability assessment can help to support the risk assessment by providing information on the
vulnerabilities and exposures that affect the organization's security posture, but it cannot identify
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or analyze the threats or likelihood that could exploit the vulnerabilities, or determine the
appropriate risk responses or controls.

Industry best practices are the standards or guidelines that are widely accepted and followed by
the information security community or the organization's industry sector, based on the experience
and knowledge of the experts and practitioners. Industry best practices can help to inform and
guide the development and implementation of information security policies, but they cannot
replace or substitute the risk assessment, as they may not reflect the organization's specific
context, needs, and objectives, or address the organization's unique risks and challenges.
References = 1: CISM Review Manual 15th Edition, page 29 2: CISM Review Manual 15th
Edition, page

30 3: CISM Review Manual 15th Edition, page 121 : CISM Review Manual 15th Edition, page
122 : CISM Review Manual 15th Edition, page 123 : CISM Review Manual 15th Edition, page
124 : CISM Review Manual 15th Edition, page 125 : CISM Review Manual 15th Edition, page 126

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
CISM-CN exam questions have been updated and answers have been corrected get the
newest ExamDiscuss.com CISM-CN dumps with Test Engine here:
https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/ (1041 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 392

HRIFHERTER, TR HEXZSTERR?

A. BITEREMHRES

B. f&/IME AR R b

C. XfEILEIR

D. {REiRELRE

Answer: (SHOW ANSWER)

According to the CISM Review Manual, the primary objective when establishing a new
information security program is to execute the security strategy that has been defined and
approved by the senior management. The security strategy provides the direction, scope, and
goals for the information security program, and aligns with the business objectives and
requirements. Minimizing organizational risk, optimizing resources, and facilitating operational

security are possible outcomes or benefits of the information security program, but they are not
the primary objective.
References = CISM Review Manual, 27th Edition, Chapter 3, Section 3.1.1, page 1151.

NEW QUESTION: 393
ERBR A AR, THREREAREBEMMAMEIERSE ?
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A. FZF R E 21553

B. EXET#TRI R £ 1E

C. ATl E A EZ R ERABER

D. FHEEEMN T £ R

Answer: (SHOW ANSWER)

The primary responsibility of the information security function when an organization adopts
emerging technologies is to assess the potential security risk, which means identifying and
evaluating the threats, vulnerabilities, and impacts that the new technologies may pose to the
organization's data, systems, and objectives. Assessing the potential security risk helps the
information security function to determine the appropriate security requirements, controls, and
measures to mitigate the risk and ensure the safe and secure adoption of the emerging
technologies.

References = Performing Risk Assessments of Emerging Technologies, CISM Review Manual
15th Edition Learn more:

1. isaca.org2. isaca.org3. niccs.cisa.gov4. venturebeat.com

100f30

An organization is planning to outsource network management to a service provider. Including
which of the following in the contract would be the MOST effective way to mitigate information
security risk? A.

Requirement for regular information security awareness B. Right-to-audit clause C. Service level
agreement (SLA) D. Requirement to comply with corporate security policy answer: (Refer to the
Information Security Manager (CISM) documents and learning resources by ISACA available at
https://store.isaca.org/s/store#

/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles to verify the answer of the following questions
very carefully.) Use the following format please: **Verified Answer** = (From CISM Manual or
related resources) **Very Short Explanation** = (From CISM Manual or related resources)
**References™ = (From CISM Manual or related resources) =========================

NEW QUESTION: 394

HEAFHEHEBEZELARGERMAER, TN - ERREEMNEERR?

A. HREBR RS A& ZRE

B. #Bfsr L an

C. ElRmTAM

D. 4R fEE B3I

Answer: (SHOW ANSWER)

The organization's risk tolerance is the most important factor to consider when choosing a shared

alternate location for computing facilities, as it determines the acceptable level of risk exposure
and the required recovery time objective (RTO) for the organization. A shared alternate location is
a facility that is used by multiple organizations for disaster recovery purposes, and it may have
limited resources, availability, and security. Therefore, the organization must assess its risk
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tolerance and ensure that the shared alternate location can meet its recovery requirements and
protect its information assets.

References = CISM Review Manual, 27th Edition, Chapter 4, Section 4.3.2, page 2291; CISM
Online Review Course, Module 4, Lesson 3, Topic 22; BCMpedia, Alternate Site3

NEW QUESTION: 395

FEEEZEEHNTEBNZHER

A. EZHlfEE&/ME,

B. Rif I A,

C. #ZHIMA M,

D. FEEHMEER,

Answer: (SHOW ANSWER)

The primary purpose for continuous monitoring of security controls is to ensure the effectiveness
of controls.

This involves regularly assessing the controls to ensure that they are meeting their intended
objectives, and that any potential weaknesses are identified and addressed. Continuous
monitoring also helps to ensure that control gaps are minimized, and that systems are available
and aligned with compliance requirements.

The primary purpose of continuous monitoring of security controls is to ensure that the controls
are operating effectively and providing adequate protection for the information assets. Continuous
monitoring can also help to identify control gaps, ensure system availability, and support
compliance requirements, but these are secondary benefits12 References = 1: SP 800-137,
Information Security Continuous Monitoring (ISCM) for Federal Information Systems and
Organizations, page 1-12: A Practical Approach to Continuous Control Monitoring, ISACA
Journal, Volume 2, 2015, page 1.

Valid CISM-CN Dumps shared by ExamDiscuss.com for Helping Passing CISM-CN Exam!
ExamDiscuss.com now offer the newest CISM-CN exam dumps, the ExamDiscuss.com
CISM-CN exam questions have been updated and answers have been corrected get the
newest ExamDiscuss.com CISM-CN dumps with Test Engine here:
https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/ (1041 Q&As Dumps,

35%OFF Special Discount Code: freecram)



https://www.freecram.net/q/62525-5667148/
https://www.examdiscuss.com/ISACA/exam/CISM-CN/premium/

