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NEW QUESTION: 1

In the event of an Information security incident, system users' roles and responsibilities are to be
observed, except:

A. Make the information security incident details known to all employees

B. Preserve evidence if necessary

C. Cooperate with investigative personnel during investigation if needed

D. Report suspected or known incidents upon discovery through the Servicedesk

Answer: (SHOW ANSWER)

NEW QUESTION: 2

Which is not a requirement of HR prior to hiring?

A. Must undergo Awareness training on information security.

B. Must successfully pass Background Investigation

C. Applicant must complete pre-employment documentation requirements
D. Undergo background verification

Answer: (SHOW ANSWER)

NEW QUESTION: 3

A planning process that introduced the concept of planning as a cycle that forms the basis for
continuous improvement is called:

A. time based planning.

B. RACI Matrix

C. planning for continuous improvement.

D. plan, do, check, act.

Answer: (SHOW ANSWER)

NEW QUESTION: 4
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Which of the following is not a type of Information Security attack?
A. Technical Vulnerabilities

B. Vehicular Incidents

C. Privacy Incidents

D. Legal Incidents

Answer: B (LEAVE A REPLY)

NEW QUESTION: 5

Which department maintain's contacts with law enforcement authorities, regulatory bodies,
information service providers and telecommunications service providers depending on the service
required.

A. CISO

B. COO

C. MRO

D. CSM

Answer: (SHOW ANSWER)

NEW QUESTION: 6

A decent visitor is roaming around without visitor's ID. As an employee you should do the
following, except:

A. Call the receptionist and inform about the visitor

B. Greet and ask him what is his business

C. Escort him to his destination

D. Say "hi" and offer coffee

Answer: (SHOW ANSWER)

NEW QUESTION: 7

The following are purposes of Information Security, except:
A. Increase Business Assets

B. Maximize Return on Investment

C. Minimize Business Risk

D. Ensure Business Continuity

Answer: (SHOW ANSWER)

NEW QUESTION: 8

Access Control System, CCTV and security guards are form of:
A. Access Control

B. Compliance

C. Physical Security

D. Environment Security

Answer: (SHOW ANSWER)
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NEW QUESTION: 9

What type of compliancy standard, regulation or legislation provides a code of practice for
information security?

A. Computer criminality act

B. Personal data protection act

C. IT Service Management

D. ISO/IEC 27002

Answer: (SHOW ANSWER)

NEW QUESTION: 10
Information or data that are classified a8 _ - ¢~ @oifahfeglire [abeling.
A. Public

B. Highly Confidential

C. Internal

D. Confidential

Answer: A (LEAVE A REPLY)

NEW QUESTION: 11

A couple of years ago you started your company which has now grown from 1 to 20 employees.
Your company's information is worth more and more and gone are the days when you could keep
control yourself.

You are aware that you have to take measures, but what should they be? You hire a consultant
who advises you to start with a qualitative risk analysis.

What is a qualitative risk analysis?

A. This analysis follows a precise statistical probability calculation in order to calculate exact loss
caused by damage.

B. This analysis is based on scenarios and situations and produces a subjective view of the
possible threats.

Answer: (SHOW ANSWER)

NEW QUESTION: 12

What type of measure involves the stopping of possible consequences of security incidents?
A. Corrective

B. Preventive

C. Detective

D. Repressive

Answer: (SHOW ANSWER)

NEW QUESTION: 13
Why do we need to test a disaster recovery plan regularly, and keep it up to date?
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A. Otherwise it is no longer up to date with the registration of daily occurring faults

B. Otherwise remotely stored backups may no longer be available to the security team

C. Otherwise the measures taken and the incident procedures planned may not be adequate
Answer: (SHOW ANSWER)

NEW QUESTION: 14
is a software used or created by hackers to disrupt computer operation, gather
sensitive information, or gain access to private computer systems.
A. Virus
B. Malware
C. Operating System
D. Trojan
Answer: (SHOW ANSWER)

NEW QUESTION: 15

Phishing is what type of Information Security Incident?
A. Legal Incidents

B. Technical Vulnerabilities

C. Cracker/Hacker Attacks

D. Private Incidents

Answer: (SHOW ANSWER)

NEW QUESTION: 16

Who are allowed to access highly confidential files?

A. Non-employees designated with approved access and have signed NDA
B. Employees with signed NDA have a business need-to-know

C. Contractors with a business need-to-know

D. Employees with a business need-to-know

Answer: (SHOW ANSWER)
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NEW QUESTION: 17
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Cabling Security is associated with Power, telecommunication and network cabling carrying
information are protected from interception and damage.

A. True

B. False

Answer: (SHOW ANSWER)

NEW QUESTION: 18

What is the goal of classification of information?

A. Structuring information according to its sensitivity

B. To create a manual about how to handle mobile devices
C. Applying labels making the information easier to recognize
Answer: (SHOW ANSWER)

NEW QUESTION: 19

What type of system ensures a coherent Information Security organisation?
A. Federal Information Security Management Act (FISMA)

B. Information Technology Service Management System (ITSM)

C. Information Exchange Data System (IEDS)

D. Information Security Management System (ISMS)

Answer: (SHOW ANSWER)

NEW QUESTION: 20
Which measure is a preventive measpie? ~ e 1 a L L
A. Shutting down all internet traffic after a hacker has gained access to the company systems

B. Installing a logging system that enables changes in a system to be recognized
C. Putting sensitive information in a safe
Answer: (SHOW ANSWER)

NEW QUESTION: 21

CEO sends a mail giving his views on the status of the company and the company's future
strategy and the CEQ's vision and the employee's part in it. The mail should be classified as
A. Internal Mail

B. Public Mail

C. Confidential Mail

D. Restricted Mail

Answer: (SHOW ANSWER)

NEW QUESTION: 22

What is the name of the system that guarantees the coherence of information security in the
organization?

A. Security regulations for special information for the government
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B. Rootkit

C. Information Security Management System (ISMS)

D. Information Technology Service Management (ITSM)
Answer: (SHOW ANSWER)

NEW QUESTION: 23

After a devastating office fire, all staff are moved to other branches of the company. At what
moment in the incident management process is this measure effectuated?

A. Between incident and damage

B. Between recovery and normal operations

C. Between detection and classification

D. Between classification and escalation

Answer: (SHOW ANSWER)

NEW QUESTION: 24

Backup media is kept in the same secure area as the servers. What risk may the organisation be
exposed to?

A. Unauthorised persons will have access to both the servers and backups

B. Responsibility for the backups is not defined well

C. After a server crash, it will take extra time to bring it back up again

D. After a fire, the information systems cannot be restored

Answer: (SHOW ANSWER)

NEW QUESTION: 25

An employee caught temporarily storing an MP3 file in his workstation will not receive an IR.
A. False

B. True

Answer: (SHOW ANSWER)

NEW QUESTION: 26

What is the difference between a restricted and confidential document?
A. Restricted - to be shared among an authorized group
Confidential - to be shared among named individuals

B. Restricted - to be shared among named individuals
Confidential - to be shared among an authorized group
C. Restricted - to be shared among named individuals
Confidential - to be shared with friends and family

D. Restricted - to be shared among named individuals
Confidential - to be shared across the organization only
Answer: (SHOW ANSWER)
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NEW QUESTION: 27

What is a definition of compliance?

A. A rule or directive made and maintained by an authority.

B. The state or fact of according with or meeting rules or standards

C. An official or authoritative instruction

D. Laws, considered collectively or the process of making or enacting laws
Answer: (SHOW ANSWER)

NEW QUESTION: 28

What is the relationship between data and information?

A. Information is the meaning and value assigned to a collection of data.
B. Data is structured information.

Answer: (SHOW ANSWER)

NEW QUESTION: 29

A property of Information that has the ability to prove occurrence of a claimed event.
A. Availability

B. Electronic chain letters

C. Accessibility

D. Integrity

Answer: (SHOW ANSWER)

NEW QUESTION: 30

As a new member of the IT department you have noticed that ﬁ&tﬁwtial information has been leaked
several times. This may damage the reputation %i}ﬁlﬂmg : ave been asked to propose an
organisational measure to protect IEFJ . What is the first step in a structured approach to
come up with this measure?

A. Set up an access control procedure

B. Encrypt all sensitive information

C. Appoint security staff

D. Formulate a policy
Answer: (SHOW ANSWER)

NEW QUESTION: 31

Does the security have the right to ask you to display your ID badges and check your bags?
A. False

B. True

Answer: (SHOW ANSWER)
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NEW QUESTION: 32

Implement plan on a test basis - this comes under which section of PDCA
A. Check

B. Act

C. Plan

D. Do

Answer: (SHOW ANSWER)

NEW QUESTION: 33

Which of the following is an information security management system standard published by the
International Organization for Standardization?

A. 1SO9008

B. 1SO27001

C. ISO5501

D. 1SO22301

Answer: (SHOW ANSWER)

NEW QUESTION: 34

Which reliability aspect of information is compromised when a staff member denies having sent a
message”?

A. Integrity

B. Correctness

C. Confidentiality

D. Availability

Answer: (SHOW ANSWER)

Valid ISO-ISMS-LA Dumps shared by ExamDiscuss.com for Helping Passing ISO-ISMS-LA
Exam! ExamDiscuss.com now offer the newest ISO-ISMS-LA exam dumps, the
ExamDiscuss.com ISO-ISMS-LA exam questions have been updated and answers have
been corrected get the newest ExamDiscuss.com ISO-ISMS-LA dumps with Test Engine


https://www.examdiscuss.com/GAQM/exam/ISO-ISMS-LA/premium/
https://www.freecram.net/q/8599-963528/
https://www.freecram.net/q/8599-963529/
https://www.freecram.net/q/8599-963530/

here: https://www.examdiscuss.com/GAQM/exam/ISO-ISMS-LA/premium/ (99 Q&As Dumps,
35%OFF Special Discount Code: freecram)



https://www.examdiscuss.com/GAQM/exam/ISO-ISMS-LA/premium/

