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NEW QUESTION: 1
View the exhibit, which contains a partial routing table, and then answer the question below.

Assuming all the appropriate firewall policies are configured, which of the following pings will
FortiGate route? (Choose two.)
A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20.
B. Source IP address 10.73.9.10, Destination IP address 10.72.3.15.
C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254.
D. Source IP address 10.72.3.27, Destination IP address 10.1.0.52.
Answer: (SHOW ANSWER)

NEW QUESTION: 2
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Examine the following partial outputs from two routing debug commands; then answer the
question below:

Why the default route using port2 is not displayed in the output of the second command?
A. It has a higher distance than the default route using port1.
B. It is disabled in the FortiGate configuration.
C. It has a lower priority than the default route using port1.
D. It has a higher priority than the default route using port1.
Answer: (SHOW ANSWER)

NEW QUESTION: 3
View the exhibit, which contains the output of a real-time debug, Which statement about this
output is true?

Which of the following statements is true regarding this output?
A. The requested URL belongs to category ID 255.
B. FortiGate found the requested URL in its local cache.
C. The server hostname Is training, fortinet.com.
D. This web request was inspected using the ftgd-allow web filler profile.
Answer: (SHOW ANSWER)

NEW QUESTION: 4
Which two statements about the Security Fabric are true? (Choose two.)
A. Only the root FortiGate collects network information and forwards it to FortiAnalyzer.
B. Branch FortiGate devices must be configured first.
C. FortiGate uses FortiTelemetry protocol to communicate with FortiAnalyzer.
D. All FortiGate devices in the Security Fabric must have bidirectional FortiTelemetry connectivity.
Answer: (SHOW ANSWER)

NEW QUESTION: 5
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Which two statements about bulk configuration changes made using FortiManager CLI scripts are
correct? (Choose two.)
A. When run on the Policy Package, ADOM database, changes are applied directly to the
managed FortiGate device.
B. When run on the Device Database, you must use the installation wizard to apply the changes
to the managed FortiGate device.
C. When run on the Remote FortiGate directly, administrators do not have the option to review
the changes prior to installation.
D. When run on the All FortiGate in ADOM, changes are automatically installed without the
creation of a new revision history.
Answer: (SHOW ANSWER)

NEW QUESTION: 6
Examine the following routing table and BGP configuration; then answer the question below.

The BGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24 .
Which configuration change will make the local peer advertise this prefix?
A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.
C. Enable the setting ebgp-multipath.
D. Disable the setting network-import-check.
Answer: (SHOW ANSWER)

NEW QUESTION: 7
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter
web requests when the browser client does not provide the server name indication (SNI)
extension?
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A. FortiGate uses the requested URL from the user's web browser.
B. FortiGate uses CN information from the Subject field in the server's certificate.
C. FortiGate switches to the full SSL inspection method to decrypt the data.
D. FortiGate blocks the request without any further inspection.
Answer: (SHOW ANSWER)

NEW QUESTION: 8
Which two statements about an auxiliary session are true? (Choose two.)
A. With the auxiliary session setting enabled, ECMP traffic is accelerated to the NP6 processor.
B. With the auxiliary session setting disabled, for each traffic path, FortiGate will use the same
auxiliary session.
C. With the auxiliary session disabled, only auxiliary sessions will be offloaded.
D. With the auxiliary session setting enabled, two sessions will be created in case of routing
change.
Answer: (SHOW ANSWER)

NEW QUESTION: 9
View the exhibit, which contains the output of diagnose sys session list, and then answer the
question below.

If the HA ID for the primary unit is zero (0), which statement is correct regarding the output?
A. This session is for HA heartbeat traffic.
B. The inspection of this session has been offloaded to the slave unit.
C. This session cannot be synced with the slave unit.
D. This session is synced with the slave unit.
Answer: (SHOW ANSWER)

NEW QUESTION: 10
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A. FortiManager supports only FortiGuard push to managed devices.
B. FortiManager will respond to update requests only if they originate from a managed device.
C. FortiManager does not support rating requests.
D. FortiManager can download and maintain local copies of FortiGuard databases.
Answer: D (LEAVE A REPLY)

NEW QUESTION: 11
Refer to the exhibit, which contains the partial output of a diagnose command.

Based on the output, which two statements are correct? (Choose two.)
A. DPD is disabled.
B. Remote gateway IP is 10.200.4.1.
C. Anti-replay is enabled.
D. Quick mode selectors are disabled.
Answer: (SHOW ANSWER)

NEW QUESTION: 12
A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit
web proxy is enabled in port1 and only explicit web proxy users can access the Internet. Web
cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via
HTTP .
Which statements are true regarding the two entries in the FortiGate session table related with
this traffic? (Choose two.)
A. One of the sessions has the IP address of port2 as the source IP address.
B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate's
interfaces.
C. One session has the proxy flag on, the other one does not.
D. Both session have the local flag on.
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Answer: (SHOW ANSWER)

NEW QUESTION: 13
Examine the output of the 'diagnose ips anomaly list' command shown in the exhibit; then answer
the question below.

Which IP addresses are included in the output of this command?
A. Those whose traffic exceeded a threshold of a matching DoS policy.
B. Those whose traffic matches an IPS sensor.
C. Those whose traffic matches a DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.
Answer: (SHOW ANSWER)

NEW QUESTION: 14
An administrator has configured two FortiGate devices for an HA cluster. While testing HA
failover, the administrator notices that some of the switches in the network continue to send traffic
to the former primary device. The administrator decides to enable the setting link-failed-signal to
fix the problem.
Which statement about this setting is true?
A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is
reachable through a new master after a failover.
B. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.
C. It sends a link failed signal to all connected devices.
D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second,
while the failover occurs.
Answer: (SHOW ANSWER)

NEW QUESTION: 15
Examine the partial output from two web filter debug commands; then answer the question below:
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Based on the above outputs, which is the FortiGuard web filter category for the web site
www.fgt99.com?
A. Information technology.
B. Finance and banking
C. General organization.
D. Business.
Answer: (SHOW ANSWER)

NEW QUESTION: 16
An administrator has configured two FortiGate devices for an HA cluster. While testing the HA
failover, the administrator noticed that some of the switches in the network continue to send traffic
to the former primary unit. The administrator decides to enable the setting link-failed-signal to fix
the problem .
Which statement is correct regarding this command?
A. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is
reachable through a new master after a failover.
B. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a
failover.
C. Forces the former primary device to shut down all its non-heartbeat interfaces for one second
while the failover occurs.
D. Sends a link failed signal to all connected devices.
Answer: (SHOW ANSWER)
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NEW QUESTION: 17
A corporate network allows Internet Access to FSSO users only. The FSSO user student does
not have Internet access after successfully logged into the Windows AD network. The output of
the 'diagnose debug authd fsso list' command does not show student as an active FSSO user.
Other FSSO users can access the Internet without problems .
What should the administrator check? (Choose two.)
A. The user student must belong to one or more of the monitored user groups.
B. The user student must not be listed in the CA's ignore user list.
C. The student workstation's IP subnet must be listed in the CA's trusted list.
D. At least one of the student's user groups must be allowed by a FortiGate firewall policy.
Answer: (SHOW ANSWER)

NEW QUESTION: 18
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer
the question below.

Which statement are true regarding the output in the exhibit? (Choose two.)
A. The TZ value represents the delta between each FortiGuard server's time zone and the
FortiGate's time zone.
B. FortiGate will send the FortiGuard queries to the server with highest weight.
C. A server's round trip delay (RTT) is not used to calculate its weight.
D. There are three FortiGuard servers that are not responding to the queries sent by the
FortiGate.
Answer: (SHOW ANSWER)

NEW QUESTION: 19
Examine the IPsec configuration shown in the exhibit; then answer the question below.
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An administrator wants to monitor the VPN by enabling the IKE real time debug using these
commands:
diagnose vpn ike log-filter src-addr4 10.0.10.1
diagnose debug application ike -1
diagnose debug enable
The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being
interchanged between both IPsec gateways. However, the IKE real time debug does NOT show
any output .
Why isn't there any output?



A. The IKE real time debug shows error messages only. If it does not provide any output, it
indicates that the tunnel is operating normally.
B. The log-filter setting is set incorrectly. The VPN's traffic does not match this filter.
C. The IKE real time debug shows the phase 1 negotiation only. For information after that, the
administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.
D. The IKE real time shows the phases 1 and 2 negotiations only. It does not show any more
output once the tunnel is up.
Answer: B (LEAVE A REPLY)

NEW QUESTION: 20
A FortiGate has two default routes:

All Internet traffic is currently using port1. The exhibit shows partial information for one sample
session of Internet traffic from an internal user:
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What would happen with the traffic matching the above session if the priority on the first default
route (IDd1) were changed from 5 to 20?
A. The session would be deleted, and the client would need to start a new session.
B. The session would remain in the session table, and its traffic would start to egress from port2.
C. The session would remain in the session table, and its traffic would still egress from port1.
D. The session would remain in the session table, but its traffic would now egress from both port1
and port2.
Answer: (SHOW ANSWER)

NEW QUESTION: 21
An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer.
If the administrator knows that there is no NAT device located between both FortiGates, what
command should the administrator execute?
A. diagnose sniffer packet any 'udp port 4500'
B. diagnose sniffer packet any 'udp port 500 or udp port 4500'
C. diagnose sniffer packet any 'udp port 500'
D. diagnose sniffer packet any 'esp'
Answer: (SHOW ANSWER)

NEW QUESTION: 22
Which of the following statements are true regarding the SIP session helper and the SIP
application layer gateway (ALG)? (Choose three.)
A. SIP ALG can create expected sessions for media traffic; SIP helper does not.
B. SIP ALG supports SIP over IPv6; SIP helper does not.
C. SIP ALG supports SIP HA failover; SIP helper does not.
D. SIP session helper runs in the kernel; SIP ALG runs as a user space process.
E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.
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Answer: (SHOW ANSWER)

NEW QUESTION: 23
Refer to the exhibit, which contains a TCL script configuration on FortiManager.
An administrator has configured the TCL script on FortiManager, but the TCL script failed to apply
any changes to the managed device after being run.

Why did the TCL script fail to make any changes to the managed device?
A. The TCL command run_cmd has not been created.
B. The TCL script must start with tinclude <>.
C. Changes to an interface configuration can be made only by a CLI script.
D. Incomplete commands are ignored in TCL scripts.
Answer: (SHOW ANSWER)

NEW QUESTION: 24
View the following FortiGate configuration.
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All traffic to the Internet currently egresses from port1.
The exhibit shows partial session information for Internet traffic from a user on the internal
network:



If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that
user's session?
A. The session would be deleted, so the client would need to start a new session.
B. The session would remain in the session table, and its traffic would start to egress from port2.
C. The session would remain in the session table, and its traffic would still egress from port1.
D. The session would remain in the session table, but its traffic would now egress from both port1
and port2.
Answer: (SHOW ANSWER)

NEW QUESTION: 25
Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details
command.
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Based on the output, which two statements are correct? (Choose two.)
A. Phase 2 authentication is set to sha1 on both sides.
B. Hub2Spoke1 is configured on interface wan2.
C. Anti-replay is disabled.
D. Hub2Spoke1 is a policy-based VPN.
Answer: (SHOW ANSWER)

NEW QUESTION: 26
Which two conditions must be met for a statistic route to be active in the routing table? (Choose
two.)
A. The next-hop IP address is up.
B. There is no other route, to the same destination, with a higher distance.
C. The outgoing interface is up.
D. The link health monitor (if configured) is up.
Answer: (SHOW ANSWER)
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NEW QUESTION: 27
Which real time debug should an administrator enable to troubleshoot RADIUS authentication
problems?
A. Diagnose authd console -log enable.
B. Diagnose debug application fnbamd -1.
C. Diagnose radius console -log enable.
D. Diagnose debug application radius -1.
Answer: (SHOW ANSWER)

NEW QUESTION: 28
View the exhibit, which contains a partial web filter profile configuration, and then answer the
question below.
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Which action will FortiGate take if a user attempts to access www.dropbox.com, which is
categorized as File Sharing and Storage?
A. FortiGate will block the connection based on the URL Filter configuration.
B. FortiGate will exempt the connection based on the Web Content Filter configuration.
C. FortiGate will allow the connection based on the FortiGuard category based filter configuration.



D. FortiGate will block the connection as an invalid URL.
Answer: (SHOW ANSWER)

NEW QUESTION: 29
Which statement about NGFW policy-based application filtering is true?
A. After the application has been identified, the kernel uses only the Layer 4 header to match the
traffic.
B. FortiGate will drop all packets until the application can be identified.
C. After IPS identifies the application, it adds an entry to a dynamic ISDB table.
D. The IPS security profile is the only security option you can apply to the security policy with the
action set to ACCEPT.
Answer: (SHOW ANSWER)

NEW QUESTION: 30
View the exhibit, which contains the output of a diagnose command, and then answer the
question below.

Which statements are true regarding the output in the exhibit? (Choose two.)
A. Servers with a negative TZ value are experiencing a service outage.
B. Servers with the D flag are considered to be down.
C. FortiGate used 209.222.147.3 as the initial server to validate its contract.
D. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
Answer: (SHOW ANSWER)

NEW QUESTION: 31

https://www.freecram.net/q/36614-2959046/
https://www.freecram.net/q/36614-2959047/
https://www.freecram.net/q/36614-2959048/


An administrator has configured the following CLI script on FortiManager, which failed to apply
any changes to the managed device after being executed.

Why didn't the script make any changes to the managed device?
A. Static routes can only be added using TCL scripts.
B. Commands that start with the # sign are not executed.
C. Incomplete commands are ignored in CLI scripts.
D. CLI scripts will add objects only if they are referenced by policies.
Answer: B (LEAVE A REPLY)
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NEW QUESTION: 32
Examine the following partial output from two system debug commands; then answer the
question below.
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Which of the following statements are true regarding the above outputs? (Choose two.)
A. The unit is in kernel conserve mode
B. The unit is running a 32-bit FortiOS
C. Kernel indirectly accesses the low memory (LowTotal) through memory paging
D. The Cached value is always the Active value plus the Inactive value
Answer: (SHOW ANSWER)

NEW QUESTION: 33
Refer to exhibit, which contains the output of a BGP debug command.
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Which statement explains why the state of the 10.200.3.1 peer is Connect?
A. The local router has received the BGP prefixes from the remote peer.
B. The TCP session to 10.200.3.1 has not completed the three-way handshake.
C. The local router is receiving BGP keepalives from the remote peer, but the local peer has not
received the OpenConfirm yet.
D. The local router is receiving the BGP keepalives from the peer, but it has not received a BGP
prefix yet.
Answer: (SHOW ANSWER)

NEW QUESTION: 34
Exhibits:
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Refer to the exhibits, which contain the network topology and BGP configuration for a hub.
An administrator is trying to configure ADVPN with a hub-spoke VPN setup using iBGP. All the
VPNs are up and connected to the hub. The hub is receiving route information from both spokes
over iBGP; however, the spokes are not receiving route information from each other.
What change must the administrator make to the hub BGP configuration so that the routes
learned by one spoke are forwarded to the other spokes?
A. Configure the hub as a route reflector client.
B. Change the router id to 10.1.0.254.
C. Configure an individual neighbor and remove neighbor-range configuration.
D. Make the configuration of remote-as different from the configuration of local-as.
Answer: (SHOW ANSWER)

NEW QUESTION: 35
What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)
A. Reduce the maximum file size to inspect.
B. Increase the FortiGuard cache time to live.
C. Increase the TCP session timers.
D. Reduce the session time to live.
Answer: (SHOW ANSWER)

NEW QUESTION: 36
View the exhibit, which contains the output of a debug command, and then answer the question
below.
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Which of the following statements about the exhibit are true? (Choose two.)
A. The local FortiGate has been elected as the OSPF backup designated router.
B. In the network on port4, two OSPF routers are down.
C. The local FortiGate's OSPF router ID is 0.0.0.4
D. Port4 is connected to the OSPF backbone area.
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 37
An LDAP user cannot authenticate against a FortiGate device.
Examine the real time debug output shown in the exhibit when the user attempted the
authentication; then answer the question below.

Based on the output in the exhibit, what can cause this authentication problem?
A. The FortiGate has been configured with the wrong password for the LDAP administrator.
B. User student is not found in the LDAP server.
C. User student is using a wrong password.
D. The FortiGate has been configured with the wrong authentication schema.
Answer: (SHOW ANSWER)

NEW QUESTION: 38
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Which two configuration settings change the behavior for content-inspected traffic while FortiGate
is in conserve mode? (Choose two.)
A. AV failopen
B. IPS failopen
C. mem failopen
D. UTM failopen
Answer: A,B (LEAVE A REPLY)

NEW QUESTION: 39
What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose
three.)
A. Hello and dead intervals match.
B. OSPF costs match.
C. OSPF peer IDs match.
D. IP addresses are in the same subnet.
E. OSPF IP MTUs match.
Answer: A,D,E (LEAVE A REPLY)
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