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NEW QUESTION: 1

Refer to the exhibit which shows a detailed history log view.
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Which two actions did FortiMail take on this email message? (Choose two.)
A. FortJMail replaced the virus content with a message

B. FortiMail modified the subject of the email message.

C. FortiMail forwarded the email to User 1 without scanning.

D. FortiMail sent the email message to User 1's personal quarantine.
Answer: (SHOW ANSWER)

NEW QUESTION: 2
Refer to the exhibit which displays a topology diagram.

FML-1
Transparent Mode

exampleA.com

Which two statements describe the built-in bridge functionality on a transparent mode FortiMail?
(Choose two.)

A. Any bridge member interface can be removed from the bridge and configured as a routed
interface.

B. If port1. is required to process SMTP traffic, it must be configured as a routed interface.

C. All bridge member interfaces belong to the same subnet as the management IP.

D. The management IP is permanently tied to port1, and port1 cannot be removed from the
bridge.

Answer: (SHOW ANSWER)

NEW QUESTION: 3
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Refer to the exhibits, which shows a DLP scan profile configuration (DLP Scan Rule 1 and DLP
Scan Rule 2) from a FortiMail device.

Which two message types will trigger this DLP scan rule? (Choose two.)

A. An email message that contains credit card numbers in the body will trigger this scan rule.

B. An email message with a subject that contains the term 'credit card" will trigger this scan rule.
C. An email sent from sales@internal. lac will trigger this scan rule, even without matching any




conditions.

D. An email that contains credit card numbers in the body, attachment, and subject will trigger this
scan rule.

Answer: (SHOW ANSWER)

NEW QUESTION: 4

What are Two reasons for having reliable DNS servers configured on FortiMail? (Choose two.)
A. Firmware updates

B. HA synchronization

C. FortiGuard Connectivity

D. Email transmission

Answer: (SHOW ANSWER)

NEW QUESTION: 5
Antivirus Action Profile

AntiVirus Action Profile
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Refer to the exhibit, which shows an antivirus action profile.

What are two expected outcomes if FortiMail applies this antivirus action profile to an email?
(Choose two.)

A. A replacement message will be added to the email.

B. The original email will be sent to the system quarantine.

C. The sanitized email will be sent to the recipient's personal quarantine.

D. Virus content will be removed from the email.

Answer: (SHOW ANSWER)

NEW QUESTION: 6

Which three configuration steps must you set to enable DKIM signing for outbound messages on
FortiMail?

(Choose three.}

A. Generate a public/private key pair in the protected domain configuration.

B. Enable DKIM signing for outgoing messages in a matching session profile.

C. Enable the DKIM checker in a matching session profile.

D. Publish the public key as a TXT record in a public DNS server.

E. Enable the DKIM checker in a matching antispam profile.

Answer: (SHOW ANSWER)

NEW QUESTION: 7
Refer to the exhibit, which shows an inbound recipient policy.
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After creating the policy shown in the exhibit, an administrator discovers that clients can send
unauthenticated emails using SMTP.

What must the administrator do to enforce authentication?

A. Configure an access delivery rule to enforce authentication.

B. Configure an access receive rule toverifyauthentication status.

C. Move this incoming recipient policy to the top of the list.

D. Configure a matching IP policy with the exclusive flag enabled.

Answer: (SHOW ANSWER)

NEW QUESTION: 8
Which two factorsare required for an active-active HA configuration of FortiMail in server mode?

(Choose two.)

A. Service monitoring must be configured for remote SMTP
B. Devices must be deployed behind a load balancer.

C. A primary must be designated to initially process email.
D. Mail data must be stored on a NAS server.

Answer: (SHOW ANSWER)

NEW QUESTION: 9
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A FortiMail administrator is concerned about cyber criminals attempting to get sensitive
information from employees using whaling phishing attacks. What option can the administrator
configure to prevent these types of attacks?

A. Content disarm and reconstruction

B. Dictionary profile with predefined smart identifiers

C. Bounce tag verification

D. Impersonation analysis

Answer: (SHOW ANSWER)

NEW QUESTION: 10

Which two FortiMail antispam [echﬂiwﬁa&&}mﬁaﬁ?&;&da}f spam? (Choose two.)
A. DNSBL

B. Behavior analysis

C. IP reputation

D. Spam outbreak protection
Answer: C,D (LEAVE A REPLY)

NEW QUESTION: 11
Refer to the exhibit, which displays the Mail Settings page of a FortiMail device running in
aatewav mode.

B SMTPService &
SMTP port
SMTPS port 465

SMTP over SSL/TLS &)

SMTPUTFB »
; SMTP MSA setvice = 4
' SMTP MSA ™= 587

Authentication SMTP OB SMTPS € SMTPover TLS & |
| MTA-STS service Check External Domait =

In addition to selecting Check External Domain in the MTA-STS service field, what else must an
administrator do to enable MTA-STS?

A. Enable MTA-STS action in the appropriate inbound recipient policy.

B. Enable secure authentication in the associated SMTP authentication profile.

C. Enable MTA-STS in the associated TLS profile.

D. Enable SMTPUTF8 support in the mail server settings.

Answer: (SHOW ANSWER)
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NEW QUESTION: 12
Refer to the exhibit which shows a command prompt output of a telnet command.

NS\system3Z\cmd.exe

C:\> telnet mx example.com 25

200 FE200F3A15000009,example.com ESMTP Smtpd; Thu, 21 Jun 2021 17:06:43 -0400

Which configuration change must you make to prevent the banner from displaying the FortiMail
serial number?

A. Add a protected domain

B. Configure a local domain name

C. Change the host name

D. Change the operation mode

Answer: (SHOW ANSWER)

NEW QUESTION: 13

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to their
protected domain. After searching the logs, the administrator identifies that the DSNs
werenotgenerated because of any outbound email sent from their organization.

Which FortiMail antispam technique can the administrator use to prevent this scenario?

A. Spam outbreak protection
B. FortiGuard IP Reputation

C. Spoofed header detection
D. Bounce address tag validation
Answer: (SHOW ANSWER)

NEW QUESTION: 14

Which two antispam techniques query FortiGuard for rating information? (Choose two.)
A. DNSBL

B. URL filter

C. IP reputation

D. SURBL

Answer: (SHOW ANSWER)

NEW QUESTION: 15
Refer to the exhibits, which display a topology diagram (Topology) and two FortiMail device
configurations (FML1 ConfigurationandFML2 Configuration).
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FMLZ2 Configuration
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What is the expected outcome of SMTP sessions sourced from FML1 and destined for FML2?
A. FML1 will fail to establish any connection with FML2.

B. FML1 will successfully establish an SMTPS session with FML2.

C. FML1 will attempt to establish an SMTPS session with FML2. but fail and revert to standard
SMTP.

D. FML1 will send the STARTTLS command in the SMTP session, which will be rejected by
FML2.

Answer: (SHOW ANSWER)

NEW QUESTION: 16
Refer to the exhibits showing SMTP limits (Session Profile - SMTP Limits), and domain settings

(Domain Settings, andDomain Settings - Other) of a FortiMail device.
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Which message size limit in KB will the FortiMail apply to outbound email?

A. 10240

B. 204300

C. 51200

D. There is no message size limit for outbound email from a protected domain.
Answer: (SHOW ANSWER)
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NEW QUESTION: 17

What are two disadvantages of configuring the dictionary and DLP scan rule aggressiveness too
high?

(Choose two.)

A. More false positives could be detected.

B. It is more resource intensive
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C. FortiMail requires more disk space for the additional rules.
D. High aggressiveness scan settings do not support executable file types.
Answer: (SHOW ANSWER)

NEW QUESTION: 18

Which license must you apply to a FortiMail device to enable the HA centralized monitoring
features?

A. Cloud gateway license

B. Advanced Management and MSSP license

C. Enterprise license

D. Office 365 protection license

Answer: (SHOW ANSWER)

NEW QUESTION: 19

A mail user wants the ability to subscribe or publish to and from their FortiMail calendar using
Thunderbird as their mail user agent (MUA). What information does this mail user need from their
webmail User Preferences section?

A. Free busy URL

B. Secondary account configurations

C. Service URLs
D. Message tags

Profecied Dormaen

example .com
&P

FMLAT
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Refer to the exhibits, which show a topology diagram (Topology) and a configurationelement
(Access Control Rule.) An administrator wants to configure an access receive rule to
matchauthentication status on FML-1 for all outbound email from the example. co- domain.
Which two access receive rule settings must the administrator configure? (Choose two.)

A. The Authentication status must be set to Authenticated

B. The Recipient pattern must be set to *@example. com.

C. The Sender IP/netmask must be set to 10.29.1.0/24.

D. A TLS profile must be configured and applied.

Answer: (SHOW ANSWER)

NEW QUESTION: 21
Refer to the exhibit.
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What does the Scan timeout value configure?

A. How often FortiMail will query FortiSandbox for a scan result

B. How long FortiMail will wait to send a file or URI to FortiSandbox
C. How long FortiMail will waitfor a scan result from FortiSandbox
D. How often the local scan results cache will expire on FortiMail
Answer: (SHOW ANSWER)
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NEW QUESTION: 22
Exhibit.
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Refer to the exhibits, which show an email archiving configuration (Email Archiving 1 and Email
Archiving

2) from a FortiMail device.

What two archiving actions will FortiMail take when email messages match these archive
policies? (Choose two.)

A. FortiMail will allow onlﬁ/_the marketingeexample.com account to access the archived email.
B. FortiMail will save archived email in the journal account.

C. FortiMail will exempt spam email from archiving.
D. FortiMail will archive email sent from marketingexample. com.
Answer: (SHOW ANSWER)

NEW QUESTION: 23
Refer to the exhibit, which shows a topology diagram of two separate email domains.
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mx.examplel.org mx.exampleZ.com

Internet

l"‘\, ",
¥

DNS server

User A E > User B

A@examplel.org B@exampleZ.com

Which two statements correctly describe how an email message is delivered from User A to User
B? (Choose two.)

A. The DNS server will act as an intermediary MTA.

B. User B will retrieve the email message using either POP3 or IMAP.

C. mx.example1.org will forward the email message to the MX record that has the lowest
preference.

D. User A's MUA will perform a DNS MX record lookup to send the email message.
Answer: (SHOW ANSWER)
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