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NEW QUESTION: 1

Scenario: A Citrix Engineer has configured an IP Reputation policy and Profile in Application
Firewall. However, the engineer is NOT able to see any hits on the policy during testing. Which
logs can the engineer check to ensure that IP Reputation is configured correctly?

A. httpaccess.log

B. snmpd.log

C. websocketd.log

D. iprep.log

Answer: (SHOW ANSWER)

NEW QUESTION: 2

Which Front End Optimization technique overcomes the parallel download limitation of web
browsers?

A. Domain Sharding

B. Minify

C. Extend Page Cache

D. Lazy Load

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-adc/current-release/optimization/front-end-optimization.html

NEW QUESTION: 3

Which action ensures that content is retrieved from the server of origin?
A. MAY_CACHE

B. NOCACHE

C. CACHE
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D. MAY_NOCACHE
Answer: (SHOW ANSWER)

NEW QUESTION: 4

Scenario: A Citrix Engineer is notified that improper requests are reacting the web application.
While investigating, the engineer notices that the Citrix Web App Firewall policy has zero hits.

What are two possible causes for this within the Citrix Web App Firewall policy? (Choose two.)
A. It has been assigned the built-in APPFW_RESET profile.

B. It has been assigned an Advanced HTML profile.

C. The expression is incorrect.

D. Itis NOT bound to the virtual server.

Answer: (SHOW ANSWER)

NEW QUESTION: 5

A Citrix Engineer is considered that malicious users could exploit a web system by sending a
large cookie. Which security check can the engineer implement to address this concern?

A. Content-type

B. Start URL

C. Field Formats

D. Buffer Overflow

Answer: (SHOW ANSWER)

NEW QUESTION: 6

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall.
After the Web App Firewall policy afweb_protect is bound to the virtual server, the engineer
notices that pages are displaying in plain text with graphics included.

What is the likely cause of this?

A. The Start URL list does NOT include CSS files.

B. The Safe Objects protection is NOT properly configured.

C. The Web App Firewall feature is disabled.

D. The policy expression allows for HTML files only.

Answer: (SHOW ANSWER)

NEW QUESTION: 7

Which is a single-digit rating system that indicates the criticalness of attacks on the application,
regardless of whether or NOT the application is protected by a NetScaler appliance?

A. Threat Index

B. Transactions

C. Safety Index

D. App Store

Answer: (SHOW ANSWER)
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NEW QUESTION: 8

What should a Citrix Engineer do when using the Learn feature for Start URL relaxation?

A. Invite at least 10 test users to collect sufficient data for the Learn feature.

B. Ensure that only valid or correct traffic is directed to the protected web application while in
Learn mode.

C. Create a Web App Firewall policy that blocks unwanted traffic.

D. Ensure that the /var file system has at least 10 MB free.

Answer: B (LEAVE A REPLY)

NEW QUESTION: 9

Scenario: A Citrix Engineer has configured an IP Reputation policy and Profile in Application
Firewall.

However, the engineer is NOT able to see any hits on the policy during testing. Which logs can
the engineer check to ensure that IP Reputation is configured correctly?

A. snmpd.log

B. websocketd.log

C. iprep.log

D. httpaccess.log

Answer: (SHOW ANSWER)

NEW QUESTION: 10
Scenario; A Citrix Engineer configured an HT TP Denial-of-Service {DDS protection policy by setting the

Surge Queue depth to 300. The surge queue reaches EW iggering the NetScaler "attack”
ize

mode. The HTTP DoS window me ﬂﬁ%l@ﬁé“ﬁ which, when reached, will trigger
"no- attack” mode. i

Which queue depth value must the Surge Queue be to trigger the "no-attack" mode?
A. size should be between 280 and 300.

B. size should be less than 280.

C. size should be 300.

D. size should be 290.

Answer: (SHOW ANSWER)

NEW QUESTION: 11

Which build-in TCP profile can a Citrix Engineer assign to a virtual server to improve performance
for users who access an application from a remote office over an ATM connection?

A. nstcp_default_tcp Inp

B. nstcp_default_tcp_interactive_stream

C. nstcp_default_tcp_lan

D. nstcp_default_tcp _Ifp

Answer: A (LEAVE A REPLY)
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NEW QUESTION: 12

Which NetScaler Management and Analytics System (NMAS) feature will assist the Citrix
Engineer in gathering the required data for issues with Endpoint Analysis?

A. Gateway Insight

B. Web Insight

C. Security Insight

D. HDX Insight

Answer: C (LEAVE A REPLY)

NEW QUESTION: 13

What can a Citrix Engineer do to decrease browser load times by increasing the number of
parallel connections to the resource?

A. Block JavaScript on client browsers.

B. Add more web servers.

C. Configure Domain Sharding.

D. Do NOT allow HTML websites.

Answer: (SHOW ANSWER)

NEW QUESTION: 14

Scenario: A Citrix Engineer has enabled Security insight and Web insight on NetScaler
Management and Analytics System (NMAS). The engineer is NOT able to see data under the
Analytics on NMAS, in spite of seeing hits on the APPFLOW policy.

Which log should the engineer check on NMAS to ensure that the information is sent from
NetScaler?

A. mps_afanalytics.log

B. nstriton.log

C. mps_perf.log

D. mps_afdecoder.log

Answer: (SHOW ANSWER)

NEW QUESTION: 15

Scenario: A Citrix Engineer is notified that improper requests are reacting the web application.
While investigating, the engineer notices that the Citrix Web App Firewall policy has zero hits.

What are two possible causes for this within the Citrix Web App Firewall policy? (Choose two.)
A. The expression is incorrect.

B. It has been assigned an Advanced HTML profile.

C. Itis NOT bound to the virtual server.

D. It has been assigned the built-in APPFW_RESET profile.

Answer: (SHOW ANSWER)

Explanation/Reference:
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NEW QUESTION: 16

Which Citrix Application Delivery Management (ADM) Analytics page allows a Citrix Engineer to
monitor web application traffic?

A. Web Insight

B. WAN Insight

C. HDX Insight

D. Gateway Insight

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-application-delivery-management-service/analytics/hdx-

insight.html
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NEW QUESTION: 17

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway.
The engineer creates the authentication policies and binds the policies to the appropriate bind
points. The engineer creates a custom form using Notepad++ to format the page which will
capture the user's credentials.

To which folder on the Citrix ADC will the engineer need to upload this form?

A. /flash/nsconfig/loginschema/LoginSchema

B. /var

C. /flash/nsconfig/loginschema

D. /var/netscaler

Answer: (SHOW ANSWER)

NEW QUESTION: 18

Which three items does Citrix Application Delivery Management (ADM) require when adding an
instances?

(Choose three.)

A. Site

B. Tags

C. IP address

D. Agent

E. Profile
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Answer: (SHOW ANSWER)
Explanation

Explanation/Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management-
software/current-release/ configure/add-instances.html

NEW QUESTION: 19

Which license must be present on the Citrix ADC for the Citrix Application Delivery Management
(ADM) Service to generate HDX Insight reports that present one year's worth of data?

A. Advanced

B. Premium Plus

C. Standard

D. Premium

Answer: (SHOW ANSWER)

NEW QUESTION: 20

Scenario: A Citrix Engineer has configured LDAP group extractio the NetScaler Management and
Analytics System (NMAS) for the administration. T g s that extraction is NOT working

for one of the five configured gruups§ '!I" @@
What could be the cause of the issue®

A. The user group extraction is NOT supported with plaintext LDAP.

B. The NMAS group does NOT match the one on the external LDAP servers.
C. The admin bind user has read-only permissions on the LDAP server.

D. The LDAP bind DN is incorrectly configured in the LDAP profile.

Answer: (SHOW ANSWER)

NEW QUESTION: 21

Which protection can a Citrix Engineer implement to prevent a hacker from extracting a customer
list from the company website?

A. Cross-Site Request Forgeries (CSRF)

B. HTML Cross-Site Scripting (XSS)

C. Form Field Consistency

D. HTML SQL Injection

Answer: (SHOW ANSWER)

NEW QUESTION: 22

Scenario: A Citrix Engineer reviewed the log files of a web application and found the error
message below: "Unable to complete request Unrecognized field cext2_price>" Which protection
can the engineer implement to prevent this error from happening?

A. HTML SQL Injection

B. Cross-Site Request Forgeries (CSRF)

C. Form Field Consistency
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D. HTML Cross-Site Scripting (XSS)
Answer: C (LEAVE A REPLY)

NEW QUESTION: 23

A manager for a hospital billing system wants to display the last four digits of a credit card number
when printing invoices.

Which credit card security action does this?

A. X-Out

B. Log

C. Transform

D. Block

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-adc/current-release/application-firewall/dataleak-

prevention/creditcard-check.html

NEW QUESTION: 24

Scenario: A Citrix Engineer manages Citrix Application Delivery Management (ADM) for a large
holding company. Each division maintains its own ADC appliances. The engineer wants to make
Citrix ADM features and benefits available to each group independently.

What can the engineer create for each division to achieve this?

A. Arole

B. A group

C. A dashboard

D. A tenant

E. A site

Answer: (SHOW ANSWER)

NEW QUESTION: 25

A Citrix Engineer has found issues in the websites after enabling Application Firewall. Which logs
on the NetScaler can the engineer check to verify that the issues are NOT caused by Application
Firewall?

A. ns.log

B. aaad.debug

C. newnslog

D. nslog

Answer: (SHOW ANSWER)

NEW QUESTION: 26

Scenario: A Citrix Engineer creates a Responder policy to redirect users attempting to access an
application protected with Citrix Web App Firewall. Instead of being redirected, users are seeing
an "Access Denied' page.
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This is happening because Citrix Web App Firewall is processed . (Choose the
correct option to complete the sentence.)

A. after Responder, but the violation is applied to prevent access
B. after Responder, and the redirection is invalid

C. before Responder, and a violation is occurring

D. before Responder, and the redirection is invalid

Answer: (SHOW ANSWER)

NEW QUESTION: 27

Which two protections ensure that the correct data is returned by the client? (Choose two.)
A. Form Field Consistency.

B. Field Formats

C. HTML Cross-Site Scripting (XSS)

D. Cross-Site Request Forgeries (CSRF)

Answer: (SHOW ANSWER)

Explanation/Reference: https://docs.citrix.com/en-us/citrix-adc/citrix-adc-secure-

deployment/secure-deployment- guide.html

NEW QUESTION: 28

Which protection is applied on a server response from a protected application?
A. Safe Object

B. Cross-Site Request Forgeries (CSRF)

C. Form Field Consistency

D. HTML Cross-Site Scripting (XSS)

Answer: (SHOW ANSWER)

NEW QUESTION: 29

Scenario: A Web Application Developer asked a Citrix Engineer to implement Citrix Web App
Firewall protections. To provide consistency in branding, the developer asked that the web server
provide a custom message when a violation occurs. Which profile setting does the engineer need
to configure to provide the custom message?

A. HTML Error Object

B. RFC Profile

C. Redirect URL

D. Content Type Default Response

Answer: (SHOW ANSWER)

NEW QUESTION: 30
Scenario; A Citrix Engineer is reviewing the Citrix Web ggg Fig %;g files using the GUI. Upon

further analysis, the engineer notic ﬁwg idabior traffic is being blocked.
What can the engineer do to allow the t pass through while maintaining security?
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A. Select the check box in the log entry.

Choose Dismiss to allow the traffic to pass through from the Action menu.
B. Note the protection blocking the traffic in the log entry.

Create a new profile and policy and bind it with a larger priority number.
C. Select the check box in the log entry.

Choose Edit & Deploy to create a relaxation rule from the Action menu.
D. Note the protection blocking the traffic in the log entry.

Edit the profile and deselect the Block action for the protection.

Answer: (SHOW ANSWER)

NEW QUESTION: 31

Scenario: A Citrix Engineer wants to use Citrix Application Delivery Management (ADM) to
monitor a single Citrix ADC VPX with eight web applications and one Citrix Gateway. It is
important that the collected data be protected.

Which deployment will satisfy the requirements?

A. A single Citrix ADM with database replication to a secondary storage repository.

B. A pair of Citrix ADM virtual appliances configured for High Availability.

C. A pair of Citrix ADM virtual appliances, each working independently.

D. A single Citrix ADM imported onto the same hypervisor as the Citrix ADC VPX.
Answer: (SHOW ANSWER)
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NEW QUESTION: 32

Scenario: A Citrix Engineer receives the following error when accessing content from a virtual
server:

"Page cannot be displayed.”

However, the content is accessible when connecting directly to the web server. The engineer
captured the traffic using nstrace and found that the amount of data sent from the web server
exceeds the content length defined in the HTTP header. Which action can the engineer take to
resolve the issue?

A. Increase the Content length in the Application Firewall Profile.

B. Enable Drop extra data from server in the HTTP Profile.

C. Disable Drop extra data from server in the HTTP Profile.
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D. Disable Drop extra CRLF in the HTTP Profile.
Answer: (SHOW ANSWER)

NEW QUESTION: 33

Scenario: A Citrix Engineer needs to limit Front End Optimization (FEO) on a web application to
mobile users with mobile devices. The engineer decides to create and bind an FEO policy.
Which advanced expression should the engineer use in the FEO policy?

A. HTTP.RED.HEADER("User-Agent").CONTAINS("los") Il HTTP.REQ.HEADER("User-
Agent").CONTAINS("Andriod")

B. HTTP.REG.HEADER("User-
Agent").CONTAINS("Mobile")&&CLIENT.IP.SRC.IN_SUBNET(192.168.10.0/24.NOT

C. CLIENT.IP.SRC.IS_MOBILE

D. HTTP.REQ.HEADER("User-Agent").NOTCONTAINS("Windows")&&CLIENT.IS_MOBILE
Answer: (SHOW ANSWER)

NEW QUESTION: 34

Scenario: A Citrix Engineer configures Citrix Web App Firewall to protect an application. Users
report that they are NOT able to log on. The engineer enables a Start URL relaxation for the path
/Nlogin.aspx.

What is the effect of the Start URL relaxation on the application?

A. Access to the path /login.aspx is unblocked.

B. Access to the path /login.aspx is blocked.

C. Non-administrative users are blocked from the path /login.aspx

Administrative users are permitted to the path /login.aspx.

D. External users are blocked from the path /login.aspx.

Internal users are permitted to the path /login.aspx.

Answer: (SHOW ANSWER)

NEW QUESTION: 35

Scenario: A Citrix Engineer is implementing Integrated Caching to increase performance of a web
application. The Application Engineer replaces a small logo on the main page with a new one.
Later on, when the engineer attempts to access the page, the old logo is displayed. Which
enabled setting in the Content Group would cause this to happen?

A. Do not cache - if hits are less than 1

B. Expire content after 60 seconds

C. Ignore browser's reload request

D. Do not cache - if size exceeds 500 KB

Answer: (SHOW ANSWER)

NEW QUESTION: 36
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Which method is used by NetScaler Management and Analytics System (NMAS) to gather
licensing information from NetScaler?

A. CFLOW

B. APPFLOW

C. IPFLOW

D. NITRO

Answer: (SHOW ANSWER)

NEW QUESTION: 37

What can a Citrix Engineer use in NetScaler Management and Analytics System (NMAS) to
troubleshoot an issue in which users report long response times when accessing a virtual
desktop?

A. Gateway Insight

B. Web Insight

C. WAN Insight

D. HDX Insight

Answer: (SHOW ANSWER)

NEW QUESTION: 38

Scenario: A Citrix Engineer is notified that improper requests are reacting the web application.
While investigating, the engineer notices that the Citrix Web App Firewall policy has zero hits.

What are two possible causes for this within the Citrix Web App Firewall policy? (Choose two.)
A. It has been assigned an Advanced HTML profile.

B. It has been assigned the built-in APPFW_RESET profile.

C. The expression is incorrect.

D. Itis NOT bound to the virtual server.

Answer: (SHOW ANSWER)

NEW QUESTION: 39

Scenaho: A Citrix Engineer needs to block requests from a list of IP addresses in a database
maintained by the Security team. The Security team has built a web application that will send a
response of either "Blocked" or "Allowed," based on whether the given |IP address is on the list.
Which expression should the engineer use to extract the status for policy processing?

A. HTTP.RES.STATUS

B. HTTP.RES.BODY(1000)

C. HTTP.RES.CONTENT LENGTH.GT(0)

D. HTTP.RES.HEADERf Connection")

Answer: (SHOW ANSWER)

NEW QUESTION: 40
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Scenario; A Citrix Engineer has configured Application m&%abled it in learning mode.

However, the Application Firewall dagf@ﬁgtﬂﬁ city due to excessive requests. What

can the engineer configure to mitigat
A. Configure caching policies.

B. Configure Trusted Learning Clients.

C. Enable learning only on XML based profiles.
D. Increase NetScaler hard drive capacity.
Answer: (SHOW ANSWER)

NEW QUESTION: 41

A Citrix Engineer needs to protect a website that contains sensitive data such as employee ID
numbers and customer ID numbers.

Which security check can the engineer implement to protect the sensitive data?

A. Content-type

B. Safe Object Check

C. Field Formats

D. CSRF Form tagging

Answer: B (LEAVE A REPLY)

Explanation/Reference:

The Safe Object check provides user-configurable protection for sensitive business information,
such as customer numbers, order numbers, and country-specific or region-specific telephone

numbers or postal codes.

NEW QUESTION: 42

Which build-in TCP profile can a Citrix Engineer assign to a virtual server to improve performance
for users who access an application from a remote office over an ATM connection?

A. nstcp_default_tcp_Ifp

B. nstcp_default_tcp_interactive_stream

C. nstcp_default_tcp_Inp

D. nstcp_default_tcp_lan

Answer: (SHOW ANSWER)

NEW QUESTION: 43

Which action can be used to place the rule on the relaxation list without being deployed and
ensuring that the rule is NOT learned again?

A. Skip

B. Deploy

C. Edit& Deploy

D. Delete

Answer: (SHOW ANSWER)
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NEW QUESTION: 44

Scenario: A hacker accessed the HTML code from a product page and manipulated the HTML
code as shown:

Original Value: <input type=hidden name=price value=2379.73> Manipulated Value: <input
type=hidden name=price value=9.24> Which security check can the engineer configure to
counter the manipulation?

A. Field Formats

B. HTML Cross-Site Scripting

C. Content-type

D. Form Field consistency

Answer: (SHOW ANSWER)

NEW QUESTION: 45

A Citrix Engineer needs to configure an Application Firewall policy. According to company
policies, the engineer needs to ensure that all the requests made to the website are originating
from North America. Which policy expressions will help the engineer accomplish the requirement?
A. CLIENT.IP.SRC.MATCHES_LOCATION ("North America.US.*.*.*.*"). NOT

B. CLIENT.IP.SRC.MATCHES ("North America.US.*.*.*.*")

C. CLIENT.IP.SRC.MATCHES_LOCATION ("North America.US.*.*.*.*")

D. CLIENT.IP.DST.MATCHES ("North America.US.*.*.*.*")

Answer: C (LEAVE A REPLY)

NEW QUESTION: 46

A Citrix Engineer has correctly installed and configured the NetScaler Web Logging (NSWL) client
but has noticed that logs are NOT being updated.

What could be causing this issue?

A. The NSWL buffer is full on the NetScaler.

B. The TCP port 3011 is NOT open between the NSWL client and NetScaler.

C. An NSIP is missing in the log.conf file

D. The NSWL client executable is NOT running on the client.

Answer: (SHOW ANSWER)
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NEW QUESTION: 47

A Citrix Engineer wants to delegate management of Citrix Application Delivery Management
(ADM) to a junior team member.

Which assigned role will limit the team member to view all application-related data?

A. readonly

B. admin

C. appReadonly

D. appAdmin

Answer: (SHOW ANSWER)

NEW QUESTION: 48

Which feature of Learning should a Citrix Engineer configure to direct Citrix Web App Firewall to
learn from specific sessions?

A. Advanced policy expression filter

B. Default policy expression filter

C. Trusted Learning Clients list

D. Manage Content Types for Safe Commerce

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-adc/current-release/application-firewall/profiles/learning.html

NEW QUESTION: 49

A Citrix Engineer needs to write a regular expression to treat the URL www.citrix.com as a literal
string.

Which regular expression can the engineer use?

A. www$ . citrix$.com

B. [www\].[citrix\]. [com\]

C. www+_citrix+.com

D. www\.citrix\.com

Answer: B (LEAVE A REPLY)

Explanation

NEW QUESTION: 50

Which action ensures that content is wigﬁqﬁmﬁﬁ%ﬁ E’:ﬁﬁfn?
A. CACHE

B. MAY_CACHE

C. NOCACHE

D. MAY_NOCACHE

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-adc/current-release/optimization/integrated-caching/configure-
cookies-headers-and-polling.html
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NEW QUESTION: 51

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. The
engineer enables the Learn action for the Start URL, HTML, Cross-Site Scripting, and HTML SQL
Injection protections. The engineer assigns this profile to a policy, which is then bound to the
virtual server.

Which two items can the engineer check to determine that the Learn action is NOT capturing any
rules? (Choose two.)

A. The aslearn process is running on the Citrix ADC appliance.

B. Enough space is left on the /flash file system.

C. The Learn database is less than 20 MB.

D. The HTML Error Object is configured for the profile.

Answer: (SHOW ANSWER)

NEW QUESTION: 52

Which report can a Citrix Engineer review to ensure that the Citrix ADC meets all PCI-DSS
requirements.

A. Generate Application Firewall Configuration

B. PCI-DSS Standards

C. Application Firewall Violations Summary

D. Generate PCI-DSS

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-adc/current-release/application-firewall/stats-and-reports.htmi

NEW QUESTION: 53

Scenario: A Citrix Engineer reviews the log files for a business-critical web application. The
engineer notices a series of attempts to directly access a file, /etc/passwd.

Which feature can the engineer implement to protect the application against this attack?

A. Content Type

B. Buffer Overflow

C. Form Field Consistency

D. Start URL

Answer: (SHOW ANSWER)

NEW QUESTION: 54

Scenario: A Citrix Engineer is reviewing the log files for a protected application. The engineer
discovers a lot of errors pertaining to invalid data being supplied by users.

Which protection can the engineer implement at the Citrix Web App Firewall to reduce these
errors?

A. Form Field Consistency

B. Field Format

C. HTML SQL Injection
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D. Cross-Site Request Forgeries (CSRF)
Answer: (SHOW ANSWER)

NEW QUESTION: 55

A Citrix Engineer wants to quietly track attempts that cause a web application to display a list of
all user accounts.

Which action should the engineer enable to achieve this?

A. Log

B. Block

C. Stats

D. Learn

Answer: (SHOW ANSWER)

NEW QUESTION: 56

A Citrix Engineer has defined an HTTP Callout, hc_authorized_location, to return the value
"Authorized" if client's IP address is on a list of authorized external locations.

Which advanced expression should the engineer use in a policy for testing this condition?
A. SYS.HTTP_CALLOUT(hc_authorized_location).IS_TRUE

B. SYS.HTTP_CALLOUT (hc_authorized_location).IS_VALID

C. SYS.HTTP_CALLOUT(hc_authorized_location).EQ("Authorized")

D. SYS.HTTP_CALLOUT (hc_authorized_location).EQUALS_ANY("Authorized")

Answer: D (LEAVE A REPLY)

NEW QUESTION: 57

In PCRE, the only characters assumed to be literals are (Choose the correct option
to complete the sentence.)

A. a-z, A-Z

B. 0-9

C.a-z, A-Z, 09

D.A-Z

Answer: (SHOW ANSWER)

NEW QUESTION: 58

Scenario: A Citrix Engineer notices that a web page takes a long time to display. Upon further
investigation, the engineer determines that the requested page consists of a table of high-
resolution pictures which are being displayed in table cells measuring 320 by 180 pixels.
Which Front End Optimization technique can the engineer enable on the Citrix ADC to improve
time to display?

A. Shrink to Attributes

B. Make Inline

C. Extend Page Cache
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D. Minify
Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/netscaler/11-1/optimization/front-end-optimization.html

NEW QUESTION: 59

Which setting in the Cookie Consistency protection feature does a Citrix Engineer need to
configure to ensure that all a cookie is sent using TLS only?

A. Encrypt Server Cookies > Encrypt All

B. Flags to Add in Cookies > Secure

C. Encrypt Server Cookies > Encrypt Session Only

D. Proxy Server Cookies > Session Only

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-adc/current-release/application-firewall/cookie-

protection/cookie-consistency-check.html

NEW QUESTION: 60
Which Front End Optimization techniw&ﬁpﬁmﬁéﬁé Mraﬁe,[ download limitation of web browsers?
A. Lazy Load

B. Domain Sharding

C. Extend Page Cache

D. Minify

Answer: (SHOW ANSWER)

NEW QUESTION: 61

Which protection ensures that links to sensitive pages can only be reached from within an
application?

A. Form Field Consistency Check

B. Buffer Overflow Check

C. URL Closure

D. Deny URL

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-adc/current-release/application-firewall/url-protections/denyurl-
check.html

Valid 1Y0-341 Dumps shared by ExamDiscuss.com for Helping Passing 1Y0-341 Exam!
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NEW QUESTION: 62

Scenario: A Citrix Engineer has configured NetScaler Management and Analytics System
(NMAS) with the default settings. In this configuration, the total number of virtual servers is lower
than the number of installed virtual server licenses.

Which type of virtual server will NOT be automatically licensed by the NMAS on discovered
instances?

A. Load Balancing virtual server

B. Content Switching virtual server

C. SSL Offload virtual server

D. Non-addressable virtual server

Answer: (SHOW ANSWER)

NEW QUESTION: 63

Which logging does an engineer need to enable as a pre -requisite to geolocation - based
logging?

A. Syslog

B. AppFlow

C. Audit

D. CEF (Common Even Format)

Answer: (SHOW ANSWER)

NEW QUESTION: 64

Statistics for which three types of violations are presented on the App Security Dashboard?
(Choose three.)

A. Web App Firewall protection

B. IP Reputation

C. SSL Enterprise Policy

D. Signature

E. AAA

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-application-delivery-management-

service/analytics/security/security-violations.html

NEW QUESTION: 65

Which two security checks invoke sessionization? (Choose two.)
A. Field Formats

B. CSRF Form Tagging

C. Form Field Consistency
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D. HTML Cross-Site Scripting
Answer: (SHOW ANSWER)

NEW QUESTION: 66

Scenario: A Citrix Engineer configured signature protections for Citrix Web App Firewall.
Signature Auto- Update has been enabled. Upon reviewing the log files, the engineer notices that
the auto update process has an error. In the settings for Signature Auto Update the engineer
notices that the URL is blank.

Which URL should the engineer enter to restore the update process?

A. https://s3.amazonaws.com/NSAppFwSignatures/SignaturesMapping.xml

B. https://download.citrix.com/NSAppFwSignatures/SignaturesMapping.xml

C. https://www.citrix.com/NSAppFwSignatures/SignaturesMapping.xmi

D. https://citrix.azure.com/NSAppFwSignatures/SignaturesMapping.xml

Answer: (SHOW ANSWER)

NEW QUESTION: 67

Which variable will display the client's source IP address when added to an HTML Error Object
page?

A. ${CUENT.IPSRC}

B. $[CLIENT.IP.SRC]

C. $<CUENTIP.SRC>

D. $(CLIENT.1P.SRC)

Answer: (SHOW ANSWER)

NEW QUESTION: 68

A Citrix Engineer has deployed Front-end Optimization on NetScaler. The following are the
snippets of the content before and after optimization.

Before Optimization:

LILGCTIFE NTML> &
y
ok s S IS B
<head> & [ il 'fa b o
. a : T _._;} | . B _‘-: e )
<link rel= “styleshest” type= “text/Jsz" hfﬁfﬂ?iinyétf%hc.caa":

<link rel= "stylesheet"” type= “text/cazs” hrefu”shﬁét!xyz.¢ss”}
</head>
<body>
<div class= “abgc">
I am from style abc
</div>
< div class= “xyz">
I am from style xyz
</div>
</body>
</html>

After Optimization:
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<!DOCTYPE html>
<html>
<head>
<link rel= “stylesheet” type= “text/css” href= “sheet/abecxyz.css”>
< /head>
<body>
<div class= “abc”>
I am from style abc
< /div >
< div class=
I am from style xy=z

©
< /div>
</body>
=

</html>

Which optimization technique has been applied to the content?
A. Combine CSS

B. Inline CSS

C. Linked JavaScript to inline JavaScript

D. Minify CSS

Answer: (SHOW ANSWER)

w

xyz” >

NEW QUESTION: 69

A review of purchases made at an online retailer shows that several orders were processed for
items at an unpublished price.

Which protection can a Citrix Engineer implement to prevent a site visitor from modifying the unit
price of a product on the shopping cart page?

A. Cross-Site Request Forgeries (CSRF)

B. HTML Cross-Site Scripting (XSS)

C. Form Field Consistency

D. HTML SQL Injection

Answer: C (LEAVE A REPLY)

NEW QUESTION: 70
Scenario: A Citrix Engineer used Learning to establish the HTML é}(t Injection relaxations for a critical

web application. The engineer now wishes to b m tections for a different web
application. The name of the Web A;E % rof_customercare.
Which CLI command can the engineer use to empty the Learn database?

A. reset appfw learningdata

B. set appfw learningsettings appfw_prof customercare -SQLInjectionMinThreshold 0

C. export appfw learningdata appfw_prof_customercare

D. set appfw learningsettings appfw_prof customercare -startURLMinThreshold 0

Answer: (SHOW ANSWER)
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NEW QUESTION: 71

Scenario: A Citrix Engineer needs to ensure that the flow of traffic to a web application does NOT
overwhelm the server. After thorough testing, the engineer determines that the application can
handle a maximum of 3,000 requests per minute. The engineer builds a limit identifier,
rl_maxrequests, to enforce this limitation.

Which advanced expression can the engineer write in the Responder policy to invoke rate
limiting?

A. SYS.CHECK_LIMIT("rl_maxrequests")

B. SYS.CHECK_LIMIT("rl_maxrequests").CONTAINS("Busy")

C. SYS.CHECK_LIMIT("rl_maxrequests").IS_VALID

D. SYS.CHECK_LIMIT("rl_maxrequests").GE(3000)

Answer: (SHOW ANSWER)

https://support.citrix.com/article/CTX134009

NEW QUESTION: 72

Which Citrix Application Delivery Management (ADM) Analytics page allows an engineer to
monitor the metrics of end-point analysis and authentication failures?

A. Security Insight

B. Gateway Insight

C. Web Insight

D. HDX Insight

Answer: (SHOW ANSWER)

NEW QUESTION: 73

Which Front End Optimization technique causes the Citrix ADC to resize images before sending
them to the client?

A. Minify

B. Shrink to Attributes

C. Compression

D. Inlining

Answer: (SHOW ANSWER)

Explanation/Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/optimization/front-

end-optimization.html

NEW QUESTION: 74

A Web Application Engineer is reviewing log files and finds that a large number of bad HTTP
requests are being sent to the web application servers.

What can the Citrix ADC Engineer to do prevent bad HTTP requests from getting to the web
application?

A. Create an HTTP profile and select 'Drop invalid HTTP requests'.

Assign the HTTP profile to the virtual server.
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B. Create an HTTP profile and select 'Drop invalid HTTP requests'.

Assign the HTTP profile to the Web App Firewall policy.

C. Select 'Change HTTP Parameters' under System > Settings.

Select 'Drop invalid HTTP requests'.

D. Modify the default HTTP profile and select 'Drop invalid HTTP requests'.
Bind the default HTTP profile globally.

Answer: (SHOW ANSWER)

NEW QUESTION: 75

A Citrix Engineer wants to delegate management of Citrix Application Delivery Management
(ADM) to a junior team member.

Which assigned role will limit the team member to view all application-related data?
A. readonly

B. appReadonly

C. admin

D. appAdmin

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-application-delivery-management-service/setting-
up/configuring-role-based-access-control.html

NEW QUESTION: 76

Which Markup Language is used along with NITRO API to create a StyleBook?
A. GML

B. YAML

C. XML

D. HTML

Answer: (SHOW ANSWER)

Valid 1Y0-341 Dumps shared by ExamDiscuss.com for Helping Passing 1Y0-341 Exam!
ExamDiscuss.com now offer the newest 1Y0-341 exam dumps, the ExamDiscuss.com
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NEW QUESTION: 77

A Citrix Engineer is reviewing the log files for a sensitive web application and notices that
someone accessed the application using the engineer's credentials while the engineer was out of
the office for an extended period of time.
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Which production can the engineer implement to protect against this vulnerability?
A. Form Field Consistency

B. Cookie Consistency

C. Deny URL

D. Buffer Overflow

Answer: (SHOW ANSWER)

NEW QUESTION: 78

In which order is a client request to a protected web application processed?
A. Citrix Web App Firewall, Caching, Load Balancing, Rewrite

B. Caching, Citrix Web App Firewall, Load Balancing, Rewrite

C. Load Balancing, Citrix Web App Firewall, Caching, Rewrite

D. CitrixWebApp Firewall, Load Balancing, Caching, Rewrite

Answer: (SHOW ANSWER)

NEW QUESTION: 79

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway.
The engineer creates the authentication policies and binds the policies to the appropriate bind
points. The engineer creates a custom form using Notepad++ to format the page which will
capture the user's credentials.

What is the first step the engineer must perform to assign this form to the authentication process?
A. Create a login schema profile and select the uploaded file.

B. Bind the authentication policy to the primary authentication bank of the Citrix Gateway

C. Create an authentication policy label and bind it to an authentication policy.

D. Create a login schema policy and bind it to the authentication virtual server.

Answer: (SHOW ANSWER)

NEW QUESTION: 80
A Citrix Engineer needs to create a configuration job to %_I%%e uration from an existing Citrix

ADC to a new Citrix ADC. . :ﬁ
ggﬁgﬁgofacc

Which configuration source can the
A. Master Configuration

B. Inbuilt Template
C. Instance

omplish this?

D. Configuration Template

Answer: (SHOW ANSWER)
https://docs.citrix.com/en-us/citrix-application-delivery-management-software/current-
release/stylebooks/migrate-citirx-adc-application-configuration-using-stylebooks.html

NEW QUESTION: 81
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A Citrix Engineer needs to configure an application firewall profile to ensure that the images
uploaded on the website are NOT malicious. The engineer needs to create a policy to filter the
upload requests and ensure that they are in JPEG format. Which expression can the engineer
use to fulfill this requirement?

A. http.reg.header ("Content-Type").contains ("image/jpeg") || http.req.method.eq(POST)

B. http.req.url.endswith (".jpeg) &&http.req.method.eq (POST)

C. http.req.url.endswith (".jpeg) || http.req.method.eq (GET)

D. http.req.url.contains (".jpeg) &&http.req.method.eq (GET)

Answer: (SHOW ANSWER)

NEW QUESTION: 82

A Citrix Engineer observes that after enabling the security checks in Learning mode only in an
Application Firewall profile, the NetScaler is blocking the non-RFC compliant HTTP packets. What
can the engineer modify in the configuration to resolve this issue?

A. Set Default profile in application firewall settings as APPFW_BYPASS.

B. Disable Drop Invalid Requests in the HTTP Profile settings.

C. Set Undefined Action in application firewall settings as APPFW_BYPASS.

D. Enable Drop Invalid Requests in the HTTP Profile settings.

Answer: (SHOW ANSWER)

NEW QUESTION: 83

Scenario: A Citrix Engineer is configuring a Buffer Overflow Security Check. When configuring the
options, the engineer notices that the Learn Mode is unavailable. Why is the Learn Mode
unavailable in this configuration?

A. TheNetScaler License is at Enterprise.

B. The Learn Mode is NOT available for Buffer Overflow.

C. The Application Firewall database is at 20 MB.

D. The Application Firewall feature is disabled.

Answer: (SHOW ANSWER)

NEW QUESTION: 84

What can a Citrix Engineer do to aggregate Citrix Web App Firewall log messages to a central
location?

A. Enable AppFlow and forward AppFlow records to a Citrix Application Delivery Management
(ADM) server.

B. Create a Responder action and policy, and bind it to the virtual server.

C. Create a Citrix Web App Firewall Audit policy.

D. Modify the Citrix Web App Firewall settings.

Answer: (SHOW ANSWER)

NEW QUESTION: 85
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A Citrix Engineer has determined that users are able to access random URLs on a web site
through bookmarks and by manually typing in the URLSs to skip the pages required to reach that
part of the website.

Which two checks can the engineer enable to prevent this attack? (Choose two.)

A. Deny URL

B. Buffer overflow

C. Form Field Consistency

D. Start URL

E. HTML Cross-site scripting

Answer: (SHOW ANSWER)

NEW QUESTION: 86

A Citrix Engineer observes that the servers hosting a critical application are crashing on a regular
basis. Which protection could the engineer implement on a Citrix Web App Firewall in front of the
application?

A. HTML Cross-Site Scripting (XSS)

B. Buffer Overflow Check

C. HTML SQL Injection

D. Start URL

Answer: (SHOW ANSWER)

NEW QUESTION: 87

A Citrix Engineer needs to configure an AppQoE action to deliver content from an alternate
service. Which three parameters should the engineer configure to meet this requirement?
(Choose three.)

A. Alternate Content Path

B. Header Name

C. Action Type

D. Maximum Connections

E. TCP Profile

Answer: B,C,D (LEAVE A REPLY)

NEW QUESTION: 88

What is required for connecting a data center to the Citrix Application Delivery Management
(ADM) Service?

A. Instance

B. Configuration Job

C. Agent

D. Syslog

Answer: (SHOW ANSWER)
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https://docs.citrix.com/en-us/citrix-application-delivery-management-service/citrix-application-
delivery-management-service.html

NEW QUESTION: 89

Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQoE) to
protect a web application. The engineer configures the AppQoE action to deliver a custom
response from a backup server once the maximum number of concurrent connection is reached.
To achieve this, the engineer should set the Acton Type to and specify the
(Choose the correct option to complete the sentence.)

A. NS; Custom File

B. ACS; Alternate Content Server Name

C. ACS; Custom File

D. NS; Alternate Content Server Name

Answer: (SHOW ANSWER)

NEW QUESTION: 90

Which data populates the Events Daspboamdzs oy Al 11+
A. SNMP trap messages

B. AppFlow IPFIX records
C. APl calls

D. Syslog messages
Answer: (SHOW ANSWER)

LA =

NEW QUESTION: 91

Scenario: A Citrix Engineer wants to configure the Citrix ADC for OAuth authentication. The
engineer uploads the required certificates, configure the actions, and creates all the necessary
policies. After binding the authentication policy to the application, the engineer is unable to
authenticate.

What is the most likely cause of this failure?

A. The Redirect URL is incorrect.

B. The log files are full.

C. The certificates have expired.

D. The policy bindings were assigned incorrect priorities.

Answer: (SHOW ANSWER)
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NEW QUESTION: 92

What criteria must be met in order to create a certificate bundle by linking multiple certificates in
NetScaler Management and Analytics System (NMAS)?

A. The certificates must be created on the NetScaler.

B. The issuer of the first certificate must match the domain of the second certificate.

C. The certificates must be issued by an external Certificate Authority.

D. The issuer if the first certificate must NOT have issued the second certificate.

Answer: (SHOW ANSWER)

NEW QUESTION: 93

Scenario: A Citrix Engineer needs to configure Application Firewall to handle SQL injection
issues.

However, after enabling SQL injection check, the backend server started dropping user requests.
The Application Firewall configuration is as follows:

add appfw profile Test123 startURLAction none- denyURLAction none-crossSiteScriptingAction
none - SQLInjectionAction log stats- SQLInjectionTransformSpecialChars ON
SQLInjectionCheckSQLWildChars ON- fieldFormatAction none- bufferOverflowAction none-
responseContentType "application/octet-stream" XMLSQLInjectionAction none- XMLXSSAction
none-XMLWSIAction none- XMLValidationAction none What does the engineer need to change in
the Application Firewall configuration?

A. Enable-XMLSQLInjectionAction none

B. Disable- SQLInjectionTransformSpecialChars ON

C. Enable-XMLValidationAction none

D. Disable- SQLInjectionCheckSQLWildChars ON

Answer: (SHOW ANSWER)

NEW QUESTION: 94

When the NetScaler marks a client connection as "non-trackable", the default behavior of the
NetScaler without making any change to the HTTP Profile is to . (Choose the correct
option to complete the sentence.)

A. drop the connection.

B. proxy the connection to the client.

C. proxy the connection to the target.

D. track the connection.

Answer: (SHOW ANSWER)

NEW QUESTION: 95
Scenario: A Citrix Engineer configured signature protections for Citrix Web App Firewall.
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Signature Auto- Update has been enabled. Upon reviewing the log files, the engineer notices that
the auto update process has an error. In the settings for Signature Auto Update the engineer
notices that the URL is blank.

Which URL should the engineer enter to restore the update process?

A. https://s3.amazonaws.com/NSAppFwSignatures/SignaturesMapping.xml

B. https://download.citrix.com/NSAppFwSignatures/SignaturesMapping.xml

C. https://www.citrix.com/NSAppFwSignatures/SignaturesMapping.xmi

D. https://citrix.azure.com/NSAppFwSignatures/SignaturesMapping.xml

Answer: (SHOW ANSWER)

https://support.citrix.com/article/CTX138858

NEW QUESTION: 96

Which NetScaler Management Analytics System (NMAS) feature can the Citrix Engineer use to
convert configuration tasks performed using the GUI to CLI commands?

A. Record-and-Play

B. Master Configuration

C. Configuration Template

D. Inbuilt Template

Answer: A (LEAVE A REPLY)

NEW QUESTION: 97

What is required for connecting a data center to the Citrix Application Delivery Management
(ADM) Service?

A. Agent

B. Syslog

C. Instance

D. Configuration Job

Answer: (SHOW ANSWER)

NEW QUESTION: 98

Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQoE) to
protect a web application. The engineer configures the AppQoE action to deliver a custom
response from a backup server once the maximum number of concurrent connection is reached.
To achieve this, the engineer should set the Acton Type to and specify the
(Choose the correct option to complete the sentence.)

A. ACS; Alternate Content Server Name

B. ACS; Custom File

C. NS; Alternate Content Server Name

D. NS; Custom File

Answer: (SHOW ANSWER)
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NEW QUESTION: 99

Scenario: A Citrix Engineer configures Citrix Web App Firewall to protect an application. Upon
reviewing the log files, the engineer notices a pattern of forceful browsing toward the configuration
page for the application. To protect against this, the engineer enforces Start URL and enables
Enforce URL Closure.

What is the effect of enforcing Start URL and enabling Enforce URL Closure on the application?
A. Non-administrative users are blocked from the path /config.aspx.

Administrative users are permitted to the path /config.aspx.

B. External users are blocked from the path /config.aspx.

Internal users are permitted to the path /config.aspx.

C. Access to the path /config.aspx is blocked.

D. Access to the path /config.aspx is unblocked when a user clicks a referring link elsewhere on
the website.

Answer: (SHOW ANSWER)

NEW QUESTION: 100
A manager for a hospital billing system wants to displayfﬁlagfg@ﬁigits of a credit card number when

printing invoices. %&1%@@}:%

Which credit card security action do
A. Transform

B. Block

C. X-Out

D. Log

Answer: (SHOW ANSWER)

NEW QUESTION: 101

How can a Citrix Engineer monitor the Citrix ADC appliances to check that all SSL certificates
have a key strength of at least 2048 bits from the SSL Dashboard Settings?

A. Delete 512 and 1024 on the Enterprise Policy tab.

B. Select 2048 and 4096 on the Enterprise Policy tab.

C. Delete 512, 1024, and 4096 on the Enterprise Policy tab.

D. Select 2048 on the Enterprise Policy tab.

Answer: (SHOW ANSWER)

NEW QUESTION: 102

A Citrix Engineer observes that when the application firewall policy is bound to the virtual server,
some of the webpages are NOT loading correctly.

Which log file can the engineer use to view the application firewall-related logs in the native
format?

A. /var/nslog/newnslog

B. /var/log/iprep.log
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C. /var/nslog/ns.log
D. /var/log/ns.log
Answer: (SHOW ANSWER)
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