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NEW QUESTION: 1

Scenario: A Citrix Engineer has configured Application Firewall and enabled it in learning mode.
However, the Application Firewall database is reaching full capacity due to excessive requests.
What can the engineer configure to mitigate this issue?

A. Increase NetScaler hard drive capacity.

B. Enable learning only on XML based profiles.

C. Configure Trusted Learning Clients.

D. Configure caching policies.

Answer: (SHOW ANSWER)

NEW QUESTION: 2

A Citrix Engineer is configuring an Application Firewall Policy to protect a website.
Which expression will the engineer use in the policy?

A. HTTP.RES.HEADER ("hostname").EQ ("true")

B. HTTP.REQ.HOSTNAME.EQ ("true")

C. HTTP.REQ.IS_VALID

D. HTTP.RES.IS_VALID

Answer: (SHOW ANSWER)

NEW QUESTION: 3

Scenario: A Citrix Engineer needs to configure the Application Firewall to do a credit card check
using the command-line interface (CLI) and configure the profile to obscure the credit card
number. Which parameter will the engineer add in the CLI to encrypt the credit card numbers in
the logs?

A. doSecureCreditCardLogging ON
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B. -creditCardXOut ON

C. -creditCardMaxAllowed
D. creditCardAction BLOCK
Answer: (SHOW ANSWER)

NEW QUESTION: 4

Which setting should be enabled to convert the content-length form submission requests to
chunked requests, when HTML SQL Injection protection is enabled?

A. Streaming

B. Percentage Recursive Decoding

C. Optimize Partial Requests

D. Enable form tagging

Answer: (SHOW ANSWER)

NEW QUESTION: 5

Which two security checks invoke sessionization? (Choose two.)
A. HTML Cross-Site Scripting

B. Form Field Consistency

C. CSRF Form Tagging

D. Field Formats

Answer: (SHOW ANSWER)

NEW QUESTION: 6

Which content type takes the maximum advantage of web caching mechanisms to boost
performance?

A. Pseudo-Dynamic Content

B. Static Content

C. Dynamic Content

D. Pseudo-Static Content

Answer: (SHOW ANSWER)

NEW QUESTION: 7

Scenario: A Citrix Engineer needs to configure an Application Firewall policy for an online
shopping website called "mycompany.com". As a security measure, the shopping cart application
is hosted on a separate directory "/mycart" on the backend server. The engineer configured a
profile to secure the connections to this shopping cart and now needs to ensure that this profile is
allied to all incoming connections to the shopping cart.

Which policy expression will accomplish this requirement?

A. http.reg.header ("url").contains ("/mycart") && http:req.url.contains ("mycompy.com")

B. http.req.url.contains("/mycart") & http:req.url.hostname.eq("mycompany.com")

C. http.req.url.contains("/mycart") || http:req.url.hostname.eq("mycompany.com")
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D. http.req.header ("url").contains ("/mycart") || http.req.url.contains ("mycompany.com")
Answer: (SHOW ANSWER)

NEW QUESTION: 8

A Citrix Engineer has configured NetScaler Web Logging on a Linux client machine. The engineer
needs to verify if the log.conf file has been configured correctly and that there are NO syntax
errors. Which command can the engineer use to accomplish this?

A. nswl -verify -f/ns/bin/log.conf

B. nswl -verify -f/lusr/local/netscaler/etc/log.conf

C. nswil -verify -f/ns/etc/log.conf

D. nswl -verify -f/lusr/local/netscaler/bin/log.conf

Answer: (SHOW ANSWER)

NEW QUESTION: 9

A Citrix Engineer needs generate and present a NetScaler PCI-DSS report to management. The
report should include a PCI-DSS summary of the required security measures for PCI-DSS
compliance.

Where can the engineer generate the report from?

A. Reporting> System

B. Dashboard>System Overview

C. Documentation > Nitro API

D. Configuration>System>Reports

Answer: (SHOW ANSWER)

NEW QUESTION: 10

Which NetScaler Management Analytics Systen W@gm& the Citrix Engineer use to convert
configuration tasks performed using ﬁ@@ﬁ mands?

A. Master Configuration

B. Inbuilt Template

C. Configuration Template
D. Record-and-Play
Answer: (SHOW ANSWER)

NEW QUESTION: 11

A Citrix Engineer has received the following message after setting up Application Firewall in
Learning mode.

August 28 6 03:14:27 <local0.info>XXX.0.0.2.08/28/2017:03:14:27 GMT VPXExtProd01 0-PPE-O0:
default GUI CMD_EXECUTED 1670370 0: User CitrixAdmin- Remote_ip XXX.19.XXX.XXX-
Command

"show appfwlearningdata WebPub_vs_af 1 startURL"- Status "ERROR: Communication error
with aslearn" What can the engineer perform to resolve the issue?
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A. Reboot the NetScaler appliance.

B. Reinstall the Application Firewall license.

C. Disable the Application Firewall feature.

D. Delete the Profile database and restart the aslearn process.
Answer: (SHOW ANSWER)

NEW QUESTION: 12

Scenario: A Citrix Engineer uses one StyleBook on a NetScaler Management and Analytics
System (NMAS) to create multiple load-balanced virtual server configurations for NetScaler
instances. The configuration is saved in a config pack.

In which two locations is the StyleBookconfig pack saved? (Choose two.)

A. NetScaler SDX

B. NetScaler Instance

C. NMAS

D. Syslog Server

E. Local network

Answer: (SHOW ANSWER)

NEW QUESTION: 13

What can a Citrix Engineer use in NetScaler Management and Analytics System (NMAS) to
troubleshoot an issue in which users report long response times when accessing a virtual
desktop?

A. Gateway Insight

B. HDX Insight

C. WAN Insight

D. Web Insight

Answer: (SHOW ANSWER)

NEW QUESTION: 14

A Citrix Engineer needs to migrate the NetScaler Insight Center virtual appliance to NetScaler
Management and Analytics System (NMAS).

Which two actions should be met before migrating the NetScaler Insight Center virtual appliance
to NMAS?

(Choose two.)

A. Migrate the NMAS virtual machine to XenServer.

B. Download the NetScaler MAS build to the /var/mps/mps_images.

C. Install NetScaler Insight Center 11.1 Build 47.14 or later.

D. Install NetScaler MAS License on the NMAS.

E. Remove the NetScaler instances added to the Insight Center.

Answer: (SHOW ANSWER)
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NEW QUESTION: 15

A Citrix Engineer needs to implement Application Firewall to prevent the following tampering and
vulnerabilities:

- If web server does NOT send a field to the user, the check should NOT allow the user to add
that field and return data in the field.

- If a field is a read-only or hidden field, the check verifies that data has NOT changed.

- If a field is a list box or radio button field, the check verifies that data in the response
corresponds to one of the values in that field.

Which security check can the engineer enable to meet this requirement?

A. HTML Cross-Site Scripting

B. Form Field Consistency

C. Field Formats

D. CSRF Form Tagging

Answer: (SHOW ANSWER)

NEW QUESTION: 16

A Citrix Engineer observes the following event in the ns.log:

Aug 3 11:55:58 <local0.info> 10.248.64.10 08/03/2015:15:55:58 GMT ATLONSO1 0-PPE-1:
default APPFW APPFW_STARTURL 406856 0: 10.248.13.13 11152-PPE1 LG
+hd4LkcYiOyQVWvOTsCtSyiv00001 SPI Disallow illegal URL: https://training.citrix.com/login
<blocked> Which Application Firewall profile has blocked the URL?

A. ATLONSO1

B. SPI Disallow illegal URL

C. SPI

D. APPFW_STARTURL

Answer: (SHOW ANSWER)
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NEW QUESTION: 17

Scenario: A Citrix Engineer has deployed four NetScaler MPXs with the following network
configuration:

- Management traffic is on VLAN 5 (NSIP).

- Application and server traffic is on VLAN 10 (SNIP).
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The engineer added the NetScaler Management and Analytics System (NMAS) interface to VLAN
10 to deploy a NMAS High Availability (HA) pair to manage and monitor the applications and
virtual servers.

After doing so, the engineer is NOT able to see the NetScaler or applications that need to be
managed.

How can the engineer resolve the issue?

A. Configure VLAN 5 as NSVLAN 5

B. Move the NMAS interface to VLAN 5

C. Bind SNIP to VLAN 5

D. Configure VLAN 5 as NSSYNC VLAN

Answer: (SHOW ANSWER)

NEW QUESTION: 18

Scenario: A Citrix Engineer is trying to optimize a website that is load balanced on a NetScaler
and is accessed by mobile users. The web application is complex and made up of hundreds of
embedded images, scripts, and other objects per page. This limitation is creating a significant
bottleneck, resulting in excessive load times.

Which NetScaler feature can the engineer use to optimize the web application?

A. Domain Sharding

B. SPDY (Speedy)

C. Multipath TCP

D. Minification

Answer: (SHOW ANSWER)

Explanation/Reference:

The leading capability in this category is domain sharding. By default, browsers restrict the
number of parallel connections that can be open to any one domain. Typically, fewer than ten are
allowed. For complex web applications with hundreds of embedded images, scripts and other
objects per page, this limitation can create a significant bottleneck resulting in excessive load
times. With domain sharding, NetScalerMobileStream modifies administrator-selected URLs by
breaking them into sub-domains to allow client web browsers to open multiple groups of parallel
connections. As a result, object-heavy pages are downloaded and can be rendered up to 10
times faster. Also included in this category is cache extension, a capability that leverages
advanced browser settings and NetScalerAppCache functionality to further improve performance
by maximizing the practice of locally caching static content.

NEW QUESTION: 19

Scenario: A Citrix Engineer configured an HTTP Denial-of-Service (DoS) protection policy by
setting the Surge Queue depth to 300. The surge queue reaches a size of 308, triggering the
NetScaler "attack” mode. The HTTP DoS window mechanism is left at the default size which,
when reached, will trigger "no- attack" mode.

Which queue depth value must the Surge Queue be to trigger the "no-attack” mode?
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A. size should be 300.

B. size should be between 280 and 300.
C. size should be 290.

D. size should be less than 280.
Answer: (SHOW ANSWER)

NEW QUESTION: 20
Scenario; A Citrix Engineer has configured an IP Reputati [ d Profile in Application Firewall.
@%ﬁﬁ

However, the engineer is NOT able ng%@& uring testing. Which logs can the
engineer check to ensure that IP Re%t iowf is"configured correctly?

A. httpaccess.log

B. snmpd.log

C. iprep.log

D. websocketd.log

Answer: C (LEAVE A REPLY)

NEW QUESTION: 21

Scenario: A Citrix Engineer is configuring a Buffer Overflow Security Check. When configuring the
options, the engineer notices that the Learn Mode is unavailable. Why is the Learn Mode
unavailable in this configuration?

A. TheNetScaler License is at Enterprise.

B. The Application Firewall feature is disabled.

C. The Learn Mode is NOT available for Buffer Overflow.

D. The Application Firewall database is at 20 MB.

Answer: (SHOW ANSWER)

NEW QUESTION: 22

Scenario: A Citrix Engineer configures an Application Firewall HTML SQL Injection Check and
sets it to BLOCK and to use SQLSplICharANDKeyword as the SQL injection type. The engineer
checks the logs and finds that nothing is being blocked.

What can be the cause of the Application Firewall failing to block the attack?

A. The request contains SQL Wildcard Characters.

B. The request only contains SQL Special Characters.

C. The request neither contains SQL Special Characters nor keywords.

D. The request only contains SQL keywords.

Answer: (SHOW ANSWER)

NEW QUESTION: 23

When the NetScaler marks a client connection as "non-trackable", the default behavior of the
NetScaler without making any change to the HTTP Profile is to . (Choose the correct
option to complete the sentence.)
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A. proxy the connection to the client.
B. proxy the connection to the target.
C. drop the connection.

D. track the connection.

Answer: (SHOW ANSWER)

NEW QUESTION: 24

A Citrix Engineer needs to configure the authentication feature on NetScaler Management and
Analytics System (NMAS) to enable local authentication to take over if the external authentication
fails.

What can the engineer configure to meet this requirement?

A. Enable the fallback local authentication option.

B. Select LOCAL as the Server Type when configuring authentication.

C. Configure Cascade authentication with External as primary and LOCAL as secondary.

D. Select EXTERNAL as the Server Type when configuring authentication.

Answer: (SHOW ANSWER)

NEW QUESTION: 25

Which method is used by NetScaler Management and Analytics System (NMAS) to gather
licensing information from NetScaler?

A. IPFLOW

B. NITRO

C. CFLOW

D. APPFLOW

Answer: (SHOW ANSWER)

NEW QUESTION: 26

A Citrix Engineer needs to prevent an attack against insecure operating-system or web-server
software.

The attack can cause the system to crash or behave unpredictably when it receives a data string
that is larger than it can handle.

Which security check on the Application Firewall can the engineer enable to prevent such
attacks?

A. Field Format

B. Start URL

C. Buffer Overflow

D. Deny URL

Answer: (SHOW ANSWER)

NEW QUESTION: 27
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Scenario: A Citrix Engineer has created a default admin user with username Admin1 and
password ‘nsroot' for the tenant example-online. However, the tenant administrator is unable to
log in as username Admin1 and password "nsroot'.

Which action resolves this problem?

A. The default password must be change before login.

B. User should use the system administrator credentials to login.

C. User should enter username as example-online\Admin1.

D. The user BIND DN should be specified.

Answer: (SHOW ANSWER)

NEW QUESTION: 28

Scenario: A Citrix Engineer needs to configure an external SNMP server in a High Availability
setup. The engineer configured the load-balancing virtual server to access the NetScaler
Management and Analytics System (NMAS) HA pair.

Which IP address will be configured on the external SNMP Manager to add the NMAS devices?
A. |P Address of the LB VIP

B. IP Address of both the NMAS nodes

C. IP Address of the active mode

D. IP Address of the Primary node

Answer: (SHOW ANSWER)

NEW QUESTION: 29

Scenario: A Citrix Engineer needs to set up a NetScaler Web Logging (NSWL) client system for
logging.

The engineer attempted to start the NSWL service on the client system and found that the service
is NOT starting.

What could be causing this issue?

A. TCP 3011 is NOT open between the NetScaler SNIP and the NSWL client.

B. Web Logging feature is NOT installed on the NetScaler.

C. "nswil-verify" command has NOT yet been run on the NSWL client.

D. log.conf file is NOT properly configured on the NSWL client.

Answer: (SHOW ANSWER)

NEW QUESTION: 30

Scenario: A Citrix Engineer has a project to enable Integrated Caching on a NetScaler for a Financial
Consulting company whose clients monitor their stﬂckswalﬂ% ients are reporting a delay in the
a

displaying of the stock values. = ‘f 3

What can the engineer configure o&wé I\%ga% to enable data to be presented to the clients in real
time?

A. Add another NetScaler

B. Dynamic Content Groups
C. Basic Content Group
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D. Static Content Group
Answer: (SHOW ANSWER)

NEW QUESTION: 31

A Citrix Engineer has deployed Front-end Optimization on NetScaler. The following are the
snippets of the content before and after optimization.

Before Optimization:

After Optimization:

Which optimization technique has been applied to the content?
A. Linked JavaScript to inline JavaScript

B. Minify CSS

C. Combine CSS

D. Inline CSS

Answer: (SHOW ANSWER)
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NEW QUESTION: 32

A Citrix Engineer needs to configure an Application Firewall policy. According to company
policies, the engineer needs to ensure that all the requests made to the website are originating
from North America.

Which policy expressions will help the engineer accomplish the requirement?

A. CLIENT.IP.SRC.MATCHES ("North America.US.*.*.*.*")

B. CLIENT.IP.SRC.MATCHES_LOCATION ("North America.US.*.*.*.*")

C. CLIENT.IP.SRC.MATCHES_LOCATION ("North America.US.*.*.*.*"). NOT

D. CLIENT.IP.DST.MATCHES ("North America.US.*.*.*.*")

Answer: (SHOW ANSWER)

NEW QUESTION: 33

A Citrix Engineer needs to implement a rate limiting policy to permit an average of one request in
40 ms using NetScaler.

Which Limit Identifier will meet this requirement?

A. add ns limitldentifierlimit_req threshold 1 mode CONNECTION

B. set limitidentifierlimit_req mode request_rate timeslice 2000 Threshold 50 limitType smooth
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C. adds ns limitldentifierlimit_reqg-threshold 40 mode CONNECTION
D. set limitidentifierlimit_req mode request_rate timeslice 2000 Threshold 50 limitTypeBursty
Answer: (SHOW ANSWER)

NEW QUESTION: 34

Which action can be used to place the rule on the relaxation list without being deployed and
ensuring that the rule is NOT learned again?

A. Edit& Deploy

B. Skip

C. Delete

D. Deploy

Answer: B (LEAVE A REPLY)

NEW QUESTION: 35

A website hosts highly dynamic content that is frequently requested in bursts of high user access.
Which configuration will reduce traffic to the origin server while optimizing client performance?

A. pollEveryTime NO

B. -heurExpiryParam 0

C. -expireAtLastByte YES

D. -flashCache YES

Answer: (SHOW ANSWER)

NEW QUESTION: 36

Which reason can cause fail over in a NetScaler Management and Analytics System (NMAS)
High Availability pair?

A. A primary server does NOT receive the SNMP traps from the instances connected.

B. The engineer manually forces the secondary server to shut down.

C. A secondary server loses connectivity in the LAN.

D. A primary server encounters a critical software issue.

Answer: D (LEAVE A REPLY)

NEW QUESTION: 37

Which is a single-digit rating system that indicates the criticalness of attacks on the application,
regardless of whether or NOT the application is protected by a NetScaler appliance?

A. Threat Index

B. App Store

C. Transactions

D. Safety Index

Answer: (SHOW ANSWER)

NEW QUESTION: 38
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Scenario: A Citrix Engineer is assigned applications using Role-based Access Control (RBAC) in
NetScaler Management and Analytics Systems (NMAS). In the NMAS, the engineer can see all
virtual servers under Web Insight > Applications, but is unable to access them.

What could be the cause of this behavior?

A. The Access Control policy is NOT configured on the NetScaler.

B. The RBAC is NOT supported at the application level.

C. The Access Control policy name on NetScaler and NetScaler MAS should match.

D. The RBAC is NOT supported for Orchestration.

Answer: (SHOW ANSWER)

NEW QUESTION: 39

Which logging does an engineer need to enable as a pre -requisite to geolocation - based
logging?

A. AppFlow

B. CEF (Common Even Format)

C. Syslog

D. Audit

Answer: (SHOW ANSWER)
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