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Exam Question List

Question 1: Which compliance status is shown when a configured posture p...
(/question/Cisco.350-701.v2021-08-02.9116/which-compliance-status-is-shown-when-a-configured-posture-policy-
requirement-is-not-met)

Question 2: Drag and drop the threats from the left onto examples of tha...
(/question/Cisco.350-701.v2021-08-02.q116/drag-and-drop-the-threats-from-the-left-onto-examples-of-that-threat-on-
the-right-exhibit)

Question 3: Which two endpoint measures are used to minimize the chances...
(/question/Cisco.350-701.v2021-08-02.q116/which-two-endpoint-measures-are-used-to-minimize-the-chances-of-falling-
victim-to-phishing-and-social)

Question 4: What are two benefits of Flexible NetFlow records? (Choose t...
(/question/Cisco.350-701.v2021-08-02.q116/what-are-two-benefits-of-flexible-netflow-records-choose-two)

Question 5: How does Cisco Workload Optimization Manager help mitigate a...
(/question/Cisco.350-701.v2021-08-02.9116/how-does-cisco-workload-optimization-manager-help-mitigate-application-
performance-issues)

Question 6: What is the function of SDN southbound API protocols?...
(/question/Cisco.350-701.v2021-08-02.q116/what-is-the-function-of-sdn-southbound-api-protocols)

Question 7: When web policies are configured in Cisco Umbrella, what pro...
(/question/Cisco0.350-701.v2021-08-02.9116/when-web-policies-are-configured-in-cisco-umbrella-what-provides-the-
ability-to-ensure-that-domains)

Question 8: Which policy is used to capture host information on the Cisc...
(/question/Cisco.350-701.v2021-08-02.9116/which-policy-is-used-to-capture-host-information-on-the-cisco-firepower-
next-generation-intrusion-preventi)

Question 9: An engineer is configuring IPsec VPN and needs an authentica...
(/question/Cisco.350-701.v2021-08-02.q116/an-engineer-is-configuring-ipsec-vpn-and-needs-an-authentication-protocol-
that-is-reliable-and-supports)

Question 10: What are two list types within Cisco AMP for Endpoints Outbr...
(/question/Cisco.350-701.v2021-08-02.q116/what-are-two-list-types-within-cisco-amp-for-endpoints-outbreak-control-
choose-two)

Question 11: A Cisco FTD engineer is creating a new IKEv2 policy called s... 2 comment
(/question/Cisco.350-701.v2021-08-02.q116/a-cisco-ftd-engineer-is-creating-a-new-ikev2-policy-called-
§2s00123456789-for-their-organization-to-allow)

Question 12: An engineer is configuring AMP for endpoints and wants to bl...
(/question/Cisco.350-701.v2021-08-02.q116/an-engineer-is-configuring-amp-for-endpoints-and-wants-to-block-certain-
files-from-executing-which-outbre)



Question 13: Drag and drop the descriptions from the left onto the encryp...
(/question/Cisco.350-701.v2021-08-02.q116/drag-and-drop-the-descriptions-from-the-left-onto-the-encryption-
algorithms-on-the-right-exhibit)

Question 14: An organization wants to use Cisco FTD or Cisco ASA devices ...
(/question/Cisco.350-701.v2021-08-02.9116/an-organization-wants-to-use-cisco-ftd-or-cisco-asa-devices-specific-urls-
must-be-blocked-from-being)

Question 15: What are two Trojan malware attacks? (Choose two)... (/question/Cisco.350-701.v2021-08-02.q116/what-
are-two-trojan-malware-attacks-choose-two)

Question 16: Drag and drop the common security threats from the left onto...
(/question/Cisco.350-701.v2021-08-02.q116/drag-and-drop-the-common-security-threats-from-the-left-onto-the-
definitions-on-the-right-exhibit)

Question 17: Refer to the exhibit. (Exhibit) A network administrator conf...
(/question/Cisco0.350-701.v2021-08-02.9116/refer-to-the-exhibit-exhibit-a-network-administrator-configured-a-site-to-site-
vpn-tunnel-between)

Question 18: What is a difference between FlexVPN and DMVPN?... (/question/Cisco.350-701.v2021-08-02.q116/what-
is-a-difference-between-flexvpn-and-dmvpn)

Question 19: Which public cloud provider supports the Cisco Next Generati...
(/question/Cisco.350-701.v2021-08-02.q116/which-public-cloud-provider-supports-the-cisco-next-generation-firewall-
virtual)

Question 20: Which attack is preventable by Cisco ESA but not by the Cisc...
(/question/Cisco.350-701.v2021-08-02.q116/which-attack-is-preventable-by-cisco-esa-but-not-by-the-cisco-wsa)

Question 21: Which flaw does an attacker leverage when exploiting SQL inj...
(/question/Cisco.350-701.v2021-08-02.q116/which-flaw-does-an-attacker-leverage-when-exploiting-sql-injection-
vulnerabilities)

Question 22: A network engineer has entered the snmp-server user andy myv...
(/question/Cisco.350-701.v2021-08-02.9116/a-network-engineer-has-entered-the-snmp-server-user-andy-myv3-auth-
sha-cisco-priv-aes-256-cisc0380739941)

Question 23: What is a benefit of using telemetry over SNMP to configure ...
(/question/Cisco.350-701.v2021-08-02.q116/what-is-a-benefit-of-using-telemetry-over-snmp-to-configure-new-routers-
for-monitoring-purposes)

Question 24: What must be used to share data between multiple security pr...
(/question/Cisco.350-701.v2021-08-02.q116/what-must-be-used-to-share-data-between-multiple-security-products)

Question 25: Which technology is used to improve web traffic performance ...
(/question/Cisco.350-701.v2021-08-02.q116/which-technology-is-used-to-improve-web-traffic-performance-by-proxy-

caching)

Question 26: A user has a device in the network that is receiving too man...



(/question/Cisco.350-701.v2021-08-02.q116/a-user-has-a-device-in-the-network-that-is-receiving-too-many-connection-
requests-from-multiple-machines)

Question 27: Which two deployment model configurations are supported for ...
(/question/Cisco.350-701.v2021-08-02.9116/which-two-deployment-model-configurations-are-supported-for-cisco-ftdv-
in-aws-choose-two)

Question 28: What is the primary difference between an Endpoint Protectio...
(/question/Cisco0.350-701.v2021-08-02.9116/what-is-the-primary-difference-between-an-endpoint-protection-platform-
and-an-endpoint-detection-and)

Question 29: Which solution combines Cisco 10S and I0S XE components to e...
(/question/Cisco.350-701.v2021-08-02.q116/which-solution-combines-cisco-ios-and-ios-xe-components-to-enable-
administrators-to-recognize-applications)

Question 30: What are two Detection and Analytics Engines of Cognitive Th...
(/question/Cisco.350-701.v2021-08-02.q116/what-are-two-detection-and-analytics-engines-of-cognitive-threat-analytics-
choose-two)

Question 31: Which type of algorithm provides the highest level of protec...
(/question/Cisco.350-701.v2021-08-02.q116/which-type-of-algorithm-provides-the-highest-level-of-protection-against-
brute-force-attacks)

Question 32: A Cisco Firepower administrator needs to configure a rule to...
(/question/Cisco.350-701.v2021-08-02.9116/a-cisco-firepower-administrator-needs-to-configure-a-rule-to-allow-a-new-
application-that-has-never-been)

Question 33: In which two ways does a system administrator send web traff...
(/question/Cisco.350-701.v2021-08-02.q116/in-which-two-ways-does-a-system-administrator-send-web-traffic-
transparently-to-the-web-security-appliance)

Question 34: An engineer has enabled LDAP accept queries on a listener. M...
(/question/Cisco0.350-701.v2021-08-02.9116/an-engineer-has-enabled-ldap-accept-queries-on-a-listener-malicious-
actors-must-be-prevented-from-quickly)

Question 35: A network administrator is configuring a rule in an access c...
(/question/Cisco.350-701.v2021-08-02.9116/a-network-administrator-is-configuring-a-rule-in-an-access-control-policy-to-
block-certain-urls-and-select)

Question 36: What features does Cisco FTDv provide over ASAv?... (/question/Cisco.350-701.v2021-08-02.q116/what-
features-does-cisco-ftdv-provide-over-asav)

Question 37: What does the Cloudlock Apps Firewall do to mitigate secuirit...
(/question/Cisco.350-701.v2021-08-02.q116/what-does-the-cloudlock-apps-firewall-do-to-mitigate-security-concerns-
from-an-application-perspective)

Question 38: In which form of attack is alternate encoding, such as hexad...
(/question/Cisco.350-701.v2021-08-02.9116/in-which-form-of-attack-is-alternate-encoding-such-as-hexadecimal-



representation-most-often-observed)

Question 39: A Cisco ESA administrator has been tasked with configuring t...
(/question/Cisco.350-701.v2021-08-02.q116/a-cisco-esa-administrator-has-been-tasked-with-configuring-the-cisco-esa-
to-ensure-there-are-no-viruses)

Question 40: What are two advantages of using Cisco Any connect over DMVP...
(/question/Cisco.350-701.v2021-08-02.9116/what-are-two-advantages-of-using-cisco-any-connect-over-dmvpn-choose-
two)

Question 41: On which part of the IT environment does DevSecOps focus?...
(/question/Cisco.350-701.v2021-08-02.9116/on-which-part-of-the-it-environment-does-devsecops-focus)

Question 42: An engineer must force an endpoint to re-authenticate an alr...
(/question/Cisco.350-701.v2021-08-02.9116/an-engineer-must-force-an-endpoint-to-re-authenticate-an-already-
authenticated-session-without-disrupting)

Question 43: An administrator wants to ensure that all endpoints are comp...
(/question/Cisco0.350-701.v2021-08-02.9116/an-administrator-wants-to-ensure-that-all-endpoints-are-compliant-before-
users-are-allowed-access-on)

Question 44: Which two request of REST API are valid on the Cisco ASA Pla...
(/question/Cisco.350-701.v2021-08-02.q116/which-two-request-of-rest-api-are-valid-on-the-cisco-asa-platform-choose-
two)

Question 45: Which form of attack is launched using botnets?... (/question/Cisco.350-701.v2021-08-02.q116/which-
form-of-attack-is-launched-using-botnets)

Question 46: Drag and drop the solutions from the left onto the solution'...
(/question/Cisco0.350-701.v2021-08-02.9116/drag-and-drop-the-solutions-from-the-left-onto-the-solution-s-benefits-on-
the-right-exhibit)

Question 47: Which attack type attempts to shut down a machine or network...
(/question/Cisco.350-701.v2021-08-02.q116/which-attack-type-attempts-to-shut-down-a-machine-or-network-so-that-
users-are-not-able-to-access-it)

Question 48: Which two aspects of the cloud PaaS model are managed by the...
(/question/Cisco.350-701.v2021-08-02.9116/which-two-aspects-of-the-cloud-paas-model-are-managed-by-the-customer-
but-not-the-provider-choose-two)

Question 49: Refer to the exhibit. What will happen when this Python scri...
(/question/Cisco.350-701.v2021-08-02.q116/refer-to-the-exhibit-what-will-happen-when-this-python-script-is-run)

Question 50: In which situation should an Endpoint Detection and Response...
(/question/Cisco0.350-701.v2021-08-02.9116/in-which-situation-should-an-endpoint-detection-and-response-solution-be-
chosen-versus-an-endpoint-protect)

Question 51: After a recent breach, an organization determined that phish...
(/question/Cisco.350-701.v2021-08-02.q116/after-a-recent-breach-an-organization-determined-that-phishing-was-used-



to-gain-initial-access-to-the)

Question 52: Which protocol provides the strongest throughput performance...
(/question/Cisco.350-701.v2021-08-02.q116/which-protocol-provides-the-strongest-throughput-performance-when-using-
cisco-anyconnect-vpn)

Question 53: Drag and drop the NetFlow export formats from the left onto ...
(/question/Cisco.350-701.v2021-08-02.9116/drag-and-drop-the-netflow-export-formats-from-the-left-onto-the-
descriptions-on-the-right-exhibit)

Question 54: An MDM provides which two advantages to an organization with...
(/question/Cisco.350-701.v2021-08-02.q116/an-mdm-provides-which-two-advantages-to-an-organization-with-regards-
to-device-management-choose-two)

Question 55: Refer to the exhibit. (Exhibit) Which type of authentication...
(/question/Cisco0.350-701.v2021-08-02.9116/refer-to-the-exhibit-exhibit-which-type-of-authentication-is-in-use)

Question 56: Which algorithm provides encryption and authentication for d...
(/question/Cisco.350-701.v2021-08-02.q116/which-algorithm-provides-encryption-and-authentication-for-data-plane-
communication)

Question 57: Which deployment model is the most secure when considering r...
(/question/Cisco.350-701.v2021-08-02.q116/which-deployment-model-is-the-most-secure-when-considering-risks-to-
cloud-adoption)

Question 58: An engineer has been tasked with configuring a Cisco FTD to ...
(/question/Cisco.350-701.v2021-08-02.9116/an-engineer-has-been-tasked-with-configuring-a-cisco-ftd-to-analyze-
protocol-fields-and-detect-anomalies)

Question 59: Which CLI command is used to register a Cisco FirePOWER sens...
(/question/Cisco.350-701.v2021-08-02.9116/which-cli-command-is-used-to-register-a-cisco-firepower-sensor-to-
firepower-management-center)

Question 60: What is a benefit of conducting device compliance checks?...
(/question/Cisco.350-701.v2021-08-02.9116/what-is-a-benefit-of-conducting-device-compliance-checks)

Question 61: What is a benefit of using Cisco FMC over Cisco ASDM?...
(/question/Cisco.350-701.v2021-08-02.9116/what-is-a-benefit-of-using-cisco-fmc-over-cisco-asdm)

Question 62: Which Dos attack uses fragmented packets to crash a target m...
(/question/Cisco.350-701.v2021-08-02.q116/which-dos-attack-uses-fragmented-packets-to-crash-a-target-machine)

Question 63: Which two are valid suppression types on a Cisco Next Genera...
(/question/Cisco.350-701.v2021-08-02.9116/which-two-are-valid-suppression-types-on-a-cisco-next-generation-
intrusion-prevention-system)

Question 64: Which Cisco command enables authentication, authorization, a...
(/question/Cisco.350-701.v2021-08-02.9116/which-cisco-command-enables-authentication-authorization-and-



accounting-globally-so-that-coa-is-supporte)

Question 65: An organization recently installed a Cisco W3A and would lik...
(/question/Cisco0.350-701.v2021-08-02.9116/an-organization-recently-installed-a-cisco-w3a-and-would-like-to-take-
advantage-of-the-avc-engine-to)

Question 66: In which two ways does Easy Connect help control network acc...
(/question/Cisco.350-701.v2021-08-02.9116/in-which-two-ways-does-easy-connect-help-control-network-access-when-
used-with-casco-trustsec-choose)

Question 67: An organization has two machines hosting web applications. M...
(/question/Cisco.350-701.v2021-08-02.9116/an-organization-has-two-machines-hosting-web-applications-machine-1-is-
vulnerable-to-sql-injection-while)

Question 68: Which SNMPv3 configuration must be used to support the stron...
(/question/Cisco.350-701.v2021-08-02.q116/which-snmpv3-configuration-must-be-used-to-support-the-strongest-
security-possible)

Question 69: How is ICMP used an exfiltration technique?... (/question/Cisco.350-701.v2021-08-02.9116/how-is-icmp-
used-an-exfiltration-technique)

Question 70: What is a functional difference between a cisco ASA and a ci...
(/question/Cisco.350-701.v2021-08-02.9116/what-is-a-functional-difference-between-a-cisco-asa-and-a-cisco-ios-router-
with-zone-based-policy-firewall)

Question 71: Which PKI enroliment method allows the user to separate auth...
(/question/Cisco.350-701.v2021-08-02.q116/which-pki-enrollment-method-allows-the-user-to-separate-authentication-
and-enrollment-actions-and-also)

Question 72: Which network monitoring solution uses streams and pushes op...
(/question/Cisco.350-701.v2021-08-02.q116/which-network-monitoring-solution-uses-streams-and-pushes-operational-
data-to-provide-a-near-real-time)

Question 73: When configuring ISAKMP for IKEv1 Phase 1on a Cisco 10S rout...
(/question/Cisco.350-701.v2021-08-02.q116/when-configuring-isakmp-for-ikev1-phase-1on-a-cisco-ios-router-an-
administrator-needs-to-input-the-comman)

Question 74: Refer to the traffic storm on the network, two interfaces we...
(/question/Cisco.350-701.v2021-08-02.q116/refer-to-the-traffic-storm-on-the-network-two-interfaces-were-error-disabled-
and-both-interfaces-send)

Question 75: In which type of attack does the attacker insert their machi...
(/question/Cisco.350-701.v2021-08-02.q116/in-which-type-of-attack-does-the-attacker-insert-their-machine-between-
two-hosts-that-are-communicating)

Question 76: Which feature is supported when deploying Cisco ASA within A...
(/question/Cisco0.350-701.v2021-08-02.9116/which-feature-is-supported-when-deploying-cisco-asa-within-aws-public-
cloud)



Question 77: Which proxy mode must be used on Cisco WSA to redirect TCP t...
(/question/Cisco.350-701.v2021-08-02.q116/which-proxy-mode-must-be-used-on-cisco-wsa-to-redirect-tcp-traffic-with-
wcep)

Question 78: Which type of attack is social engineering?... (/question/Cisco.350-701.v2021-08-02.9116/which-type-of-
attack-is-social-engineering)

Question 79: What is a characteristic of Dynamic ARP Inspection?... (/question/Cisco.350-701.v2021-08-02.9116/what-
is-a-characteristic-of-dynamic-arp-inspection)

Question 80: An organization uses Cisco FMC to centrally manage multiple ...
(/question/Cisco.350-701.v2021-08-02.q116/an-organization-uses-cisco-fmc-to-centrally-manage-multiple-cisco-ftd-
devices-the-default-management)

Question 81: An engineer is implementing NTP authentication within their ...
(/question/Cisco.350-701.v2021-08-02.9116/an-engineer-is-implementing-ntp-authentication-within-their-network-and-
has-configured-both-the-client)

Question 82: Which feature of Cisco ASA allows VPN users to be postured a...
(/question/Cisco.350-701.v2021-08-02.9116/which-feature-of-cisco-asa-allows-vpn-users-to-be-postured-against-cisco-
ise-without-requiring-an-inline)

Question 83: Refer to the exhibit. How does Cisco Umbrella manage traffic...
(/question/Cisco.350-701.v2021-08-02.q116/refer-to-the-exhibit-how-does-cisco-umbrella-manage-traffic-that-is-
directed-toward-risky-domains)

Question 84: Refer to the exhibit. (Exhibit) What is a result of the conf...
(/question/Cisco.350-701.v2021-08-02.q116/refer-to-the-exhibit-exhibit-what-is-a-result-of-the-configuration)

Question 85: What is a characteristic of traffic storm control behavior?...
(/question/Cisco.350-701.v2021-08-02.9116/what-is-a-characteristic-of-traffic-storm-control-behavior)
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