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NEW QUESTION: 1
What is the function of the Context Directory Agent?
A. relays user authentication requests from Web Security Appliance to Active Directory
B. accepts user authentication requests on behalf of Web Security Appliance for user identification
C. reads the Active Directory logs to map IP addresses to usernames
D. maintains users' group memberships
Answer: (SHOW ANSWER)

NEW QUESTION: 2
What two mechanisms are used to redirect users to a web portal to authenticate to ISE for guest services?
(Choose two.)
A. multiple factor auth
B. single sign-on
C. local web auth
D. TACACS+
E. central web auth
Answer: (SHOW ANSWER)

NEW QUESTION: 3
What is the Cisco API-based broker that helps reduce compromises, application risks, and data breaches in an
environment that is not on-premise?
A. Cisco Cloudlock
B. Cisco Umbrella
C. Cisco AMP
D. Cisco App Dynamics
Answer: (SHOW ANSWER)
Explanation
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NEW QUESTION: 4
What is a characteristic of Cisco ASA Netflow v9 Secure Event Logging?
A. It tracks flow-create, flow-teardown, and flow-denied events
B. It provides stateless IP flow tracking that exports all records of a specific flow
C. Its events match all traffic classes in parallel.
D. It tracks the flow continuously and provides updates every 10 seconds.
Answer: (SHOW ANSWER)

NEW QUESTION: 5
Which two probes are configured to gather attributes of connected endpoints using Cisco Identity Services
Engine?
(Choose two.)
A. SMTP
B. TACACS+
C. RADIUS
D. sFlow
E. DHCP
Answer: (SHOW ANSWER)

NEW QUESTION: 6
Which deployment model is the most secure when considering risks to cloud adoption?
A. community cloud
B. hybrid cloud
C. public cloud
D. private cloud
Answer: (SHOW ANSWER)

NEW QUESTION: 7
An engineer used a posture check on a Microsoft Windows endpoint and discovered that the MS17-010 patch
was not installed, which left the endpoint vulnerable to WannaCry ransomware. Which two solutions mitigate the
risk of this ransomware infection? (Choose two.)
A. Configure a posture policy in Cisco Identity Services Engine to install the MS17-010 patch before allowing
access on the network.
B. Set up a well-defined endpoint patching strategy to ensure that endpoints have critical vulnerabilities patched
in a timely fashion
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C. Set up a profiling policy in Cisco Identity Service Engine to check and endpoint patch level before allowing
access on the network.
D. Configure a posture policy in Cisco Identity Services Engine to check that an endpoint patch level is met
before allowing access on the network.
E. Configure endpoint firewall policies to stop the exploit traffic from being allowed to run and replicate
throughout the network.
Answer: (SHOW ANSWER)

NEW QUESTION: 8
How does DNS Tunneling exfiltrate data?
A. An attacker registers a domain that a client connects to based on DNS records and sends malware through
that connection.
B. An attacker opens a reverse DNS shell to get into the client's system and install malware on it.
C. An attacker uses a non-standard DNS port to gain access to the organization's DNS servers in order to
poison the resolutions.
D. An attacker sends an email to the target with hidden DNS resolvers in it to redirect them to a malicious
domain.
Answer: (SHOW ANSWER)
Explanation

NEW QUESTION: 9
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How does Cisco Umbrella archive logs to an enterprise-owned storage?
A. by being configured to send logs to a self-managed AWS S3 bucket
B. by using the Application Programming Interface to fetch the logs
C. by sending logs via syslog to an on-premises or cloud-based syslog server
D. by the system administrator downloading the logs from the Cisco Umbrella web portal
Answer: (SHOW ANSWER)

NEW QUESTION: 10

A. outbreak filters
B. white list
C. Sophos engine
D. RAT
E. DLP
Answer: (SHOW ANSWER)

NEW QUESTION: 11
In which type of attack does the attacker insert their machine between two hosts that are communicating with
each other?
A. LDAP injection
B. cross-site scripting
C. man-in-the-middle
D. insecure API
Answer: (SHOW ANSWER)
Explanation

NEW QUESTION: 12
Which product allows Cisco FMC to push security intelligence observable to its sensors from other products?
A. Encrypted Traffic Analytics
B. Threat Intelligence Director
C. Cognitive Threat Analytics
D. Cisco Talos Intelligence
Answer: (SHOW ANSWER)
Explanation

https://www.cisco.com/c/en/us/support/docs/storage-networking/security/214859-configure-and-troubleshoot-cis

https://www.freecram.net/q/8301-942932/
https://www.freecram.net/q/8301-942933/
https://www.freecram.net/q/8301-942934/
https://www.freecram.net/q/8301-942935/


NEW QUESTION: 13
What is the purpose of the certificate signing request when adding a new certificate for a server?
A. It is the password for the certificate that is needed to install it with.
B. It provides the server information so a certificate can be created and signed
C. It is the certificate that will be loaded onto the server
D. It provides the certificate client information so the server can authenticate against it when installing
Answer: (SHOW ANSWER)
Explanation
https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_cert.html

NEW QUESTION: 14
Which two fields are defined in the NetFlow flow? {Choose two.)
A. type of service byte
B. Layer 4 protocol type
C. class of service bits
D. output logical interface
E. destination port
Answer: A,E (LEAVE A REPLY)
Explanation

NEW QUESTION: 15
A network administrator is configuring a rule in an access control policy to block certain URLs and selects the
"Chat and Instant Messaging" category. Which reputation score should be selected to accomplish this goal?
A. 1
B. 10
C. 5
D. 3
Answer: (SHOW ANSWER)
Explanation
https://www.cisco.com/c/en/us/td/docs/security/esa/esa111/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_Adm

NEW QUESTION: 16
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What is the function of SDN southbound API protocols?
A. to enable the controller to make changes
B. to allow for the dynamic configuration of control plane applications
C. to enable the controller to use REST
D. to allow for the static configuration of control plane applications
Answer: (SHOW ANSWER)
Explanation
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NEW QUESTION: 17
Which Cisco security solution protects remote users against phishing attacks when they are not connected to
the VPN?
A. Cisco Firepower
B. Cisco Umbrella
C. Cisco Stealthwatch
D. NGIPS
Answer: (SHOW ANSWER)

NEW QUESTION: 18
Which two endpoint measures are used to minimize the chances of falling victim to phishing and social
engineering attacks? (Choose two.)
A. Protect against input validation and character escapes in the endpoint.
B. Protect systems with an up-to-date antimalware program
C. Install a spam and virus email filter
D. Patch for cross-site scripting
E. Perform backups to the private cloud.
Answer: (SHOW ANSWER)

NEW QUESTION: 19
What does the Cloudlock Apps Firewall do to mitigate security concerns from an application perspective?
A. It sends the application information to an administrator to act on
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B. It allows the administrator to quarantine malicious files so that the application can function, just not
maliciously
C. It discovers and controls cloud apps that are connected to a company's corporate environment
D. It deletes any application that does not belong in the network
Answer: (SHOW ANSWER)

NEW QUESTION: 20

A. lt encodes the payload with random characters that are broken into short strings and the DNS server rebuilds
the exfiltrated data.
B. It redirects DNS requests to a malicious server used to steal user credentials, which allows further damage
and theft on the network.
C. It leverages the DNS server by permitting recursive lookups to spread the attack to other DNS servers.
D. It corrupts DNS servers by replacing the actual IP address with a rogue address to collect information or start
other attacks.
Answer: (SHOW ANSWER)

NEW QUESTION: 21
What is a characteristic of Dynamic ARP Inspection?
A. DAI intercepts all ARP requests and responses on trusted ports only
B. DAI determines the validity of an ARP packet based on valid IP to MAC address bindings from the DHCP
snooping binding database
C. In a typical network, make all ports as trusted except for the ports connecting to switches, which are
untrusted.
D. DAI associates a trust state with each switch.
Answer: (SHOW ANSWER)

NEW QUESTION: 22
Which Talos reputation center allows for tracking the reputation of IP addresses for email and web traffic?
A. File Reputation Center
B. IP Slock List Center
C. IP and Domain Reputation Center
D. AMP Reputation Center
Answer: (SHOW ANSWER)

NEW QUESTION: 23
Refer to the exhibit.
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A network administrator configured a site-to-site VPN tunnel between two Cisco IOS routers, and hosts are
unable to communicate between two sites of VPN. The network administrator runs the debug crypto isakmp sa
command to track VPN status What is the problem according to this command output?
A. hashing algorithm mismatch
B. encryption algorithm mismatch
C. interesting traffic was not applied
D. authentication key mismatch
Answer: (SHOW ANSWER)

NEW QUESTION: 24
Which two aspects of the cloud PaaS model are managed by the customer but not the provider? {Choose two.)
A. virtualization
B. middleware
C. operating systems
D. applications
E. data
Answer: (SHOW ANSWER)
Explanation
https://apprenda.com/library/paas/iaas-paas-saas-explained-compared/

NEW QUESTION: 25
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Which network monitoring solution uses streams and pushes operational data to provide a near real-time view
of activity?
A. model-driven telemetry
B. syslog
C. SMTP
D. SNMP
Answer: (SHOW ANSWER)

NEW QUESTION: 26
Which Cisco command enables authentication, authorization, and accounting globally so that CoA is supported
on the device?
A. ip device-tracking
B. aaa new-model
C. aaa server radius dynamic-author
D. auth-type all
Answer: (SHOW ANSWER)

NEW QUESTION: 27
A Cisco Firepower administrator needs to configure a rule to allow a new application that has never been seen
on the network. Which two actions should be selected to allow the traffic to pass without inspection? (Choose
two.)
A. permit
B. trust
C. reset
D. allow
E. monitor
Answer: (SHOW ANSWER)
Explanation
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NEW QUESTION: 28
Refer to the exhibit.

Which statement about the authentication protocol used in the configuration is true
A. There are separate authentication and authorization request packets
B. The authentication and authorization requests are grouped in a single packet
C. The authentication request contains only a username
D. The authentication request contains only a password
Answer: (SHOW ANSWER)

NEW QUESTION: 29
Which two tasks allow NetFlow on a Cisco ASA 5500 Series firewall? (Choose two.)
A. Create a class map to match interesting traffic.
B. Apply NetFlow Exporter to the outside interface in the inbound direction.
C. Create an ACL to allow UDP traffic on port 9996.
D. Enable NetFlow Version 9.
E. Define a NetFlow collector by using the flow-export command.
Answer: (SHOW ANSWER)

NEW QUESTION: 30

A. up to 8
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B. up to 2
C. up to 16
D. up to 4
Answer: D (LEAVE A REPLY)

NEW QUESTION: 31
A user has a device in the network that is receiving too many connection requests from multiple machines.
Which type of attack is the device undergoing?
A. SYN flood
B. slowloris
C. pharming
D. phishing
Answer: (SHOW ANSWER)
Explanation
https://www.cisco.com/c/en/us/products/security/what-is-a-ddos-attack.html#~types-of-ddos-attacks
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NEW QUESTION: 32
An attacker needs to perform reconnaissance on a target system to help gain access to it. The system has
weak passwords, no encryption on the VPN links, and software bugs on the system's applications. Which
vulnerability allows the attacker to see the passwords being transmitted in clear text?
A. weak passwords for authentication
B. improper file security
C. software bugs on applications
D. unencrypted links for traffic
Answer: (SHOW ANSWER)
Explanation
https://www.cisco.com/ELearning/bulk/public/celc/CRS/media/targets/resources_mod07/7_3_5_improving_secu

NEW QUESTION: 33
What are two differences between a Cisco WSA that is running in transparent mode and one running in explicit
mode? (Choose two.)
A. The Cisco WSA is configured in a web browser only if it is running in transparent mode.
B. The Cisco WSA uses a Layer 3 device to redirect traffic only if it is running in transparent mode.
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C. The Cisco WSA responds with its own IP address only if it is running in transparent mode.
D.When the Cisco WSA is running in transparent mode, it uses the WSA's own IP address as the HTTP
request destination.
E. The Cisco WSA responds with its own IP address only if it is running in explicit mode.
Answer: (SHOW ANSWER)

NEW QUESTION: 34
Which feature is supported when deploying Cisco ASAv within AWS public cloud?
A. clustering
B. multiple context mode
C. IPv6
D. user deployment of Layer 3 networks
Answer: (SHOW ANSWER)

NEW QUESTION: 35
Which technology reduces data loss by identifying sensitive information stored in public computing
environments?
A. Cisco Firepower
B. Cisco HyperFlex
C. Cisco SDA
D. Cisco Cloudlock
Answer: (SHOW ANSWER)

NEW QUESTION: 36
Which two preventive measures are used to control cross-site scripting? (Choose two.)
A. Disable cookie inspection in the HTML inspection engine
B. Run untrusted HTML input through an HTML sanitization engine
C. Incorporate contextual output encoding/escaping
D. SameSite cookie attribute should not be used
E. Enable client-side scripts on a per-domain basis
Answer: (SHOW ANSWER)

NEW QUESTION: 37
Why would a user choose an on-premises ESA versus the CES solution?
A. Sensitive data must remain onsite
B. ESA is deployed inline
C. Demand is unpredictable
D. The server team wants to outsource this service.
Answer: (SHOW ANSWER)

NEW QUESTION: 38
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How is Cisco Umbrella configured to log only security events?
A. per network in the Deployments section
B. in the Reporting settings
C. in the Security Settings section
D. per policy
Answer: (SHOW ANSWER)

NEW QUESTION: 39
Which statement about IOS zone-based firewalls is true?
A. An interface can be assigned to multiple zones
B. An unassigned interface can communicate with assigned interfaces
C. Only one interface can be assigned to a zone
D. An interface can be assigned only to one zone
Answer: (SHOW ANSWER)

NEW QUESTION: 40

A. Public managed
B. Service Provider managed
C. Enterprise managed
D. User managed
E. Hybrid managed
Answer: (SHOW ANSWER)
Explanation

NEW QUESTION: 41
Which feature within Cisco Umbrella allows for the ability to inspect secure HTTP traffic?
A. Destination Lists
B. SSL Decryption
C. SafeSearch
D. File Analysis
Answer: (SHOW ANSWER)

NEW QUESTION: 42
After a recent breach, an organization determined that phishing was used to gain initial access to the network
before regaining persistence. The information gained from the phishing attack was a result of users visiting
known malicious websites. What must be done in order to prevent this from happening in the future?
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A. Modify an access policy.
B. Modify identification profiles.
C. Modify outbound malware scanning policies
D. Modify web proxy settings
Answer: (SHOW ANSWER)
Explanation

NEW QUESTION: 43
Which two behavioral patterns characterize a ping of death attack? (Choose two.)
A. The attack is fragmented into groups of 16 octets before transmission.
B. The attack is fragmented into groups of 8 octets before transmission
C. Publicly accessible DNS servers are typically used to execute the attack
D. Malformed packets are used to crash systems
E. Short synchronized bursts of traffic are used to disrupt TCP connections.
Answer: (SHOW ANSWER)

NEW QUESTION: 44
What is the primary difference between an Endpoint Protection Platform and an Endpoint Detection and
Response?
A. EPP focuses on network security, and EDR focuses on device security.
B. EPP focuses on prevention, and EDR focuses on advanced threats that evade perimeter defenses.
C. EDR focuses on network security, and EPP focuses on device security.
D. EDR focuses on prevention, and EPP focuses on advanced threats that evade perimeter defenses.
Answer: (SHOW ANSWER)

NEW QUESTION: 45
Which technology is used to improve web traffic performance by proxy caching?
A. FireSIGHT
B. ASA
C.WSA
D. Firepower
Answer: C (LEAVE A REPLY)

NEW QUESTION: 46
What is the purpose of the Decrypt for Application Detection feature within the WSA Decryption options?
A. It decrypts HTTPS application traffic for authenticated users.
B. It alerts users when the WSA decrypts their traffic.
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C. It provides enhanced HTTPS application detection for AsyncOS.
D. It decrypts HTTPS application traffic for unauthenticated users
Answer: (SHOW ANSWER)
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NEW QUESTION: 47
Which exfiltration method does an attacker use to hide and encode data inside DNS requests and queries?
A. DNS security
B. DNSSEC
C. DNS tunneling
D. DNSCrypt
Answer: (SHOW ANSWER)

NEW QUESTION: 48
Which two activities can be done using Cisco DNA Center? (Choose two.)
A. design
B. DHCP
C. DNS
D. provision
E. accounting
Answer: (SHOW ANSWER)

NEW QUESTION: 49
Which protocol provides the strongest throughput performance when using Cisco AnyConnect VPN?
A. DTLSv1
B. TLSv1.1
C. TLSv1.2
D. BJTLSvl
Answer: (SHOW ANSWER)

NEW QUESTION: 50
What are the two most commonly used authentication factors in multifactor authentication? (Choose two.)
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A. knowledge factor
B. encryption factor
C. confidentiality factor
D. biometric factor
E. time factor
Answer: (SHOW ANSWER)

NEW QUESTION: 51
Which two characteristics of messenger protocols make data exfiltration difficult to detect and prevent?
(Choose two.)
A. Messenger applications cannot be segmented with standard network controls.
B. Traffic is encrypted, which prevents visibility on firewalls and IPS systems.
C. An exposed API for the messaging platform is used to send large amounts of data.
D. Malware infects the messenger application on the user endpoint to send company data.
E. Outgoing traffic is allowed so users can communicate with outside organizations.
Answer: (SHOW ANSWER)

NEW QUESTION: 52
What are two rootkit types? (Choose two)
A. bootloader
B. registry
C. user mode
D. virtual
E. buffer mode
Answer: (SHOW ANSWER)

NEW QUESTION: 53
Which two key and block sizes are valid for AES? (Choose two.)
A. 64-bit block size, 168-bit key length
B. 128-bit block size, 256-bit key length
C. 64-bit block size, 112-bit key length
D. 192-bit block size, 256-bit key length
E. 128-bit block size, 192-bit key length
Answer: B,E (LEAVE A REPLY)

NEW QUESTION: 54
Which Cisco solution does Cisco Umbrella integrate with to determine if a URL is malicious?
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A. AnyConnect
B. Talos
C. DynDNS
D. AMP
Answer: (SHOW ANSWER)

NEW QUESTION: 55
Which technology must be used to implement secure VPN connectivity among company branches over a
private IP cloud with any-to-any scalable connectivity?
A. DMVPN
B. FlexVPN
C. IPsec DVTI
D. GET VPN
Answer: (SHOW ANSWER)

NEW QUESTION: 56
A company is experiencing exfiltration of credit card numbers that are not being stored on-premise. The
company needs to be able to protect sensitive data throughout the full environment Which tool should be used
to accomplish this goal?
A. Security Manager
B. Cloudlock
C.Web Security Appliance
D. Cisco ISE
Answer: (SHOW ANSWER)
Explanation
https://www.cisco.com/c/dam/en/us/products/collateral/security/cloudlock/cisco-cloudlock-cloud-data-securityda

NEW QUESTION: 57
What provides the ability to program and monitor networks from somewhere other than the DNAC GUI?
A. API
B. desktop client
C. NetFlow
D. ASDM
Answer: (SHOW ANSWER)

NEW QUESTION: 58
An engineer configured a new network identity in Cisco Umbrella but must verify that traffic is being routed
through the Cisco Umbrella network. Which action tests the routing?
A. Ensure that the client computers are pointing to the on-premises DNS servers.
B. Browse
to http://welcome.umbrella.com/ to validate that the new identity is working
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C. Enable the Intelligent Proxy to validate that traffic is being routed correctly.
D. Add the public IP address that the client computers are behind to a Core Identity
Answer: (SHOW ANSWER)

NEW QUESTION: 59
Which two deployment model configurations are supported for Cisco FTDv in AWS? (Choose two.)
A. Cisco FTDv with one management interface and two traffic interfaces configured
B. Cisco FTDv with two management interfaces and one traffic interface configured
C. Cisco FTDv configured in routed mode and IPv6 configured
D. Cisco FTDv configured in routed mode and managed by an FMCv installed in AWS
E. Cisco FTDv configured in routed mode and managed by a physical FMC appliance on premises
Answer: (SHOW ANSWER)

NEW QUESTION: 60

A. AES-BAC
B. AES-ABC
C. HMAC-SHA1/SHA2
D. Triple AMC-CBC
E. AES-CBC
Answer: (SHOW ANSWER)
Explanation
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-mt/sec-sec-for-vpns-w-ips

NEW QUESTION: 61
An MDM provides which two advantages to an organization with regards to device management? (Choose two.)
A. asset inventory management
B. allowed application management
C. critical device management
D. Active Directory group policy management
E. network device management
Answer: (SHOW ANSWER)
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NEW QUESTION: 62
What is managed by Cisco Security Manager?
A.WSA
B. ASA
C. access point O
D. ESA
Answer: (SHOW ANSWER)
Explanation
https://www.cisco.com/c/en/us/products/collateral/security/security-manager/datasheet-C78-737182.html

NEW QUESTION: 63
Using Cisco Firepower's Security Intelligence policies, upon which two criteria is Firepower block based?
(Choose two.)
A. protocol IDs
B. URLs
C. IP addresses
D. port numbers
E. MAC addresses
Answer: (SHOW ANSWER)
Explanation

NEW QUESTION: 64
Which feature requires a network discovery policy on the Cisco Firepower Next Generation Intrusion Prevention
System?
A. health monitoring
B. URL filtering
C. security intelligence
D. impact flags
Answer: (SHOW ANSWER)

NEW QUESTION: 65
Which two risks is a company vulnerable to if it does not have a well-established patching solution for
endpoints? (Choose two.)
A. exploits
B. denial-of-service attacks
C. ARP spoofing
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D. malware
E. eavesdropping
Answer: (SHOW ANSWER)

NEW QUESTION: 66
What is an attribute of the DevSecOps process?
A. isolated security team
B. security scanning and theoretical vulnerabilities
C. development security
D. mandated security controls and check lists
Answer: (SHOW ANSWER)

NEW QUESTION: 67
An administrator wants to ensure that all endpoints are compliant before users are allowed access on the
corporate network. The endpoints must have the corporate antivirus application installed and be running the
latest build of Windows
10.What must the administrator implement to ensure that all devices are compliant before they are allowed on
the network?
A. Cisco Identity Services Engine and AnyConnect Posture module
B. Cisco Stealthwatch and Cisco Identity Services Engine integration
C. Cisco ASA firewall with Dynamic Access Policies configured
D. Cisco Identity Services Engine with PxGrid services enabled
Answer: (SHOW ANSWER)

NEW QUESTION: 68
When wired 802.1X authentication is implemented, which two components are required? (Choose two.)
A. authenticator: Cisco Identity Services Engine
B. authentication server: Cisco Identity Service Engine
C. supplicant: Cisco AnyConnect ISE Posture module
D. authenticator: Cisco Catalyst switch
E. authentication server: Cisco Prime Infrastructure
Answer: (SHOW ANSWER)
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