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NEW QUESTION: 1
An administrator is trying to enable centralized PVO but receives the error, "Unable to proceed with Centralized Policy, Virus and Outbreak
Quarantines configuration as esa1 in Cluster has content filters / DLP actions available at a level different from the cluster level." What is the cause of
this error?
A. Content filters are configured at the machine-level on esa1.
B. DLP is configured at the cluster-level on esa2.
C. DLP is configured at the domain-level on esa1.
D. DLP is not configured on host1.
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118026-technote- esa-00.html

NEW QUESTION: 2
What are two primary components of content filters? (Choose two.)
A. conditions
B. subject
C. content
D. actions
E. policies
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_11-1/
b_ESA_Admin_Guide_ces_11_1/b_ESA_Admin_Guide_chapter_01010.pdf

NEW QUESTION: 3
Drag and drop the Cisco ESA reactions to a possible DLP from the left onto the correct action types on the right.
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Answer:

Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/ b_ESA_Admin_Guide_chapter_010001.html
(message actions)

NEW QUESTION: 4
Which two are configured in the DMARC verification profile? (Choose two.)
A. name of the verification profile
B. minimum number of signatures to verify
C. ESA listeners to use the verification profile
D. message action into an incoming or outgoing content filter



E. message action to take when the policy is reject/quarantine
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/
b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_010101.html#task_1231917

NEW QUESTION: 5
When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.)
A. redirect
B. return
C. drop
D. delay
E. abandon
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/ b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01110.html

NEW QUESTION: 6
Which action must be taken before a custom quarantine that is being used can be deleted?
A. Delete the quarantine that is assigned to a filter.
B. Delete the quarantine that is not assigned to a filter.
C. Delete only the unused quarantine.
D. Remove the quarantine from the message action of a filter.
Answer: D (LEAVE A REPLY)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/
b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011111.html

NEW QUESTION: 7
Which two certificate authority lists are available in Cisco ESA? (Choose two.)
A. default
B. system
C. user
D. custom
E. demo
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/
b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_11_1_chapter_011000.html#task_1194859

NEW QUESTION: 8
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Which two components form the graymail management solution in Cisco ESA? (Choose two.)
A. cloud-based unsubscribe service
B. uniform unsubscription management interface for end users
C. secure subscribe option for end users
D. integrated graymail scanning engine
E. improved mail efficacy
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/ b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01101.pdf (p.2)

NEW QUESTION: 9
When email authentication is configured on Cisco ESA, which two key types should be selected on the signing profile? (Choose two.)
A. DKIM
B. Public Keys
C. Domain Keys
D. Symmetric Keys
E. Private Keys
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213939-esa- configure-dkim-signing.html

NEW QUESTION: 10

A. message-filter order
B. lateral processing
C. structure of the combined packet
D. mail policies
E. MIME structure of the message
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/ b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01000.html

NEW QUESTION: 11
What is the default HTTPS port when configuring spam quarantine on Cisco ESA?
A. 83
B. 82
C. 443
D. 80
Answer: (SHOW ANSWER)
Reference:
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https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_11-1/
b_ESA_Admin_Guide_ces_11_1/b_ESA_Admin_Guide_chapter_011111.pdf

NEW QUESTION: 12
Drag and drop the AsyncOS methods for performing DMARC verification from the left into the correct order on the right.

Answer:

Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/
b_ESA_Admin_Guide_11_1_chapter_010101.html

NEW QUESTION: 13
Which global setting is configured under Cisco ESA Scan Behavior?
A. minimum attachment size to scan
B. attachment scanning timeout
C. actions for unscannable messages due to attachment type
D. minimum depth of attachment recursion to scan
Answer: (SHOW ANSWER)
Reference:
https://community.cisco.com/t5/email-security/cisco-ironport-esa-security-services-scan-behavior- impact-on-av/td-p/3923243

NEW QUESTION: 14
What is the maximum message size that can be configured for encryption on the Cisco ESA?
A. 20 MB
B. 25 MB
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C. 15 MB
D. 30 MB
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117972-technote- esa-00.html

NEW QUESTION: 15
Which two actions are configured on the Cisco ESA to query LDAP servers? (Choose two.)
A. accept
B. relay
C. delay
D. route
E. reject
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-0/user_guide_fs/ b_ESA_Admin_Guide_11_0/b_ESA_Admin_Guide_chapter_011010.html

NEW QUESTION: 16
What occurs when configuring separate incoming mail policies?
A. message aggregation
B. message detachment
C. message splintering
D. message exceptions
Answer: (SHOW ANSWER)

Valid 300-720 Dumps shared by ExamDiscuss.com for Helping Passing 300-720 Exam! ExamDiscuss.com now offer the newest 300-720 exam
dumps, the ExamDiscuss.com 300-720 exam questions have been updated and answers have been corrected get the newest
ExamDiscuss.com 300-720 dumps with Test Engine here: https://www.examdiscuss.com/Cisco/exam/300-720/premium/ (149 Q&As Dumps,

35%OFF Special Discount Code: freecram)

NEW QUESTION: 17
Drag and drop the steps to configure Cisco ESA to use SPF/SIDF verification from the left into the correct order on the right.
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Answer:

NEW QUESTION: 18
Which suboption must be selected when LDAP is configured for Spam Quarantine End-User Authentication?
A. Designate as the active query
B. Update Frequency
C. Server Priority
D. Entity ID
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma11-5/user_guide/
b_SMA_Admin_Guide_11_5/b_SMA_Admin_Guide_11_5_chapter_01010.html

NEW QUESTION: 19
Which two features are applied to either incoming or outgoing mail policies? (Choose two.)
A. Indication of Compromise
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B. application filtering
C. outbreak filters
D. sender reputation filtering
E. antivirus
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/ b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_chapter_01001.html

NEW QUESTION: 20

A. Enable outbreak filters.
B. Enable email relay.
C. Enable antispam scanning.
D. Enable port bouncing.
E. Enable antivirus scanning.
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_chapter_01111.html

NEW QUESTION: 21
Which SMTP extension does Cisco ESA support for email security?
A. ETRN
B. UTF8SMTP
C. PIPELINING
D. STARTTLS
Answer: (SHOW ANSWER)
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011000.html
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